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1.0 Purpose and Benefits 

The purpose of this standard is to establish the rules and processes for maintaining and 
protecting New York State (NYS) identity data, including the tokens and credentials 
issued and bound to each identity. 

The standard establishes a trustworthy process, based on National Institute of 
Standards and Technology (NIST) Digital Identity standards, for 

• Identity proofing individuals. 

• Managing authentication credentials that are tied to an individual’s digital 
identity. 

• Connecting that digital identity to the individual. 

2.0 Authority 

Section 103(10) of the State Technology Law provides the Office of Information 
Technology Services (ITS) with the authority to establish statewide technology policies, 
including technology and security standards.  Section 2 of Executive Order No. 117, 
established January 2002, provides the State Chief Information Officer with the authority 
to oversee, direct and coordinate the establishment of information technology policies, 
protocols, and standards for State government, including hardware, software, security, 
and business re-engineering.  Details regarding this authority can be found in NYS ITS 
Policy, NYS-P08-002 Authority to Establish Enterprise Information Technology (IT) 
Policies, Standards and Guidelines. 
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4.2 Authenticator Lifecycle Management 
There are various events across the lifecycle of an authenticator that affect its use.  
Events include binding, loss, theft, damage, unauthorized duplication, expiration, 
revocation and termination.  The following tables will reflect the level of confidence at 
each Authenticator Assurance Level (AAL) that is achieved by performing the AAL 
Assessment Process in Appendix C in the NYS-P20-001 Digital Identity Policy.   

 

 

2 

receives mail at the claimed address; 
then CSP issues credentials in-
person. 

 

the claimed address; then CSP issues 
credentials to the claimed address. RA or 
CSP sends notice to an address of record 
confirmed in the records check. Secrets 
sent must be reset on first use and will 
expire after 14 days. User ID and token 
must be sent under separate cover. 

Note: Agencies are encouraged to use 
methods a) and b) where possible to achieve 
better security. Method c) is especially weak 
when not used in combination with 
knowledge of account activity. 
 

3 In-person:  
If photo ID appears valid and the photo 
matches applicant: 
a) If personal information in records 

includes a telephone number, the 
CSP issues credentials in a manner 
that confirms the ability of the 
applicant to receive telephone 
communications at a number 
associated with the applicant in 
records. Secrets sent shall be reset 
upon first use and will expire after 24 
hours. User ID and token must be 
sent under separate cover; OR 

b) If ID confirms address of record, RA 
authorizes or CSP issues credentials 
in person; OR 

c) If ID does not confirm address of 
record, RA confirms the applicant 
receives mail at the claimed address; 
then CSP issues credentials in-
person 

 

Remote:   
a) CSP issues credentials in a manner that 

confirms the ability of the applicant to 
receive mail at a physical address 
associated with the applicant in records.  
Secrets sent must be reset on first use and 
will expire after 14 days. User ID and token 
must be sent under separate cover; OR 

b) If personal information in records includes 
both an electronic address and a physical 
address that are linked together with the 
applicant’s name and are consistent with 
the information provided by the applicant, 
then the CSP may issue credentials in a 
manner that confirms the ability of the 
applicant to receive messages (SMS, 
Voice or e-mail) sent to the electronic 
address.  Any secret sent over an 
unprotected session shall be reset upon 
first use and shall be valid for a maximum 
lifetime of 24 hours.  User ID and token 
must be sent under separate cover. 
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Statewide technology policies, standards, and guidelines may be found at the 
following website: http://www.its.ny.gov/tables/technologypolicyindex  

 

8.0 Revision History 

This policy document should be reviewed consistent with the requirements set forth in 
NYS-P09-003 Process for Establishing Information Technology Policies, Standards, and 
Guidelines 
 

Date  Description of Change  Reviewer 
10/18/2013 Original Standard Release Thomas Smith, 

Chief Information 
Security Officer 

03/21/2014 Minor technical corrections in Token and Credential 
Renewal/Reissuance section; clarified rules for 
unprotected secrets in Credential Issuance section. 

Thomas Smith, 
Chief Information 
Security Officer 

09/19/2014 Minor wording changes to footnotes; added hyperlink 
for SICAM guidance and added to related documents 

Deborah A. Snyder, 
Acting Chief 
Information 
Security Officer 

03/10/2017 Updated Contact Information and Rebranding Deborah A. Snyder, 
Deputy Chief 
Information 
Security Officer 

07/16/2020 Content updated to reflect NIST SP 800-63 
revisions.  Renamed standard from Identity Assurance 
(NYS-S13-004) to Digital Identity (NYS-S20-001). 

 

Karen Sorady, 
Acting Chief 
Information 
Security Officer 

05/20/2021 Updated Scope language Karen Sorady, 
Acting Chief 
Information 
Security Officer 
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9.0 Related Documents 

NYS-P20-001 Digital Identity Policy 

NYS-S14-006 Authentication Tokens Standard 

NYS-S14-013 Account Management/Access Control Standard 

NYS-S14-007 Encryption Standard 

NIST Special Publication 900-63-3 

 






