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Attachment 16:  Technical Proposal Form 
When completing the Technical Proposal Content, please do so in the order enumerated below.  DO NOT 
INCLUDE ANY PRICING INFORMATION. 
Bidder must provide information which meets the minimum qualifications, set forth in 1.3 of the RFP, and 
demonstrates that Bidder can successfully undertake and complete a project of the scale and scope set 
forth in this RFP. 

PART 1: ORGANIZATIONAL OVERVIEW (EXECUTIVE SUMMARY)  
The Bidder must possess the administrative and organizational capacity, experience and expertise to 
provide the required Project Services as set forth in the RFP and the administrative structure to oversee 
the billing, payment, and processing of invoices to ITS for work performed under the Contract.  To 
demonstrate that it meets or exceeds these requirements, at this part of its Technical Proposal, the Bidder 
must submit an Executive Summary, not to exceed five (5) pages that includes: 

(1) The name and address of the Bidder’s main and branch offices and the name of the senior officer 
who will be responsible for this account; 

(2) A statement indicating for which Lot(s) the Bidder meets or exceeds the associated minimum bidder 
qualifications and for which Lot(s) it is submitting a Proposal for the State’s consideration. 

(3) A concise description of the Bidder’s understanding of the requirements presented in the RFP, ITS’ 
needs, approach, and how the Bidder can assist ITS in accomplishing its objectives.  The 
description provided should demonstrate the Bidder’s understanding of (1) the scope of work 
included in the RFP, and (2) the effort, skills and processes necessary to successfully complete 
the software development services detailed in this RFP while adhering to the software development 
lifecycle (SDLC) prescribed by the State using State-defined tools, methodologies, and 
technologies and operating on a State-owned and operated platform. 

(4) A succinct statement outlining corporate/business history including a general mission statement, 
the overall number of employees per position, and other general information about the Bidder. 

 (5) A description of the activities the Bidder is proposing to undertake to begin providing services to 
ITS if selected in response to a Tier II Assignment. 

(6) A statement specifying its agreement to and, as applicable, explain how it will: 

a. Maintain an adequate organizational structure and resources sufficient to discharge its 
contractual responsibilities including monitoring Contract activities, deliverables, invoicing, 
billing, and personnel issues. 

b. Provide for normal day-to-day communications and maintain a Contractor Sole Point of Contact 
(Engagement Executive) for proper communication and performance of all contractual 
responsibilities.   

c. Substitute any employee whose continued presence would be detrimental to the success of 
the State’s efforts with an employee of equal or better qualifications.   

d. Cooperate fully with the State’s staff, advisors, and any other contractors and/or subcontractors 
who may be engaged by the State relative to the Project Services. 
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(1) The name and address of the Bidder’s main and branch offices and the name of the senior 
officer who will be responsible for this account; 

• Bidder Name: Spruce Technology, Inc.  

• Bidder Address: 1149 Bloomfield Ave, Suite G, Clifton, NJ 07012 

• Bidder’s Senior Officer: James Mahoney, Executive Vice President of Professional Services 

(2) A statement indicating for which Lot(s) the Bidder meets or exceeds the associated 
minimum bidder qualifications and for which Lot(s) it is submitting a Proposal for the State’s 
consideration. 

Spruce Technology, Inc. meets and exceeds the associated minimum bidder qualifications and is 
submitting a Proposal for Lot 1: Eligibility and Case Management; Lot 2: Data and Analytics; and 
Lot 4: Fair Hearings.  

(3) A concise description of the Bidder’s understanding of the requirements presented in the 
RFP, ITS’ needs, approach, and how the Bidder can assist ITS in accomplishing its 
objectives.  The description provided should demonstrate the Bidder’s understanding of (1) 
the scope of work included in the RFP, and (2) the effort, skills and processes necessary to 
successfully complete the software development services detailed in this RFP while 
adhering to the software development lifecycle (SDLC) prescribed by the State using State-
defined tools, methodologies, and technologies and operating on a State-owned and 
operated platform. 

Spruce understands the vital importance of this RFP to advance the mission of the State’s Integrated 
Eligibility System initiative (IES). The State has undertaken significant efforts to inform the vendor 
community and to solicit the best input from the most knowledgeable sources in Eligibility 
technology modernization, and we recognize that this is a high-profile, high-impact endeavor which 
requires many parties to progress on numerous parallel tracks in a coordinated way to ensure the 
project timeline, budget, and outcomes are upheld. Not only ITS, but also OTDA, DOH, OCFS, and 
the Governor’s Office are urgently prioritizing the goal to improve the wellbeing of New York 
residents by increasing access to and awareness of available health programs.  

In order to succeed in this mission, the State will require the services of experienced, established 
systems integrators (SIs) who can successfully lead specific projects in various subject matter 
areas to develop, integrate, test and deploy the numerous systems that are planned for 
implementation under the IES program – and, potentially, to support additional needs that are not 
yet planned. These SIs will be divided into lots based on four distinct areas of expertise needed by 
ITS, as defined in the RFP. SIs will need to coordinate and collaborate with a complex variety of 
stakeholders, including the several State agencies primarily driving the IES program; other state, 
municipal, and federal agencies; other SIs and their subcontractors; software and hardware 
vendors providing the foundation of the planned systems; and potentially other healthcare 
organizations, non-profits, and representatives of the public.  

The personnel leading these engagements will need to be experienced and knowledgeable about 
delivering high-profile IT projects in the public sector, preferably with HHS experience. Their past 
performance will offer proven capabilities of working effectively with a wide range of stakeholders; 
adhering to strict deadlines while remaining flexible in the face of shifting schedules; and an ability 
to uphold quality standards to ensure consistency across all SI efforts. It is essential that each SI 
appoint a dedicated senior-level point of contact who can take responsibility for coordinating 
amongst these many stakeholders, and can serve as a point of escalation at the first sight of issues 
or uncertainty. Furthermore, the SIs supporting this contract must be prepared to engage and 
closely manage new expert personnel and/or subcontractors rapidly, if needed, to support specific 
technology skill-sets or subject matter expertise required at the project level.  
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PART 2: MINIMUM BIDDER QUALIFICATIONS 
Please complete Table 1 - Project Engagement, on the following page, for each project engagement 
the Bidder is using to demonstrate that it meets or exceeds the Minimum Bidder Qualifications. Failure 
to meet the Minimum Bidder Qualifications set forth below will result in the Proposal being deemed 
non-responsive and eliminated from further consideration. The Minimum Bidder Qualifications section 
will be scored on a Pass/Fail basis.  
 
For each Lot the Bidder is bidding on, Bidder must complete the table provided under that section. 
Depending on the Lot or Lots for which they are submitting Proposals, Bidders must meet the Lot-
specific Minimum Bidder Qualifications to be deemed qualified to respond to that/those particular 
Lot/Lots.  Failure to meet a given Lot’s Minimum Bidder Qualifications will disqualify and eliminate the 
Bidder from further consideration for that Lot’s services. The Lot-specific Minimum Bidder Qualifications 
section will be scored on a Pass/Fail basis.  
 
Bidders should list as many projects as needed to meet the Minimum Bidder Qualifications.  Additional 
projects in excess of the Minimum Bidder Qualifications should not be listed in this section but can be 
discussed in Part 5 of Attachment 16, entitled “Bidder Experience.” 
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PART 3: PROJECT OVERVIEW  
In this section of the Technical Proposal, Part 3 – Project Overview, Bidders should demonstrate their 
competence and capacity to provide systems integration services, inclusive of design, development, and 
implementation, testing and defect resolution, knowledge transfer and cross-training of State technical staff, 
and tier 2-4 help desk support for all Lots bid.  The Project Overview should include a narrative describing 
the project approach and provide information regarding how the Bidder will fulfill the services set forth in 
Section 2.1 of the RFP.   

Specifically, the Bidder should outline the factors that it believes are critical to the success of system 
integration projects. Responses should indicate how the Bidder will be able to have their work product 
(deliverables) and tasks incorporated into the State's overall deliverables and SDLC. The Bidder should 
describe its experience in successfully addressing the following critical factors in other similar 
engagements, highlighting unique experiences, skills, or abilities the Bidder would bring to the engagement 
that differentiate it from other Bidders and that would maximize the likelihood of a successful outcome for 
Assignments.  At a minimum, the Bidder must address the following: 

 
1. Bidder's ability to have their workplan and product for any award incorporated into the State's 

master plan; 
2. Bidder’s approach to adhering to a software development lifecycle (SDLC) as prescribed by the 

State using State-defined tools, methodologies, and technologies and operating on a State-owned 
and operated platform; 

3. Bidder's ability to work in a multi-vendor environment with the State and with other vendors 
performing IES-related work on various modules awarded through the RFP, other solicitation 
instruments, or separate project teams being managed by State resources;  

4. Bidder’s ability to manage and mitigate Bidder, or client, identified risk(s); and 
5. Bidder's approach to scope, schedule, cost, and quality management, including ability to 

maintain strict adherence to budget. 
 

The Project Overview will be scored based on how the Bidder addresses both its approach to the project 
and the critical factors listed above.  This part of the Bidder’s Technical Proposal must not exceed twenty 
(20) pages. 
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PART 4: CONTRACTOR’S ENGAGEMENT EXECUTIVE  
This section will be evaluated and scored in accordance with section 5.1.3 of the RFP.  However, this part 
of Bidder’s Technical Proposal will not be scored if the minimum thresholds/qualifications identified below 
are not met.  The Bidder must specify the individual it is proposing to serve as the Contractor’s Sole Point 
of Contact during the term of the Contract, i.e., the Engagement Executive.  This Part 4, including the Profile 
Table and reference, is not to exceed five (5) pages. 

 

To receive a score above zero for this section, the Engagement Executive must meet or exceed the 
following thresholds/qualifications: ten (10) years’ experience in system integration projects, with five (5) of 
those years serving in a leading role in multiple system integration projects for governmental entities which 
includes a state, quasi-state, local, or Federal agency.  An ideal Engagement Executive has: 

• experience in the health and human services field; 

• extensive development, design, and implementation (DDI) experience on large complex projects; 

experience on a leadership team of a large operational IT organization. 

 

In addition to completing the Contractor’s Table 6 - Engagement Executive on the next page, the Bidder 
should supply a letter of reference for the Engagement Executive. The reference letter should be one of the 
engagements listed in the profile and include the name, address, and contact information of the client for 
whom the proposed individual provided services on behalf of the Bidder similar to those expected of the 
Engagement Executive position. (Note: The reference letter will not be separately scored but will be used 
to confirm information in the Bidder’s proposal.)  Further, the Bidder should discuss the Engagement 
Executive’s availability to meet with ITS staff in Albany, NY.   
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Engagement 3 - Describe 

nature of relationship 

Start Date End Date Engagement 
budget 

Number and 
type of staff 

involved 

Percent budget split 
between 

Bidder/Subcontractor 
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                                                                 Checklist Item Page #  
 

Administrative Proposal   

      ☒     Correct Number of Administrative Proposals submitted (1 original hard 
copy) and USB flash drive (2) 

Each Administrative Proposal should include: 

 

   ☒     Attachment 1 - Proposal Checklist, completed and signed  Page 2 

   ☒     Attachment 3 – Non-Collusive Bidding Certification Page 6 

   ☒     Attachment 5 - NYS Required Certification Page 8 

   ☒     Attachment 7, Completed, Signed, and Notarized Firm Offer Letter and 
Conflict of Interest Disclosure 

Page 9 

   ☒     Attachment 8, Completed Procurement Lobbying Forms and EO 177 

• Completed and signed Offeror’s Affirmation of Understanding of 
and Agreement pursuant to State Finance Law §139-j (3) and §139-j (6) (b) 

Completed and signed Offeror Disclosure of Prior Non-Responsibility 
Determinations 

Page 13 

   ☒     Attachment 9, EEO 100 – Equal Employment Opportunity Staffing Plan, 
completed and signed 

Page 14 

   ☒     Attachment 10, Completed and signed MWBE 100 - MWBE Utilization 
Plan  

Page 16 

   ☒     Attachment 11, Completed Minority and Women-Owned Business 
Enterprises and Equal Employment Opportunity Policy Statement- Form # 4  

Page 44 

   ☒     Attachment 12, Encouraging Use of NYS Businesses in Contract 
Performance 

Page 46 

       ☒     Attachment 13, Contractor Certification to Covered Agency, ST-220-CA, 
completed, signed, and notarized 

Page 47 

       ☒     Attachment 14, Bidder Information Form Page 48 

☒   Attachment 15, Workers’ Compensation Requirements under WCL § 57: 
Completed Workers Compensation Coverage Form*: 

• C-105.2 (Certificate of NYS Workers' Compensation Insurance 
Coverage): Contact your insurance carrier or licensed NYS insurance 
agent for this form OR 

• U-26.3 (NY State Insurance Fund Certificate of Workers' 
Compensation Coverage) Available from the NYS Insurance Fund OR 
 

* We agree to the required forms of insurance and the associated coverage minimums as stated in your RFP. We look 
forward to confirming certain minor detail clarifications to align with the details of our industry-standard coverage. 

Page 49 
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Deloitte 2020 Proposal Submission Requirements Checklist (Attachment 1) Section 5 Page 4 

• SI-12 (Affidavit Certifying That Compensation Has Been Secured): 
Board-approved self-insurers must obtain this form from Board's Self-
Insurance Office OR 

• GSI-105.2 (Certificate of Participation in Workers' Compensation 
Group Board-Approved Self-Insurance): Employers must obtain this form 
from their group self-insurance administrator; OR 

WC/DB CE-200, Certificate of Attestation of Exemption from New York State 
Workers Compensation and/or Disability Benefits Coverage.  Request through 
the Workers’ Compensation Board website. 
 

☒   Attachment 15, Disability Benefits Requirements under WCL § 220(8): 
Completed Disability Benefits Coverage Form*: 
• DB-120.1 (Certificate of Insurance Coverage Under The NYS 
Disability Benefits Law): Contact your insurance carrier or licensed NYS 
insurance agent for this form OR 

• DB-155 (Compliance With Disability Benefits Law): Board-
approved self-insured employers must obtain this form from Board's Self-
Insurance Office OR 

WC/DB CE-200, Certificate of Attestation of Exemption from New York State 
Workers Compensation and/or Disability Benefits Coverage: Request through the 
Workers’ Compensation Board website. 

Page 51 

  ☒     Attachment 20 – Vendor Responsibility Questionnaire Page 53 

  ☒     Attachment 21 – Vendor Assurance of No Conflict of Interest Page 54 

  ☒     Attachment 22 – Compliance with HIPAA and HITECH  Page 56 

  ☒     Attachment 23 – SDVOB Utilization Plan Page 92 

  ☒     Attachment 24 – Affirmative Statements  Page 94 

  ☒     Attachment 25 – FOIL and Litigation Disclosure Page 95 

  ☒     Attachment 26 – Sexual Harassment Prevention Certification  Page 108 

 
Financial Proposal  

 

   ☒     Number of Financial Proposals submitted (1 original hard copy) and USB 
flash drive (2) 

Page  

   ☒     Attachment 7, Completed, Signed, and Notarized Firm Offer Letter and 
Conflict of Interest Disclosure 

Page 3 

   ☒     Attachment 19, Financial Proposal Workbook  Page 7 

ITS FOIL 2022-31 001448



 

RFP# C000540 IES System Integrator Master Service Agreements    

 Proposal Submission Requirements Checklist 

 
 

Deloitte 2020 Proposal Submission Requirements Checklist (Attachment 1) Section 5 Page 5 

* We agree to the required forms of insurance and the associated coverage minimums as stated in your RFP. We look forward 
to confirming certain minor detail clarifications to align with the details of our industry-standard coverage. 

 

Technical Proposal   

  ☒   Number of Technical Proposals submitted (1 Original hard copy) and USB 
flash drive (2) 

 

 
Each Technical Proposal should include: 

 

Table of Contents Page 1 

☒   Attachment 1, Completed and Signed Proposal Checklist Page 3 

☒   Attachment 7, Firm Offer Letter and Conflict of Interest Disclosure Page 7 

☒   Attachment 16 – Technical Proposal Forms Page 11 

☒   Attachment 17 – Key Subcontractor Information Page 559 

☒   Attachment 18 – Bidder References Pages 591 
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 Proposal Submission Requirements Checklist 

I certify, with my signature below, that all required and requested information listed above is 
completed and included in this bid submission.  

Authorized Signature: Date:   February 6, 2020 

Print Name and Title: David Buck, Principal 

Company represented: Deloitte Consulting LLP 
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Attachment 5- NYS Required Certification 

 

Non-discrimination in Employment in Northern Ireland 

MacBride Fair Employment Principles 

In accordance with Section 165 of the State Finance Law, the bidder, by submission of this bid certifies that it or any 

individual or legal entity in which the bidder holds a 10% or greater ownership interest, or any individual or legal 

entity that holds a 10% or greater ownership in the bidder, either: (answer yes or no to one or both of the following, 

as applicable) 

(1) has business operations in Northern Ireland 

  Yes _____          No __X___ 

If Yes, 

(2) shall take lawful steps in good faith to conduct any business operations that it has in Northern Ireland in 

accordance with the MacBride Fair Employment Principles relating to nondiscrimination in employment and freedom 

of workplace opportunity regarding such operations in Northern Ireland, and shall permit independent monitoring of 

their compliance with such Principles. 

  Yes _____          No _____ 
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Deloitte Consulting LLP 
111 Washington Ave., Suite 500 
Albany, NY 12210 
USA 
 
Tel: +1 518 426 4890 
www.deloitte.com 

 

 

February 3, 2020 

 
Mrs. Ward 
Contract Management Specialist  
Empire State Plaza 
Swan Street Building, Core 4 
Albany, NY 12223 
 
Dear Mrs. Ward: 
 

RE:  RFP C000540 IES System Integrator 
 
        Firm Offer to the State of New York and Conflict of Interest Disclosure 

 
Deloitte Consulting LLP (Deloitte)  hereby submits this firm and binding offer to the State of New York 
in response to New York State Request for Proposals (RFP) # C000540 IES System Integrator Master 
Service Agreement, by the New York State Office of Information Technology Services. The Proposal 
hereby submitted by Deloitte meets or exceeds all terms, conditions and requirements set forth in the 
above-referenced RFP.  This formal offer will remain firm and non-revocable for a minimum period of 180 
days from the date proposals are due to be received by the State, or until a Contract is approved by the 
NYS Comptroller and executed by the State.   
 
Deloitte’s complete offer is set forth in three, separately bound volumes as follows:  
 

 
Technical Proposal:    Total of one (1) original hard copy and two (2) electronic 

copies on PC Compatible Windows USB Flash-Drive saved 
as Microsoft Word, Excel and/or Adobe Acrobat 
formats, and in Windows file format 

 
Financial Proposal:  Total of one (1) original hard copy and two (2) electronic 

copies on PC Compatible Windows USB Flash-Drive saved 
as Microsoft Word, Excel and/or Adobe Acrobat 
formats, and in Windows file format 

 

Administrative Proposal:   Total of one (1) original hard copy and two (2) electronic 
copies on PC Compatible Windows USB Flash-Drive saved 
as Microsoft Word, Excel and/or Adobe Acrobat 
formats, and in Windows file format

                                                                 
  As used in this document, "Deloitte" means Deloitte Consulting LLP, a subsidiary of Deloitte LLP. Please see 
www.deloitte.com/us/about for a detailed description of the legal structure of Deloitte LLP and its subsidiaries. Certain services may 
not be available to attest clients under the rules and regulations of public accounting. 
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Mrs. Ward 
February 6, 2020 
Page ii 

Deloitte hereby affirms that the solution proposed by the Bidder in the Proposal meets or exceeds the 
service level requirements  set forth in the above-referenced RFP, including referenced attachments.   

Deloitte hereby affirms that, at the time of Proposal submission, Bidder knows of no factors existing at 
time of Proposal submission or which are anticipated to arise during the procurement or Contract term, 
which would constitute a potential conflict of interest in successfully meeting the contractual obligations 
set forth in the above-referenced RFP and the Proposal hereby submitted, including but not limited to: 

1. No potential for conflict of interest on the part of the Bidder or any due to prior, current, or proposed
contracts, engagements, or affiliations; and

2. No potential conflicts in the sequence or timing of the proposed award under this RFP # C000540
relative to the timeframe for service delivery, or personnel or financial resource commitments of
Bidder or to other projects.

To comply with the Vendor Responsibility Requirements outlined in Appendix C, Section  
48 of the above-referenced RFP, #C000540 IES System Integrator Master Service Agreement. 
hereby affirms that (enter an “X” in the appropriate box): 

X An on-line Vendor Responsibility Questionnaire has been updated or created within the last six 
months, at the Office of the State Comptroller’s website: 

https://portal.osc.state.ny.us/wps/portal 

 A hard copy Vendor Responsibility Questionnaire is included with this Proposal and is dated within 
the last six months. 

 A Vendor Responsibility Questionnaire is not required due to an exempt status.  Exemptions 
include governmental agencies, public authorities, public colleges and universities, public benefit 
corporations, and Indian Nations. 

By signing, the undersigned individual affirms and represents that he has the legal authority and capacity 
to sign and make this offer on behalf of, and has signed using that authority to legally bind Deloitte to the 
offer, and possesses the legal capacity to act on behalf of Bidder to execute a Contract with the State of 
New York The aforementioned legal authority and capacity of the undersigned individual is affirmed by 
the enclosed Resolution of the Corporate Board of Directors of Deloitte. 
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ATTACHMENT 12 - ENCOURAGING USE OF NEW YORK STATE BUSINESSES 

IN CONTRACT PERFORMANCE 
 

New York State businesses have a substantial presence in State Contracts and strongly contribute to the economies of 
the state and the nation. In recognition of their economic activity and leadership in doing business in New York 
State, Bidders for this contract for commodities, services or technology are strongly encouraged and expected to 
consider New York State businesses in the fulfillment of the requirements of the Contract. Such partnering may be as 
subcontractors, suppliers, protégés or other supporting roles. 
 
Bidders need to be aware that all authorized users of this Contract will be strongly encouraged, to the maximum 
extent practical and consistent with legal requirements, to use responsible and responsive New York State 
businesses in purchasing commodities that are of equal quality and functionality and in utilizing services and 
technology. Furthermore, Bidders are reminded that they must continue to utilize small, minority and women-owned 
businesses, consistent with current State law. 
 
Utilizing New York State businesses in State Contracts will help create more private sector jobs, rebuild New York’s 
infrastructure, and maximize economic activity to the mutual benefit of the Contractor and its New York State 
business partners. New York State businesses will promote the Contractor’s optimal performance under the 
Contract, thereby fully benefiting the public sector programs that are supported by associated procurements. 
 
Public procurements can drive and improve the State’s economic engine through promotion of the use of New York 
businesses by its Contractors. The State therefore expects Bidders to provide maximum assistance to New York 
businesses in their use of the Contract. The potential participation by all kinds of New York businesses will deliver 
great value to the State and its taxpayers. 
 
Bidders can demonstrate their commitment to the use of New York State businesses by responding to the 
question below; however, the State will not award any points during evaluation of Bidder’s response to this 
procurement: 
 
Will New York State Businesses be used in the performance of this Contract? X Yes ______ No  

If yes, identify New York State Business (es) that will be used; (Attach identifying information). 

 
Deloitte: 30 Rockefeller Plaza, New York, NY 10112 
Sanghi Consulting, Inc.: PO Box 3902, Albany, NY 12203 
VenTek Inc.: 19 Crest Hollow Lane, Albertson, NY 11507 
Command and Control Solutions Corporation: 15 Spice Mill Blvd., Clifton Park, NY 12065 
Technology Professionals Group dba Cloud and Things: 15 Yardley Ct, Loudonville, NY 12211 
Currier, McCabe and Associates, Inc. dba CMA Consulting Services: 700 Troy Schenectady Rd #2456, 
Latham, NY 12210 
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EQUAL EMPLOYMENT OPPORTUNITY – STAFFING PLAN

2 | P a g e

EE0‐100 (v.2015.12.09es) 

INSTRUCTIONS 

General Instructions:  All Offeror and each subcontractor identified in the bid or proposal must complete an EEO Staffing Plan (EEO 100) and submit it as part of the bid or proposal 
package. Where the work force to be utilized in the performance of the State contract can be separated out from the contractor's or subcontractor's total work force, the Offeror shall 
complete this form only for the anticipated work force to be utilized on the State contract.  Where the work force to be utilized in the performance of the State contract cannot be separated 
out from the contractor's or subcontractor’s total work force, the Offeror shall complete this form for the contractor's or subcontractor's total work force. 

Instructions for Completing: 

1. Enter the Solicitation or Contract number that this report applies to, along with the name, address, and federal ID number of the Contractor preparing the report.

2. Check off the appropriate box to indicate if the work force being reported is just for the contract or the Contractor's total work force.

3. Check off the appropriate box to indicate if the Contractor completing the report is the contractor or subcontractor.

4. Check off the box that corresponds to the reporting period for this report.

5. Enter the total work force by EEO job category.

6. Enter the name, title, phone number and/or email address for the person completing the form. Sign and date the form in designated areas.

RACE/ETHNIC IDENTIFICATION 

For purposes of this form CIO/OFT will accept the definitions of race/ethnic designations used by the federal Equal Employment Opportunity Commission (EEOC), as those definitions are 
described below or amended hereafter.  (Be advised these terms may be defined differently for other purposes under NYS statutory, regulatory, or case law).  Race/ethnic designations as 
used by the EEOC do not denote scientific definitions of anthropological origins.  For the purposes of this report, an employee may be included in the group to which he or she appears to 
belong, identifies with, or is regarded in the community as belonging.  The race/ethnic categories for this survey are: 

• Hispanic or Latino - A person of Cuban, Mexican, Puerto Rican, South or Central American, or other Spanish culture or origin regardless of race.

• White (Not Hispanic or Latino) - A person having origins in any of the original peoples of Europe, the Middle East, or North Africa.

• Black or African American (Not Hispanic or Latino) - A person having origins in any of the black racial groups of Africa.

• Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino) - A person having origins in any of the peoples of Hawaii, Guam, Samoa, or other Pacific Islands.

• Asian (Not Hispanic or Latino) - A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian Subcontinent, including, for example,
Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, Thailand, and Vietnam.

• American Indian or Alaska Native (Not Hispanic or Latino) - A person having origins in any of the original peoples of North and South America (including Central America), and
who maintain tribal affiliation or community attachment.

• Two or More Races (Not Hispanic or Latino) - All persons who identify with more than one of the above five races.
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M/WBE UTILIZATION PLAN

Title: Email: SUBMISSION OF THIS FORM CONSTITUTES THE OFFEROR/CONTRACTOR'S ACKNOWLEDGEMENT AND AGREEMENT 
TO COMPLY WITH THE M/WBE REQUIREMENTS SET FORTH UNDER NYS EXECUTIVE LAW, ARTICLE 15-A, 5 NYCRR 
PART 142, AND THE ABOVE REFERENCED SOLICITATION.  FAILURE TO SUBMIT COMPLETE AND ACCURATE 
INFORMATION MAY RESULT IN A FINDING OF NONCOMPLIANCE AND/OR TERMINATION OF THE CONTRACT. 

Principal dbuck@deloitte.com
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M/WBE UTILIZATION PLAN 
 

     
 

 

  

Title: Principal  Email: dbuck@deloitte.com SUBMISSION OF THIS FORM CONSTITUTES THE OFFEROR/CONTRACTOR'S ACKNOWLEDGEMENT AND AGREEMENT 
TO COMPLY WITH THE M/WBE REQUIREMENTS SET FORTH UNDER NYS EXECUTIVE LAW, ARTICLE 15-A, 5 NYCRR 
PART 142, AND THE ABOVE REFERENCED SOLICITATION.  FAILURE TO SUBMIT COMPLETE AND ACCURATE 
INFORMATION MAY RESULT IN A FINDING OF NONCOMPLIANCE AND/OR TERMINATION OF THE CONTRACT. 
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RFP #C000540 IES System Integrator Master Service Agreements 

ATTACHMENT 12 - ENCOURAGING USE OF NEW YORK STATE BUSINESSES 

IN CONTRACT PERFORMANCE 
 

New York State businesses have a substantial presence in State Contracts and strongly contribute to the economies of 
the state and the nation. In recognition of their economic activity and leadership in doing business in New York 
State, Bidders for this contract for commodities, services or technology are strongly encouraged and expected to 
consider New York State businesses in the fulfillment of the requirements of the Contract. Such partnering may be as 
subcontractors, suppliers, protégés or other supporting roles. 
 
Bidders need to be aware that all authorized users of this Contract will be strongly encouraged, to the maximum 
extent practical and consistent with legal requirements, to use responsible and responsive New York State 
businesses in purchasing commodities that are of equal quality and functionality and in utilizing services and 
technology. Furthermore, Bidders are reminded that they must continue to utilize small, minority and women-owned 
businesses, consistent with current State law. 
 
Utilizing New York State businesses in State Contracts will help create more private sector jobs, rebuild New York’s 
infrastructure, and maximize economic activity to the mutual benefit of the Contractor and its New York State 
business partners. New York State businesses will promote the Contractor’s optimal performance under the 
Contract, thereby fully benefiting the public sector programs that are supported by associated procurements. 
 
Public procurements can drive and improve the State’s economic engine through promotion of the use of New York 
businesses by its Contractors. The State therefore expects Bidders to provide maximum assistance to New York 
businesses in their use of the Contract. The potential participation by all kinds of New York businesses will deliver 
great value to the State and its taxpayers. 
 
Bidders can demonstrate their commitment to the use of New York State businesses by responding to the 
question below; however, the State will not award any points during evaluation of Bidder’s response to this 
procurement: 
 
Will New York State Businesses be used in the performance of this Contract? X Yes ______ No  

If yes, identify New York State Business (es) that will be used; (Attach identifying information). 

 
Deloitte: 30 Rockefeller Plaza, New York, NY 10112 
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RFP #C000540 IES System Integrator Master Service Agreements 

Attachment 14-Bidder Information Form 

 

 
 

Name of Company Bidding:  
Deloitte Consulting LLP 
 

Bidder Firm's Federal Tax Identification 
No.  

NYS Vendor ID Number: 
 

Bidding Firm’s Address:  
 

Street                                                                                      City                                             
111 Washington Ave., Suite 500                                             Albany 

State                      Zip                            County                                              Country 
NY                          12210                       Albany County                                  USA 
Bidder’s Primary Contact  
 
Phone:  (203) 918-0097 ext (        ) 
 
Fax    :  ( )        -                     ext (        ) 

 

Toll Free Phone:  (    )         -           ext (       ) 
 
Toll Free Fax     :  (    )         -           ext (       ) 

E-mail Address: 
dbuck@deloitte.com 

Company Web Site: 
www.deloitte.com 

 
Date: __February 6, 2020________________________________  
 
 
Title: __Principal_________________________________ 
 
 
Contact Name: __David A. Buck_____________________________   
 
 

Authorized Signature:                                                               
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RFP# C000540 – IES System Integrator Master Service Agreements                                                                          
Attachment 21 

Vendor Assurance of No Conflict of Interest or Detrimental Effect 
  

The Firm offering to provide services pursuant to this [RFP/Contract], as a contractor, 
joint venture contractor, subcontractor, or consultant, attests that its performance of the 
services outlined in this [RFP/Contract] does not and will not create a conflict of interest 
with nor position the Firm to breach any other contract currently in force with the State of 
New York.  
  
Furthermore, the Firm attests that it will not act in any manner that is detrimental to any 
State project on which the Firm is rendering services. Specifically, the Firm attests that:  
  

1. The fulfillment of obligations by the Firm, as proposed in the response, does not 
violate any existing contracts or agreements between the Firm and the State;  
  

2. The fulfillment of obligations by the Firm, as proposed in the response, does not 
and will not create any conflict of interest, or perception thereof, with any current 
role or responsibility that the Firm has with regard to any existing contracts or 
agreements between the Firm and the State;  

  
3. The fulfillment of obligations by the Firm, as proposed in the response, does not 

and will not compromise the Firm’s ability to carry out its obligations under any 
existing contracts between the Firm and the State;  

  
4. The fulfillment of any other contractual obligations that the Firm has with the State 

will not affect or influence its ability to perform under any contract with the State 
resulting from this RFP;  

  
5. During the negotiation and execution of any contract resulting from this RFP, the 

Firm will not knowingly take any action or make any decision which creates a 
potential for conflict of interest or might cause a detrimental impact to the State as 
a whole including, but not limited to, any action or decision to divert resources from 
one State project to another;   

  
6. In fulfilling obligations under each of its State contracts, including any contract 

which results from this RFP, the Firm will act in accordance with the terms of each 
of its State contracts and will not knowingly take any action or make any decision 
which might cause a detrimental impact to the State as a whole including, but not 
limited to, any action or decision to divert resources from one State project to 
another;  

  
7. No former officer or employee of the State who is now employed by the Firm, nor 

any former officer or employee of the Firm who is now employed by the State, has 
played a role with regard to the administration of this contract procurement in a 
manner that may violate section 73(8)(a) of the State Ethics Law; and  
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8. The Firm has not and shall not offer to any employee, member or director of the
State any gift, whether in the form of money, service, loan, travel, entertainment,
hospitality, thing or promise, or in any other form, under circumstances in which it
could reasonably be inferred that the gift was intended to influence said employee,
member or director, or could reasonably be expected to influence said employee,
member or director, in the performance of the official duty of said employee,
member or director or was intended as a reward for any official action on the part
of said employee, member or director.

Firms responding to this [RFP/Contract] should note that the State recognizes that 
conflicts may occur in the future because a Firm may have existing or new relationships.  
The State will review the nature of any such new relationship and reserves the right to 
terminate the contract for cause if, in its judgment, a real or potential conflict of interest 
cannot be cured.  

Name, Title:   
David A. Buck, Principal 

Signature:  Date: February 6, 2020 

This form must be signed by an authorized executive or legal representative. 
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RFP C000540 
IES System Integrator Master Service Agreements  

ITS Attachment 22-Compliance with HIPAA and HI-TECH Page 1 of 4 
 

Compliance with HIPAA (Health Insurance Portability And Accountability Act Of 1996) and HI-
TECH (Health Information Technology for Economic and Clinical Health Act of 2009) 
 
Definitions: 
 
The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA 
Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information (PHI), Required By Law, 
Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. 

 
(a)  Business Associate.  “Business Associate” shall generally have the same meaning as the term 
“business associate” at 45 CFR 160.103, and in this Agreement may refer to Contractor or its 
subcontractor(s), to the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit 
protected health information on behalf of ITS. 
 
(b)  Covered Entity.  By entering into this Agreement, ITS does not affirm that it necessarily meets the 
definition of a “Covered Entity” or a "Business Associate" under the HIPAA statute, and rather affirms 
that ITS may in a given instance be acting as a "conduit" or in another capacity providing services to other 
entities, some of which themselves may be covered entities.  But to the extent ITS is deemed to be 
covered by HIPAA or HI-TECH, the parties agree the term "Covered Entity" in this Agreement shall 
generally have the same meaning as the term “covered entity” at 45 CFR 160.103. 
 
(c)  HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and 
Enforcement Rules at 45 CFR Part 160 and Part 164. 
 
Protected Health Information Obligations and Activities of Contractor 
 
To the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit protected health 
information on behalf of ITS pursuant to their responsibilities under this Agreement, Contractor agrees 
that it is subject to, will abide by, and will require in writing its subcontractors to similarly abide by, the 
following requirements applicable to Business Associates under HIPAA, agreeing to: 
 
(a)  Not use or disclose protected health information other than as permitted or required by the Agreement 
or as required by law; 
 
(b)  Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic 
protected health information, to prevent use or disclosure of protected health information other than as 
provided for by the Agreement; 
 
(c)  Report to ITS within ten (10) business days or fewer any use or disclosure of protected health 
information not provided for by this Agreement of which it becomes aware.  In no event shall Contractor 
exceed the timeframe for reporting to ITS  breaches of unsecured protected health information as required 
at 45 CFR 164.410, and any security incident of which it becomes aware.  Contractor shall provide ITS all 
information reasonably requested by ITS concerning any breach.  Contractor shall also provide the 
following information to ITS upon first instance of the notification of breach:  the identification of each 
individual whose unsecured protected health information has been, or is reasonably believed by 
Contractor, to have been, accessed, acquired, used, or disclosed during the breach. 
 
(d)  In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any 
subcontractors that create, receive, maintain, or transmit protected health information on behalf of 
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IES System Integrator Master Service Agreements  

ITS Attachment 22-Compliance with HIPAA and HI-TECH Page 2 of 4 
 

Contractor agree in writing to the same restrictions, conditions, and requirements that apply to Contractor 
with respect to such information; 
 
(e)  Make available protected health information in a designated record set to ITS, in a manner to be 
prescribed by ITS within a reasonable timeframe not to exceed fifteen (15) days, absent extenuating 
circumstances, as necessary to satisfy obligations which ITS or the entities it provides services to 
reasonably believe applicable to them under 45 CFR 164.524.  In the event Contractor or its 
subcontractor(s) receive any request for such protected health information directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days. 
 
(f)  Make any amendment(s) to protected health information in a designated record set as directed by ITS 
pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy obligations that ITS 
reasonably believes it has under 45 CFR 164.526, in the manner as prescribed by ITS and within twenty 
(20) business days of such request.  In the event Contractor or its subcontractor(s) receive any request to 
amend a data set directly from an individual, Contractor shall refer such request to ITS within a 
reasonable timeframe not to exceed ten (10) business days; 
 
(g)  Maintain and make available the information required to provide an accounting of disclosures to ITS 
as necessary to satisfy obligations that ITS reasonably believes it has under 45 CFR 164.528, in the 
manner as prescribed by ITS and within ten (10) business days of such request.  In the event Contractor or 
its subcontractor(s) receive any request for an accounting of disclosures directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days; 
 
(h)  To the extent Contractor or its subcontractor(s) are to carry out one or more of obligation(s) ITS may 
have under Subpart E of 45 CFR Part 164, in performing such obligations, comply with the requirements 
of Subpart E that apply to ITS; and 
 
(i)  Make either Contractor's or its subcontractor(s)', or both, internal practices, books, and records 
available to the Secretary of the Department of Health and Human Services and the Director of ITS, or his 
or her designee, for purposes of determining compliance with the HIPAA and HI-TECH Rules. 
 
 
Permitted Uses and Disclosures of Protected Health Information by Contractor and its 
Subcontractor(s) 
 
(a)  Contractor and its subcontractor(s) may only use or disclose protected health information as necessary 
to perform the services set forth in this Agreement, provided however, that if de-identified information 
can be used in lieu of individually identifiable health information with the same effect, Contractor and its 
subcontractor(s) shall use de-identified information in their performance of this Agreement in accordance 
with 45 CFR 164.514(a)-(c). 
 
(b)  Contractor and its subcontractor(s) may use or disclose protected health information as required by 
law. 
 
(c)  Contractor and its subcontractor(s) agrees to make only those uses, disclosures and requests for 
protected health information that are consistent with the minimum necessary policies and procedures of 
ITS or the entit(ies) for whom ITS provides services which entail the creation, reception, maintenance, or 
transmittal of protected health information. 
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(d)  Contractor and its subcontractor(s) may not use or disclose protected health information in a manner 
that would violate Subpart E of 45 CFR Part 164 except as may be provided for in this Agreement or for 
the proper management and administration of Contractor or its subcontractor(s), including the carrying 
out of the Contractor's or its subcontractor(s)' legal responsibilities. 
 
 
Term and Termination 
 
(a)  Termination for cause under HIPAA or HI-TECH.  The Term of this Agreement shall be as 
described elsewhere in the "Term" section of this agreement.  Among the other reasons for which ITS 
may terminate this Agreement prior to the end of its Term date for cause, ITS may terminate this 
Agreement if ITS determines the Contractor or its subcontractor(s) have violated a material term of this 
HIPAA and HI-TECH Compliance section of the Agreement, and Contractor or its subcontractor(s) have 
not cured the breach or ended the violation within any time that has been specified by ITS.   
 
(b)  Contractor's and its Subcontractor(s)' Obligations Upon Termination.  Upon termination of this 
Agreement for any reason, Contractor and its subcontractor(s) shall return to ITS, transfer to another of 
ITS' contractors as directed by ITS, or, if agreed to by ITS on an individual case-by-case basis, destroy all 
protected health information received from ITS, or created, maintained, or received by the Contractor and 
its subcontractor(s) on behalf of ITS, that the Contractor and its subcontractor(s) still maintain in any 
form.  Contractor and its subcontractor(s) shall retain no copies of the protected health information.  
Contractor understands and agrees and will require of its subcontractor(s) in writing that Contractor and 
its subcontractor(s) are required to receive written approval from ITS prior to the return, transfer or 
destruction of any protected health information. 
 
(c)  Survival.  Contractor's and its subcontractor(s)' obligations under this HIPAA and HI-TECH 
Compliance section of this Agreement shall survive the termination of this Agreement. 

 
Miscellaneous 
 
(a)  Regulatory References.  A reference in this Agreement to a section in the HIPAA or HI-TECH 
Rules means the section as in effect or as amended. 
 
(b)  Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from 
time to time as is necessary for compliance with the requirements of the HIPAA or HI-TECH Rules and 
any other applicable law. 
 
(c)  Interpretation.  Any ambiguity in this Agreement shall be interpreted to permit compliance with the 
HIPAA or HI-TECH Rules. 
 

(d)  Sub-contractors.  Contractor shall require any subcontractors that it uses that create, receive, 
maintain, or transmit protected health information on behalf of ITS under this Agreement to conform to 
these HIPAA and HI-TECH Compliance requirements in addition to any other security, privacy or 
applicable terms of this Agreement. 
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Contractor – Deloitte Consulting LLP 
By:
___ _________________________ 
              Signature 

David A. Buck 
Name 

February 6, 2020    
Date 

Subcontractor 

By: 
____________________________________ 

Signature 

____________________________________ 
Name 

____________________________________ 
Date 
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Compliance with HIPAA (Health Insurance Portability And Accountability Act Of 1996) and HI-
TECH (Health Information Technology for Economic and Clinical Health Act of 2009) 
 
Definitions: 
 
The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA 
Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information (PHI), Required By Law, 
Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. 

 
(a)  Business Associate.  “Business Associate” shall generally have the same meaning as the term 
“business associate” at 45 CFR 160.103, and in this Agreement may refer to Contractor or its 
subcontractor(s), to the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit 
protected health information on behalf of ITS. 
 
(b)  Covered Entity.  By entering into this Agreement, ITS does not affirm that it necessarily meets the 
definition of a “Covered Entity” or a "Business Associate" under the HIPAA statute, and rather affirms 
that ITS may in a given instance be acting as a "conduit" or in another capacity providing services to other 
entities, some of which themselves may be covered entities.  But to the extent ITS is deemed to be 
covered by HIPAA or HI-TECH, the parties agree the term "Covered Entity" in this Agreement shall 
generally have the same meaning as the term “covered entity” at 45 CFR 160.103. 
 
(c)  HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and 
Enforcement Rules at 45 CFR Part 160 and Part 164. 
 
Protected Health Information Obligations and Activities of Contractor 
 
To the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit protected health 
information on behalf of ITS pursuant to their responsibilities under this Agreement, Contractor agrees 
that it is subject to, will abide by, and will require in writing its subcontractors to similarly abide by, the 
following requirements applicable to Business Associates under HIPAA, agreeing to: 
 
(a)  Not use or disclose protected health information other than as permitted or required by the Agreement 
or as required by law; 
 
(b)  Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic 
protected health information, to prevent use or disclosure of protected health information other than as 
provided for by the Agreement; 
 
(c)  Report to ITS within ten (10) business days or fewer any use or disclosure of protected health 
information not provided for by this Agreement of which it becomes aware.  In no event shall Contractor 
exceed the timeframe for reporting to ITS  breaches of unsecured protected health information as required 
at 45 CFR 164.410, and any security incident of which it becomes aware.  Contractor shall provide ITS all 
information reasonably requested by ITS concerning any breach.  Contractor shall also provide the 
following information to ITS upon first instance of the notification of breach:  the identification of each 
individual whose unsecured protected health information has been, or is reasonably believed by 
Contractor, to have been, accessed, acquired, used, or disclosed during the breach. 
 
(d)  In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any 
subcontractors that create, receive, maintain, or transmit protected health information on behalf of 

ITS FOIL 2022-31 001505



RFP C000540 
IES System Integrator Master Service Agreements  

ITS Attachment 22-Compliance with HIPAA and HI-TECH Page 2 of 4 
 

Contractor agree in writing to the same restrictions, conditions, and requirements that apply to Contractor 
with respect to such information; 
 
(e)  Make available protected health information in a designated record set to ITS, in a manner to be 
prescribed by ITS within a reasonable timeframe not to exceed fifteen (15) days, absent extenuating 
circumstances, as necessary to satisfy obligations which ITS or the entities it provides services to 
reasonably believe applicable to them under 45 CFR 164.524.  In the event Contractor or its 
subcontractor(s) receive any request for such protected health information directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days. 
 
(f)  Make any amendment(s) to protected health information in a designated record set as directed by ITS 
pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy obligations that ITS 
reasonably believes it has under 45 CFR 164.526, in the manner as prescribed by ITS and within twenty 
(20) business days of such request.  In the event Contractor or its subcontractor(s) receive any request to 
amend a data set directly from an individual, Contractor shall refer such request to ITS within a 
reasonable timeframe not to exceed ten (10) business days; 
 
(g)  Maintain and make available the information required to provide an accounting of disclosures to ITS 
as necessary to satisfy obligations that ITS reasonably believes it has under 45 CFR 164.528, in the 
manner as prescribed by ITS and within ten (10) business days of such request.  In the event Contractor or 
its subcontractor(s) receive any request for an accounting of disclosures directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days; 
 
(h)  To the extent Contractor or its subcontractor(s) are to carry out one or more of obligation(s) ITS may 
have under Subpart E of 45 CFR Part 164, in performing such obligations, comply with the requirements 
of Subpart E that apply to ITS; and 
 
(i)  Make either Contractor's or its subcontractor(s)', or both, internal practices, books, and records 
available to the Secretary of the Department of Health and Human Services and the Director of ITS, or his 
or her designee, for purposes of determining compliance with the HIPAA and HI-TECH Rules. 
 
 
Permitted Uses and Disclosures of Protected Health Information by Contractor and its 
Subcontractor(s) 
 
(a)  Contractor and its subcontractor(s) may only use or disclose protected health information as necessary 
to perform the services set forth in this Agreement, provided however, that if de-identified information 
can be used in lieu of individually identifiable health information with the same effect, Contractor and its 
subcontractor(s) shall use de-identified information in their performance of this Agreement in accordance 
with 45 CFR 164.514(a)-(c). 
 
(b)  Contractor and its subcontractor(s) may use or disclose protected health information as required by 
law. 
 
(c)  Contractor and its subcontractor(s) agrees to make only those uses, disclosures and requests for 
protected health information that are consistent with the minimum necessary policies and procedures of 
ITS or the entit(ies) for whom ITS provides services which entail the creation, reception, maintenance, or 
transmittal of protected health information. 
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(d)  Contractor and its subcontractor(s) may not use or disclose protected health information in a manner 
that would violate Subpart E of 45 CFR Part 164 except as may be provided for in this Agreement or for 
the proper management and administration of Contractor or its subcontractor(s), including the carrying 
out of the Contractor's or its subcontractor(s)' legal responsibilities. 
 
 
Term and Termination 
 
(a)  Termination for cause under HIPAA or HI-TECH.  The Term of this Agreement shall be as 
described elsewhere in the "Term" section of this agreement.  Among the other reasons for which ITS 
may terminate this Agreement prior to the end of its Term date for cause, ITS may terminate this 
Agreement if ITS determines the Contractor or its subcontractor(s) have violated a material term of this 
HIPAA and HI-TECH Compliance section of the Agreement, and Contractor or its subcontractor(s) have 
not cured the breach or ended the violation within any time that has been specified by ITS.   
 
(b)  Contractor's and its Subcontractor(s)' Obligations Upon Termination.  Upon termination of this 
Agreement for any reason, Contractor and its subcontractor(s) shall return to ITS, transfer to another of 
ITS' contractors as directed by ITS, or, if agreed to by ITS on an individual case-by-case basis, destroy all 
protected health information received from ITS, or created, maintained, or received by the Contractor and 
its subcontractor(s) on behalf of ITS, that the Contractor and its subcontractor(s) still maintain in any 
form.  Contractor and its subcontractor(s) shall retain no copies of the protected health information.  
Contractor understands and agrees and will require of its subcontractor(s) in writing that Contractor and 
its subcontractor(s) are required to receive written approval from ITS prior to the return, transfer or 
destruction of any protected health information. 
 
(c)  Survival.  Contractor's and its subcontractor(s)' obligations under this HIPAA and HI-TECH 
Compliance section of this Agreement shall survive the termination of this Agreement. 

 
Miscellaneous 
 
(a)  Regulatory References.  A reference in this Agreement to a section in the HIPAA or HI-TECH 
Rules means the section as in effect or as amended. 
 
(b)  Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from 
time to time as is necessary for compliance with the requirements of the HIPAA or HI-TECH Rules and 
any other applicable law. 
 
(c)  Interpretation.  Any ambiguity in this Agreement shall be interpreted to permit compliance with the 
HIPAA or HI-TECH Rules. 
 

(d)  Sub-contractors.  Contractor shall require any subcontractors that it uses that create, receive, 
maintain, or transmit protected health information on behalf of ITS under this Agreement to conform to 
these HIPAA and HI-TECH Compliance requirements in addition to any other security, privacy or 
applicable terms of this Agreement. 
 

ITS FOIL 2022-31 001507



ITS FOIL 2022-31 001508



RFP C000540 
IES System Integrator Master Service Agreements  

ITS Attachment 22-Compliance with HIPAA and HI-TECH Page 1 of 4 
 

Compliance with HIPAA (Health Insurance Portability And Accountability Act Of 1996) and HI-
TECH (Health Information Technology for Economic and Clinical Health Act of 2009) 
 
Definitions: 
 
The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA 
Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information (PHI), Required By Law, 
Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. 

 
(a)  Business Associate.  “Business Associate” shall generally have the same meaning as the term 
“business associate” at 45 CFR 160.103, and in this Agreement may refer to Contractor or its 
subcontractor(s), to the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit 
protected health information on behalf of ITS. 
 
(b)  Covered Entity.  By entering into this Agreement, ITS does not affirm that it necessarily meets the 
definition of a “Covered Entity” or a "Business Associate" under the HIPAA statute, and rather affirms 
that ITS may in a given instance be acting as a "conduit" or in another capacity providing services to other 
entities, some of which themselves may be covered entities.  But to the extent ITS is deemed to be 
covered by HIPAA or HI-TECH, the parties agree the term "Covered Entity" in this Agreement shall 
generally have the same meaning as the term “covered entity” at 45 CFR 160.103. 
 
(c)  HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and 
Enforcement Rules at 45 CFR Part 160 and Part 164. 
 
Protected Health Information Obligations and Activities of Contractor 
 
To the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit protected health 
information on behalf of ITS pursuant to their responsibilities under this Agreement, Contractor agrees 
that it is subject to, will abide by, and will require in writing its subcontractors to similarly abide by, the 
following requirements applicable to Business Associates under HIPAA, agreeing to: 
 
(a)  Not use or disclose protected health information other than as permitted or required by the Agreement 
or as required by law; 
 
(b)  Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic 
protected health information, to prevent use or disclosure of protected health information other than as 
provided for by the Agreement; 
 
(c)  Report to ITS within ten (10) business days or fewer any use or disclosure of protected health 
information not provided for by this Agreement of which it becomes aware.  In no event shall Contractor 
exceed the timeframe for reporting to ITS  breaches of unsecured protected health information as required 
at 45 CFR 164.410, and any security incident of which it becomes aware.  Contractor shall provide ITS all 
information reasonably requested by ITS concerning any breach.  Contractor shall also provide the 
following information to ITS upon first instance of the notification of breach:  the identification of each 
individual whose unsecured protected health information has been, or is reasonably believed by 
Contractor, to have been, accessed, acquired, used, or disclosed during the breach. 
 
(d)  In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any 
subcontractors that create, receive, maintain, or transmit protected health information on behalf of 
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Contractor agree in writing to the same restrictions, conditions, and requirements that apply to Contractor 
with respect to such information; 
 
(e)  Make available protected health information in a designated record set to ITS, in a manner to be 
prescribed by ITS within a reasonable timeframe not to exceed fifteen (15) days, absent extenuating 
circumstances, as necessary to satisfy obligations which ITS or the entities it provides services to 
reasonably believe applicable to them under 45 CFR 164.524.  In the event Contractor or its 
subcontractor(s) receive any request for such protected health information directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days. 
 
(f)  Make any amendment(s) to protected health information in a designated record set as directed by ITS 
pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy obligations that ITS 
reasonably believes it has under 45 CFR 164.526, in the manner as prescribed by ITS and within twenty 
(20) business days of such request.  In the event Contractor or its subcontractor(s) receive any request to 
amend a data set directly from an individual, Contractor shall refer such request to ITS within a 
reasonable timeframe not to exceed ten (10) business days; 
 
(g)  Maintain and make available the information required to provide an accounting of disclosures to ITS 
as necessary to satisfy obligations that ITS reasonably believes it has under 45 CFR 164.528, in the 
manner as prescribed by ITS and within ten (10) business days of such request.  In the event Contractor or 
its subcontractor(s) receive any request for an accounting of disclosures directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days; 
 
(h)  To the extent Contractor or its subcontractor(s) are to carry out one or more of obligation(s) ITS may 
have under Subpart E of 45 CFR Part 164, in performing such obligations, comply with the requirements 
of Subpart E that apply to ITS; and 
 
(i)  Make either Contractor's or its subcontractor(s)', or both, internal practices, books, and records 
available to the Secretary of the Department of Health and Human Services and the Director of ITS, or his 
or her designee, for purposes of determining compliance with the HIPAA and HI-TECH Rules. 
 
 
Permitted Uses and Disclosures of Protected Health Information by Contractor and its 
Subcontractor(s) 
 
(a)  Contractor and its subcontractor(s) may only use or disclose protected health information as necessary 
to perform the services set forth in this Agreement, provided however, that if de-identified information 
can be used in lieu of individually identifiable health information with the same effect, Contractor and its 
subcontractor(s) shall use de-identified information in their performance of this Agreement in accordance 
with 45 CFR 164.514(a)-(c). 
 
(b)  Contractor and its subcontractor(s) may use or disclose protected health information as required by 
law. 
 
(c)  Contractor and its subcontractor(s) agrees to make only those uses, disclosures and requests for 
protected health information that are consistent with the minimum necessary policies and procedures of 
ITS or the entit(ies) for whom ITS provides services which entail the creation, reception, maintenance, or 
transmittal of protected health information. 
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(d)  Contractor and its subcontractor(s) may not use or disclose protected health information in a manner 
that would violate Subpart E of 45 CFR Part 164 except as may be provided for in this Agreement or for 
the proper management and administration of Contractor or its subcontractor(s), including the carrying 
out of the Contractor's or its subcontractor(s)' legal responsibilities. 
 
 
Term and Termination 
 
(a)  Termination for cause under HIPAA or HI-TECH.  The Term of this Agreement shall be as 
described elsewhere in the "Term" section of this agreement.  Among the other reasons for which ITS 
may terminate this Agreement prior to the end of its Term date for cause, ITS may terminate this 
Agreement if ITS determines the Contractor or its subcontractor(s) have violated a material term of this 
HIPAA and HI-TECH Compliance section of the Agreement, and Contractor or its subcontractor(s) have 
not cured the breach or ended the violation within any time that has been specified by ITS.   
 
(b)  Contractor's and its Subcontractor(s)' Obligations Upon Termination.  Upon termination of this 
Agreement for any reason, Contractor and its subcontractor(s) shall return to ITS, transfer to another of 
ITS' contractors as directed by ITS, or, if agreed to by ITS on an individual case-by-case basis, destroy all 
protected health information received from ITS, or created, maintained, or received by the Contractor and 
its subcontractor(s) on behalf of ITS, that the Contractor and its subcontractor(s) still maintain in any 
form.  Contractor and its subcontractor(s) shall retain no copies of the protected health information.  
Contractor understands and agrees and will require of its subcontractor(s) in writing that Contractor and 
its subcontractor(s) are required to receive written approval from ITS prior to the return, transfer or 
destruction of any protected health information. 
 
(c)  Survival.  Contractor's and its subcontractor(s)' obligations under this HIPAA and HI-TECH 
Compliance section of this Agreement shall survive the termination of this Agreement. 

 
Miscellaneous 
 
(a)  Regulatory References.  A reference in this Agreement to a section in the HIPAA or HI-TECH 
Rules means the section as in effect or as amended. 
 
(b)  Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from 
time to time as is necessary for compliance with the requirements of the HIPAA or HI-TECH Rules and 
any other applicable law. 
 
(c)  Interpretation.  Any ambiguity in this Agreement shall be interpreted to permit compliance with the 
HIPAA or HI-TECH Rules. 
 

(d)  Sub-contractors.  Contractor shall require any subcontractors that it uses that create, receive, 
maintain, or transmit protected health information on behalf of ITS under this Agreement to conform to 
these HIPAA and HI-TECH Compliance requirements in addition to any other security, privacy or 
applicable terms of this Agreement. 
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Contractor
By: 
_________ _______________ 
              Signature 

David A. Buck 
Name 

February 6, 2020    
Date February 6, 2020    

Date 
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Compliance with HIPAA (Health Insurance Portability And Accountability Act Of 1996) and HI-
TECH (Health Information Technology for Economic and Clinical Health Act of 2009) 
 
Definitions: 
 
The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA 
Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information (PHI), Required By Law, 
Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. 

 
(a)  Business Associate.  “Business Associate” shall generally have the same meaning as the term 
“business associate” at 45 CFR 160.103, and in this Agreement may refer to Contractor or its 
subcontractor(s), to the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit 
protected health information on behalf of ITS. 
 
(b)  Covered Entity.  By entering into this Agreement, ITS does not affirm that it necessarily meets the 
definition of a “Covered Entity” or a "Business Associate" under the HIPAA statute, and rather affirms 
that ITS may in a given instance be acting as a "conduit" or in another capacity providing services to other 
entities, some of which themselves may be covered entities.  But to the extent ITS is deemed to be 
covered by HIPAA or HI-TECH, the parties agree the term "Covered Entity" in this Agreement shall 
generally have the same meaning as the term “covered entity” at 45 CFR 160.103. 
 
(c)  HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and 
Enforcement Rules at 45 CFR Part 160 and Part 164. 
 
Protected Health Information Obligations and Activities of Contractor 
 
To the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit protected health 
information on behalf of ITS pursuant to their responsibilities under this Agreement, Contractor agrees 
that it is subject to, will abide by, and will require in writing its subcontractors to similarly abide by, the 
following requirements applicable to Business Associates under HIPAA, agreeing to: 
 
(a)  Not use or disclose protected health information other than as permitted or required by the Agreement 
or as required by law; 
 
(b)  Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic 
protected health information, to prevent use or disclosure of protected health information other than as 
provided for by the Agreement; 
 
(c)  Report to ITS within ten (10) business days or fewer any use or disclosure of protected health 
information not provided for by this Agreement of which it becomes aware.  In no event shall Contractor 
exceed the timeframe for reporting to ITS  breaches of unsecured protected health information as required 
at 45 CFR 164.410, and any security incident of which it becomes aware.  Contractor shall provide ITS all 
information reasonably requested by ITS concerning any breach.  Contractor shall also provide the 
following information to ITS upon first instance of the notification of breach:  the identification of each 
individual whose unsecured protected health information has been, or is reasonably believed by 
Contractor, to have been, accessed, acquired, used, or disclosed during the breach. 
 
(d)  In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any 
subcontractors that create, receive, maintain, or transmit protected health information on behalf of 
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Contractor agree in writing to the same restrictions, conditions, and requirements that apply to Contractor 
with respect to such information; 
 
(e)  Make available protected health information in a designated record set to ITS, in a manner to be 
prescribed by ITS within a reasonable timeframe not to exceed fifteen (15) days, absent extenuating 
circumstances, as necessary to satisfy obligations which ITS or the entities it provides services to 
reasonably believe applicable to them under 45 CFR 164.524.  In the event Contractor or its 
subcontractor(s) receive any request for such protected health information directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days. 
 
(f)  Make any amendment(s) to protected health information in a designated record set as directed by ITS 
pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy obligations that ITS 
reasonably believes it has under 45 CFR 164.526, in the manner as prescribed by ITS and within twenty 
(20) business days of such request.  In the event Contractor or its subcontractor(s) receive any request to 
amend a data set directly from an individual, Contractor shall refer such request to ITS within a 
reasonable timeframe not to exceed ten (10) business days; 
 
(g)  Maintain and make available the information required to provide an accounting of disclosures to ITS 
as necessary to satisfy obligations that ITS reasonably believes it has under 45 CFR 164.528, in the 
manner as prescribed by ITS and within ten (10) business days of such request.  In the event Contractor or 
its subcontractor(s) receive any request for an accounting of disclosures directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days; 
 
(h)  To the extent Contractor or its subcontractor(s) are to carry out one or more of obligation(s) ITS may 
have under Subpart E of 45 CFR Part 164, in performing such obligations, comply with the requirements 
of Subpart E that apply to ITS; and 
 
(i)  Make either Contractor's or its subcontractor(s)', or both, internal practices, books, and records 
available to the Secretary of the Department of Health and Human Services and the Director of ITS, or his 
or her designee, for purposes of determining compliance with the HIPAA and HI-TECH Rules. 
 
 
Permitted Uses and Disclosures of Protected Health Information by Contractor and its 
Subcontractor(s) 
 
(a)  Contractor and its subcontractor(s) may only use or disclose protected health information as necessary 
to perform the services set forth in this Agreement, provided however, that if de-identified information 
can be used in lieu of individually identifiable health information with the same effect, Contractor and its 
subcontractor(s) shall use de-identified information in their performance of this Agreement in accordance 
with 45 CFR 164.514(a)-(c). 
 
(b)  Contractor and its subcontractor(s) may use or disclose protected health information as required by 
law. 
 
(c)  Contractor and its subcontractor(s) agrees to make only those uses, disclosures and requests for 
protected health information that are consistent with the minimum necessary policies and procedures of 
ITS or the entit(ies) for whom ITS provides services which entail the creation, reception, maintenance, or 
transmittal of protected health information. 
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(d)  Contractor and its subcontractor(s) may not use or disclose protected health information in a manner 
that would violate Subpart E of 45 CFR Part 164 except as may be provided for in this Agreement or for 
the proper management and administration of Contractor or its subcontractor(s), including the carrying 
out of the Contractor's or its subcontractor(s)' legal responsibilities. 
 
 
Term and Termination 
 
(a)  Termination for cause under HIPAA or HI-TECH.  The Term of this Agreement shall be as 
described elsewhere in the "Term" section of this agreement.  Among the other reasons for which ITS 
may terminate this Agreement prior to the end of its Term date for cause, ITS may terminate this 
Agreement if ITS determines the Contractor or its subcontractor(s) have violated a material term of this 
HIPAA and HI-TECH Compliance section of the Agreement, and Contractor or its subcontractor(s) have 
not cured the breach or ended the violation within any time that has been specified by ITS.   
 
(b)  Contractor's and its Subcontractor(s)' Obligations Upon Termination.  Upon termination of this 
Agreement for any reason, Contractor and its subcontractor(s) shall return to ITS, transfer to another of 
ITS' contractors as directed by ITS, or, if agreed to by ITS on an individual case-by-case basis, destroy all 
protected health information received from ITS, or created, maintained, or received by the Contractor and 
its subcontractor(s) on behalf of ITS, that the Contractor and its subcontractor(s) still maintain in any 
form.  Contractor and its subcontractor(s) shall retain no copies of the protected health information.  
Contractor understands and agrees and will require of its subcontractor(s) in writing that Contractor and 
its subcontractor(s) are required to receive written approval from ITS prior to the return, transfer or 
destruction of any protected health information. 
 
(c)  Survival.  Contractor's and its subcontractor(s)' obligations under this HIPAA and HI-TECH 
Compliance section of this Agreement shall survive the termination of this Agreement. 

 
Miscellaneous 
 
(a)  Regulatory References.  A reference in this Agreement to a section in the HIPAA or HI-TECH 
Rules means the section as in effect or as amended. 
 
(b)  Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from 
time to time as is necessary for compliance with the requirements of the HIPAA or HI-TECH Rules and 
any other applicable law. 
 
(c)  Interpretation.  Any ambiguity in this Agreement shall be interpreted to permit compliance with the 
HIPAA or HI-TECH Rules. 
 

(d)  Sub-contractors.  Contractor shall require any subcontractors that it uses that create, receive, 
maintain, or transmit protected health information on behalf of ITS under this Agreement to conform to 
these HIPAA and HI-TECH Compliance requirements in addition to any other security, privacy or 
applicable terms of this Agreement. 
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Contractor
By: 
________ ________________ 

Signature 

David A. Buck 
Name 

February 6, 2020    
Date 

_____ 

_____ 
Name 

____________________________________ 
Date 
1/27/20
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Compliance with HIPAA (Health Insurance Portability And Accountability Act Of 1996) and HI-
TECH (Health Information Technology for Economic and Clinical Health Act of 2009) 

Definitions: 

The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA 
Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information (PHI), Required By Law, 
Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. 

(a) Business Associate.  “Business Associate” shall generally have the same meaning as the term
“business associate” at 45 CFR 160.103, and in this Agreement may refer to Contractor or its
subcontractor(s), to the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit
protected health information on behalf of ITS.

(b) Covered Entity.  By entering into this Agreement, ITS does not affirm that it necessarily meets the
definition of a “Covered Entity” or a "Business Associate" under the HIPAA statute, and rather affirms
that ITS may in a given instance be acting as a "conduit" or in another capacity providing services to other
entities, some of which themselves may be covered entities.  But to the extent ITS is deemed to be
covered by HIPAA or HI-TECH, the parties agree the term "Covered Entity" in this Agreement shall
generally have the same meaning as the term “covered entity” at 45 CFR 160.103.

(c) HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and
Enforcement Rules at 45 CFR Part 160 and Part 164.

Protected Health Information Obligations and Activities of Contractor 

To the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit protected health 
information on behalf of ITS pursuant to their responsibilities under this Agreement, Contractor agrees 
that it is subject to, will abide by, and will require in writing its subcontractors to similarly abide by, the 
following requirements applicable to Business Associates under HIPAA, agreeing to: 

(a) Not use or disclose protected health information other than as permitted or required by the Agreement
or as required by law;

(b) Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic
protected health information, to prevent use or disclosure of protected health information other than as
provided for by the Agreement;

(c) Report to ITS within ten (10) business days or fewer any use or disclosure of protected health
information not provided for by this Agreement of which it becomes aware.  In no event shall Contractor
exceed the timeframe for reporting to ITS  breaches of unsecured protected health information as required
at 45 CFR 164.410, and any security incident of which it becomes aware.  Contractor shall provide ITS all
information reasonably requested by ITS concerning any breach.  Contractor shall also provide the
following information to ITS upon first instance of the notification of breach:  the identification of each
individual whose unsecured protected health information has been, or is reasonably believed by
Contractor, to have been, accessed, acquired, used, or disclosed during the breach.

(d) In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any
subcontractors that create, receive, maintain, or transmit protected health information on behalf of
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Contractor agree in writing to the same restrictions, conditions, and requirements that apply to Contractor 
with respect to such information; 
 
(e)  Make available protected health information in a designated record set to ITS, in a manner to be 
prescribed by ITS within a reasonable timeframe not to exceed fifteen (15) days, absent extenuating 
circumstances, as necessary to satisfy obligations which ITS or the entities it provides services to 
reasonably believe applicable to them under 45 CFR 164.524.  In the event Contractor or its 
subcontractor(s) receive any request for such protected health information directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days. 
 
(f)  Make any amendment(s) to protected health information in a designated record set as directed by ITS 
pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy obligations that ITS 
reasonably believes it has under 45 CFR 164.526, in the manner as prescribed by ITS and within twenty 
(20) business days of such request.  In the event Contractor or its subcontractor(s) receive any request to 
amend a data set directly from an individual, Contractor shall refer such request to ITS within a 
reasonable timeframe not to exceed ten (10) business days; 
 
(g)  Maintain and make available the information required to provide an accounting of disclosures to ITS 
as necessary to satisfy obligations that ITS reasonably believes it has under 45 CFR 164.528, in the 
manner as prescribed by ITS and within ten (10) business days of such request.  In the event Contractor or 
its subcontractor(s) receive any request for an accounting of disclosures directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days; 
 
(h)  To the extent Contractor or its subcontractor(s) are to carry out one or more of obligation(s) ITS may 
have under Subpart E of 45 CFR Part 164, in performing such obligations, comply with the requirements 
of Subpart E that apply to ITS; and 
 
(i)  Make either Contractor's or its subcontractor(s)', or both, internal practices, books, and records 
available to the Secretary of the Department of Health and Human Services and the Director of ITS, or his 
or her designee, for purposes of determining compliance with the HIPAA and HI-TECH Rules. 
 
 
Permitted Uses and Disclosures of Protected Health Information by Contractor and its 
Subcontractor(s) 
 
(a)  Contractor and its subcontractor(s) may only use or disclose protected health information as necessary 
to perform the services set forth in this Agreement, provided however, that if de-identified information 
can be used in lieu of individually identifiable health information with the same effect, Contractor and its 
subcontractor(s) shall use de-identified information in their performance of this Agreement in accordance 
with 45 CFR 164.514(a)-(c). 
 
(b)  Contractor and its subcontractor(s) may use or disclose protected health information as required by 
law. 
 
(c)  Contractor and its subcontractor(s) agrees to make only those uses, disclosures and requests for 
protected health information that are consistent with the minimum necessary policies and procedures of 
ITS or the entit(ies) for whom ITS provides services which entail the creation, reception, maintenance, or 
transmittal of protected health information. 
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(d) Contractor and its subcontractor(s) may not use or disclose protected health information in a manner
that would violate Subpart E of 45 CFR Part 164 except as may be provided for in this Agreement or for
the proper management and administration of Contractor or its subcontractor(s), including the carrying
out of the Contractor's or its subcontractor(s)' legal responsibilities.

Term and Termination 

(a) Termination for cause under HIPAA or HI-TECH.  The Term of this Agreement shall be as
described elsewhere in the "Term" section of this agreement.  Among the other reasons for which ITS
may terminate this Agreement prior to the end of its Term date for cause, ITS may terminate this
Agreement if ITS determines the Contractor or its subcontractor(s) have violated a material term of this
HIPAA and HI-TECH Compliance section of the Agreement, and Contractor or its subcontractor(s) have
not cured the breach or ended the violation within any time that has been specified by ITS.

(b) Contractor's and its Subcontractor(s)' Obligations Upon Termination.  Upon termination of this
Agreement for any reason, Contractor and its subcontractor(s) shall return to ITS, transfer to another of
ITS' contractors as directed by ITS, or, if agreed to by ITS on an individual case-by-case basis, destroy all
protected health information received from ITS, or created, maintained, or received by the Contractor and
its subcontractor(s) on behalf of ITS, that the Contractor and its subcontractor(s) still maintain in any
form.  Contractor and its subcontractor(s) shall retain no copies of the protected health information.
Contractor understands and agrees and will require of its subcontractor(s) in writing that Contractor and
its subcontractor(s) are required to receive written approval from ITS prior to the return, transfer or
destruction of any protected health information.

(c) Survival.  Contractor's and its subcontractor(s)' obligations under this HIPAA and HI-TECH
Compliance section of this Agreement shall survive the termination of this Agreement.

Miscellaneous 

(a) Regulatory References.  A reference in this Agreement to a section in the HIPAA or HI-TECH
Rules means the section as in effect or as amended.

(b) Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from
time to time as is necessary for compliance with the requirements of the HIPAA or HI-TECH Rules and
any other applicable law.

(c) Interpretation.  Any ambiguity in this Agreement shall be interpreted to permit compliance with the
HIPAA or HI-TECH Rules.

(d) Sub-contractors.  Contractor shall require any subcontractors that it uses that create, receive,
maintain, or transmit protected health information on behalf of ITS under this Agreement to conform to
these HIPAA and HI-TECH Compliance requirements in addition to any other security, privacy or
applicable terms of this Agreement.
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Compliance with HIPAA (Health Insurance Portability And Accountability Act Of 1996) and HI-
TECH (Health Information Technology for Economic and Clinical Health Act of 2009) 
 
Definitions: 
 
The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA 
Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information (PHI), Required By Law, 
Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. 

 
(a)  Business Associate.  “Business Associate” shall generally have the same meaning as the term 
“business associate” at 45 CFR 160.103, and in this Agreement may refer to Contractor or its 
subcontractor(s), to the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit 
protected health information on behalf of ITS. 
 
(b)  Covered Entity.  By entering into this Agreement, ITS does not affirm that it necessarily meets the 
definition of a “Covered Entity” or a "Business Associate" under the HIPAA statute, and rather affirms 
that ITS may in a given instance be acting as a "conduit" or in another capacity providing services to other 
entities, some of which themselves may be covered entities.  But to the extent ITS is deemed to be 
covered by HIPAA or HI-TECH, the parties agree the term "Covered Entity" in this Agreement shall 
generally have the same meaning as the term “covered entity” at 45 CFR 160.103. 
 
(c)  HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and 
Enforcement Rules at 45 CFR Part 160 and Part 164. 
 
Protected Health Information Obligations and Activities of Contractor 
 
To the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit protected health 
information on behalf of ITS pursuant to their responsibilities under this Agreement, Contractor agrees 
that it is subject to, will abide by, and will require in writing its subcontractors to similarly abide by, the 
following requirements applicable to Business Associates under HIPAA, agreeing to: 
 
(a)  Not use or disclose protected health information other than as permitted or required by the Agreement 
or as required by law; 
 
(b)  Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic 
protected health information, to prevent use or disclosure of protected health information other than as 
provided for by the Agreement; 
 
(c)  Report to ITS within ten (10) business days or fewer any use or disclosure of protected health 
information not provided for by this Agreement of which it becomes aware.  In no event shall Contractor 
exceed the timeframe for reporting to ITS  breaches of unsecured protected health information as required 
at 45 CFR 164.410, and any security incident of which it becomes aware.  Contractor shall provide ITS all 
information reasonably requested by ITS concerning any breach.  Contractor shall also provide the 
following information to ITS upon first instance of the notification of breach:  the identification of each 
individual whose unsecured protected health information has been, or is reasonably believed by 
Contractor, to have been, accessed, acquired, used, or disclosed during the breach. 
 
(d)  In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any 
subcontractors that create, receive, maintain, or transmit protected health information on behalf of 

ITS FOIL 2022-31 001525



RFP C000540 
IES System Integrator Master Service Agreements  

ITS Attachment 22-Compliance with HIPAA and HI-TECH Page 2 of 4 
 

Contractor agree in writing to the same restrictions, conditions, and requirements that apply to Contractor 
with respect to such information; 
 
(e)  Make available protected health information in a designated record set to ITS, in a manner to be 
prescribed by ITS within a reasonable timeframe not to exceed fifteen (15) days, absent extenuating 
circumstances, as necessary to satisfy obligations which ITS or the entities it provides services to 
reasonably believe applicable to them under 45 CFR 164.524.  In the event Contractor or its 
subcontractor(s) receive any request for such protected health information directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days. 
 
(f)  Make any amendment(s) to protected health information in a designated record set as directed by ITS 
pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy obligations that ITS 
reasonably believes it has under 45 CFR 164.526, in the manner as prescribed by ITS and within twenty 
(20) business days of such request.  In the event Contractor or its subcontractor(s) receive any request to 
amend a data set directly from an individual, Contractor shall refer such request to ITS within a 
reasonable timeframe not to exceed ten (10) business days; 
 
(g)  Maintain and make available the information required to provide an accounting of disclosures to ITS 
as necessary to satisfy obligations that ITS reasonably believes it has under 45 CFR 164.528, in the 
manner as prescribed by ITS and within ten (10) business days of such request.  In the event Contractor or 
its subcontractor(s) receive any request for an accounting of disclosures directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days; 
 
(h)  To the extent Contractor or its subcontractor(s) are to carry out one or more of obligation(s) ITS may 
have under Subpart E of 45 CFR Part 164, in performing such obligations, comply with the requirements 
of Subpart E that apply to ITS; and 
 
(i)  Make either Contractor's or its subcontractor(s)', or both, internal practices, books, and records 
available to the Secretary of the Department of Health and Human Services and the Director of ITS, or his 
or her designee, for purposes of determining compliance with the HIPAA and HI-TECH Rules. 
 
 
Permitted Uses and Disclosures of Protected Health Information by Contractor and its 
Subcontractor(s) 
 
(a)  Contractor and its subcontractor(s) may only use or disclose protected health information as necessary 
to perform the services set forth in this Agreement, provided however, that if de-identified information 
can be used in lieu of individually identifiable health information with the same effect, Contractor and its 
subcontractor(s) shall use de-identified information in their performance of this Agreement in accordance 
with 45 CFR 164.514(a)-(c). 
 
(b)  Contractor and its subcontractor(s) may use or disclose protected health information as required by 
law. 
 
(c)  Contractor and its subcontractor(s) agrees to make only those uses, disclosures and requests for 
protected health information that are consistent with the minimum necessary policies and procedures of 
ITS or the entit(ies) for whom ITS provides services which entail the creation, reception, maintenance, or 
transmittal of protected health information. 
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(d)  Contractor and its subcontractor(s) may not use or disclose protected health information in a manner 
that would violate Subpart E of 45 CFR Part 164 except as may be provided for in this Agreement or for 
the proper management and administration of Contractor or its subcontractor(s), including the carrying 
out of the Contractor's or its subcontractor(s)' legal responsibilities. 
 
 
Term and Termination 
 
(a)  Termination for cause under HIPAA or HI-TECH.  The Term of this Agreement shall be as 
described elsewhere in the "Term" section of this agreement.  Among the other reasons for which ITS 
may terminate this Agreement prior to the end of its Term date for cause, ITS may terminate this 
Agreement if ITS determines the Contractor or its subcontractor(s) have violated a material term of this 
HIPAA and HI-TECH Compliance section of the Agreement, and Contractor or its subcontractor(s) have 
not cured the breach or ended the violation within any time that has been specified by ITS.   
 
(b)  Contractor's and its Subcontractor(s)' Obligations Upon Termination.  Upon termination of this 
Agreement for any reason, Contractor and its subcontractor(s) shall return to ITS, transfer to another of 
ITS' contractors as directed by ITS, or, if agreed to by ITS on an individual case-by-case basis, destroy all 
protected health information received from ITS, or created, maintained, or received by the Contractor and 
its subcontractor(s) on behalf of ITS, that the Contractor and its subcontractor(s) still maintain in any 
form.  Contractor and its subcontractor(s) shall retain no copies of the protected health information.  
Contractor understands and agrees and will require of its subcontractor(s) in writing that Contractor and 
its subcontractor(s) are required to receive written approval from ITS prior to the return, transfer or 
destruction of any protected health information. 
 
(c)  Survival.  Contractor's and its subcontractor(s)' obligations under this HIPAA and HI-TECH 
Compliance section of this Agreement shall survive the termination of this Agreement. 

 
Miscellaneous 
 
(a)  Regulatory References.  A reference in this Agreement to a section in the HIPAA or HI-TECH 
Rules means the section as in effect or as amended. 
 
(b)  Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from 
time to time as is necessary for compliance with the requirements of the HIPAA or HI-TECH Rules and 
any other applicable law. 
 
(c)  Interpretation.  Any ambiguity in this Agreement shall be interpreted to permit compliance with the 
HIPAA or HI-TECH Rules. 
 

(d)  Sub-contractors.  Contractor shall require any subcontractors that it uses that create, receive, 
maintain, or transmit protected health information on behalf of ITS under this Agreement to conform to 
these HIPAA and HI-TECH Compliance requirements in addition to any other security, privacy or 
applicable terms of this Agreement. 
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Contractor 
By: 
____________ ____________ 
              Signat

David A. Buck 
Name 

February 6, 2020    
Date 

February 5th, 2020 
Date 
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Compliance with HIPAA (Health Insurance Portability And Accountability Act Of 1996) and HI-
TECH (Health Information Technology for Economic and Clinical Health Act of 2009) 
 
Definitions: 
 
The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA 
Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information (PHI), Required By Law, 
Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. 

 
(a)  Business Associate.  “Business Associate” shall generally have the same meaning as the term 
“business associate” at 45 CFR 160.103, and in this Agreement may refer to Contractor or its 
subcontractor(s), to the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit 
protected health information on behalf of ITS. 
 
(b)  Covered Entity.  By entering into this Agreement, ITS does not affirm that it necessarily meets the 
definition of a “Covered Entity” or a "Business Associate" under the HIPAA statute, and rather affirms 
that ITS may in a given instance be acting as a "conduit" or in another capacity providing services to other 
entities, some of which themselves may be covered entities.  But to the extent ITS is deemed to be 
covered by HIPAA or HI-TECH, the parties agree the term "Covered Entity" in this Agreement shall 
generally have the same meaning as the term “covered entity” at 45 CFR 160.103. 
 
(c)  HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and 
Enforcement Rules at 45 CFR Part 160 and Part 164. 
 
Protected Health Information Obligations and Activities of Contractor 
 
To the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit protected health 
information on behalf of ITS pursuant to their responsibilities under this Agreement, Contractor agrees 
that it is subject to, will abide by, and will require in writing its subcontractors to similarly abide by, the 
following requirements applicable to Business Associates under HIPAA, agreeing to: 
 
(a)  Not use or disclose protected health information other than as permitted or required by the Agreement 
or as required by law; 
 
(b)  Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic 
protected health information, to prevent use or disclosure of protected health information other than as 
provided for by the Agreement; 
 
(c)  Report to ITS within ten (10) business days or fewer any use or disclosure of protected health 
information not provided for by this Agreement of which it becomes aware.  In no event shall Contractor 
exceed the timeframe for reporting to ITS  breaches of unsecured protected health information as required 
at 45 CFR 164.410, and any security incident of which it becomes aware.  Contractor shall provide ITS all 
information reasonably requested by ITS concerning any breach.  Contractor shall also provide the 
following information to ITS upon first instance of the notification of breach:  the identification of each 
individual whose unsecured protected health information has been, or is reasonably believed by 
Contractor, to have been, accessed, acquired, used, or disclosed during the breach. 
 
(d)  In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any 
subcontractors that create, receive, maintain, or transmit protected health information on behalf of 
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Contractor agree in writing to the same restrictions, conditions, and requirements that apply to Contractor 
with respect to such information; 
 
(e)  Make available protected health information in a designated record set to ITS, in a manner to be 
prescribed by ITS within a reasonable timeframe not to exceed fifteen (15) days, absent extenuating 
circumstances, as necessary to satisfy obligations which ITS or the entities it provides services to 
reasonably believe applicable to them under 45 CFR 164.524.  In the event Contractor or its 
subcontractor(s) receive any request for such protected health information directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days. 
 
(f)  Make any amendment(s) to protected health information in a designated record set as directed by ITS 
pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy obligations that ITS 
reasonably believes it has under 45 CFR 164.526, in the manner as prescribed by ITS and within twenty 
(20) business days of such request.  In the event Contractor or its subcontractor(s) receive any request to 
amend a data set directly from an individual, Contractor shall refer such request to ITS within a 
reasonable timeframe not to exceed ten (10) business days; 
 
(g)  Maintain and make available the information required to provide an accounting of disclosures to ITS 
as necessary to satisfy obligations that ITS reasonably believes it has under 45 CFR 164.528, in the 
manner as prescribed by ITS and within ten (10) business days of such request.  In the event Contractor or 
its subcontractor(s) receive any request for an accounting of disclosures directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days; 
 
(h)  To the extent Contractor or its subcontractor(s) are to carry out one or more of obligation(s) ITS may 
have under Subpart E of 45 CFR Part 164, in performing such obligations, comply with the requirements 
of Subpart E that apply to ITS; and 
 
(i)  Make either Contractor's or its subcontractor(s)', or both, internal practices, books, and records 
available to the Secretary of the Department of Health and Human Services and the Director of ITS, or his 
or her designee, for purposes of determining compliance with the HIPAA and HI-TECH Rules. 
 
 
Permitted Uses and Disclosures of Protected Health Information by Contractor and its 
Subcontractor(s) 
 
(a)  Contractor and its subcontractor(s) may only use or disclose protected health information as necessary 
to perform the services set forth in this Agreement, provided however, that if de-identified information 
can be used in lieu of individually identifiable health information with the same effect, Contractor and its 
subcontractor(s) shall use de-identified information in their performance of this Agreement in accordance 
with 45 CFR 164.514(a)-(c). 
 
(b)  Contractor and its subcontractor(s) may use or disclose protected health information as required by 
law. 
 
(c)  Contractor and its subcontractor(s) agrees to make only those uses, disclosures and requests for 
protected health information that are consistent with the minimum necessary policies and procedures of 
ITS or the entit(ies) for whom ITS provides services which entail the creation, reception, maintenance, or 
transmittal of protected health information. 
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(d)  Contractor and its subcontractor(s) may not use or disclose protected health information in a manner 
that would violate Subpart E of 45 CFR Part 164 except as may be provided for in this Agreement or for 
the proper management and administration of Contractor or its subcontractor(s), including the carrying 
out of the Contractor's or its subcontractor(s)' legal responsibilities. 
 
 
Term and Termination 
 
(a)  Termination for cause under HIPAA or HI-TECH.  The Term of this Agreement shall be as 
described elsewhere in the "Term" section of this agreement.  Among the other reasons for which ITS 
may terminate this Agreement prior to the end of its Term date for cause, ITS may terminate this 
Agreement if ITS determines the Contractor or its subcontractor(s) have violated a material term of this 
HIPAA and HI-TECH Compliance section of the Agreement, and Contractor or its subcontractor(s) have 
not cured the breach or ended the violation within any time that has been specified by ITS.   
 
(b)  Contractor's and its Subcontractor(s)' Obligations Upon Termination.  Upon termination of this 
Agreement for any reason, Contractor and its subcontractor(s) shall return to ITS, transfer to another of 
ITS' contractors as directed by ITS, or, if agreed to by ITS on an individual case-by-case basis, destroy all 
protected health information received from ITS, or created, maintained, or received by the Contractor and 
its subcontractor(s) on behalf of ITS, that the Contractor and its subcontractor(s) still maintain in any 
form.  Contractor and its subcontractor(s) shall retain no copies of the protected health information.  
Contractor understands and agrees and will require of its subcontractor(s) in writing that Contractor and 
its subcontractor(s) are required to receive written approval from ITS prior to the return, transfer or 
destruction of any protected health information. 
 
(c)  Survival.  Contractor's and its subcontractor(s)' obligations under this HIPAA and HI-TECH 
Compliance section of this Agreement shall survive the termination of this Agreement. 

 
Miscellaneous 
 
(a)  Regulatory References.  A reference in this Agreement to a section in the HIPAA or HI-TECH 
Rules means the section as in effect or as amended. 
 
(b)  Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from 
time to time as is necessary for compliance with the requirements of the HIPAA or HI-TECH Rules and 
any other applicable law. 
 
(c)  Interpretation.  Any ambiguity in this Agreement shall be interpreted to permit compliance with the 
HIPAA or HI-TECH Rules. 
 

(d)  Sub-contractors.  Contractor shall require any subcontractors that it uses that create, receive, 
maintain, or transmit protected health information on behalf of ITS under this Agreement to conform to 
these HIPAA and HI-TECH Compliance requirements in addition to any other security, privacy or 
applicable terms of this Agreement. 
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Compliance with HIPAA (Health Insurance Portability And Accountability Act Of 1996) and HI-
TECH (Health Information Technology for Economic and Clinical Health Act of 2009) 
 
Definitions: 
 
The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA 
Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information (PHI), Required By Law, 
Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. 

 
(a)  Business Associate.  “Business Associate” shall generally have the same meaning as the term 
“business associate” at 45 CFR 160.103, and in this Agreement may refer to Contractor or its 
subcontractor(s), to the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit 
protected health information on behalf of ITS. 
 
(b)  Covered Entity.  By entering into this Agreement, ITS does not affirm that it necessarily meets the 
definition of a “Covered Entity” or a "Business Associate" under the HIPAA statute, and rather affirms 
that ITS may in a given instance be acting as a "conduit" or in another capacity providing services to other 
entities, some of which themselves may be covered entities.  But to the extent ITS is deemed to be 
covered by HIPAA or HI-TECH, the parties agree the term "Covered Entity" in this Agreement shall 
generally have the same meaning as the term “covered entity” at 45 CFR 160.103. 
 
(c)  HIPAA Rules.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and 
Enforcement Rules at 45 CFR Part 160 and Part 164. 
 
Protected Health Information Obligations and Activities of Contractor 
 
To the extent Contractor or its subcontractor(s) create, receive, maintain, or transmit protected health 
information on behalf of ITS pursuant to their responsibilities under this Agreement, Contractor agrees 
that it is subject to, will abide by, and will require in writing its subcontractors to similarly abide by, the 
following requirements applicable to Business Associates under HIPAA, agreeing to: 
 
(a)  Not use or disclose protected health information other than as permitted or required by the Agreement 
or as required by law; 
 
(b)  Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic 
protected health information, to prevent use or disclosure of protected health information other than as 
provided for by the Agreement; 
 
(c)  Report to ITS within ten (10) business days or fewer any use or disclosure of protected health 
information not provided for by this Agreement of which it becomes aware.  In no event shall Contractor 
exceed the timeframe for reporting to ITS  breaches of unsecured protected health information as required 
at 45 CFR 164.410, and any security incident of which it becomes aware.  Contractor shall provide ITS all 
information reasonably requested by ITS concerning any breach.  Contractor shall also provide the 
following information to ITS upon first instance of the notification of breach:  the identification of each 
individual whose unsecured protected health information has been, or is reasonably believed by 
Contractor, to have been, accessed, acquired, used, or disclosed during the breach. 
 
(d)  In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any 
subcontractors that create, receive, maintain, or transmit protected health information on behalf of 
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Contractor agree in writing to the same restrictions, conditions, and requirements that apply to Contractor 
with respect to such information; 
 
(e)  Make available protected health information in a designated record set to ITS, in a manner to be 
prescribed by ITS within a reasonable timeframe not to exceed fifteen (15) days, absent extenuating 
circumstances, as necessary to satisfy obligations which ITS or the entities it provides services to 
reasonably believe applicable to them under 45 CFR 164.524.  In the event Contractor or its 
subcontractor(s) receive any request for such protected health information directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days. 
 
(f)  Make any amendment(s) to protected health information in a designated record set as directed by ITS 
pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy obligations that ITS 
reasonably believes it has under 45 CFR 164.526, in the manner as prescribed by ITS and within twenty 
(20) business days of such request.  In the event Contractor or its subcontractor(s) receive any request to 
amend a data set directly from an individual, Contractor shall refer such request to ITS within a 
reasonable timeframe not to exceed ten (10) business days; 
 
(g)  Maintain and make available the information required to provide an accounting of disclosures to ITS 
as necessary to satisfy obligations that ITS reasonably believes it has under 45 CFR 164.528, in the 
manner as prescribed by ITS and within ten (10) business days of such request.  In the event Contractor or 
its subcontractor(s) receive any request for an accounting of disclosures directly from an individual, 
Contractor shall refer such request to ITS within a reasonable timeframe not to exceed ten (10) business 
days; 
 
(h)  To the extent Contractor or its subcontractor(s) are to carry out one or more of obligation(s) ITS may 
have under Subpart E of 45 CFR Part 164, in performing such obligations, comply with the requirements 
of Subpart E that apply to ITS; and 
 
(i)  Make either Contractor's or its subcontractor(s)', or both, internal practices, books, and records 
available to the Secretary of the Department of Health and Human Services and the Director of ITS, or his 
or her designee, for purposes of determining compliance with the HIPAA and HI-TECH Rules. 
 
 
Permitted Uses and Disclosures of Protected Health Information by Contractor and its 
Subcontractor(s) 
 
(a)  Contractor and its subcontractor(s) may only use or disclose protected health information as necessary 
to perform the services set forth in this Agreement, provided however, that if de-identified information 
can be used in lieu of individually identifiable health information with the same effect, Contractor and its 
subcontractor(s) shall use de-identified information in their performance of this Agreement in accordance 
with 45 CFR 164.514(a)-(c). 
 
(b)  Contractor and its subcontractor(s) may use or disclose protected health information as required by 
law. 
 
(c)  Contractor and its subcontractor(s) agrees to make only those uses, disclosures and requests for 
protected health information that are consistent with the minimum necessary policies and procedures of 
ITS or the entit(ies) for whom ITS provides services which entail the creation, reception, maintenance, or 
transmittal of protected health information. 
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(d)  Contractor and its subcontractor(s) may not use or disclose protected health information in a manner 
that would violate Subpart E of 45 CFR Part 164 except as may be provided for in this Agreement or for 
the proper management and administration of Contractor or its subcontractor(s), including the carrying 
out of the Contractor's or its subcontractor(s)' legal responsibilities. 
 
 
Term and Termination 
 
(a)  Termination for cause under HIPAA or HI-TECH.  The Term of this Agreement shall be as 
described elsewhere in the "Term" section of this agreement.  Among the other reasons for which ITS 
may terminate this Agreement prior to the end of its Term date for cause, ITS may terminate this 
Agreement if ITS determines the Contractor or its subcontractor(s) have violated a material term of this 
HIPAA and HI-TECH Compliance section of the Agreement, and Contractor or its subcontractor(s) have 
not cured the breach or ended the violation within any time that has been specified by ITS.   
 
(b)  Contractor's and its Subcontractor(s)' Obligations Upon Termination.  Upon termination of this 
Agreement for any reason, Contractor and its subcontractor(s) shall return to ITS, transfer to another of 
ITS' contractors as directed by ITS, or, if agreed to by ITS on an individual case-by-case basis, destroy all 
protected health information received from ITS, or created, maintained, or received by the Contractor and 
its subcontractor(s) on behalf of ITS, that the Contractor and its subcontractor(s) still maintain in any 
form.  Contractor and its subcontractor(s) shall retain no copies of the protected health information.  
Contractor understands and agrees and will require of its subcontractor(s) in writing that Contractor and 
its subcontractor(s) are required to receive written approval from ITS prior to the return, transfer or 
destruction of any protected health information. 
 
(c)  Survival.  Contractor's and its subcontractor(s)' obligations under this HIPAA and HI-TECH 
Compliance section of this Agreement shall survive the termination of this Agreement. 

 
Miscellaneous 
 
(a)  Regulatory References.  A reference in this Agreement to a section in the HIPAA or HI-TECH 
Rules means the section as in effect or as amended. 
 
(b)  Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from 
time to time as is necessary for compliance with the requirements of the HIPAA or HI-TECH Rules and 
any other applicable law. 
 
(c)  Interpretation.  Any ambiguity in this Agreement shall be interpreted to permit compliance with the 
HIPAA or HI-TECH Rules. 
 

(d)  Sub-contractors.  Contractor shall require any subcontractors that it uses that create, receive, 
maintain, or transmit protected health information on behalf of ITS under this Agreement to conform to 
these HIPAA and HI-TECH Compliance requirements in addition to any other security, privacy or 
applicable terms of this Agreement. 
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Contracto
By: 
________ ______________ 
              Si

David A. Buck 
Name 

February 6, 2020    
Date 

__ 

__ 
Name 

____________________________________ 
Date 
1-27-2020
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IES System Integrator Master Service Agreements 

Page 1 of 1

FOIL and Litigation Disclosure

Bidder's Name: 
DO NOT ADD, REMOVE OR REARRANGE ANY COLUMNS OR ROWS.

Additional Administrative Statements Response

1. Freedom of Information Law Redaction Request: If there is specific informa ion in a 
Bidder’s proposal that a Bidder claims to be proprietary and/or trade secret informa ion 
that meets the definition set for h in Section 87(2)(d), the Bidder should provide a letter 
in its Administrative Proposal outlining any specific concerns regarding disclosure 
under the New York State Freedom of Information Law (Article 6 of the Public Officers 
Law).  Please indicate in the Response section if this statement applies. Yes

2. Disclosure of Pending or Prior Lawsuits: A Bidder should provide a list of any legal 
proceedings or investigations concerning the Firm over the last five (5) years, including 
the nature and outcome of any lawsuit if litigation is complete. Bidder should 
specifically note any prior or pending lawsuit(s) or litigation between the Bidder and any 
New York State department, agency, board or commission. The nature of he lawsuit 
and its outcome, if litiga ion is complete, should be described briefly.  Please indicate 
in the Response section if this statement applies. Yes

A Bidder must address the following, if applicable, as part of the Administrative Proposal.  Complete all fields in yellow.
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Deloitte 2020 Attachment 25 Foil and Ligation Disclosure Page 1 

 

Foil and Litigation Disclosure 

In accordance with Attachment 25, Foil and Litigation Disclosure, Deloitte provides the following detailed responses. 

Attachment 25, Foil and Litigation Disclosure, Question 1 

1. Freedom of Information Law Redaction Request: If there is specific information in a Bidder’s proposal that a Bidder claims to be proprietary and/or trade secret 
informa ion that meets the definition set forth in Section 87(2)(d), the Bidder should provide a letter in its Administrative Proposal outlining any specific concerns 
regarding disclosure under the New York State Freedom of Information Law (Article 6 of the Public Officers Law).  Please indicate in the Response section if this 
statement applies. 

Please see the letter on the following pages, outlining our specific concerns regarding disclosure under the New York State 
Freedom of Information Law. 

Attachment 25, Foil and Litigation Disclosure, Question 2 

2. Disclosure of Pending or Prior Lawsuits: A Bidder should provide a list of any legal proceedings or investigations concerning the Firm over the last five (5) years, 
including the nature and outcome of any lawsuit if litigation is complete. Bidder should specifically note any prior or pending lawsuit(s) or li igation between the 
Bidder and any New York State department, agency, board or commission. The nature of the lawsuit and its outcome, if litigation is complete, should be described 
briefly.  Please indicate in he Response sec ion if this statement applies. 

Deloitte Consulting LLP, as one of the leading providers of consulting services, is routinely involved in complex consulting 
projects, often involving large-scale systems implementations and multiple service providers.   Although we are justifiably proud 
of our record of client satisfaction, such projects do occasionally give rise to disagreements over contract requirements, and we 
are occasionally, though rarely, involved in litigation with clients pertaining to our consulting services.  We do not believe that 
such matters will affect our ability to provide consulting services, or that they will affect our ability to serve the State in 
connection with this proposed engagement. 
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Deloitte Consulting believes that the State is prohibited from disclosing certain 
information that Deloitte Consulting has determined to be trade secret or confidential 
commercial information pursuant to the Matter of Verizon N.Y., Inc. v New York State Pub. Serv. 
Commn., 137 A.D.3d 66, 23 N.Y.S.3d 446, 2016 N.Y. App. Div. LEXIS 240, 2016 NY Slip Op 
00239 (N.Y. App. Div. 3d Dep’t 2016). 

As set forth below, the Protected Information is exempt from disclosure under §87(2)(d), 
which permits an agency to withhold trade secrets or confidential commercial information if 
“disclosure would cause substantial injury to the competitive position of a company.”  The 
Protected Information falls within the meaning of the §87(2)(d) exemption, and is therefore 
exempt from disclosure under the FOIL, for two independent reasons.  First, the Protected 
Information is not the kind of information that Deloitte Consulting customarily discloses to the 
public, and was provided voluntarily to the State with the reasonable expectation that it would 
not be released.  Second, disclosure of the Protected Information would cause substantial harm to 
Deloitte Consulting’s competitive position by permitting its competitors to leverage Deloitte 
Consulting’s innovative business strategies, methodologies and approaches, all of which have 
significant commercial value and represent the investment of substantial time, effort and money. 

I. Identities and Qualifications of Personnel and Subcontractors. 

The Deloitte Proposal includes confidential information and protected trade secrets 
concerning the identities and qualifications of individual Deloitte Consulting personnel.  See 1 
MILGRAM ON TRADE SECRETS, §109[8][g] (“Information which can be protected under a trade 
secret theory [includes the] effectiveness and good performance of key sales personnel and other 
personnel.”).  Deloitte Consulting holds the identity of its personnel and proposed subcontractors 
in the strictest confidence. 

Disclosure of this Protected Information would injure Deloitte Consulting’s competitive 
position by providing competitors with insight into the manner in which Deloitte Consulting 
assembles individuals with particular types of education, experience and talents into project 
teams.  Deloitte Consulting’s competitors could use this Protected Information to free ride on its 
years of experience by assembling project teams virtually identical to those of Deloitte 
Consulting in terms of composition and qualifications.  Providing competitors with the 
identification of our firm’s resources not only would result in placing Deloitte Consulting in a 
less competitive position in the future, but could also compromise our ability to perform in the 
present, should those resources be pirated by competitors. 

Because Deloitte Consulting considers its staffing strategy and proposed team to be trade 
secrets, Deloitte Consulting does not customarily release its staffing arrangements to third 
parties.  Further, in order to protect the confidentiality of certain information, not all team 
members are provided access to all sections of Deloitte Consulting’s proposal.  To the extent 
Deloitte Consulting must disclose information to its subcontractors and/or teaming partners, prior 
to doing so, Deloitte Consulting ensures that all subcontracts and/or teaming agreements to 
which Deloitte Consulting is a party contain restrictions on the release of information between 
Deloitte Consulting and its subcontractors and/or team members. 
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Accordingly, Protected Information regarding the qualifications of Deloitte Consulting 
personnel and the composition of Deloitte Consulting’s project teams is exempt from disclosure 
under the FOIL.  See Prof’l Review Org. of Fla., Inc. v. Dep’t of Health and Human Servs., 607 
F. Supp. 423, 425 (D.D.C. 1985) (information regarding contractor’s organizational structure and 
staffing was exempt from disclosure under the FOIA); Audio Technical Services LTD. v. 
Department of the Army, 487 F. Supp. 779, 782 (D.D.C. 1979) (same for “biographical data on 
key . . . employees”). 
 

Based upon this Section, the provisions contained in the Deloitte Proposal and listed on 
the enclosed Attachment A to this letter should be withheld from disclosure by the State. 
 
II. Proprietary Methodology and Approach. 

The Protected Information in this category reflects confidential and proprietary patterns, 
methods, techniques and technical data, the confidentiality and proprietary status of which 
Deloitte Consulting makes every effort to maintain.1 
 

In developing the Deloitte Proposal, Deloitte Consulting was required to use its ingenuity 
and originality to determine how best to accomplish the State’s objectives.  For example, the 
Deloitte Proposal highlights Deloitte Consulting’s industry-leading and differentiated experience 
performing systems integration services for largescale Integrated Eligibility Systems for State 
government agencies across the country.  Much of the substantive discussion throughout Section 
5 of the technical proposal refers to Deloitte Consulting’s proven methodologies and unique 
processes for delivering the requested services.  Deloitte Consulting’s methodologies and 
approaches are proprietary and are used repeatedly in its consulting work.  Deloitte Consulting 
developed and continues to enhance and maintain these methodologies at considerable expense.  
The methodologies facilitate both efficiency and enhanced service quality, which give Deloitte 
Consulting a significant competitive advantage in bidding on projects, both in the public sector 
and commercial arenas.  The release of this information would do considerable harm to Deloitte 
Consulting’s competitive position. Finally, because these methodologies reflect the expertise and 
experience of Deloitte Consulting, it is not easily replicated by a competitor, except through 
improper means.  Accordingly, it is protected trade secret information and cannot be released. 
 

Further, these details have not been disclosed outside of Deloitte Consulting’s team 
except on a limited basis and only for the limited purpose of furthering the development of the 
underlying strategic approach.  Further, the Deloitte Proposal also contains Deloitte Consulting’s 
proprietary graphics, tables, and screenshots and provides specific details regarding Deloitte 
Consulting’s leading practices, key benefits of its offerings, and the proposed use of proprietary 
tools and accelerators that it will leverage to deliver the State’s project. 
 

This information has application well beyond the instant contract and reflects Deloitte 
Consulting’s experience with similar projects.  Accordingly, its disclosure would seriously 
undermine Deloitte Consulting’s competitive advantage by allowing competitors to have access 
to Deloitte Consulting’s ideas, processes, and methodologies that they would not have had or 

                                                                 
1   For example, Deloitte Consulting routinely requires its personnel, teaming partners and subcontractors to:  (a) sign non-disclosure 
agreements; (b) implement reasonable security measures to protect information at their offices and in their computer systems; and 
(c) limit disclosure of sensitive marketing and proposal materials to a select group of individuals on a strict need-to-know basis. 
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would have had to spend considerable funds to develop on their own.  See SMS Data Prods. 
Group, Inc. v. Dep’t of the Air Force, 1989 WL 201031 at *3-4 (D.D.C. 1989) (“proprietary 
technical information” in successful offeror’s technical proposal is exempt from disclosure under 
the FOIA); Landfair v. Dep’t of the Army, 645 F. Supp. 325, 328-29 (D.D.C. 1986) (same for 
“technical designs”); Prof’l Review Org. of Fla., Inc. v. Dep’t of Health and Human Servs., 
607 F. Supp. 423 (D.D.C. 1985) (same for “review process with an outline of data capability and 
processes”); Audio Technical Services LTD. v. Department of the Army, 487 F. Supp. 779, 782 
(D.D.C. 1979)(same for “design recommendations” and “design concepts including methods and 
procedures”).  Accordingly, disclosure of this Protected Information would impair Deloitte 
Consulting’s ability to successfully compete for future work by relinquishing our approach to our 
competitors who may then fashion future proposals to utilize a similar strategy. 
 

Further, Protected Information in this category is exempt from disclosure for the 
additional and independent reason that its release would jeopardize the State’s ability to conduct 
business by decreasing the willingness of Deloitte Consulting and other contractors to include 
novel ideas in their written proposals or other submissions to the Government.  See Orion 
Research, Inc. v. EPA, 615 F.2d 551, 554 (1st Cir. 1980) (technical information in successful 
offeror’s proposal was exempt from disclosure under the FOIA because its release would 
“induce potential bidders to submit proposals that do not include novel ideas”). 
 

Based upon this Section, the provisions contained in the Deloitte Proposal and listed on 
the enclosed Attachment A to this letter should be withheld from disclosure by the State. 

III. Past and Present Clients/Customers. 
 

The Deloitte Proposal reveals several of Deloitte Consulting’s clients, as well as provides 
contact information and details about the work performed for those clients.  The identities of 
clients (and the information about the projects completed for those clients) and contact 
information are protected, confidential trade secret information.  The release of the past 
performance material in the various documents would cause substantial competitive harm to 
Deloitte Consulting, and is also, therefore, exempt from disclosure.  Past performance 
information necessarily discloses the identity of a contractor’s clients/customers, both in the 
private and public sectors.  Information relating to a company’s customers is exempt from 
disclosure, because “disclosure of this type of information would threaten the competitive 
position of the submitter.”  Audio Technical Services LTD. v. Department of the Army, 487 F. 
Supp. 779 at 782 (D.D.C. 1979); see also Fund for Constitutional Government v. Federal Trade 
Commission, No. CA 79-0250, 1981 WL 2117, at *2 (D.D.C., July 10, 1981) (identity of 
customers and information concerning contracts with customers exempt under Exemption 4).  
Further, this information contains technical details and methodologies employed by Deloitte 
Consulting in performing other contracts, and, as discussed above, such information is exempt 
from disclosure. 
 

The client information in the Deloitte Proposal contains a trove of valuable information.  
The clients’ identities themselves are valuable, trade secret data.  Additionally, the client contact 
information and the descriptions of the work performed for Deloitte Consulting’s clients 
constitute trade secret data.  The client lists in these materials is not simply information related to 
a single or ephemeral event in the conduct of Deloitte Consulting’s business.  Many of these 
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clients are repeat customers of Deloitte Consulting’s services, and Deloitte Consulting seeks to 
engage these customers for more business opportunities in the future.  Deloitte Consulting is 
actively working on ongoing business for some of these clients.  Likewise, the descriptions of the 
work performed for these clients is not simply information about single, completed projects.  
Deloitte Consulting often applies similar methodologies in projects for the same client or for 
different clients.  The descriptions (coupled with the client identities and contact information) are 
a crucial part of Deloitte Consulting’s business formula.  Deloitte Consulting is seeking to 
protect traditional trade secret information:  the client identities, contact information and 
descriptions of work processes that may be used repeatedly in Deloitte Consulting’s business of 
delivering quality services. 

The client information that Deloitte Consulting seeks to protect is confidential 
information that is not widely known outside of Deloitte Consulting.  These clients are not 
identified in documents that are disseminated widely nor are they made known on Deloitte 
Consulting’s internet website.  Further, these clients and the details about the work performed for 
them are not known by all Deloitte Consulting employees or others involved in Deloitte 
Consulting’s business. 

The identity of Deloitte Consulting’s clients is very valuable information to Deloitte 
Consulting and its competitors.  Deloitte Consulting is in the business of providing services to 
the particular clients that Deloitte Consulting manages.  The identity of these clients reveal 
important information about Deloitte Consulting’s capacities.  Deloitte Consulting’s competitors 
can use such information to undermine Deloitte Consulting’s future efforts to develop business 
with new clients as well as maintain business relationships with their past clients.  For example, 
if the client information discussed above was obtained by Deloitte Consulting’s competitors, 
then the competitors could make targeted “pitches” that highlight the competitor’s differences 
with Deloitte Consulting to those businesses and government agencies.  Verizon New York, Inc. 
v. Mills, 875 N.Y.S.2d 572, 60 A.D.3d 958 (2d Dept. 2009) (information about customers 
potentially subject to exemption from disclosure where competitor could use such information to 
target such customers for various services). 
 

There are many other ways in which Deloitte Consulting’s competitors could make use of 
the valuable client and project information.  For example, Deloitte Consulting’s competitors 
could use the client identities and contact information to attempt to obtain negative reviews of 
Deloitte Consulting’s work for those clients; such negative reviews could then be used against 
Deloitte Consulting when the competitors submit proposals in competition with Deloitte 
Consulting on future private and public projects. 

Deloitte Consulting has expended a substantial amount of time, effort and money to 
develop their relationships with the clients revealed in the Deloitte Proposal to the State.  
Without access to the client information contained in the Deloitte Proposal, Deloitte Consulting’s 
competitors would be unable to “properly acquire” that information.  Therefore, as such client 
information would give Deloitte Consulting’s competitors an advantage, such information is 
protected from disclosure pursuant as a trade secret. 

Based upon this Section, the provisions contained in the Deloitte Proposal and listed on 
the enclosed Attachment A to this letter should be withheld from disclosure by the State. 
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IV. Pricing. 

The Financial Proposal contained in the Deloitte Proposal reflects Deloitte Consulting’s 
costs to “manufacture” its product.  Deloitte Consulting does not sell goods; Deloitte 
Consulting’s product is the knowledge of its employees and their knowledge services.  This 
information is not specific to the Deloitte Proposal; this information goes to the heart of Deloitte 
Consulting’s business of providing services.  This “compilation of information” regarding the 
rates Deloitte Consulting charges for the knowledge of its employees is used in every Deloitte 
Consulting proposal, which includes proposals for jobs at private entities as well as government 
agencies. 

This information—especially coupled with information available in the Deloitte Proposal 
regarding how Deloitte Consulting staffs projects like the State project—constitutes the direct 
“formula” for Deloitte Consulting’s approach to staffing many different projects.  This is not 
merely information as to what overall price Deloitte Consulting would charge for the State’s 
project, or what levels of staff it would utilize.  This information would reveal Deloitte 
Consulting’s measured, focused approach for providing exceptional client services while 
maximizing revenue for Deloitte Consulting.  This information would be extremely valuable to a 
competitor and should be withheld as trade secret information, and is clearly protected from 
disclosure as a trade secret.  See Matter of Catapult Learning, LLC v. New York City Dept. of 
Educ., 109 A.D.3d 731 at *732 (N.Y. App. Div. 2013) (information “about pricing, budget and 
insurance” submitted in a contract proposal to an agency and requested by a nonparty under 
FOIL properly exempted where disclosure would reveal “essential information about [bidder’s] 
previously successful approach to bidding . . . ”). 
 

While the public may have an interest in the aggregate price of a bid proposed to a 
government agency, there is no similar public interest in the specific hourly billing rates for 
particular employees.  The aggregate price may reflect the costs to the government, but the 
hourly rates are actually costs faced by Deloitte Consulting in “manufacturing” its services and 
include staff time, travel costs, overhead, license fees, and other costs.  The release of even one 
element of a cost structure has been found to result in substantial competitive harm, because release 
of such “separate pieces of this financial puzzle would enable competitors, who may somehow have 
gathered other pieces, to complete the picture.”  Braintree Electric Light State v. DOE, 494 F. Supp. 
287, 290 (D.D.C 1980); see also Sterling Drug, Inc. v. Federal Trade Commission, 450 F.2d 698, 
708-709 (D.C. Cir. 1971); Timken Co. v. Customs Service, 531 F. Supp. 194 (D.D.C. 1981); Timken 
Co. v. Customs Service, 491 F. Supp. 557 (D.D.C. 1980). 
 

Application of the trade secret criteria from the Restatement of Torts supports a finding 
that Deloitte Consulting’s costs and pricing information should be excepted from disclosure as 
confidential trade secret information.  Deloitte Consulting’s pricing methodology is not known 
outside of the company except to those who are party to its agreements.  The agreements are 
available and known inside the company on a need-to-know basis.  Hard copies are maintained 
in restricted access files.  Electronic copies are likewise restricted. 

Deloitte Consulting’s costs and pricing information is very valuable to the company, and 
it would be very valuable to its competitors.  The costs and pricing information in the Deloitte 
Proposal reveals a roadmap for successful staffing on projects.  If a competitor was given access 
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to the details of Deloitte Consulting’s costs and pricing used to calculate the bid submitted in the 
Deloitte Proposal, the competitor could “reverse engineer” Deloitte Consulting’s time and work 
estimates for each piece of the overall service package that Deloitte Consulting has offered the 
State.  By combining the employee hourly rate data with the information about the duration of 
each step of the whole project and the price for each step, an informed competitive company 
could calculate estimates of the type and duration of staffing used for each step of the project.  
These estimates would reveal the formula that Deloitte Consulting employs when designing its 
consultation projects.  This is not information that is limited to a single proposal; it is 
information that is ubiquitous throughout Deloitte Consulting’s operations. 

Deloitte Consulting has invested considerable sums of money and amounts of time to 
develop its pricing and staffing expertise.  Without access to the types of information about costs 
and pricing, Deloitte Consulting’s competitors would not be able to acquire or duplicate the 
expertise that Deloitte Consulting has built. 
 

Based upon this Section, the provisions contained in the Deloitte Proposal and listed on 
the enclosed Attachment A to this letter should be withheld from disclosure by the State. 

V. Confidential Commercial and Financial Information. 
 

In accordance with Public Officers Law §87(2)(d), the Protected Information in this 
category reflects records that are “submitted to an agency by a commercial enterprise or derived 
from information obtained from a commercial enterprise and which if disclosed would cause 
substantial injury to the competitive position of the subject enterprise.”  The federal Freedom of 
Information Act at 5 USC §552(b)(4) (“Exemption 4”) contains a similar exemption for 
“commercial or financial information obtained from a person and privileged or confidential.”  “A 
commercial or financial matter is confidential for purposes of Exemption 4 . . . if disclosure of 
the information is likely to have either of the following two effects: (1) to impair the 
Government’s ability to obtain necessary information in the future; or (2) to cause substantial 
harm to the competitive position of the person from whom the information was obtained.”  
National Parks & Conservation Assn. v Morton, 498 F.2d 765, 770, 162 U.S. App. D.C. 223 (DC 
Cir 1974). 
 

The Deloitte Proposal contains Deloitte Consulting’s confidential commercial 
information regarding its ability to meet the State’s subcontracting requirements, including the 
identities and contact information of its proposed subcontractors, the proposed annual dollar 
value of all subcontracts, and the demographics of Deloitte Consulting’s proposed engagement 
team.  Such information constitutes Deloitte Consulting’s internal, confidential commercial and 
financial information.  This information is not publicly reported and is not publicly disclosed.  
Deloitte Consulting provided this information so that the State could evaluate its responsibility, 
its ability to perform the work required, and its diversity practices and program initiatives.  
Because this information is not publicly disclosed, Deloitte Consulting would be disadvantaged 
if its competitors were made aware of this information. 
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VI. Summary.

For the reasons stated above, Deloitte Consulting objects to the disclosure of the
confidential information identified on the enclosed Attachment A, including its personnel and 
subcontractors, proprietary methodology and approach, its customers, its pricing, and other 
confidential commercial and financial information.  Release of Deloitte Consulting’s Protected 
Information would impair Deloitte Consulting’s competitive position, undermine the integrity of 
the procurement process and may discourage Deloitte Consulting and other qualified firms from 
submitting proposals in the future. 

Thank you for your consideration of this matter.  In the event that the State disagrees with 
any of the Protected Information Deloitte Consulting has identified herein , please contact me in 
advance of the release of any such information so that we can discuss the matter. 

Sincerely, 

DELOITTE CONSULTING LLP 

By:  
        David Buck, Principal 

Enclosure: 
1) Attachment A

ITS FOIL 2022-31 001549



ITS FOIL 2022-31 001550



ITS FOIL 2022-31 001551



ITS FOIL 2022-31 001552



RFP #C000540 IES System Integrator Master Service Agreements 
ATTACHMENT 26 – Sexual Harassment Prevention Certification

State Finance Law §139-L requires bidders on state procurements to certify that 
they have a written policy addressing sexual harassment prevention in the 
workplace and provide annual sexual harassment training (that meets the 
Department of Labor’s model policy and training standards) to all its employees. 

Bids that do not contain the certification will not be considered for award; provided 
however, that if the bidder cannot make the certification, the bidder may provide a 
signed statement with their bid detailing the reasons why the certification cannot be 
made. 

By submission of this bid, each bidder and each person signing on behalf of any 
bidder certifies, and in the case of a joint bid each party thereto certifies its own 
organization, under penalty of perjury, that the bidder has and has implemented a 
written policy addressing sexual harassment prevention in the workplace and 
provides annual sexual harassment prevention training to all of its employees. Such 
policy shall, at a minimum, meet the requirements of section two hundred one-g of 
the labor law. 

Bidder Certification: 

By my signature below, I certify that I am a duly authorized signatory of the Bidder with the ability to 
legally bind the Bid  certify that Bidder adheres to State Finance Law §139-L. 

  Date: February 6, 2020 Signature: ______ __________________    

Printed Name: David A. Buck  

Title: Principal  

Bidder Name: Deloitte Consulting LLP  

Bidder Address:  

111 Washington Ave., Suite 500  

Albany, NY 12210 
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Proposal Submission Requirements Checklist

Deloitte 2020 Proposal Submission Requirements Checklist (Attachment 1) Section 5 Page 3

 Checklist Item Page # 

Administrative Proposal 
Correct Number of Administrative Proposals submitted (1 original hard

copy) and USB flash drive (2) 
Each Administrative Proposal should include: 

Attachment 1 - Proposal Checklist, completed and signed Page 2 
Attachment 3 – Non-Collusive Bidding Certification Page 6 
Attachment 5 - NYS Required Certification Page 8 
Attachment 7, Completed, Signed, and Notarized Firm Offer Letter and

Conflict of Interest Disclosure 
Page 9 

Attachment 8, Completed Procurement Lobbying Forms and EO 177
• Completed and signed Offeror’s Affirmation of Understanding of

and Agreement pursuant to State Finance Law §139-j (3) and §139-j (6) (b) 
Completed and signed Offeror Disclosure of Prior Non-Responsibility 
Determinations 

Page 13 

Attachment 9, EEO 100 – Equal Employment Opportunity Staffing Plan,
completed and signed 

Page 14 

Attachment 10, Completed and signed MWBE 100 - MWBE Utilization
Plan 

Page 16 

Attachment 11, Completed Minority and Women-Owned Business
Enterprises and Equal Employment Opportunity Policy Statement- Form # 4 

Page 44 

Attachment 12, Encouraging Use of NYS Businesses in Contract
Performance 

Page 46 

Attachment 13, Contractor Certification to Covered Agency, ST-220-CA,
completed, signed, and notarized 

Page 47 

Page 48 Attachment 14, Bidder Information Form
Attachment 15, Workers’ Compensation Requirements under WCL § 57:

Completed Workers Compensation Coverage Form:
• C-105.2 (Certificate of NYS Workers' Compensation Insurance

Coverage): Contact your insurance carrier or licensed NYS insurance
agent for this form OR
• U-26.3 (NY State Insurance Fund Certificate of Workers'

Compensation Coverage) Available from the NYS Insurance Fund OR

Page 49 
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RFP# C000540 IES System Integrator Master Service Agreements

Proposal Submission Requirements Checklist

Deloitte 2020 Proposal Submission Requirements Checklist (Attachment 1) Section 5 Page 4

• SI-12 (Affidavit Certifying That Compensation Has Been Secured):
Board-approved self-insurers must obtain this form from Board's Self-
Insurance Office OR
• GSI-105.2 (Certificate of Participation in Workers' Compensation

Group Board-Approved Self-Insurance): Employers must obtain this form
from their group self-insurance administrator; OR

WC/DB CE-200, Certificate of Attestation of Exemption from New York State 
Workers Compensation and/or Disability Benefits Coverage.  Request through 
the Workers’ Compensation Board website. 

Attachment 15, Disability Benefits Requirements under WCL § 220(8):
Completed Disability Benefits Coverage Form*:
• DB-120.1 (Certificate of Insurance Coverage Under The NYS
Disability Benefits Law): Contact your insurance carrier or licensed NYS
insurance agent for this form OR
• DB-155 (Compliance With Disability Benefits Law): Board-
approved self-insured employers must obtain this form from Board's Self-
Insurance Office OR

WC/DB CE-200, Certificate of Attestation of Exemption from New York State 
Workers Compensation and/or Disability Benefits Coverage: Request through the 
Workers’ Compensation Board website. 

Page 51 

Attachment 20 – Vendor Responsibility Questionnaire Page 53 
Attachment 21 – Vendor Assurance of No Conflict of Interest Page 54 
Attachment 22 – Compliance with HIPAA and HITECH Page 56 
Attachment 23 – SDVOB Utilization Plan Page 92 
Attachment 24 – Affirmative Statements Page 94 
Attachment 25 – FOIL and Litigation Disclosure Page 95 
Attachment 26 – Sexual Harassment Prevention Certification Page 108 

Financial Proposal 
Number of Financial Proposals submitted (1 original hard copy) and USB

flash drive (2) 
Attachment 7, Completed, Signed, and Notarized Firm Offer Letter and

Conflict of Interest Disclosure 
Page 3 

Attachment 19, Financial Proposal Workbook Page 7 
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Proposal Submission Requirements Checklist

Deloitte 2020 Proposal Submission Requirements Checklist (Attachment 1) Section 5 Page 5

* We agree to the required forms of insurance and the associated coverage minimums as stated in your RFP. We look forward 
to confirming certain minor detail clarifications to align with the details of our industry-standard coverage.

Technical Proposal 
Number of Technical Proposals submitted (1 Original hard copy) and USB

flash drive (2) 

Each Technical Proposal should include: 
Table of Contents Page 1 

Attachment 1, Completed and Signed Proposal Checklist Page 3 
Attachment 7, Firm Offer Letter and Conflict of Interest Disclosure Page 7 
Attachment 16 – Technical Proposal Forms Page 11 
Attachment 17 – Key Subcontractor Information Page 559 
Attachment 18 – Bidder References Pages 591 
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 Proposal Submission Requirements Checklist 

I certify, with my signature below, that all required and requested information listed above is 
completed and included in this bid submission.  

Authorized Signature: Date:   February 6, 2020 

Print Name and Title: David Buck, Principal 

Company represented: Deloitte Consulting LLP 
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Deloitte Consulting LLP 
111 Washington Ave., Suite 500 
Albany, NY 12210 
USA 
 
Tel: +1 518 426 4890 
www.deloitte.com 

 

 

February 3, 2020 

 
Mrs. Ward 
Contract Management Specialist  
Empire State Plaza 
Swan Street Building, Core 4 
Albany, NY 12223 
 
Dear Mrs. Ward: 
 

RE:  RFP C000540 IES System Integrator 
 
        Firm Offer to the State of New York and Conflict of Interest Disclosure 
 
Deloitte Consulting LLP (Deloitte)  hereby submits this firm and binding offer to the State of New York 
in response to New York State Request for Proposals (RFP) # C000540 IES System Integrator Master 
Service Agreement, by the New York State Office of Information Technology Services. The Proposal 
hereby submitted by Deloitte meets or exceeds all terms, conditions and requirements set forth in the 
above-referenced RFP.  This formal offer will remain firm and non-revocable for a minimum period of 180 
days from the date proposals are due to be received by the State, or until a Contract is approved by the 
NYS Comptroller and executed by the State.   
 
Deloitte’s complete offer is set forth in three, separately bound volumes as follows:  
 

 
Technical Proposal:    Total of one (1) original hard copy and two (2) electronic 

copies on PC Compatible Windows USB Flash-Drive saved 
as Microsoft Word, Excel and/or Adobe Acrobat 
formats, and in Windows file format 

 
Financial Proposal:  Total of one (1) original hard copy and two (2) electronic 

copies on PC Compatible Windows USB Flash-Drive saved 
as Microsoft Word, Excel and/or Adobe Acrobat 
formats, and in Windows file format 

 
Administrative Proposal:   Total of one (1) original hard copy and two (2) electronic 

copies on PC Compatible Windows USB Flash-Drive saved 
as Microsoft Word, Excel and/or Adobe Acrobat 
formats, and in Windows file format

                                                                 
  As used in this document, "Deloitte" means Deloitte Consulting LLP, a subsidiary of Deloitte LLP. Please see 
www.deloitte.com/us/about for a detailed description of the legal structure of Deloitte LLP and its subsidiaries. Certain services may 
not be available to attest clients under the rules and regulations of public accounting. 
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Mrs. Ward 
February 6, 2020 
Page ii 

Deloitte hereby affirms that the solution proposed by the Bidder in the Proposal meets or exceeds the 
service level requirements  set forth in the above-referenced RFP, including referenced attachments.   

Deloitte hereby affirms that, at the time of Proposal submission, Bidder knows of no factors existing at 
time of Proposal submission or which are anticipated to arise during the procurement or Contract term, 
which would constitute a potential conflict of interest in successfully meeting the contractual obligations 
set forth in the above-referenced RFP and the Proposal hereby submitted, including but not limited to: 

1. No potential for conflict of interest on the part of the Bidder or any due to prior, current, or proposed
contracts, engagements, or affiliations; and

2. No potential conflicts in the sequence or timing of the proposed award under this RFP # C000540
relative to the timeframe for service delivery, or personnel or financial resource commitments of
Bidder or to other projects.

To comply with the Vendor Responsibility Requirements outlined in Appendix C, Section  
48 of the above-referenced RFP, #C000540 IES System Integrator Master Service Agreement. 
hereby affirms that (enter an “X” in the appropriate box): 

X An on-line Vendor Responsibility Questionnaire has been updated or created within the last six 
months, at the Office of the State Comptroller’s website: 

https://portal.osc.state.ny.us/wps/portal 

 A hard copy Vendor Responsibility Questionnaire is included with this Proposal and is dated within 
the last six months. 

 A Vendor Responsibility Questionnaire is not required due to an exempt status.  Exemptions 
include governmental agencies, public authorities, public colleges and universities, public benefit 
corporations, and Indian Nations. 

By signing, the undersigned individual affirms and represents that he has the legal authority and capacity 
to sign and make this offer on behalf of, and has signed using that authority to legally bind Deloitte to the 
offer, and possesses the legal capacity to act on behalf of Bidder to execute a Contract with the State of 
New York The aforementioned legal authority and capacity of the undersigned individual is affirmed by 
the enclosed Resolution of the Corporate Board of Directors of Deloitte. 
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Attachment 16: Technical Proposal Form 
When completing the Technical Proposal Content, please do so in the order enumerated below. DO NOT 
INCLUDE ANY PRICING INFORMATION. 
Bidder must provide information which meets the minimum qualifications, set forth in 1.3 of the RFP, and 
demonstrates that Bidder can successfully undertake and complete a project of the scale and scope set 
forth in this RFP. 

PART 1: ORGANIZATIONAL OVERVIEW (EXECUTIVE SUMMARY)  
The Bidder must possess the administrative and organizational capacity, experience and expertise to 
provide the required Project Services as set forth in the RFP and the administrative structure to oversee 
the billing, payment, and processing of invoices to ITS for work performed under the Contract. To 
demonstrate that it meets or exceeds these requirements, at this part of its Technical Proposal, the Bidder 
must submit an Executive Summary, not to exceed five (5) pages that includes: 

(1) The name and address of the Bidder’s main and branch offices and the name of the senior officer 
who will be responsible for this account; 

(2) A statement indicating for which Lot(s) the Bidder meets or exceeds the associated minimum bidder 
qualifications and for which Lot(s) it is submitting a Proposal for the State’s consideration. 

(3) A concise description of the Bidder’s understanding of the requirements presented in the RFP, ITS’ 
needs, approach, and how the Bidder can assist ITS in accomplishing its objectives. The 
description provided should demonstrate the Bidder’s understanding of (1) the scope of work 
included in the RFP, and (2) the effort, skills and processes necessary to successfully complete 
the software development services detailed in this RFP while adhering to the software development 
lifecycle (SDLC) prescribed by the State using State-defined tools, methodologies, and 
technologies and operating on a State-owned and operated platform. 

(4) A succinct statement outlining corporate/business history including a general mission statement, 
the overall number of employees per position, and other general information about the Bidder. 

(5) A description of the activities the Bidder is proposing to undertake to begin providing services to 
ITS if selected in response to a Tier II Assignment. 

(6) A statement specifying its agreement to and, as applicable, explain how it will: 

a. Maintain an adequate organizational structure and resources sufficient to discharge its 
contractual responsibilities including monitoring Contract activities, deliverables, invoicing, 
billing, and personnel issues. 

b. Provide for normal day-to-day communications and maintain a Contractor Sole Point of Contact 
(Engagement Executive) for proper communication and performance of all contractual 
responsibilities.  

c. Substitute any employee whose continued presence would be detrimental to the success of 
the State’s efforts with an employee of equal or better qualifications.  

d. Cooperate fully with the State’s staff, advisors, and any other contractors and/or subcontractors 
who may be engaged by the State relative to the Project Services. 
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Organizational Overview (Executive Summary) 
(Attachment 16, Part 1) 
Section 3  
Attachment 16, Part 1 

New York State benefits by partnering with Deloitte 
Consulting (Deloitte) and our unmatched Integrated 
Eligibility System (IES) experience, deep understanding 
of health and human services (HHS) programs and the 
systems that support them, and a record of successfully 
delivering complex, multi-vendor projects across the 
country. Our qualifications span all four Lots and 
reduces the Office of Information Technology Services’ 
(ITS) risk. We bring features and capabilities of our 

 
 to support the state’s vision and goals. This 

combination of proven qualifications, capabilities, and 
understanding of New York’s unique challenges 
provides a strong foundation to help ITS deliver this 
critical IES project. 

New York ITS is charged with retiring the State’s Welfare Management Systems (WMS) and empowering 
social services agencies to transform delivery through more coordinated business practices and the use 
of modernized technology. Working closely with the Office of Temporary Disability Assistance (OTDA), 
Office of Children and Family Services (OCFS), Department of Health (DOH), and county social services 
agencies, selected vendors will help ITS improve how New York serves residents by providing modern 
solutions implemented with careful technology planning and management. Vendors will work with ITS to 
develop and execute a plan to move off the Upstate and NYC WMS systems to a modular, non-
proprietary, modern solution that is flexible in meeting the complex needs of a large, county-administered 
state like New York.  

—and a record of delivering on commitments. There is no better or more qualified 
vendor to partner with ITS to meet this challenge head-on and deliver a successful IES project.  

3.1  B I DDER 'S NAM E ,  OFFICE ADDRESS ,  AND SENIOR OFFI CER  
Attachment 16, Part 1 (1)  

Deloitte has over  employees working out of  offices across the United States, including  
employees in six New York offices. The office servicing this contract will be our Albany, New York office 
located at 111 Washington Avenue, Albany, NY 12210. Our Lead Client Service Partner (Senior 
Officer) serving the State of New York account is Tab Warlitner. Tab is a Deloitte senior partner with 
over 30 years’ experience delivering complex projects for large state and federal clients. His past clients 
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Given the age of these systems, the decades of complex business rules embedded in them, and New 
York’s complex organizational model, this project will require intricate planning and execution. The 
winning Lot vendor(s), in a collaborative, multi-vendor environment, will need to help ITS develop an 
approach to research and move functionality off WMS to a new, modernized IES system that supports the 
State’s future. ITS also needs a vendor with system delivery experience, proven eligibility solutions for 
large states, experience with data synchronization between Unisys mainframes and modern systems, a 
full suite of technology delivery and change management capabilities, and demonstrated capability 
working in a multi-vendor environment. Deloitte  

 
 

 
 

  

ASSI STI NG ITS  IN  ACCO MPLISHI NG THEI R OBJ ECTIVE S  
Deloitte can  

 
(among others).  

 like SNAP, TANF, HEAP, Medicaid, 
and Child Support, and can be customized to meet state-specific requirements.  

 
 

 We combine this with over  skilled 
government practitioners who bring experience delivering social service systems in complex 

 
That said, we are well aware of the  

 
 

COMPLETING DEVELOPM ENT W HILE  ADHERI NG TO STATE  
PRESCRIBED SDLC  TOOLS AND METHODOLOGI ES  
ITS is seeking to use a multi-vendor approach to build IES that gives it maximum flexibility to choose best 
of breed solutions and vendors. It expects vendors to follow the State’s delivery method and tools to run 
the project. We bring experience aligning our project approaches to our client’s methodologies.  

 
 

  

3.4  OUR CO RPOR ATE H I STORY AND GENER AL M ISS ION  
Attachment 16, Part 1 (4)  

Deloitte traces its founding to 1845 and has dedicated professionals worldwide, through 
independent firms that collaborate to provide audit, consulting, advisory, risk management, and tax 
services. Collectively, we serve  percent of the Fortune Global 500 companies. In the United States, 
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management, facilities, security, onboarding, communication, planning, and contracting. This will include 
extensive interaction with our subcontractor partners.  

3.6 ADDI T IO N AL PROJ ECT ITEM S  
Attachment 16, Part 1 (6)  

M AI NTAI N I NG AD EQ U ATE ORG ANI Z ATIO N AND RESO URCES  
Deloitte employs over  resources, including our GPS practice of over  project delivery staff. 
We bring a record of estimating projects and deploying staff members in project-based environments like 
that desired by ITS for the IES project. Upon execution of the first Tier II assignment, Deloitte will set up 
the Project Management Organization (PMO) structures to guide project resources, schedule, 
deliverables, invoices, bills, and personnel issues. The PMO coordinates with ITS-designated team 
members using a regular meeting with a standing agenda to review contractual items and formal 
documentation of communication, where needed. 

DAY -TO -DAY COMMUNI C ATI O N  
On execution of Tier II work assignments  

 
 

 
 

EM PLO YEE SUBSTI TUTIO N  
Team chemistry in delivering large projects is important and we rarely need to replace staff due to them 
being detrimental to a project. We are committed to maintaining continuity of the Deloitte Team on the 
IES project and we take pride in limiting substitutions; we recognize the potential impact on overall project 
delivery. Should we have to substitute a key staff member, we will discuss options for replacing the 
individual with ITS leadership to determine a path forward. The person provided will have the same or 
better experience and qualifications than the person being replaced. 

COOPER ATI NG WITH STATE STAFF ,  ADVI SORS ,  AND CONTR ACTO RS  
IES will be a complex, multi-vendor, multi-agency project. Cooperation across all stakeholders is critical 
for success.  

 
 

 We will 
work with ITS to implement the proper governance, communication channels, and cadence that provide 
transparency and accountability that allows ITS to be successful. This includes regular status meetings 
across stakeholders, formal and informal status reporting, and the use of web-based tools such as JIRA 
(or other State-prescribed tools) to provide transparency to issues, risks, action items, and project 
documentation. 
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PART 2: MINIMUM BIDDER QUALIFICATIONS  
Please complete Table 1 - Project Engagement, on the following page, for each project engagement 
the Bidder is using to demonstrate that it meets or exceeds the Minimum Bidder Qualifications. Failure 
to meet the Minimum Bidder Qualifications set forth below will result in the Proposal being deemed 
non-responsive and eliminated from further consideration. The Minimum Bidder Qualifications section 
will be scored on a Pass/Fail basis.  
 
For each Lot the Bidder is bidding on, Bidder must complete the table provided under that section. 
Depending on the Lot or Lots for which they are submitting Proposals, Bidders must meet the Lot-
specific Minimum Bidder Qualifications to be deemed qualified to respond to that/those particular 
Lot/Lots. Failure to meet a given Lot’s Minimum Bidder Qualifications will disqualify and eliminate the 
Bidder from further consideration for that Lot’s services. The Lot-specific Minimum Bidder Qualifications 
section will be scored on a Pass/Fail basis.  
 
Bidders should list as many projects as needed to meet the Minimum Bidder Qualifications. Additional 
projects in excess of the Minimum Bidder Qualifications should not be listed in this section but can be 
discussed in Part 5 of Attachment 16, entitled “Bidder Experience.” 
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PART 3: PROJECT OVERVIEW  
In this section of the Technical Proposal, Part 3 – Project Overview, Bidders should demonstrate their competence 
and capacity to provide systems integration services, inclusive of design, development, and implementation, testing 
and defect resolution, knowledge transfer and cross-training of State technical staff, and tier 2-4 help desk support for 
all Lots bid. The Project Overview should include a narrative describing the project approach and provide information 
regarding how the Bidder will fulfill the services set forth in Section 2.1 of the RFP.  

Specifically, the Bidder should outline the factors that it believes are critical to the success of system integration 
projects. Responses should indicate how the Bidder will be able to have their work product (deliverables) and tasks 
incorporated into the State's overall deliverables and SDLC. The Bidder should describe its experience in successfully 
addressing the following critical factors in other similar engagements, highlighting unique experiences, skills, or 
abilities the Bidder would bring to the engagement that differentiate it from other Bidders and that would maximize 
the likelihood of a successful outcome for Assignments. At a minimum, the Bidder must address the following: 

 
1. Bidder's ability to have their workplan and product for any award incorporated into the State's master plan; 
2. Bidder’s approach to adhering to a software development lifecycle (SDLC) as prescribed by the State using 

State-defined tools, methodologies, and technologies and operating on a State-owned and operated platform; 
3. Bidder's ability to work in a multi-vendor environment with the State and with other vendors performing 

IES-related work on various modules awarded through the RFP, other solicitation instruments, or separate 
project teams being managed by State resources;  

4. Bidder’s ability to manage and mitigate Bidder, or client, identified risk(s); and 
5. Bidder's approach to scope, schedule, cost, and quality management, including ability to maintain strict 

adherence to budget. 
 

The Project Overview will be scored based on how the Bidder addresses both its approach to the project and the critical 
factors listed above. This part of the Bidder’s Technical Proposal must not exceed twenty (20) pages. 
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Project Overview(Attachment 16, Part 3)  
Section 5 
New York State (NYS) benefits by  

Throughout this section, we describe our competence and 
capacity to perform the system integration services required to 
successfully deliver across all IES Lots and SI services. 

 
Deloitte’s competence and capacity to provide SI 

services across IES Lots: 
• Industry-leading Health and Human Services 

system integration expertise spanning all 4 Lots 
• End-to-end Integrated Eligibility System 

implementation experience in 33 States; this 
experience includes DDI, testing and defect 
resolution, knowledge transfer, and training 

• In-depth knowledge of legacy Unisys data 
architecture and best practices for conversion 
and data synchronization 

• Deep focus on business outcomes, system 
usability, and end-user engagement 

• Wide range of complex IES projects delivered 
through a multi-vendor environment with 
integrated work plans 

• Rigorous risk, scope, schedule, quality, and 
budget management processes 

• Non-proprietary, state-owned tech stack 
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supporting IES. The following is an overview of Deloitte’s competence and capacity for each of these 
services. Later in this section, we will expand on our approach for how we deliver these services. 
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Figure 5-2. Competence and Capacity to Deliver SI Services for the New York IES Modernization Project. 
 

IES Solution Functional Overview  
Deloitte realizes that designing, implementing, and maintaining a complex Integrated Eligibility System 
can be a daunting task.  

 including  
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5.2  OUR CAPACI TY TO DELI VER IES  PROJECT SERVICES  

As we detail in Section 8 of our proposal, the NYS IES team benefits from:  

Within the practices listed above, there are several service offerings, each with its own set of talented 
practitioners who specialize in areas that span the various SI services you’ve defined and who bring 
value-add skills to enable success.  

. A list of relevant 
offerings that provide the expertise we may leverage for IES engagements is highlighted below. 
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Figure 5-4. Deloitte’s Service Offerings Allow Us to Provide the IT Services Needed for Complex Projects Like IES.  
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 as our firm and 
staff highly qualified professionals who produce superior results for our clients. 
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5.4  CRI T IC AL SUCCESS FACTO RS  
New York State has identified five critical success factors that are expected of any vendor selected to 
perform system integration services for the IES project.  

 In this section, we will describe our 
understanding and approach for each of the critical success factors you defined: 

• Bidder's ability to have their workplan and product for any award incorporated into the State's master 
plan 

• Bidder’s approach to adhering to a Software Development Life Cycle (SDLC) as prescribed by the 
State using State-defined tools, methodologies, and technologies and operating on a State-owned and 
operated platform 

• Bidder's ability to work in a multi-vendor environment with the State and with other vendors performing 
IES-related work on various modules awarded through the RFP, other solicitation instruments, or 
separate project teams being managed by State resources 

• Bidder’s ability to manage and mitigate Bidder, or client, identified risk(s) 
• Bidder's approach to scope, schedule, cost, and quality management, including ability to maintain strict 

adherence to budget 

5.4.1  INCO RPO RATI NG  OUR WORKPL AN  INTO THE STATE 'S 
M ASTER PLAN  

 
 

 This same approach will be followed with 
IES, with the NYS project team serving as the Project Management Office (PMO) and maintaining the 
master plan that includes work to be performed by your legacy system maintenance teams, your NY IES 
project team, or other vendors responsible for other SOW-driven Tier II work. To effectively oversee 
project activities, milestones, and dependencies, timely and accurate updates of project-specific Work 
Plans must be made on an ongoing basis, and the infrastructure for communicating and mitigating any 
potential issues must be in place and followed across each project team. In this section, we describe our 
approach to project plan management. At the onset of any Tier II SOWs we may be awarded, we will 
work closely with the IES project team to finalize integration points into the master plan, and 
communication strategy for continuously synchronizing plans and tracking progress against plan. 
Deloitte’s Work Plan management process is enabled by work planning processes listed in Figure 5-6.  
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Figure 5-6. Work Plan Creation and Management. 

 
 We maintain and track 

the project milestones, resources, and key deliverables, and communicate closely with the IES PMO team 
for changing priorities, requirements, and resource levels. Deloitte continuously measures progress 
against work planned to determine whether a corrective action is needed. The following measurements 
are used to make this determination: 

An analysis of the project Work Plan is included in the periodic status reports by Deloitte. The project 
Work Plan is the key roadmap for the tasks and deliverables that are accomplished during the course of 
the project. It is maintained through the lifecycle of the project. 

5.4.2  ADHERI NG TO NEW YO RK ’S SO FTW ARE  DEVELO PMENT L I FE  
CYCLE ,  METHODS ,  AND TOO LS  
New York State has a clear vision for enforcing Software Development Life Cycle (SDLC) consistency 
across several complex Integrated Eligibility System threads, led by the NYS project team as well as 
multiple vendors. Maintaining this consistency in approach, methodology, methods, and tools wherever 
possible is essential to allowing these teams to effectively collaborate. This effort will be very beneficial to 
the State as you eventually transition into maintenance and operations of these systems with a common 
repository of systems documentation and code with the same level of detail that you expect and require 
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for this complex IES ecosystem. Deloitte brings an unparalleled range of experience in successfully 
delivering services and solutions to state government agencies across the country. These services and 
solutions span multiple delivery models and approaches. We also bring experience in using a long list of 
industry-leading tools and products that help manage all facets of a complex project such as this one. 
These tools and products include, but are not limited to, those for application lifecycle management, 
integrated developer environments, test management, testing automation, vulnerability testing, code 
analyzers, data modeling, batch scheduling, process automation, help desk tracking, and project 
management. 

As we described in the Project Approach section above,  
 
 

 
  

SYSTEMS DEVELOPMENT METHODOLOGY APPROACH ES 
 

 Deloitte 
will work closely with New York State to adopt your processes, approach, and tools, and, if necessary, 
augment with additional components to ultimately deliver the best possible outcomes for your IES 
stakeholders.  

 

Figure 5-7. Delivery Approach Considerations. 
 

SUPPORTING TOOLS  
With over 50 years of SI experience in 47 states across the country, Deloitte has an incredibly wide range 
of experiences in the tools, technologies, and products that may be selected by New York State to 

 
 In addition to our extensive experience with the leading tools 

in the market,  
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5.4.3  WORKING  IN  A M ULTI -VENDO R ENVI RONM ENT  
New York State’s IES project runway includes several overlapping threads that have the potential to be 
led by multiple vendors running in parallel to meet project objectives within your projected timeline. This 
multi-vendor environment will likely include shared functional components, development and testing 
environments, and product and tools that will require significant coordination between vendors and State 
project team resources.  

 
 

  

Many of our integrated eligibility projects operate in this respect, and we work very closely with multiple 
stakeholders to collaborate on components that do not directly fall within our management structure. 

 
 

Deloitte thrives in these 
complex ecosystem environments because we check our egos at the door and focus on being easy to 
work with. We also understand how to integrate multiple systems and tie them together so that the public 
perceives them as a single product.  

We believe the key to successfully managing complex projects is a  
 Below, we describe 

our approach to successfully working in complex ecosystems of applications and stakeholders and 
provide examples of challenges we resolved and lessons learned.  

MANAGING CROSS-TEAM RELATIONSHIPS  
 

 Whether our role is to lead project governance or simply participate 
in project governance, our approach focuses on engaging State Project Management Office (PMO) 
support, business integration, and change management to achieve seamless, effective results. We have 
successfully used our approach to coordinate and create many effective partnerships.  

 
 
 

 
 It is designed to be flexible 

and fit within our clients’ existing processes, while increasing transparency, coordinating all activities, 
escalating issues, driving innovation, and increasing efficiency in service delivery. 
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This framework can be utilized on projects where we have a lead role, but also on those where other 
contractors have the lead.  

 
 

OUR EXPERIENCE WORKING IN A COMPLEX ECOS YSTEM OF 
APPLICATIONS AND STAKEHOLDERS 
A large majority of our projects have navigated through and thrived in multi-vendor environments. Below 
are just a couple examples of relevant, recent projects where a pool of qualified vendors worked in unison 
to deliver exceptional value for our clients. 
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CHALLENGES WORKING ACROSS TEAMS AND 
CONTRACTORS AS WELL AS LESSONS LEARNED  
Through our experience working on these and other complex cross-team projects, we have faced and 
overcome challenges that might be encountered on the IES project. Below are a few lessons learned we 
identified from past projects. 

Deloitte has seen these challenges numerous times over the course of our work in complex multi-vendor 
environments. We will use these lessons learned and our successes on past projects, including those 
referenced in this section, to build successful, cooperative relationships. These relationships will help us 
to successfully navigate the complex IES multi-vendor environment in support of New York State. 

5.4.4  ABI L I TY TO M AN AG E AND M IT IG ATE B I DDER -  O R CLIENT -
IDENTI F I ED R I SK (S )  
Escalating, managing, and mitigating risks is integral to any project, whether it is defining an IT strategy or 
implementing an IT project. As they surface during the lifecycle of the project, such risks need to be 
quickly escalated and collaboratively mitigated to achieve successful project completion.  
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OUR APPROACH TO RISK MAN AGEMENT 
The risk management process requires ongoing diligence and careful monitoring. Our collaborative, 
proactive approach uses the following iterative process (Figure 5-9) to address, manage, and mitigate 
Bidder- or client-identified risk(s) during the project. 

 
Figure 5-9. Key Steps of Deloitte's Risk Management Approach. 
Deloitte uses a repeatable approach to managing and mitigating risk with our clients preventing issues before they arise.  

We focus on the following key risk management activities throughout the project management lifecycle. 

Key Step Key Activities/Considerations 

Figure 5-10. Risk Management Activities Allow Us to Help Our Clients Quickly Identify, Manage, and Mitigate Risks. 
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5.4.5  APPRO ACH  TO SCO PE ,  SCHEDULE ,  COST ,  AN D QUALI TY  
M AN AG EM ENT  
Effective Project Management is the key to the successful execution and implementation of a complex, 
multi-faceted project such as IES.  

 
 

 
 At the onset of the project, a Project Management Plan 

(PMP) will be created specific to the Statement of Work. The PMP details the approach and cadence for 
key project activities and includes a RACI matrix, which defines who from the Deloitte team, NYS project 
team, and other vendor teams is Responsible, Accountable, Consulted, and Informed of important 
components of the project. 

The following graphic outlines important factors to effectively manage IES projects. These factors include 
scope, schedule, cost, and quality management.  

Figure 5-11. Deloitte’s Core Project Management (PM) Process Areas. 
Our PM process areas provide a comprehensive set of activities to successfully deliver complex modernization projects like IES. 

A sound Project Management Approach with a deep understanding of each of the process areas, is 
critical to the success of a project the size and scale of IES. The following table further describes our 
Project Management Approach for each of these process areas.  

Process Our Project Management Approach Benefits NYS 
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Process Our Project Management Approach Benefits NYS 
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Process Our Project Management Approach Benefits NYS 

Figure 5-12. Deloitte’s Project Management Process Areas. 

 

Now that we’ve established Deloitte’s general approach and competence in delivering the core SI 
services and critical success factors outlined in the RFP that will be applicable across Lots, we will now 
transition to highlight elements of our approach that are Lot-specific. These subsections have been 
included based upon clarification provided by NYS ITS during the Question and Answer period for 
this proposal that indicated a total of 20 pages per Lot were available for the Project Overview 
section. Over the next four subsections, we will describe our understanding, as well as some additional 
success factors, which we feel are important to successful delivery of Tier II work under each of the Lots. 
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5.7  OUR COMPETENCE AND CAPAB IL I TY I N  DELI VERING SERVI CES 
FO R LO T 3  -  F I NANCI AL M AN AG E M ENT AND PRO VIDER 
M AN AG EM ENT  
One of the most critical components of any Integrated Eligibility System is the ability for benefits to be 
issued to eligible clients, and for the various providers involved in these processes to be maintained. 
Whether this is through Electronic Benefit Transfer (EBT) for SNAP and Public Assistance, or subsidy 
payments to Child Care providers 
or Low-Income Home Energy 
Assistance Program (LIHEAP) 
vendors,  

 
 

 
 

 
 Once individuals are 

determined eligible, information is 
passed to partner systems to 
assist in consistent, timely 
issuance of benefit documents. 
Upon program renewal, automatic 
redetermination allows for the 
continuity of benefits issuance, 
reducing the chance that clients 
experience a gap in coverage for 
programs. We have also supported 
interfaces for all the major EBT 
vendors in the market. 

 
 

 
 

 
 

 

SI Services Deloitte’s Competence to Perform SI Services – Financial & Provider Management 
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In addition to these services, Deloitte would like to highlight some of industry trends and value-add 
services relevant to this lot that our team is focusing on that continue raising the bar in delivering 
exceptional functionality and services in Financial Management and Provider Management. 

AU TO M ATED PROCESSING AND BENEFI T ISSU ANCE  
One of the leading trends in Integrated Eligibility Systems is to leverage the data available to HHS 
agencies to make informed decisions with minimal, or in some cases, no interaction required of 
caseworkers. Each month, benefit issuance modules automatically identify cases requiring a benefit 
issuance and transmits these cases, along with their relevant issuance details, to the appropriate vendor. 
Identifying the right cases is based on the system profiling the eligibility data to determine which cases 
are eligible and require an issuance to the client.  

Leading IES systems also provide several 
ways to correct errors with issuance amounts 
or to issue manual benefits should the need 
arise. From an automated perspective, if there 
is a change reported on the case that causes 
the benefit amount to increase after benefits 
have already been issued, the eligibility 
engine calculates a supplemental benefit 
amount for the case. This benefit amount is 
sent to the EBT vendor the same day the case 
is authorized by the caseworker to be issued 
to the client. Additionally, caseworkers can 
issue manual or emergency benefits through 
IES. For example, the screenshot below 
shows a  

 
 

 

The system can also be  
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PART 4: CONTRACTOR’S ENGAGEMENT EXECUTIVE  
This section will be evaluated and scored in accordance with section 5.1.3 of the RFP.  However, this part 
of Bidder’s Technical Proposal will not be scored if the minimum thresholds/qualifications identified below 
are not met.  The Bidder must specify the individual it is proposing to serve as the Contractor’s Sole Point 
of Contact during the term of the Contract, i.e., the Engagement Executive.  This Part 4, including the Profile 
Table and reference, is not to exceed five (5) pages. 

 

To receive a score above zero for this section, the Engagement Executive must meet or exceed the 
following thresholds/qualifications: ten (10) years’ experience in system integration projects, with five (5) of 
those years serving in a leading role in multiple system integration projects for governmental entities which 
includes a state, quasi-state, local, or Federal agency.  An ideal Engagement Executive has: 

• experience in the health and human services field; 

• extensive development, design, and implementation (DDI) experience on large complex projects; 

experience on a leadership team of a large operational IT organization. 

 

In addition to completing the Contractor’s Table 6 - Engagement Executive on the next page, the Bidder 
should supply a letter of reference for the Engagement Executive. The reference letter should be one of the 
engagements listed in the profile and include the name, address, and contact information of the client for 
whom the proposed individual provided services on behalf of the Bidder similar to those expected of the 
Engagement Executive position. (Note: The reference letter will not be separately scored but will be used 
to confirm information in the Bidder’s proposal.)  Further, the Bidder should discuss the Engagement 
Executive’s availability to meet with ITS staff in Albany, NY.   
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 CONFIDENTIAL 

 
The Department of Health and Human Services' Mission is to join communities and 
families in providing opportunities for citizens to achieve health and independence. 
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 CONFIDENTIAL 
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PART 5: BIDDER EXPERIENCE  
In this section, Bidder’s must use the table below (one (1) table per IT project – copying and pasting the 
table as needed) to list and provide details on previous engagements that would demonstrate the Bidder’s 
ability to complete projects within the scope of this RFP. Bidders should demonstrate this through 
description of their prior experience highlighting their ability to take direction, incorporate client direction 
and checkpoints into their planning, responsiveness to project management and oversight and controls, 
familiarity working with an SDLC defined by a client, and experience working on or leading a subset of 
project activities without being responsible for overall delivery, among other experience that the Bidder 
believes relevant.  Project Engagements should be used to describe the Bidder’s experience being a prime 
contractor responsible for providing software development services, which includes/included design, 
development, and implementation, inclusive of testing and defect resolution, for an IT project. The table(s) 
may include projects used to meet the Minimum Bidder Qualifications, but should include all projects that 
the Bidder believes are relevant to demonstrate its experience in providing the services requested in this 
RFP as it could relate to the IES program and differentiate Bidder from other bidders.  Please note that 
public sector experience is preferred. If the Bidder’s Proposal covers more than one Lots, the Bidder should 
indicate which Lots the experience is related to while providing the Lots-specific information indicated 
below.  Additionally, there should be experience/engagement details for each Lots the Bidder includes in 
its Proposal. Bidders should submit tables below organized by Lots with each Lots separated and labeled. 
Bidders deemed qualified to bid on a Lots will be evaluated and scored based on its/their collective 
experience (each engagement will not be scored separately). Evaluations will examine Lots specific 
experience and other aspects of the engagement(s) as reflected in the table(s) below. 

This part of the Bidder’s Technical Proposal must not exceed five (5) pages per table. 
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7.1  EXPERIENCE DELI VERI NG NYS  IES  SCOPE AND SERVICES  
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7.2.D I FFERENTI ANTED EXPERI ENCE DELIVERI NG IES  SOLUTIO NS  
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