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Lost or Misplaced RSA Token

Have you lost or misplaced your RSA token?

This quick reference guide will explain how to use Emergency Token Code Mode to get a
temporary Token code, until you find your token or replace it.

Visit https://mytoken.ny.qov .
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Helpful Hints:
To login to the Self-Service Console, please use your associated NYS email address and Password.

If you fergot your token pin, please login to myteken.ny.gov, select Treubleshoot, and then select “Forgot Pin” to resat your pin.
For instructions on how to request a token, visit https: //its.n hy sa-token

Additional information on working remotely is available at: https://its.ny.gov/working-remotely

ITS recommends the use of Software Tokens vs. Hardware Tokens
Advantages to RSA software tokens:

« Quick, electronic delivery.
« Software tokens are rountinely approved and ready to be used within 24 hours from submission of the request,
» Requesters can monitor the status of their token approval,
o Requesters can activate their token by logging into mytaken.ny.gov.
As Per ITS Policy, only one token permitted per user account.
Having Issues with your RSA Token? - Please contact the NYS Helpdesk at https://chat.its.ny.gov.
Or email Fixit@its.ny.gov.
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Login with your NYS UserlD and password.
- For NYS employees, this will be your NYS email address and password.

- For External Users, this will be some form of email usually ending in ext.ny.gov or
svc.ny.gov.

1. Click on “Troubleshoot.”
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https://mytoken.ny.gov/
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You should see the following screen:
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% Troubleshoot Your Token

Common problems with SecurID tokens...
Indicate the issue you are experiencing with your token:

O Token is temporarily unavailable or misplaced
O Token is permanently lost or damaged
O 1 forgot my PIN
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By logging into the application you agree that you will utilize this application only for the purpose intended and recognize that any mischievous or malicious activity is expressly prohibited and may subject you to legal action. Such acti
modify, reverse engineer, reverse compile, or disassemble the Software.
For assistance contact your current RSA token administrators.
New York State Office of Information Technology Services
© 1994-2022 RSA Security LLC or its affiliates. All Rights Reserved.

2. Select “Token is temporarily unavailable or misplaced.”
Click “OK”.

You should see the following screen.

% Emergency Access

Temporary Emergency Access Code
Until you find your token, use this tokencode to log on.
Emergency Access Tokencode: -sbral>#
Usage Instructions: You can use the tokencode more than once

If you have a SecurID PIN: Log on with your PIN + this tokencode.
If you do not have a SecurID PIN: Log on with this tokencode.

This code is valid until Mar 3, 2023 10:55:59 AM EST

Keep this code in a safe place until you find your token.
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By logging into the application you agree that you will utilize this application enly for the purpose intended and recognize that any mischievous or malicious activity is expressly prohibited and may subject you to legi
modify, reverse engineer, reverse compile, or disassemble the Software.
For assistance contact your current RSA token administrators.
New York State Office of Information Technology Services
© 1994-2022 RSA Security LLC or its affiliates. All Rights Reserved.

This screen provides you a temporary code you can use along with your pin
until you find or replace your RSA token.

Please note that this code is only good for two days. You will need to get a new
code every two days until your token is found or replaced.



