' RSA Software
User Guide Token Replacement

Replacing an Expiring RSA Software Token

Section |: Requesting a Replacement Token for an Expiring RSA Software Token

Before you begin make sure you:

Are within 45 days of your current RSA software token from expiring.

Have at least 10 minutes to complete this process.

Fully read through the instructions.

Your existing mobile device has the RSA SecurlD app installed and you have an internet connection.
Have a PC with a Internet connection.

Step 1: Open the RSA i = =
SecurlD App on A
your mobile
device. ) Joe's Token

¢ Click the menu button in
the lower left corner

Step 2: You will see your token
listed, Please take note of the
name as this is the expiring :,_“’\ @

token which we will remove at
the end of the process

Step 3. Open a browser window, c > cC
preferably on a PC (not your

& mytoken.ny.gov/console-selfservice/SelfService.do

mobil Vi nd navi
ob e de CE) and na gate to ;—f—!“.f’,'f,‘{”"" Office of Informa_tion
Llus il ehp i, LT | Technology Services | gp| F SERVICE CONSOLE
You will land directly at the Self-
Service Console. $ Home
Step 4: Enter your email Lag On Support
addI‘ESS (fIrStname Log an with your corporate credentials to request new tokens and ranage existing tokens. Troubleshoot SecurlD token

lastname@agency.ny.gov) in the | user o G oeemama ) G
User ID box. Then click Ok.

Do you need to enable a new token?
Enable your token

Forgot your user ID? Contact your administrator,
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Step 5: Choose your
Authentication Method by
Selecting Password from the
dropdown and Click the Log
On button.

Lg- Log On

You may choose how you want to authenticate yourself. Select your preferred authentication method and log on.
User 1D Gty oo
Authentication Method:

el

Step 6: Enter your

Office365 Password (this is the
same password you use to log
onto your computer and email)
and select Log On.

fﬂ- Log On

Logon is required. If you have forgotten your logon information, contact your help desk or administrator.

User ID: -@its.ny.gov
Authentication Method: Password
Password: [ooouuuoooooo ]

Step 7:
Once logged in, click on the
“request replacement” link.

5 My Account

This page allows you to view your user profile and manage your authenticators. Certain edits to your account require adminis
You can also use this page to request authenticators and user group membership, and view your request history.

My Authenticators

Tokens - request a new token|view SecurlD token demo

Enterprise i0S - CTKIP View details, test, troubleshoot

Token Serial Number: ooo1 [N

PIN: created on Mar 17, 2020 9:35:52 AM EDT
) Change PIN
. . Sep 29, 2020 8:00:00 PM EDT

Expires On: req renl e

Security Questions

You've successfully setup your security questions. During logon you may be prompted to answer those questions to
verify your identity.

Step 8: Check the box next to
“Yes, | want to request a
replacement token”.

In comments section note this
request is for an expiring token.

&%) Request a Replacement Token

Request a Replacement Token

Tokens expire after a certain period of time, Once they expire, you cannot use them to authenticate, If your token is about to e

—__. * Eves, I want to request a replacement token

Comments From User:
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Step g: Create a PIN Request a Replacement Token
for yOUf new tOken Tokens expire after a certain period of time. Once they expire, vou cannot use them to authenticate. If your token is about to expire, you may request

* @ves, I want to request a replacement token

Be Advised:
- The PIN cannot
start with the

Carmrments From User:

number O
- Cannot be Create Your PIN
ascendlng or “fou must create a PIN for the new token. & PIN is combined with a tokencode to create a passcode used for authentication.

descending number
(example 1234 or
9876) Caonfirm PIN: * | |
- You are able to use
the PIN from your
previous expiring

*
Create PIN: | | Your PIN rmust be hetwesn 4 and & characters long. You cannaot re-use any of your

token
Step 10' Provide Your Token Details
* h i ialNumber field he code that uniquely identifi device. h ity k lication to find it.
Please do not 2 1 Mk ek et = s Henls ekvarne Fr o Safmate ke, The Wkt ame Wil e dssioncd 1 oot oloers Lokon abplcaton afer you import your foken.
. Contact your administrator for details,
modify the Deicesoramumber: SO |
DeviceSerialNumber | ume: [T - . 1
field on this page. | oo exmmm «—08 o >
e Provide a
nickname for the
token. We
recommend

providing a unique
name that is different
from your expiring
software token.

e Click Submit
request.

Step 11: Your expiring Expired SecurlD Software Token request is approved

RSA software token

request will automatically B ie e FEE B

be approved. You will F T? ETPTIsE RaAFTOTRITS.NY

recelve'an email from. g Cc  Hits.dl.eus.RSAToken.Motifications

Enterprise.RSA.Prod@its.

ny.gov shortly after R oo coftwaretokenregquest has been approved. Follow the steps below toimport your software

submitting your request
indicating your token has|instructions
been approved.
1. Install the RS54 SecurlDtoken application (if not already installed).

2, Usethislink toimport your token:
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Section II: Importing Your New Software Token

User Guide

Software token users must import their token before use. The directions in this Section will guide
software token users through the process of successfully importing the RSA software token. Since each

software token has a unique serial number, you can only import your token into the RSA SecurelD App
on one device.

Step 1: Log on to the Self- | _ewvom
Service Console Vi
https://mytoken.ny.gov/
from a device other than the @, Home
one on which the RSA -

- This application is used to manage your token usage. Your User ID is typically in the form of your email address.
SecurID Token App is
installed on.

Office of Information
Technology Services

Log On

Log on with vour corporate credentials to request new tokens and manage existing tokens.

veero [ [

Forgot your user ID? Contact your administrator.

eec00 Sprint LTE 11:47 AM 72% .y

Welcome 7

Step 2: In the My
Authenticators section of
the My Account page, click
Activate Your Token 1), Notes

‘Wour Enterprise (05 - CTKIP token needs to be activated before you can use it. Click on the "Activate Your Token® link below and follow the steps ta setup

s My Account

This page allows vou to view your user profile and manage your authenticators., Certain edits te your account require administrator approval,
¥ou can also use this page to request suthenticators and user group membership, and view your request history

Note: You will see two
tokens. Make sure you
activate the token with the
later ‘Expires On’ Date.

My Authenticators

Tokens - reguest a new tokenlview SecurlD token demo

Activate Your To G
Enterprise (05 - CTKIP couate Souroren

“View details, test, troubleshoot
Token Serial Number: 000147297472
BiN: created on Aug 26, 2020 9:07:06 AM EOT Change BIN
Expires On: Dec 30, 2035 7:00:00 PM EST pequest replacement
Extarprisa 105 - CTIP %ﬁ%uubluhuu
Token Serial Number: 000136580771
PIN: created on Aug 26, 2020 9:02:54 AM EDT Change PIN

Expires On: Sep 29, 2020 8:00:00 PM EDT request replacement

Step 3: Tap the RSA
SecurlD App on your
mobile device to open.
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Step 4: Enter PIN A ? Enter PIN A 2
a.) Touch anywhere in the : : : =
grey area to hide the

keypad. [

b.) Once the keypad is
hidden, touch the menu
button in the lower left-
hand corner.

SECURID*

Done My Tokens ?
Step 5: Tap the “+ button” : -
symbol on the lower left- | NN &
hand corner to launch the '
camera which will scan the
QR code.

Tap Ok to allow access to
the mobile device camera if
prompted.

® Edit

Office of Information
Technology Services

f NEW YORK
STATE OF
OPPORTUNITY.

Rev. September 2020.



RSA Software
Token Replacement

User Guide
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Step 6: Point the camera Activate Your Token
at the QR code on your
Step 1: Open the RSA SecurlD app on your device.
computer screen. The Navigate to the screen to scan a QR Code. If you do not have the app, you can
camera W|” scan the COde download it from the app store for your mobile device.
and import your token. Note: The Scan QR Code option s not supported on 05 6.

Step 2: Scan QR Code. What 1s 3 OR Code?

MNote: The QR Code display will expire in 4:57 minutes.

P Scn QR Code unsuccassful?

Step 7: Once successfully
imported, you will receive a
message on your mobile
device and on your 1 token was successfully imported into the RSA Software
computer screen. Token app on your device

Office of Information
Technology Services
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Section lll: Removing old software token from RSA SecurID App

il Verizon = F0FPM | T VETTZUTT TUTANT T—Y

Step 1: Open the RSA
7] Done My Tokens ?

App. Click the Menu
button in the lower left-
hand corner. This will
display the tokens on
your app. You will see
your old token and new
token displayed. Please
note that that your old
token will have the name
you originally assigned.

SECJRID

@ Edit

Step 2: Click Editin
lower right corner

Office of Information
Technology Services
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Step 3: Click the red My Tokens
circle with a — next to
your Old token.

Done

Step 4: Click Delete. My Tokens

Done
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