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Who am 17?

ASecurity consultant @ NYSTEC
A22yearsaSa S| NODK aOASYyGAal
A15 years software developesystem administrator
@ GE and Schlumberger

ALQY y 20 F ONELII 23N LKSN
Al attended a lot of talks a@lackhatDEFCON
ACKSY L 02271 | O2dz2NBS 2y



Who should attend this talk?

 AProject Managers

| AComputer programmers
| AThose that are currently using cryptography
~ AThose that are thinking about using cryptography in
l systems and protocols
|ASecurity professionals
- At SySaNYGA2y (SaGSNB K2 R
| cryptographic systems and want to learn more

AX | YR Iy @& @ehidskd by éybtogkaphy

Something for everyone




2 KI§ GKA& LINBAS

- AA gentle introduction to cryptography

Ay SELXLFYyFGA2Y K& ONE
G LI dzZZAISR AYE

' ASeveral examples of how cryptography can be dor
~Incorrectly

~ AA prief description oWhy certain choices are bad
and how to exploit it.

AA checkilist of warnlng signs that indicate when
a. R / NELIWZ2AIAN)LKee Aa |

Siren fromsnottyboyhttp://soundbible.com/1355WarningSiren.html




What this talk is not about

ANo equations

ANo certificates

ANo protocols

ANo mention of SSL/TLS/HTTPS
'ANo quantum cryptography
ANothing that can cause headaches
A(Almost) no math used



\ Math: Exclusive Or (XO8R)

Your Cat Your Roommates' | Will you have
Cat Kittens?

9 No kittens

¢
g d o
d ? o
J'

d

Note that this operato'r can
a32 o0l O1 6 NRAgE

No kittens




\\ “\

' What is encryption and decrypti@n
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. Here Is your first warning sign for
‘a. R / NELI 23INI LIK:
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Bad Cryptography
 Not understanding the power of 2

l
'You might see such terms as
. ARSA (512, 1024, 2048, 4096)
| ASHA (128,256,384)
. ADES (56), 3DES(112, 168)

AMDS5 (128)
AAES (128, 192, 256)

Why are different numbers used and why are they
Important?



How do you measure

cryptography?
2l==2 m
22==/4 BN W [M
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http://en.wikipedia.org/wiki/Yardstick



The Power of 2 kS ONE LIG 2 I NI |

Number of Bits (N)

(27)

16

32

64

128

256

512

1024

Number of Combinations

65536
4294967296

18446744073709551616

3402823669209384634633746074317682114
56

1157920892373161954235709850086879078
5326998466564056403945758400791312963
9936

1340780792994259709957402499820584612
7479365820592393377723561443721764030
0735469768018742981669034276900318581
8648605085375388281194656994643364900
6084096

1797693134862315907729305190789024733
6179769789423065727343008115773267580
5500963132708477322407536021120113879
8713933576587897688144166224928474306
3947412437776789342486548527630221960
1246094119453082952085005768838150682
3424628814739131105408272371633505106
8458629823994724593847971630483535632
9624224137216

Real World example

64K

500 Megabytes
# of stars in the universe

2,305,843,009 Gigabytesr
2,305,843 Terabytes, or
2,305 Petabytes

# of atoms in the u

291
miles
of 1TB
drives




Bad Cryptography

One of these things is not like
the others,

One of these things just
doesn't belong,

Can you tell which thing is
not like the others

By the time | finish my song?

Thanks to Sesame Street
And http// boallen.com/randomnumbers.html
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| Bad Cryptography

If | can guess thEseuderandom
' Random

seed |can predict your future
i GNF YR2YYy Saasé
#‘; Real world example of bagkeds
| srand(0)
srand(42)
srand(time())
;Z%%Cr)n srand(12356)
| srandon{OXDEADBEEF

2 64 => 224 or
2,305,843T1B=>16 MB

2 4096 2 4096

Remember

the Power of 2!



The best CryptograplyyThe One
Time Pa

A very long secret message

Random
Number
used as
a key




2 Ké R2SayQu SgS

Alf you want to get a Gigabyte of data, you need a
- Gigabyte key.
AThe length of the key is as long as the message

AThe key can only be us@hce

AThe key has to bsecurely transportedo the
- recelver
Alf you can get the key to the receiver securely, then why
not just send the data?

ACurrently used by securely transporting keys in
advance



Bad Cryptography

Y W

| Frequency Analysis based on common letters, and
' .combination of letters, can decode messages.

¢KS tfS8Sy3iK 2F (KS 4aS5ONJ
| The more the string Is repeated, the easier it Is to
' decode the message




\Bad Cryptography

| Random is not pseud@ndom
A Z*%seed for a pseudeandom number generator

Remember

the Power of 2!

| See NIST SP8a08- KeyDerivation Functions -



Bad Cryptography

SEND _
~ CASH °

Cleartext

4

(7)1

From http//cryptosmith.org/archives/70




Standard NIST Encryption Algorithm:

ADES; Data Encryption Standard
A5 S@St 2LISR AY mMdpTnQa o6& L.
A56, 112, 164 bit key length

| A Also called Triple DES, 3DES

'AAES; Advanced Encryption Standard

ASelected in 2001 from a list of encryption candidates
A RijndaelJoanDaemenand VincentRijmen)

A128, 192, 256 bit key length



http://en.wikipedia.org/wiki/Joan_Daemen
http://en.wikipedia.org/wiki/Vincent_Rijmen

Bad Cryptography

'Computers are always getting faster and cheaper
f Cryptographic attacks always get smarter

)



Data Encryptio$tandard (DES)

| | Cost of DES Cracki
A 1976- Predicted DES cracker would
cost $20M $100,000,000

A 1997- RSAnternet Cluster, up to

' 14,000 unigue hostper day, tooko6
ey TRIRET A $1.000,000

A 1998- RSA, 39 days

A 1998 EFF used a FPGA accelerator $1O,OOO
($250K), 56 hours

A 1999- EFF, 22 hours, 15 minutes $100

A 2008- COPACOBANA used 150
Ct D! Qa

A 2008- Moxie Marlinspike used cloud $1
computing tocrackMS-CHAP2 in 24 1970 1990 2010
hours($200)
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Always assumthe attacker hasll of thesource
code

AKerckhoffs'sprinciple (1883)

AA cryptosystem should be secure even if everything
about the system, except the key, is public knowledge

At dzZRS {Making TRIYQE éneény S
knows the systerm

All systems can be broken given enough time, which
can be estimated using the power of 2 as a yardstick



/ NB LJG 23N LIKSNOA ¢
algorithms

SNAKE-OIL LINIMENT

RELIEVES INSTANTANEOUSLY

AN&OURES HEADACHE, NEURALGIA. TOOTHACHE, EARACHE, BACKACHE,
SWELLIN SPRAINS, SORE CHEST, SWELLING of the THROAT, CONTRACTED CORDS
and MUSCLES, STIFF JOINTS, WRENCHES, DISLOCATIONS, CUTH and BRUISES.
ummmum—cmmmq—u—.m‘uﬂwm
The best Extersal Preparation for BYCICLISTS and ATHLETES. It makes the Muscles supple
and Relaxes the Cords. Loosensthe Joints and gives a feeling of Fresliness and Vigor to the whole System.

SNAKE-OILLINIMENT CURES ALL ACHES AND PAINS.

lm are u&th(uio- Rbecussatiam, ALWAYS take LA-CAS KA isternally for the Blood and
s BENA IL LINIMENT externally, When used togetber we GUARANTEE A CURR im every
pstance or MONEY REFUNDED,

If You Are Afflicted With DEAFNESS

Get Our Specially Prepared

PURE Rattlesnake Oil

a{yF1S hAté& [/ NBLJW 23



Signs of Bad Cryptography
LT @2dz 4SS Fye 2F il

Ad ¢ NHza i dzad 28 F NB SELISN
AGt NRLINA SGI NEB €
AdwS g2t dzA2Y Il NBE U0SOKy2f 2
Ad!' YyONBIF 1 of S¢
. ANo one has broken it yet

AWe have a reward that no one has collected

AdaAf-ANI RE SYONBLIGAZ2YE
Ad! & a0 NPHmeLE REF 2V S



‘ Bad Cryptography
 Using experimental cryplography

r‘\u'«i‘

/ NBLJGI 23N LIKSNXRA F GGAGdzR:
| G{ K2dzft R 6S al S (2 dzaS F2N
| centuries to crack one 256it key, assuming no new 5
;ﬂ YFGKSYF GAOIE FddroOla FNB R
| Algorlthm Implementation errors are common, even
| for experts

..f
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| Solution:

NIST= National Institute of Standards and Technology

CMVP = Cryptographic Module Validation Program

FIPS = Federliformation Processin§tandards

FIPSL40¢ required for all systems purchased by US government

|
|
)



Use FIP340-2 validatedoroducts

http:// csrc.nist.gov/groups/STM/cmvp/validation.html

| AFIPSL402
It A Cryptographidviodule Validation Program (CMYP

A Provides a list of approved cryptographic products
I A Both hardware and software

| A 4 Levels of certification
A FIPS 14Q Levell

A All components must be "productiegrade”

I A Validated by third party

| A FIP40-2 Level 2

A Addsrequirements for physical tampezvidence
A Adds rolebasedauthentication.

A FIPS 14Q LeveB

A Addsrequirements for physical tampeesistanceof covers/doors
A Adds identitybased authentication
A Separated interfaces for "criticakcurity parameters
A FIPS 14Q Levek
A Zeroizationupon compromise
A Formal modebased verification



http://csrc.nist.gov/groups/STM/cmvp/validation.html

Watch out for these vendor terms

-~ AThe module has beetesignedfor compliance to FIPS
140

| AModule has beempre-validatedand is on the CMVP
| pre-validation list.

" AThe module will bsubmitted for testing.

' AThe module has been independently reviewed and
- tested tocomplywith FIPS 140

AThe modulaneetsall the requirements of FIPS 140

AThe moduldmplementsFIPS Approved algorithms;
iIncluding having algorithm certificates.

AThe moduldollows the guidelines detailed in FIPS 140




'Some of the Basic NIgpproved
cryptographic algorithms

AEncryption/decryptiorg provides confidentiality
!  AAESTriple DES, Skipjack

AMessage Authenticatiog message integrity
AMAC, HMAC

ASigning/verifying; performs authentication
.~ ARSA, DSACDSA

ASecure Hashing Onewaydata compression
A Often used to store passwords
A SHAL, SHA256, (SH/S)

ARandom Number Generation
AHash DRBG&TR DRBG, HMAC DRBG
ADual EC_DRB@Got recommended!!

http://www.keylength.cont - shows recommended key size for any future ye



http://www.keylength.com/

Next step

[ SUQa | &se dryfSllowdng dz

~ AFIPS 140
A CAVP(Cryptographic Algorithm Validation Program)
ACMVP (Cryptographic Module Validation Program)
ACMVP FAQ
Almplementation Guidance

All ofyour problems ar@ver. Righ?



Meanwhile, inside their secret lah




