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Who am I?

ÅSecurity consultant @ NYSTEC

Å22 years a rŜǎŜŀǊŎƘ ǎŎƛŜƴǘƛǎǘ Ϫ D9Ωǎ wϧ5 /ŜƴǘŜǊ

Å15 years software developer, system administrator 
@ GE and Schlumberger

ÅLΩƳ ƴƻǘ ŀ ŎǊȅǇǘƻƎǊŀǇƘŜǊ

ÅI attended a lot of talks at Blackhat/DEFCON

Å¢ƘŜƴ L ǘƻƻƪ ŀ ŎƻǳǊǎŜ ƻƴ ŎǊȅǇǘƻƎǊŀǇƘȅΧΧΧΦΦ



Who should attend this talk?
ÅProject Managers

ÅComputer programmers
ÅThose that are currently using cryptography

ÅThose that are thinking about using cryptography in 
systems and protocols

ÅSecurity professionals
ÅtŜƴŜǘǊŀǘƛƻƴ ǘŜǎǘŜǊǎ ǿƘƻ ŘƻƴΩǘ ƪƴƻǿ Ƙƻǿ ǘƻ ǘŜǎǘ 

cryptographic systems and want to learn more

ÅΧ ŀƴŘ ŀƴȅōƻŘȅ ǿƘƻ ƛǎ confused by cryptography

Something for everyone



²Ƙŀǘ ǘƘƛǎ ǇǊŜǎŜƴǘŀǘƛƻƴ ƛǎ Χ
ÅA gentle introduction to cryptography

Å!ƴ ŜȄǇƭŀƴŀǘƛƻƴ ǿƘȅ ŎǊȅǇǘƻƎǊŀǇƘȅ ŎŀƴΩǘ ōŜ Ƨǳǎǘ 
άǇƭǳƎƎŜŘ ƛƴέ 

ÅSeveral examples of how cryptography can be done 
incorrectly

ÅA brief description of why certain choices are bad 
and how to exploit it.

ÅA checklist of warning signs that indicate when 
ά.ŀŘ /ǊȅǇǘƻƎǊŀǇƘȅέ ƛǎ ƘŀǇǇŜƴƛƴƎΦ 

Example of Bad Cryptography!!!

Siren from snottyboyhttp://soundbible.com/1355-Warning-Siren.html



What this talk is not about

ÅNo equations 

ÅNo certificates

ÅNo protocols

ÅNo mention of SSL/TLS/HTTPS

ÅNo quantum cryptography

ÅNothing that can cause headaches

Å(Almost) no math used



Math: Exclusive Or (XOR) ṥ
Your Cat Your Roommates' 

Cat
Will you have 
kittens?

No kittens

No kittens

Note that this operator can 
άƎƻ ōŀŎƪǿŀǊŘǎέ όƛƴǾŜǊǘƛōƭŜύ



What is encryption and decryption?

EncryptionKey

Plain text

Cipher text

DecryptionKey

Plain text

Good Morning, Mr. Phelps

Good Morning, Mr. Phelps

LdD1eVzqAd30R9Jg
aY6ajsRCq3o6Sp83



Here is your first warning sign for 
ά.ŀŘ /ǊȅǇǘƻƎǊŀǇƘȅέ

¢ǊŜŀǘƛƴƎ ŎǊȅǇǘƻƎǊŀǇƘȅ ŀǎ ŀƴ άŜǎƻǘŜǊƛŎ ŀǊǘέ



Bad Cryptography

You might see such terms as
ÅRSA (512, 1024, 2048, 4096)
ÅSHA (128,256,384)
ÅDES (56), 3DES(112, 168)
ÅMD5 (128)
ÅAES (128, 192, 256)

Why are different numbers used and why are they 
important?

Not understanding the power of 2



How do you measure
cryptography?

21 == 2
22 == 4
24 == 16

http://en.wikipedia.org/wiki/Yardstick



The Power of 2 ςǘƘŜ ŎǊȅǇǘƻƎǊŀǇƘŜǊΩǎ ȅŀǊŘǎǘƛŎƪ
Number of Bits (N)
(2n)

Number of Combinations Real World example

16 65536 64K

32 4294967296 500 Megabytes
# of stars in the universe

64 18446744073709551616 2,305,843,009 Gigabytes,or
2,305,843 Terabytes, or
2,305 Petabytes

128 3402823669209384634633746074317682114
56

256 1157920892373161954235709850086879078
5326998466564056403945758400791312963
9936

# of atoms in the universe

512 1340780792994259709957402499820584612
7479365820592393377723561443721764030
0735469768018742981669034276900318581
8648605085375388281194656994643364900
6084096

1024 1797693134862315907729305190789024733
6179769789423065727343008115773267580
5500963132708477322407536021120113879
8713933576587897688144166224928474306
3947412437776789342486548527630221960
1246094119453082952085005768838150682
3424628814739131105408272371633505106
8458629823994724593847971630483535632
9624224137216

291 
miles
of 1TB 
drives



Bad Cryptography
Anything that generates non-random output

Thanks to Sesame Street
And http:// boallen.com/random-numbers.html

System 
#1

System 
#2

One of these things is not like 
the others,

One of these things just 
doesn't belong,

Can you tell which thing is 
not like the others

By the time I finish my song?



Bad Random Numbers (close-up)

IƛƎƘŜǊ ŜƴǘǊƻǇȅ ƳŜŀƴǎ ƛǘΩǎ ƘŀǊŘŜǊ ǘƻ ǇǊŜŘƛŎǘ ǿƘŀǘ ǿƛƭƭ ƘŀǇǇŜƴ



Bad Cryptography

The difference between Random and 
Pseudo-Random

Seed

If I can guess the Pseudo-random 
seed, I can predict your future 
άǊŀƴŘƻƳƴŜǎǎέ
Real world example of bad seeds

srand(0)
srand(42)
srand(time())
srand(12356)
srandom(0xDEADBEEF)

Random

Pseudo
Random

2 64 2 4096

2 64 => 2 24 or
2,305,843 TB=>16 MB

2 4096
Remember 
the Power of 2!



The best Cryptography ςThe One 
Time Pad

A very long secret message 

ṥ

KEY
Random
Number 
used as
a key



²Ƙȅ ŘƻŜǎƴΩǘ ŜǾŜǊȅƻƴŜ ǳǎŜ ŀ h¢tΚ

ÅIf you want to get a Gigabyte of data, you need a 
Gigabyte key.
ÅThe length of the key is as long as the message

ÅThe key can only be used once
ÅThe key has to be securely transported to the 

receiver
ÅIf you can get the key to the receiver securely, then why 

not just send the data?

ÅCurrently used by securely transporting keys in 
advance



Bad Cryptography

Frequency Analysis based on common letters, and 
combination of letters, can decode messages.

¢ƘŜ ƭŜƴƎǘƘ ƻŦ ǘƘŜ άǎŜŎǊŜǘ ǎǘǊƛƴƎέ Ŏŀƴ ōŜ ŘŜǘŜǊƳƛƴŜŘ

The more the string is repeated, the easier it is to 
decode the message

¦ǎƛƴƎ ŀ ǊŜǇŜŀǘŜŘ άǎŜŎǊŜǘέ ǎǘǊƛƴƎ ŀǎ ŀ ƻƴŜ-
time-pad



Bad Cryptography

Random is not pseudo-random

A 2128 seed for a pseudo-random number generator 
is not as secure as a 265,536bit One Time Pad

Using a pseudo-random number generator 
as a one-time-pad

Remember 
the Power of 2!

See NIST SP800-108 - Key Derivation Functions



Bad Cryptography

Using a one-time-pad twice

ṥ =>

ṥ =>

ṥ =>

From http://cryptosmith.org/archives/70

Cleartext Key Ciphertext



Standard NIST Encryption Algorithms

ÅDES ςData Encryption Standard
Å5ŜǾŜƭƻǇŜŘ ƛƴ мфтлΩǎ ōȅ L.a

Å56, 112, 164 bit key length
ÅAlso called Triple DES, 3DES

ÅAES ςAdvanced Encryption Standard
ÅSelected in 2001 from a list of encryption candidates
ÅRijndael(Joan Daemenand Vincent Rijmen)

Å128, 192, 256 bit key length

http://en.wikipedia.org/wiki/Joan_Daemen
http://en.wikipedia.org/wiki/Vincent_Rijmen


Bad Cryptography

Computers are always getting faster and cheaper

Cryptographic attacks always get smarter

Assuming the cryptographic algorithm will 
always be strong enough



Data Encryption Standard (DES)

Å1976 - Predicted DES cracker would 
cost  $20M

Å1997 - RSA Internet Cluster, up to 
14,000 unique hosts per day, took 96 
days

Å1998 - RSA, 39 days

Å1998- EFF used a FPGA accelerator 
($250K), 56 hours

Å1999 - EFF,  22 hours, 15 minutes

Å2008 - COPACOBANA used 150 
CtD!Ωǎ

Å2008 - Moxie Marlinspike used cloud 
computing to crack MS-CHAP2 in 24 
hours ($200)

$1

$100

$10,000

$1,000,000

$100,000,000

1970 1990 2010

Cost of DES Cracking



/ǊȅǇǘƻƎǊŀǇƘŜǊΩǎ ±ƛŜǿ ƻƴ ǎŜŎǳǊƛǘȅ

Always assume the attacker has all of the source 
code

ÅKerckhoffs'sprinciple (1883)
ÅA cryptosystem should be secure even if everything 

about the system, except the key, is public knowledge

Å/ƭŀǳŘŜ {ƘŀƴƴƻƴΩǎ Maxim (1949)Υ  ά¢ƘŜ enemy 
knows the systemά

All systems can be broken given enough time, which 
can be estimated using the power of 2 as a yardstick



/ǊȅǇǘƻƎǊŀǇƘŜǊΩǎ ǾƛŜǿǎ ƻƴ ǎŜŎǊŜǘ 
algorithms

ά{ƴŀƪŜ hƛƭέ /ǊȅǇǘƻƎǊŀǇƘȅ



Signs of Bad Cryptography

Åά¢Ǌǳǎǘ ǳǎΦ ²Ŝ ŀǊŜ ŜȄǇŜǊǘǎέ

ÅάtǊƻǇǊƛŜǘŀǊȅέ 

ÅάwŜǾƻƭǳǘƛƻƴŀǊȅ ǘŜŎƘƴƻƭƻƎȅέ

Åά¦ƴōǊŜŀƪŀōƭŜέ
ÅNo one has broken it yet

ÅWe have a reward that no one has collected

ÅάaƛƭƛǘŀǊȅ-ƎǊŀŘŜ ŜƴŎǊȅǇǘƛƻƴέ

Åά!ǎ ǎǘǊƻƴƎ ŀǎ ŀ ƻƴŜ-time-ǇŀŘέ

LŦ ȅƻǳ ǎŜŜ ŀƴȅ ƻŦ ǘƘŜǎŜ ǇƘǊŀǎŜǎΧ



Bad Cryptography

/ǊȅǇǘƻƎǊŀǇƘŜǊΩǎ ŀǘǘƛǘǳŘŜ ƻƴ ŜƴŎǊȅǇǘƛƻƴǎ ŀƭƎƻǊƛǘƘƳǎ
ά{ƘƻǳƭŘ ōŜ ǎŀŦŜ ǘƻ ǳǎŜ ŦƻǊ нл ȅŜŀǊǎ ŀǎ ƛǘ ǿƛƭƭ ǘŀƪŜ с 
centuries to crack one 256-bit key, assuming no new 
ƳŀǘƘŜƳŀǘƛŎŀƭ ŀǘǘŀŎƪǎ ŀǊŜ ŘƛǎŎƻǾŜǊŜŘέ

Algorithm Implementation errors are common, even 
for experts

Using experimental cryptography

5ƻƴΩǘ ƛƳǇƭŜƳŜƴǘ ȅƻǳǊ ƻǿƴ Cryptographic algorithms



Solution: 

NIST= National Institute of Standards and Technology

CMVP = Cryptographic Module Validation Program

FIPS = Federal Information Processing Standards

FIPS-140 ςrequired for all systems purchased by US government

copy



Use FIPS-140-2 validated products
http:// csrc.nist.gov/groups/STM/cmvp/validation.html

ÅFIPS-140-2
ÅCryptographic Module Validation Program (CMVP) 

Å Provides a list of approved cryptographic products
Å Both hardware and software

Å4 Levels of certification
ÅFIPS 140-2 Level 1

Å All components must be "production-grade" 
Å Validated by third party

ÅFIPS 140-2 Level 2 
Å Adds requirements for physical tamper-evidence 
Å Adds role-based authentication.

ÅFIPS 140-2 Level 3
Å Adds requirements for physical tamper-resistance of covers/doors
Å Adds identity-based authentication
Å Separated interfaces for "critical security parameters".

ÅFIPS 140-2 Level 4
Å Zeroizationupon compromise
Å Formal model-based verification

copy

http://csrc.nist.gov/groups/STM/cmvp/validation.html


Watch out for these vendor terms
ÅThe module has been designedfor compliance to FIPS 

140

ÅModule has been pre-validatedand is on the CMVP 
pre-validation list.

ÅThe module will be submitted for testing. 

ÅThe module has been independently reviewed and 
tested to complywith FIPS 140

ÅThe module meetsall the requirements of FIPS 140

ÅThe module implementsFIPS Approved algorithms; 
including having algorithm certificates.

ÅThe module follows the guidelines detailed in FIPS 140

These are FIPS-мпл ά{ƴŀƪŜ hƛƭέ ǘŜǊƳǎ



Some of the Basic NIST-approved 
cryptographic algorithms
ÅEncryption/decryption ςprovides confidentiality
ÅAES, Triple DES, Skipjack

ÅMessage Authentication ςmessage integrity
ÅMAC, HMAC

ÅSigning/verifying ςperforms authentication
ÅRSA, DSA, ECDSA

ÅSecure Hashing ςOne-way data compression
ÅOften used to store passwords
ÅSHA-1, SHA-256, (SHA-3)

ÅRandom Number Generation
ÅHash_DRBG, CTR_DRBG, HMAC_DRBG 
ÅDual_EC_DRBGςnot recommended!!

http://www.keylength.com/ - shows recommended key size for any future year 

http://www.keylength.com/


Next step

[ŜǘΩǎ ŀǎǎǳƳŜ ȅƻǳ use the following
ÅFIPS 140-2

ÅCAVP(Cryptographic Algorithm Validation Program) 

ÅCMVP (Cryptographic Module Validation Program)

ÅCMVP FAQ

ÅImplementation Guidance

All of your problems are over. Right?



Meanwhile, inside their secret lab


