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The Situation

Every day computers are used to 
conduct business and then ….
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• Author “Journey Into Incident Response” Blog

• Developed & Teach  Malware Analysis Curriculum, 
Champlain College

• Masters of Science in Information Assurance (MSIA)

• Bachelors of Science in Telecommunications

• Certified Ethical Hacker (CEH)

• DFIR 6 yrs  >>  InfoSec 8 yrs  >>  IT 10+ yrs
o Current Work: Incident Response (Response) & SIEM (Detection)
o Previous Work: Forensics Support for Incident Response 
o Previous Work: Network Penetration Testing Against NYS Agencies



FINDING MALWARE 
LIKE IRON MAN RECAP



Finding Malware Like Iron Man

Last Year - Malware Is a Tool in a Threat’s Hands



Finding Malware Like Iron Man

Finding Malware Like Iron Man Slide Decks
http://journeyintoir.blogspot.com/2013/07/finding-malware-like-iron-man-slide.html

• Malware Forensics Triage Technique 

videos\FMLI-HL-ironman.mp4


Finding Malware Like Iron Man

Malware Indicators To Look For

• Programs executing from temporary or cache folders
• Programs executing from user profiles 

(AppData, Roaming, Local, etc)
• Programs executing from C:\ProgramData or All Users profile
• Programs executing from C:\RECYLER
• Programs stored as Alternate Data Streams 

(i.e. C:\Windows\System32:svchost.exe)
• Programs with random and unusual file names
• Windows programs located in wrong folders 

(i.e. C:\Windows\svchost.exe)
• Other activity on the system around suspicious files

Focus for Root Cause Analysis 



Finding Malware Like Iron Man

Triage Examination Steps

• Profile the System
• Examine the System’s Volatile Data
• Examine on Disk Any Identified Files 
• Conduct Scans for Known Malicious Code
• Examine the Programs Ran on the System
• Examine the Auto-start Locations
• Examine Host Based Logs for Activity of Interest
• Examine File System Artifacts
• Perform System Timeline Analysis
• Examine Web Browsing
• Examine User Profiles of Interest
• Perform Keyword Search
• Examine Suspected Malicious Files (Harrell, 2013)

Focus for Root 
Cause Analysis 



Finding Malware Like Iron Man

• Proven Technique To Locate Malware Fast

– All malware dropped onto a system

– Even Hollywood uses the technique!!!!

• Let’s see how it worked for the Bones “Geeks”

finding_malware.mp4


WHY ROOT CAUSE ANALYSIS



What is Root Cause Analysis

• Defined

A principle-based, systems approach for the 

identification of underlying causes 
associated with a particular set of risks

(“Managing Information,” 2011)



Why Root Cause Analysis

• Common Approach #1



Why Root Cause Analysis

• Common Approach #2



Why Root Cause Analysis

• Didn’t Solve the Problem 

–Only Solved the Symptom



Why Root Cause Analysis

“First, prevention and preventative security 
controls will fail”

“look at antivirus tools and contrast their 99%-
plus deployment rates with widespread 

ongoing malware infection rates”

(Chuvakin, 2013)



Why Root Cause Analysis

Reason 

To determine “HOW” threats are 
compromising us

Knowing the “how” lets us address the underlying causes



DON’T BE A BONE HEAD 



Don’t Be A Bone Head 

• How Not To Do Root Cause Analysis

rca_malware.mp4


Don’t Be A Bone Head 

One day I was using my computer when

While I was drinking 

Didn’t Guess

Analyzed the Data and Not the Coffee Cup



Don’t Be A Bone Head 

Listen to Those Who Analyze the Data!!!!



Don’t Be A Bone Head 

Listen to Those Who Analyze the Data!!!!



Don’t Be A Bone Head 

Stop, Preserve, and Then Analyze The Data!!!



Don’t Be A Bone Head 

Stop, Preserve, and Then Analyze The Data!!!



COMPROMISE ROOT CAUSE 
ANALYSIS MODEL



Compromise Root
Cause Analysis Model
• Attack Vector Definition

“a path or means by which a hacker (or cracker) can 
gain access to a computer or network server in 

order to deliver a payload or malicious outcome”
(Attack, 2010)

• Has three parts
– The path or means is the exploit used
– The payload is the outcome of the exploit
– The delivery mechanism is how the exploit/payload is 

sent to target



Compromise Root
Cause Analysis Model



Compromise Root
Cause Analysis Model
Source

• Is where the attack originated from
– From your company’s perspective
– Attacks can originate from outside/inside company
– External source is anything outside your company

• Examples for Malware
– Malicious websites
– Malicious advertisements on websites
– Email phishing attack
– Employee planting backdoor



Compromise Root
Cause Analysis Model



Compromise Root
Cause Analysis Model

1st Delivery Mechanism

• Sends the exploit to the network or system

• Methods for Malware

– Internet

– Email

– Network services

– Removable media

– Physical access



Compromise Root
Cause Analysis Model



Compromise Root
Cause Analysis Model

Exploit

• Something that takes advantage of a vulnerability
– Vulnerability is a weakness or flaw

– Present in operating systems, applications or human

• Methods for Malware
– Client side software 

– Removable media

– Network shares

– Social engineering



Compromise Root
Cause Analysis Model



Compromise Root
Cause Analysis Model

2nd Delivery Mechanism

• Sends the payload to the network or system

– Exploit may result in a payload being sent the system

– Not always present

• Methods for Malware

– Internet

– Network services

– Removable media



Compromise Root
Cause Analysis Model



Compromise Root
Cause Analysis Model

Payload

• Payload or malicious outcome to network/system
– Actions ranging from:

• unauthorized access 

• denial of service

• remote code execution

• Privileges 

• Examples for Malware
– Data stealing Trojans

– Remote Access Trojans



Compromise Root
Cause Analysis Model



Compromise Root
Cause Analysis Model

Indicators

• Everything that occurs after the initial compromise
– All post compromise activity

– Activity for detection and response

• Examples for Malware
– Downloading files

– Malware executing

– Network traversal

– Data exfiltration



MALWARE ROOT CAUSE 
ANALYSIS IN ACTION



Malware Root Cause 
Analysis in Action

How to use the Compromise RCA Model

• During analysis you organize information/artifacts
– Artifacts are discovered through analyzing the data!!!

– Objective is to identify: exploit, payload, delivery 
mechanisms
• Key: look for when malware activity first started

• Key: look for exploit artifacts to identify payload and source

• Documented Example
– Harrell, C. (2012). Malware Root Cause Analysis. Retrieved from 

http://journeyintoir.blogspot.com/2012/07/malware-root-cause-
analysis.html



Malware Root Cause 
Analysis in Action

Compromise RCA Model for Common Attack

(ENISA, 2013) 



Malware Root Cause 
Analysis in Action
Attack Vector Artifacts for Drive-by



Malware Root Cause 
Analysis in Action

Indicators

• IDS alert for system with data stealing Trojan

• Prefetch files identify malware



Malware Root Cause 
Analysis in Action

Indicators

• $MFT Timeline show 

Timezone is UTC



Malware Root Cause 
Analysis in Action

Payload

• Payload is the Trojans

Timezone is UTC



Malware Root Cause 
Analysis in Action

2nd Delivery Mechanism

• Unknown

– To confirm need to reverse the exploit

Timezone is UTC



Malware Root Cause 
Analysis in Action

Exploit

• Exploits leave the same artifacts on systems

– Artifacts can confirm or eliminate attack methods

• Silverlight was identified

– Areas to look for possible artifacts 

• Temporary File Creation

• Indications of the Vulnerable Application Executing

• Internet Activity



Malware Root Cause 
Analysis in Action

Temporary File Creation 

• Webpage created in a temporary Internet files 
storage location

– contains the code to load the Silverlight application 
exploit

– C:\Users\<username>\AppData\Local\Microsoft\Wind
ows\Temporary Internet Files\Content.IE5\<randon
folder>



Malware Root Cause 
Analysis in Action

Indications of the Vulnerable Application Executing

• Folder activity involving the Silverlight application
– C:\Users\<username>\AppData\LocalLow\Microsoft\Silverl

ight

• File creation inside the Silverlight application folder
– C:\Users\<username>\AppData\LocalLow\Microsoft\Silverl

ight\filename.tmp 

– C:\Users\<username>\AppData\LocalLow\Microsoft\Silverl
ight\mssl.lck

• References to Silverlight programs in prefetch files
– including CONHOST.EXE's prefetch file handles



Malware Root Cause 
Analysis in Action

Internet Activity

• Web browser history of user accessing websites 
within the timeframe of interest

• Files located in the browser cache folder

– C:\Users\<username>\AppData\Local\Microsoft\Wind
ows\Temporary Internet Files\Content.IE5



Malware Root Cause 
Analysis in Action
Exploit

• Re-examining program execution artifacts

– Vulnerable application executing in prefetch files



Malware Root Cause 
Analysis in Action
Exploit

• Re-examining program execution artifacts

– Vulnerable application executing in prefetch files



Malware Root Cause 
Analysis in Action
Exploit

• Re-examining system activity in timeline

– Vulnerable application executing (file creation)

Timezone is UTC



Malware Root Cause 
Analysis in Action
Exploit

• Examining system activity in timeline

– Vulnerable application executing (folder activity)

Timezone is UTC



Malware Root Cause 
Analysis in Action

1st Delivery Mechanism

• Delivery methods leave the same artifacts on 
systems

– Artifacts can confirm or eliminate attack methods

• Internet Explorer was identified

– Area to look for possible artifacts 

• Internet Activity



Malware Root Cause 
Analysis in Action

Internet Activity

• Web browser history of user accessing websites 
within the timeframe of interest

• Files located in the browser cache folder

– C:\Users\<username>\AppData\Local\Microsoft\Wind
ows\Temporary Internet Files\

– C:\Users\<username>\AppData\Local\Microsoft\Wind
ows\Temporary Internet Files\Low



Malware Root Cause 
Analysis in Action

Internet Activity

• Files located in the cookie folder

– C:\Users\<username>\AppData\Roaming\Microsoft\W
indows\Cookies

– C:\Users\<username>\AppData\Roaming\Microsoft\W
indows\Cookies\Low



Malware Root Cause 
Analysis in Action
1st Delivery Mechanism

• Examining system activity in timeline

– Internet activity (file and folder activity for browser)

Timezone is UTC



Malware Root Cause 
Analysis in Action
1st Delivery Mechanism

• Examining system activity in timeline

– Internet activity (file and folder activity for browser)

Timezone is UTC



Malware Root Cause 
Analysis in Action
1st Delivery Mechanism

• Examining system activity in timeline

– Internet activity (file and folder activity for browser)

Timezone is UTC



Malware Root Cause 
Analysis in Action

Source

• Internet

Artifacts

• Cached compromised or malicious webpage

– Internet Explorer

• C:\Users\<username>\AppData\Local\Microsoft\Windows\T
emporary Internet Files\Content.IE5 \random_folder



Malware Root Cause 
Analysis in Action

Source



Malware Root Cause 
Analysis in Action

Source



Malware Root Cause 
Analysis in Action

Source



Malware Root Cause 
Analysis in Action

Source





Malware Root Cause 
Analysis in Action

• Didn’t Solve the Problem 

–Only Solved the Symptom



Malware Root Cause 
Analysis in Action

• This is What Needs to Be Solved 



TIME TO WIN 
SOME CANDY



Spot the Root Cause #1

• Program execution (prefetch files) revealed 



Spot the Root Cause #1

Timezone is UTC



Spot the Root Cause #2

• Program execution (shim cache) revealed



Spot the Root Cause #2

Timezone is UTC



CONCLUSION



Remember the two benefits of failure. 

First, if you do fail, you learn what 
doesn't work; and 

second, the failure gives you the 
opportunity to try a new approach.

~ Roger Von Oech
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