New York State Office of Information Technology Services
Request FORM FOR REMOTE VPN Access TO THE DCN ADMINISTRATIVE LAN
06/26/2012

REQUESTER INSTRUCTIONS
1. Enter all information necessary to complete the request; SRMO will return all incomplete forms.
a. Save the request form in MS Word “.doc” FORMAT ONLY.  MS Word “.docx” formatted forms are not accepted.
b. PDF hand signed forms are NO LONGER ACCEPTED. 

2. The electronic signature of the higher level Authorizer is REQUIRED (see SIGNATURES section below).
a. Office For Technology (OFT)
i. Appropriate Director, Deputy, or Designee and signed in the OFT Authorizer box. 
b. Customer Agency
i. Customer Agency ISO in the Customer Agency Authorizer Electronic Signature box 
3. Submit all requests to the OFT Information Security Office (ISO) at  OFT.SM.ISO@CIO.NY.GOV
4. Save and distribute to the user a copy of the “New York State Chief Information Officer/Office For Technology Terms for Remote VPN Access to the DCN Administrative LAN” which is available on the OFT web site.  (http://cio.ny.gov/forms/SupFrmVPNAccess.htm) 
5. When requesting the same access for more than two users, use the multi-user SPREADSHEET.  The spreadsheet is available on the OFT web site (http://cio.ny.gov/forms/SupFrmVPNAccess.htm) and on the CIO/OFT inside (http://inside.oft.state.nyenet/forms/other.htm).
AUTHORIZING SIGNATURES
By signing this request form, the user’s Agency Authorizer acknowledges that the user’s job duties require the type of access indicated, and as their supervisor/authorizer: 

a) Will request removal of such access when no longer needed

b) Will monitor the user’s compliance with CIO/OFT User Responsibilities and Acceptable policy 

c) Acknowledge their understanding of the CIO/OFT User Responsibilities and Acceptable Use requirements, and where applicable, agree to be in compliance to install and maintain recommended Antivirus and Firewall Software to safeguard the network from virus attacks.
Complete all USER REQUEST INFORMATION; incomplete forms will be returned
USER REQUEST INFORMATION 
Agency*:                      





Division*:                 

*NOTE: For OFT personnel only, please select from one of the following divisions: OFT-ISO, OFT-Mainframe, OFT-Telecom, OFT-NetQA, OFT-FileManagement, OFT-LDAP, OFT-UNIX, OFT-DNS, OFT-CNS, OFT-Network, OFT-ESM or OFT-IATS    


User’s Last Name:               
   First Name:                                MI:                

Check One:
 FORMCHECKBOX 
  Computer Operator
 FORMCHECKBOX 
 System Programmer        FORMCHECKBOX 
 Technicians/Administrators  

Other       (Please specify)

Check One:
 FORMCHECKBOX 
 Contractor
 FORMCHECKBOX 
 State Employee


Check One:
 FORMCHECKBOX 
 Non-State Equipment
 FORMCHECKBOX 
 State Issued Equipment

Check One:
 FORMCHECKBOX 
 ADD
 FORMCHECKBOX 
 DELETE
 FORMCHECKBOX 
 CHANGE
 FORMCHECKBOX 
 DISABLE
 FORMCHECKBOX 
 ENTITLEMENT ONLY





(add users to existing resources ONLY)
Supply user’s current NYSDS User ID:                   
JUSTIFICATION
Please provide a brief justification of the employee’s job duties, which establishes the need for the access requested:      
Type of VPN Access Requested For DCN Administrative Network:
[image: image1.wmf]Client VPN
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 CONTROL Forms.OptionButton.1 [image: image3.wmf]Both Client & SSL 

VPN


Indicate If User(S) Need A Local Server Administrator Account Created:

 FORMCHECKBOX 
 Yes, create local server administrator account(s)



FOR ALL DELETION REQUESTS, INDICATE IF LOCAL SERVER ACCOUNTS NEED TO BE DELETED

 FORMCHECKBOX 
 Delete local server administrator account(s) 
Use the TABLE below to list server names, IP addresses, Agency groups (i.e. OFT-IATS), ports and services that the application uses or the user will need to access; fill out completely.
· Provide a brief description or diagram of the application data flow and any other pertinent details not otherwise specified. 
· If access requires client software, identify the client software and any licensing considerations associated with its use.

INSTRUCTIONS


(1)
When you complete the table, do not provide host names.  Supply only server names, IP addresses, Agency Groups or subnets with accompanying subnet masks.  CIO/OFT cannot configure firewall policies based on host names, only server names and IP addresses.  

(2)
Source designates the Agency and Division that is initiating the connection request (i.e. OFT-IATS). Destination designates the host that accepts the connection from the source. 

(3)
For Port, specify the number, not the name, of the port.  This field is only necessary if the connection uses TCP or UDP.  If the port is TCP- or UDP-based, then “TCP” or “UDP” must be specified.

(4)
Omit return traffic from the destination IP address to the source IP address.

	Agency & Division of Source (agency group)
	Indicate Client VPN, SSLVPN or BOTH
	Server names and IP Address(es) of Destination or Subnet
	Destination 
Port #
	Protocol  or Service
(TCP, UDP, ICMP)

(TS/SSH/Web/Telnet/FileShare
	Description of Service or Share Location


     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
If Terminal Server Software Is Required Please Select Software From Below:
 FORMCHECKBOX 
  Putty
 FORMCHECKBOX 
  WinSCP
Other (please explain):      
For new client or SSL VPN requests provide a brief description of the application data flow or attach a diagram.  If your access requires client software, please identify the client software and any licensing consideration associated with its use:       
The electronic signature of the higher level Authorizer is REQUIRED. 
For customers, the Authorizer must be the agency ISO, for OFT this must be the appropriate Director or Deputy.
Customer Agency Authorizer (Information Security Officer or Designee)

This request has been reviewed and approved according to our agency procedures.  These individuals meet Trust Level 3 Identity Verification Procedures as agreed upon with the OFT/ISO and can be granted Remote VPN Access to the DCN Administrative LAN.  I will file these documents and only permit access as defined in the user access request form.

OFT Authorizer (Deputy, Director, or Designee):      
Date (required):       
Customer Agency Authorizer Electronic Signature (required):      
Date (required):       
Agency (required):      
Agency Address (required):      
Agency Phone (required):       

For CIO/OFT Use Only:

Date Received By CIO/OFT SRMO:            Request Number Assigned As:      
FOR INCOMPLETE REQUESTS: 

Date Returned To Agency Authorizer:      
Reason:      
Date Resubmitted to CIO/OFT SRMO:      
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Enter Authorizer Password

Enter Authorizer Password


Date SRMO Signed:      
Date Request Sent To VPN Request Group:      
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