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TO BE GIVEN TO USER

I. INTRODUCTION
The Office of Information Technology Services’ connection to the internet exists to facilitate the official work of the NYS Office of Information Technology both internally and through remote access to that network.  Remote access connections and services through the Internet are provided for workforce and third parties legitimately affiliated with the NYS Office of Information Technology Services for the efficient exchange of information and the completion of assigned responsibilities with the ITS statutory purposes.
The use of these remote access connections and services by any ITS authorized ITS employee or ITS authorized contract employee must be consistent with the Acceptable Use Procedures and all relevant security policies, particularly the User Responsibility when using OFT Information Technology Systems and the Protection of OFT’s Information Assets.

II. DEFINITIONS AND RESPONSIBILITIES
Third parties (‘Non-ITS workforce’) – Anyone directly, or indirectly providing goods and services to ITS who is not under the direct control of the agency (see workforce below).
Remote access requestor – Person who initially requested remote access be granted to state workforce or third party.

Remote access authorizer – ITS employee responsible for initially authorizing remote access be granted to workforce or third party.

User – An individual who has been duly authorized by a remote access authorizer for remote access to ITS managed or operated systems.

Workforce – State employees and other persons whose conduct, in the performance of work for a NYS agency, is under the direct control of the agency, whether or not they are paid by the agency.

III. PRINCIPLES OF ACCEPTABLE USE
Each NYS Office of Information Technology Services network remote access user is required:

· To respect the privacy of other users, for example, users shall not intentionally seek information on, obtain copies of, or modify files or data, belonging to other users, unless explicit permission to do so has been obtained.

· To respect the legal protection provided to programs and data by copyright and license.

· To protect data from unauthorized use or disclosure as required by state and federal laws and agency regulations.

· To respect the integrity of computing systems:  for example, users shall not  use or develop programs that harass other users or infiltrate a computer or computing system and/or damage or alter the software components of a computer or computing system.

You have the following core responsibilities when using ITS systems:
· Preserve and protect NYS’s Information Technology (IT) assets in a consistent and reliable manner.

· NYS’s IT assets can be broken into two categories:  physical and information.  Physical assets are the tangible items, such as workstations, computer print outs, diskettes, computer servers, etc.  Information assets are intangible, but include passwords, software, data, etc.

Key ways for you to protect ITS’ Information Technology assets include:

· Change and protect passwords.

· Securely dispose of any paper and other ‘output’.

· Do not load non-authorized ITS software.

· Only connect to the Internet for authorized purposes via the ITS network (i.e., not through a modem).

· Do not share user-ids and passwords with any person.

· Do not allow others to use your computer session:  log-off your computer when you walk away. (A screen saver can prevent confidential information from being viewed by someone who does not have a need to know).

· Use systems solely for their intended purposes.  Examples of misuse could include sending offensive material through e-mail, viewing inappropriate Internet sites, and allowing unauthorized persons to use your PC.  

· Use NYS systems for the furtherance of NYS objectives and not for personal gain.

· Comply with all relevant federal and state laws, rules, and regulations.

· Access only systems and information to which you have been authorized, for purposes that have been authorized.

· All unauthorized use of, or access to, systems is prohibited.

· You must respect copyright and license protections as described in ITS Policy.

Effective password management is integral to protecting ITS’ systems and information.  You must protect your password by complying with password management best practices that include but are not limited to the following:

· Do not write down passwords.
· Use passwords that are not easily guessed or subject to disclosure through a dictionary attack.

· Keep passwords confidential – do not share individual passwords with another user.

· Change passwords at regular intervals (as a minimum every 90 days).

· Change temporary passwords at the first logon.

· Do not include passwords in any automated logon process, e.g., stored in a macro or function key, web browser or in application code.

· Passwords should be at least 8 characters long and contain a mix of alphabetic, numeric, special, and upper/lower case characters.

· Password must not be the same as user-id.

· Do not record a pass phrase or PIN on the hardware authentication token.

· Accounts and passwords are not to be shared with any other person.

· Ensure that unauthorized users are not permitted to use your access to the state’s internal network via the remote access connection.

IV. REMOTE LOGON – LEGAL WARNING AND ACCEPTANCE
When a user logs onto a NYS Office of Information Technology supplied computer they are presented with a legal warning.  The legal warning is also presented when the user establishes remote access to the NYS Office of Information Technology network.

Warning: This system and all data on it are the property of the New York State Office of Information Technology.  Unauthorized use or attempted unauthorized use of this system is not permitted and may constitute a federal or state crime.  Such use may subject you to appropriate disciplinary and/or criminal action. Use of this system is only permitted under the auspices of the New York State Office of Information Technology.

Use is limited to conducting the official business involving the Office of Information Technology. Any use, whether authorized or not, may be monitored, intercepted, recorded, read, copied, accessed or captured in any manner and used or disclosed in any manner, by authorized personnel without additional prior notice to users. Users have no legitimate expectation of privacy during any use of this system or in any data on this system.

Use, whether authorized or unauthorized, constitutes express consent for the Office of Information Technology to monitor, intercept, record, read, copy, access or capture and use or disclose such information.

If you proceed with system logon, it will mean that you have read and accept the above terms and conditions.

V. Unacceptable Use

Notwithstanding the boundaries on usage as described in the section on acceptable use, the following are prohibited as being contrary to New York State’s values and objectives.

It is not acceptable to use NYS Office of Information Technology Services network remote access to:

· write personal communications in a manner that could reasonably be interpreted as official state or ITS policies;
· conduct outside employment or self-employment activities or engage in private marketing, private advertising of products or services or other similar activities;
· harass others;
· engage in political activity or the solicitation for or promotion of any religious, political or personal cause;
· store, communicate, display or view obscene, racist, sexist, threatening, harassing or otherwise objectionable electronic communications, images or sounds;
· view, display or send pornographic materials;
· sign up for personal services, including but not limited to dating or horoscope services;
· visit or engage in conversations in “chat rooms,” “bulletin boards” or similar electronic communication facilitators;
· mass distribute any communication, including ‘chain’ letters; or
· engage in online gambling activities
Union use of ITS systems is governed by the applicable collective bargaining agreements or side-letters thereto.
VI. User Rights

Pursuant to the Electronic Communications Privacy Act of 1986 (18 USC 2510 et. seq.), notice is hereby given that there are NO facilities provided by this system for sending or receiving private or confidential electronic communications.  System administrators have access to all mail and user access requests, and will monitor messages as necessary to assure efficient performance and appropriate use.  Messages relating to or in support of illegal activities will be reported to the appropriate authorities.  

· The NYS Office of Information Technology Services reserves the right to log network use and monitor file server space utilization by users and assumes no responsibility or liability for files deleted due to violation of file server space allotments.  

· The NYS Office of Information Technology Services reserves the right to remove a user account from the network.  

· The NYS Office of Information Technology Services will not be responsible for any damages.  This includes the loss of data resulting from delays, non-deliveries, or service interruptions caused by negligence, errors, or omissions.  Use of any information obtained is at the user’s risk.

· The NYS Office of Information Technology Services makes no warranties, either expressed or implied, with regard to software obtained from this system.  

· The NYS Office of Information Technology Services reserves the right to change their policies and rules at any time.  

· The NYS Office of Information Technology Services makes no warranties (expressed or implied) with respect to remote access services, and it specifically assumes no liabilities/responsibilities for:

1. The content of any advice or information received by a user outside NYS or any costs or charges incurred as a result of seeking or accepting such advice.
2. Any costs, liabilities or damages caused by the way the user chooses to use his/her Agency’s remote access.
3. Any consequences of service interruptions or changes, even if these disruptions arise from circumstances under the control of the NYS Office of Information Technology Services.  The NYS Office of Information Technology Service’s remote access services are provided on an as is, as available basis.
VII. Security incident Reporting

You must report any observed, attempted, or suspected security incidents to the ITS ISO, via your supervisor and/or Customer Care Center (CCC), as quickly as possible.   

Examples of Security Incidents 

Incidents can include the following:

· Damage to equipment, facilities or utilities. 

· Defacement of an agency website. 

· Theft, loss, or misplacement of media containing confidential/highly restricted information. 

· Theft, loss of equipment, or unauthorized removal of computer equipment, including Blackberries, Palm Pilot, or other portable devices.

· Inappropriate use of the computing environment.  This includes any proscribed activities detailed in this policy, such as downloading pornography or running a personal business. 

· Unauthorized access or attempted unauthorized access to information/computing resources.

· Unauthorized disclosure of information.

· Computer Virus.

Suspected computer viruses

If you suspect infection by a virus:

· STOP using the computer;

· Do NOT shut-down the involved computer;

· Note the symptoms of the problem and any messages appearing on the screen;

· Call the CCC;

· Do NOT attempt to eradicate a computer virus from your system unless instructed to by a systems administrator.  This communication will help minimize damage to data files and software, as well as ensure that information needed to detect a re-infection has been recorded.

VIII. Enforcement and Violations

This policy is intended to be illustrative of the range of acceptable and unacceptable uses of the remote access connections and services and is not necessarily exhaustive.  Questions about specific uses related to security issues not enumerated in this policy statement and reports of specific unacceptable uses should be directed in writing to the Office of Information Technology Services’ Information Security Officer. Questions about appropriate use should be directed to your Office of Information Technology Services supervisor.

Alleged breaches by users should be brought to the attention of the Office of Technology Services’ Information Security Officer for further action.  The appropriate Legal Affairs and Human Resources offices will be made aware of breaches of security to consider further disciplinary action.  This Office of Information Technology Services will review alleged violations of the ITS - VPN User Responsibilities and Acceptable Use requirement on a case-by-case basis.

Users should be made aware that breaches of security and computer abuse are subject to civil liability and criminal penalties.  For example, if a client establishes that he/she suffered economic loss because of the wrongful disclosure of his/her name or program status to a third party, he/she may seek to recover the loss from the ITS or the user.  If it is established that a user making a disclosure knew that the disclosure was inappropriate, there would likely be no recovery against the ITS, but the user could be held liable for the economic loss and for punitive damages, could be terminated from employment, and could be prosecuted for the crime of Official Misconduct.

XI. Amendments to this Agreement

ITS reserves the right to amend this agreement at any time.  We may want to consider having a centrally available document (say on the intranet site) that outlines these procedures. It may be a more manageable way to ensure the current standards are known and available. It is the remote access requestor’s responsibility to ensure that changes are communicated to the users within their organization and promptly implemented.
