Appendix A – Request for Information Questions/Response Template

** Important **

All responding vendors must answer the questions and respond to each item identified in the table below. When responding to the specific questions below, vendors should cite the question number in each of their responses. 

** Please incorporate the following in your responses **

To reduce cost, risk, project time and duration, as well as migration efforts, NYS requests respondents consider re-use of current IAM investments, where possible, as described in Section 2.2 Current Environment.  Where vendors have an EIAM component or solution they believe is superior to an existing component or provides an advantage to NYS, they should explain why and how their proposed solution or solution component would better meet the goals and objectives in the NYS EIAM initiative.  Vendors are encouraged to respond with technical, business process and cost savings related evidence to support proposals to replace any of the existing current environment components.  Vendors are reminded, however, that it is the goal of the RFI to understand what EIAM vendors have to offer that will complement the existing environment, where possible, and replace only where needed and justified.  Additionally, respondents are asked to address how the proposed EIAM solution would maintain the current business operations while moving towards a single EIAM solution. 

Please provide the following in the space provided below:
1. Company name, address, phone number and contact person.

2. Description of respondent’s experience(s) with EIAM projects in the public sector. Please include the name and address of the organization with which you have had this experience, if not otherwise prohibited by law or contract.

3. Description of the respondent’s experience(s) in projects that is similar in scope and size as NYS.  Please include lessons learned, both positive and negative. Please include the name and address of the organization with which you have had this experience.

	Vendor Background Information and Overview

	


	#
	Vendor Questions

	Ability to leverage existing IAM investments (1)

	1-1
	Describe if and how your solution could sit as a service layer to support both existing and new IAM components such as directories, web servers and application servers.  Please reference section 2.2 of the RFI to reference existing components.

	1-1 Answer
	

	1-2
	Describe how your solution might interface with existing NYS IAM systems, such as the systems described in section 2.2 of the RFI and which specific FICAM standards and protocols could be used.  



	1-2 Answer
	

	1-3
	Where you have deployed your EIAM solution, describe specifically how your solution was able to complement existing IAM components and how it could complement NYS existing components, as described in section 2.2 of the RFI?

	1-3 Answer
	

	1-4
	What kind of integration strategy do you recommend for including future systems such as NYS’ E-Licensing http://www.budget.ny.gov/contract/eLicensing/rfp_eLicensing.html to use your proposed EIAM solution?

	1-4 Answer
	

	1-5
	What additional software and hardware would participating State entities require if your proposed EIAM solution or improvements were adopted? 

	1-5 Answer
	

	1-6
	Which web SSO systems does your proposed EIAM solutions support and interoperate with?

	1-6 Answer
	

	Digital Identity  Management (2)

	2-1
	How does your proposed solution provide or improve the following services?

· Provisioning and de-provisioning of user accounts

· Provisioning and de-provisioning  of credentials 

· Provisioning and de-provisioning  of access rights

Description shall include the mechanisms for requesting new accounts and access and the process for providing for the integrity and non-repudiation of the request, including the proof of identity that will be used.

	2-1 Answer
	

	2-2
	What is the functional and technical architecture of your proposed solution?  Provide a complete description of each major component, its purpose and role in the overall solution. 

	2-2 Answer
	

	2-3
	It is the desire of NYS to provide authentication services from a central NYS enterprise service standpoint.  Describe how your proposed solution could accomplish this and would ensure that each user within the enterprise who participates in the EIAM solution will be represented by a unique identifier.  Describe how this unique identifier will guaranteed unique and will only ever be associated with one individual throughout the live cycle of the account.

	2-3 Answer
	

	2-4
	How does your proposed solution support the need for periodic re-certification of identity based on various levels of trust and associated re-certification rules?  Please provide details on the technical as well as procedural controls that might be necessary to support this need.

	2-4 Answer
	

	2-5
	How does your proposed solution support or improve self-service identity validation and onboarding? If it is a knowledge-based solution, please describe how 3rd party database will be incorporated. 

	2-5 Answer
	

	2-6
	Describe any capabilities your proposed solution has to leverage self-service identity validation for each of the trust levels identified in the NYS Trust Model.

	2-6 Answer
	

	2-7
	How does your proposed EIAM solution ensure that any identity-management model can be expandable to include new forms of identity verification and assertions?

	2-7 Answer
	

	2-8
	How does your proposed solution implement or improve the administration of accounts and access rights?  Does the solution allow for centralized and delegated approaches?

	2-8 Answer
	

	2-9
	How closely does your proposed solution follow the FICAM Services Framework for Digital Identity?  

Please fully explain  how each of the following of FICAM’s Framework Services can be supported in your proposed EIAM solution:

· Identity Proofing

· Vetting

· Adjudication

· Digital Identity Lifecycle Management

· Linking/Association

· Authoritative Attribute Exchange

	2-9 Answer
	

	Authentication (3)

	3-1
	Describe your solutions ability to support the following authentication types as well as any additional authentication types:

· Password

· Soft-token

· Hard-token

· Bio-metric

· Adaptive

· Certificate

· Out of band mobile device

Where appropriate, state whether your solution complies with NIST SP 800-63-1 and FIPS 201

	3-1 Answer
	

	3-2
	How closely does your proposed solution follow the FICAM Services Framework for Authentication?  

Please fully explain how each of the following of FICAM’s Framework Services can be supported in your proposed EIAM solution:

· Credential Validation

· Biometric Validation

· Session Management

· Federation

	3-2 Answer
	

	Credential Management (4)

	4-1
	What business, adoption and technical issues should be considered for the inclusion of multi-factor authentication within your proposed EIAM solution or improvements?

	4-1 Answer
	

	4-2
	If your EIAM solution supports credentials and authentication mechanisms beyond those addressed in NIST SP 800-63-1, please elaborate on each of those capabilities.  Examples of such capabilities might include but not be limited to:

· PKI services

· Digital Certificate based authentication

· Digital signature capabilities

· Web Services authentication capabilities 

	4-2 Answer
	

	4-3
	For each of the various authentication types your solution supports from NIST 800-63-1, please provide specifics on each authentication type including any limitations on solutions supported or special needs/equipment needed for any given solution to work with the existing NYS components.  

	4.3 Answer
	

	4-4
	Describe how your proposed solution supports or improves the online non-commercial interaction between Government organizations, departments, and authorities and other Government organizations, departments, and authorities (Government to Government or G2G) and the credentialing and de-credentialing of government users who must be administered by the entity/agency by which the user is employed.   This includes the establishment of identity and the issuance, management and revocation of credentials across all levels of government (Federal, State and Local).  Describe how your solution comports with best practices in supporting or improving G2G identity and access management.

	4-4 Answer
	

	4-5
	Describe how your proposed solution supports or improves Government to Business (G2B) and the credentialing and de-credentialing of business partner users who must be administered by an external entity/agency that employs or authorizes the business partner user.   Your response should include a description of the establishment of identity and the issuance, management and revocation of credentials for business partner employees both within and outside of NYS.  Describe how your solution comports with best practices in supporting or improving G2B identity and access management.

	4-5 Answer
	

	4-6
	Describe how your proposed solution supports or improves Government to Citizen (G2C) and the credentialing and de-credentialing of citizen users.   Your response should include a description of the establishment of identity and the issuance, management and revocation of credentials for citizens.  Describe how your solution comports with best practices in supporting or improving G2C identity and access management.

	4-6 Answer
	

	4-7
	Describe how your proposed solution supports or improves Internal Efficiency and Effectiveness (IEE) and the credentialing and de-credentialing of internal agency users.   Your response should include a description of the establishment of identity and the issuance, management and revocation of credentials.  Describe how your solution comports with best practices in supporting or improving IEE.

	4.7 Answer
	

	4-8
	How does your proposed EIAM solution enable or improve web based SSO?  



	4.8 Answer
	

	4-9
	How closely does your proposed solution follow the FICAM Services Framework for Credentialing?  

Please indicate how each of the following of FICAM’s Framework Services can be supported in your proposed EIAM solution:

· Sponsorship

· Enrollment/Registration

· Issuance

· Credential Lifecycle Management

· Self-service

	4.9 Answer
	

	Authorization and Access (5)

	5-1
	How closely does your proposed solution follow the FICAM Services Framework for Authorization and Access? Please indicate how each of the following of FICAM’s Framework Services can be supported in your proposed EIAM solution:

· Backend Attribute Retrieval

· Policy Administration

· Policy Decision

· Policy Enforcement

	5-1 Answer
	

	 Privilege Management (6)

	6-1
	It is the desire of NYS to provide authorization services at the local agency or entity level. Describe how your proposed solution enables decisions about access to information resources to be made and administered by the owner of the resource.  This includes determinations of levels of access to be granted to specific users, to specific roles to which users may be assigned, or both.  In this response, be sure to address G2C, G2B and G2G use cases.

	6-1 Answer
	

	6-2
	How does your proposed solution provide features to support the monitoring and management of the following?

· Authentication attempts

· Locked accounts

· Disabled and expired account

· Lost credentials 

	6-2 Answer
	

	6-3
	How closely does your proposed solution follow the FICAM Services Framework for Privilege Management?  

Please indicate how each of the following of FICAM’s Framework Services can be supported in your proposed EIAM solution:

· Account Management

· Bind/Unbind

· Provisioning

· Privilege Administration

· Resource Attribute/Metadata Management

	6-3 Answer
	

	Availability (7)

	7-1
	How does your proposed EIAM solution support or improve high availability and high performance configurations?  
Describe in detail the type of infrastructure that would be necessary for your proposed EIAM solution in order to support a highly available solution.  Please provide quantitative load test data that can demonstrate the scalability of proposed solution in the NYS environment.

	7-1 Answer
	

	7-2
	Does you proposed EIAM solution include a portal component that would enable a user, once authenticated to realize and be able to access any of the various applications for which they have access to? Is your solution JSR-286 compliant?

	7-2 Answer
	

	7-3
	How does your proposed EIAM solution address the ever increasing mobile workforce and constituency?  

Address specifically how your proposed EIAM solution could support access controls on mobile devices or utilize mobile devices as part of the EIAM solution.

	7-3 Answer
	

	Federation (8)

	8-1
	Explain how Identity Federation does or does not fit into your proposed EIAM solution.



	8-1 Answer
	

	8-2
	If Federation is part of your proposed solution describe specifically how your solution incorporates or supports Federation, including all application environments where your solution is certified to work.  In particular, describe how your solution interoperates with Windows Active Directory?

	8-2 Answer
	

	8-3
	If Federation is not part of your proposed solution, can 3rd party Federation services be utilized by your proposed solution?  If yes, can you provide examples of where this has been done?

	8-3 Answer
	

	8-4
	If your solution makes use of Identity Providers, describe their role in the proposed EIAM solution and what is necessary for an entity to act in this role from a process and technology standpoint.

	8-4 Answer
	

	8-5
	If your solution makes use of Service Providers (identity consumers), describe their role in the proposed EIAM solution and what is necessary for an entity to act in this role from a process and technology standpoint.

	8-5 Answer
	

	Governance (9)

	9-1
	Describe any business processes that NYS will need to have in place if your proposed solution is implemented.  Be sure to address business processes related to G2C, G2B and G2G use cases.

	9-1 Answer
	

	9-2
	Describe the governance models or best practices you prescribe if your EIAM solution were to be adopted in NYS. Please describe successful EIAM governance models that you have had experience with while implementing EIAM solutions.  Include names of organizations and contact information if not otherwise prohibited by law or contract.

	9-2 Answer
	

	Security, Auditing and Reporting (10)

	10-1
	Describe how your proposed EIAM solution provides or improves the following security controls and where it provides them:

· Confidentiality

· Non-repudiation

· Integrity

· Accountability

· Availability

	10-1 Answer
	

	10-2
	If your EIAM solution contains any controls for active monitoring or identity theft and fraud prevention please describe those controls and the capabilities they provide.  If your solution does not contain these controls but you have recommended best practices in this area, please provide those best practices and recommendations. 

	10-2 Answer
	

	10-3
	What audit, logging and reporting capabilities does your  EIAM solution support, if any?  If your EIAM solution does not support any audit, logging and reporting capabilities, please respond accordingly.

	10-3 Answer
	

	10-4
	Does your solution support the use of 3rd party log automation (collection and reporting) or does it provide a native solution?

	10-4 Answer
	

	10-5
	How closely does your proposed solution follow the FICAM Services Framework for Auditing and Reporting?  
Please indicate how each of the following  of FICAM’s Framework Services can be supported in your proposed EIAM solution:

· Audit Trail

· Reports Management

	10-5 Answer
	

	Compliance (11)

	11-1
	Which FICAM relevant identity standards does your proposed solution support?

	11-1 Answer
	

	11-2
	Do you have experience in implementing EIAM solutions that comply fully or in part with the following?  If so, please provide a brief explanation on how the proposed solution would support them.
· Federal Identity, Credential and Access Management (FICAM) Roadmap and Implementation Guidance, Version 2.0 (http://www.idmanagement.gov/documents/FICAM_Roadmap_and_Implementation_Guidance_v2%200_20111202.pdf )
· NYS Identity Trust Model (http://www.cio.ny.gov/policy/NYS-P10-006.pdf)

· NIST Special Publication 800-63-1, Electronic Authentication Guideline, December 2011 

· NYS OCS Information Security Policy (http://www.dhses.ny.gov/ocs/resources/documents/Cyber-Security-Policy-P03-002-V3.4.pdf)

· DEA Requirements for Electronic Orders and Prescriptions (e-CFR Title 21: Food and Drugs, Part 1311 Requirements for Electronic Orders and Prescriptions) - http://www.gpo.gov/fdsys/pkg/CFR-2011-title21-vol9/xml/CFR-2011-title21-vol9part1311.xml#seqnum1311.02 
· NYS Accessibility of Web-Based Information and Applications (http://www.cio.ny.gov/policy/NYS-P08-005.pdf)

· FIPS 201 (http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chng1.pdf)


	11-2 Answer
	

	EIAM Support Considerations (12)

	12-1
	What organizational structure / roles / responsibilities are recommended for managing the proposed EIAM solution after implementation?  

	12-1 Answer
	

	12-2
	What is the level of support from NYS and required skill sets that would be necessary to support the proposed EIAM solution initially and once established?

	12-2 Answer
	

	Past experience with EIAM projects of similar size and scope (13)

	13-1
	Where your EIAM solution has been adopted in other states, identify best practices from this adoption that NYS can learn from and describe how you would incorporate these best practices into the proposed NYS EIAM solution?

	13-1 Answer
	

	13-2
	What other states have adopted your EIAM solution?

If NYS can speak with any representatives from these states, please provide contact information.

	13-2 Answer
	

	13-3
	What experience do you have in assisting customers with adoption of EIAM solutions that are similar in size to the one NYS is considering?

	13-3 Answer
	

	13-4
	What specific challenges do you see, based on prior experience and information provided in this RFI, with implementing an EIAM solution in NYS?

	13-4 Answer
	

	13-5
	What unique qualifications does your staff have that make them ideally suited for developing and implementing the type of EIAM solution described in this RFI?

	13-5 Answer
	

	13-6
	What sets your proposed EIAM solution apart from other vendor’s solutions in this space?

	13-6 Answer
	

	Cryptography (14)

	14-1
	How closely does your proposed solution follow the FICAM Services Framework for Cryptography?  

Please indicate how each of the following of FICAM’s Framework Services can be supported:

· Encryption/Decryption

· Digital Signature

· Key Management

	14-1 Answer
	

	General (15)

	15-1
	Describe what you see as the future of EIAM and SSO.  Please include the specific technologies and approaches you see as becoming the dominate architecture in the future. What measurements should NYS take to ensure future technologies can be easily integrated into your proposed solution?

	15-1 Answer
	

	15-2
	Describe how your proposed solution supports different operating systems, web application environments and network topologies that exist within NYS.

	15-2 Answer
	

	15-3
	Where your EIAM solution has been deployed at similar sized environments that contain a variety of existing IAM solutions, how much custom development and professional services effort is typically needed?

	15-3 Answer
	

	15-4
	Do you have a recommended Reference Architecture (template EIAM architecture) for your EIAM solution and could you provide NYS with a copy? Please compare and contrast the best-of-breed approach vs. a tightly integrated suite of products provided by a single vendor.

	15-4 Answer
	

	15-5
	Can you provide any examples where your propose solution is currently being used within a state and between that state and federal agencies? 

	15-5 Answer
	

	15-6
	Has NYS omitted any relevant areas or aspects of the EIAM solution?  Please provide any additional information here. 

	15-6 Answer
	


