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VPN Request Form Instructions for STATE owned computers ONLY
DO NOT USE THIS FORM TO REQUEST SSLVPN ACCESS

Agency Name: Enter Agency Name (example — ACCORD, Albany County)

Agency Code: Three digit code that has been assigned to the agency (example — P10, A01)

Site Name: Name of site where user works (example — Belfast 44 Main St., Albany 112 State St.)
Site ID: Three digit code that has been assigned to the site where the user works - (ex.— 5A5, 9H5)
Date of Request: Enter date request is submitted.

Requestor Last Name: Enter last name of individual submitting request.

Requestor’s First Name: Enter first name of individual submitting request.

Requestor’s User Id: Enter user ID of individual submitting request.

Requestor’'s Email Address: Enter the email address of individual submitting request.

Employee’s user name and ID requiring access or deletion: Enter name(s) of employee and ID for
each employee that access or deletion is being requested.

Access is to be: Added or Deleted: Place a check mark in the box for added or deleted. Use the
form for adding or deleting access. Do not combine addition and deletion requests on the same form.

Authorizing Organization/Agency has determined the employee’s job duties require remote

access to the HSEN and all Agency permissions have been satisfied: Read and Check the box if
the request is to ADD VPN access.

Authorizing Organization/Agency has determined the employee is a NYS agency Technical

user and requires IT Users Special Access for Disaster Recovery support purposes. Check the
box if the request is for a user who requires the special access that was set up for Information
Technology Users.

Computer is: The computer that will be used by the employee to access VPN. Select CIAB

(Connections In A Box) for Connections desktops, Other Workstation for all other state owned
desktops, and Notebook (laptop) for any state owned laptop.

Site Contact: Enter name of individual at the location where the computer will be used in case it is
necessary to contact them with questions or issues.

Site Phone Number: Enter phone number of person to contact regarding this computer..

Computer Serial Number/Service Tag: Enter Serial Number of computer that will be used for VPN
access.

Site Address: Enter the address where the computer accessing VPN will be located.

Justification: Enter reason why it is necessary to use VPN to access HSEN resources from outside

networks. Include the resource being accessed and a brief description of why this needs to be
accessed from outside.

Organizational Submitter: Enter the name of the person requesting remote access for the user. (This
is usually the person’s supervisor or the site LSA (Local Security Administrator))

Authorizing Individual: Enter the name of the person responsible for ensuring the individual requires
VPN access to perform their job duties and is authorized to request remote access.

Form Submission: Read the method of transmitting request and how the request is processed.
Please note that ONLY the Information Security Officer (ISO) should email this form to the OFTSEC
mailbox (oftsec@cio.ny.gov). All others should follow the submission procedures on the form.



USE THIS FORM FOR CLIENT VPN ACCESS FOR STATE OWNED COMPUTERS ONLY

VPN Access to the Human Services Enterprise Network Request

Agency Name:

®

Agency Code:

Site Name:

©

Site ID

©®

Date of Request:

®

Requestor Last Name:

®

Requestor's First Name:

©

Requestor’s User Id:

®

Requestor's Email Address:

@

Employee’s user name & IDs requiring access or deletion: (All users must have a valid entry in the NYSeMail global address list)

@

ADDED or DELETED

Access is to be: ®

Submission of this request form signifies that the employee to be granted VPN Access acknowledges understanding of the Acceptable Use
Policy and agrees to be in compliance, and to maintain recommended Antivirus and Firewall Software to safeguard the HSEN network from
virus attacks. Employees must agree to sign onto the network at least once a week for at least 15 minutes to receive Security Patches. It is
the Agency responsibility to submit this form to delete VPN access for individuals who no longer require access or have left the employ of the
Agency.

PLEASE “X" THE FOLLOWING ONLY ON REQUESTS TO ADD VPN access:

@ The authorizing Organization/Agency has determined the employee’s job duties require remote access to the Human Services Enterprise
Network and all Agency permissions have been satisfied.

@ The authorizing Organization/Agency has determined the employee is a NYS agency Technical user and requires IT Users Special
Access for Disaster Recovery support purposes.

Items pertaining to the Remote Access Location and NYS owned Computers only

@Computer is: CIAB Workstation Other Workstation Notebook (Laptop)

Site Contact: Site Phone Number:

© ® Q@

Computer Serial Number/Service Tag:

Site Address:

®

Please include a brief justification to support this individual’s need for VPN Access — i.e., what resources they will use it to access, what
functions will be performed, etc.:

®

Organizational Submitter:

O] ©)

Authorizing Individual:

*The site(s) are responsible for their commercial connectivity (Either Cable or DSL modems) installed, working, & configured along with any
necessary data communications equipment if using multiple PC’s. The connectivity, bandwidth, and/or data communications equipment is not
the responsibility of or supported by OFT/CNS.

FORM SUBMISSION #=7

State Agency requests must be submitted to their agency I1SO for review and approval. (Exception: OCFS requires Voluntary Agency and
Local District LSAs to submit this form to the ocfs.sm.comctrup mailbox.)

The Office for Technology’s Customer Networking Solutions will process the request and notify the employee once they have been granted
VPN access, with a cc to the ISO and requestor.

The notice will include instructions for obtaining and installing the VPN Client software. Please make sure you have read and adhere to the
“Remote User Acceptable Use Memo of Understanding” provided by your agency. If you have any problems with the installation of the
software please contact the Enterprise Help Desk at 1-800-697-1323.




