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Social media allows for greater information sharing and engagement with citizens and 
stakeholders by government entities. Still, there is no such thing as a free lunch, pitfalls, 
conflicts of interest and of course security issues must be addresses so that optimal value can 
be achieved, and unintended consequences avoided or mitigated. Current problems and 
approaches to social media are presented for various scenarios 
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Conclusion (First)  
•  Social media is only as valuable as its authenticity, integrity, and availability 

•  Social media interactions are FOIL/FOIA discoverable 

•  Government sponsored websites can provide these necessary requirements 

• .Gov , MIL, .EDU means something to users and employers  

•  Social media is an adjunct to other things 
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SOCIAL MEDIA 
CHALLENGES 



Freedom of Information Law
   Records: Defined broadly as any information in any physical form that is kept, held, filed, 
produced, or reproduced,  by, with or for a government agency. This can include: 
• State 
• City 
• County 
• Town 
• Village 
• Public Authorities  
• School Districts 

 
All of these Agencies are covered under FOIL 

 



Freedom of Information Law (Continued) 

 Personhood: FOIL does not limit to just people, it is a broadly defined term to justify the 
response to ANY request for information. 
• This could include robots, spam, spoofing attacks 
• Potential to cause DoS attack 
 
Requests to government agencies must be answered within 5 days 
 
Social media should be used by government agencies with caution 

• Any information captured from social media becomes FOIL-able, requiring that it be stored and 
maintained as official documentation 

• Subject to the laws of FOIL / FOIA information requests and therefore must be reported on 
• Origin can be unknown  



Freedom of Information Law (Continued) 

  

 Presumption of Access: All government agency records are accessible with the 
exception of some records, or portions of records within a series of exceptions.  
• Social media requires additional reporting 
 

•Reasonable Disclosure: Government agencies and employees have less privacy 
and more accountability than citizens, so any information within reason 
(excluding health information, social security numbers, etc.) is discoverable 



 TRUST ISSUES AND 
SOCIAL MEDIA 



http://YourAgencySite.ny.gov 

 .GOV   .MIL   .EDU   .ORG   .US?   .NET?   .COM?    .??? 



Government Trust:     
Establish Web Site using   .gov    .mil   .edu 

•Provides consistency 
•Permits availability and legitimacy 
•Facilitates user trust while removing the vulnerabilities 
common to private social media attacks 

•Creates accountability (FOIL/FOIA) 
  

Agencies must maintain a secure web site presence – with Social Media as a valuable adjunct –  



User Trust 
 

Trust – Trust as an element of information security on 
social media sites that is often let down.  
  
Once a user establishes an account and relies on the 
information of the social networking site, finding 
value in what they find, their usage will increase3.  
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http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=6027520&url=http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=6027520


User Trust (Continued)  
 Trust and Uncertainty Reduction Theory (2011) states:  

◦ “At this point, users have developed a belief that the information they find on 
the site is reliable and trustworthy, so they begin to trust the network itself, 
including servers, and hardware, and security measures.” 

 This relationship exists until a security breach is encountered, by 
then it is too late. Trust leads to confidence which is a downfall in 
social media itself due to security vulnerabilities. 
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Many Users cannot access Social Media 
Many people work for others 

Most employers BLOCK  or RESTRICT  Social Media access 

 Social Media sites are PRIVATELY OWNED  
◦ Rules change  
◦ Financial Interest 
◦ Information Released 
◦ Not trusted by many 
◦ May require participation or other for access 

 

  

Facebook is facing law suits over practices – SnapChat is under investigation for its policies and actions  



Recommendations 



Recommendations 



AS SOCIAL MEDIA 
GROWS MORE ATTACKS 

OCCUR 



“Aol Mail Hacked With Spoofed Accounts Sending Spam” – techcrunch.com 
 

“Target breach may have started with email phishing” – cbsnews.com 
 

“Attack on Yahoo e-mail may spawn more phishing scams” – USA Today  
 

“New York Times Hack Started With A Simple Email Scam” – buzzfeed.com  
 

 “Reports: Phishing attack hits Twitter” 
 

“Email 'phishing' attacks by hackers growing in number, intensity” 
    
“New Facebook Phishing Attack Steals Accounts, Financial Information” – PC Mag 
 

“WARNING: Twitter Phishing Scam Spreads by Direct Messages” 
 

  



  









Spoofing  
 How to Spoof an Email 
   
  

https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU


SQL Injection 
 

  

Mysql.com Vulnerable To Blind Sql Injection:  
◦Vulnerability which involves spoofing tactics to gain access 

to information4.  
 

◦ An error has occurred... 
 
You have an error in your SQL syntax; check the manual that corresponds to your 
MySQL server version for the right syntax to use near ''/contentPage.php?id=8''' 
at line 1 
 
 
This means the website is vulnerable to SQL Injection. 
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https://www.facebook.com/GirlsGetGoodMarksInComputerButBoysKnowHacking/posts/510649652305713


Technical Flaws: SQL Injection 
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Technical Flaws: SQL Injection5  
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https://www.shadowserver.org/wiki/uploads/Calendar/danmec.jpg


Technical Flaws: SQL Injection  

  

Mysql.com Vulnerable To Blind Sql Injection:  
 

•Through a series of sending true/false MySql queries to the website, an attacker determines the 
answers/vulnerability through error messages received to gain access to the database.  

•The attacker then uses this information to exploit the database information to insert malicious code, 
gaining access to user ID’s and passwords, modify website content, even shut down the My Sql 
Server and bypass login. 

•This is one of the most popular web application hacking methods. Can be done with free software 
and browser extensions/addons. 
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Technical Flaws: SQL Injection 
 

 SQL Injection Environment: Try it! 
◦ You will need: 

1.  SQL Map - http://sqlmap.org/ 

Install Tutorial - http://www.youtube.com/watch?v=LgfC8aTOkaY 
Testing SQL Injection - http://www.youtube.com/watch?v=-KxgHgYiEcw 
 

2.  Backtrack 5 - http://www.backtrack-linux.org/downloads/ 

 You can use in VM Virtual Box or Vmware 
 Install Walkthrough - http://www.backtracklinux.org/wiki/index.php/Install_BackTrack_to_Disk 

 Testing SQL Injection - http://www.youtube.com/watch?v=OmkxZBSGx98 
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MORE CASES/REAL 
LIFE EXAMPLES 



 The Boston 
Marathon Bombings 
(A Real Life Incident)  



 Social media sites change how we send and receive 
information, real time, and allows responders and officials 
to communicate with the public to provide instruction and 
seek help. 

  



How Social Media was used During the Boston Marathon Bombings 
Social media sites change how we send and receive information, real time, and allows responders and officials to 
communicate with the public to provide instruction and seek help. 
 

• Boston PD tweeted residents  
• FBI released suspect images  and tweeted “Bombing suspect may be driving  …plate  116GC7″.  
• JFK Library tweeted  “The fire in the building is out.” 
• Massachusetts Senator Scott Brown posted  statements on Facebook  
• U.S. Attorney’s Office District of Massachusetts tweeted information about the case 

 

http://abarbuto3.wordpress.com/2013/05/04/how-social-media-was-used-during-the-boston-marathon-bombings/ 



How Social Media Hindered the Search 
for the Boston Marathon Bombers 



Social Media and the Boston Marathon Bombing  

 

  

  

  

  

  

  

  

  

  

“Following the Boston Marathon bombings, one quarter of Americans reportedly looked to Facebook, 
Twitter and other social networking sites for information, according to The Pew Research Center…”  
   -Dina Fine Maron  (2013), The Scientific American  

  

  



 

• Police Scanner 

• False information that Police received from Twitter posted by Twitter users    

• 2 people marked as Terrorists 

Privacy Concern 



Aftermath  
  



In Emergency Situations  
◦ Emergency Requests  

◦ Companies are not legally required to comply with requests from Law Enforcement  
◦ Most companies have emergency hotlines to answer these requests  

 
◦ Twitter  

◦ Anonymous Tweeter posted tweets threatening to open fire at a New York Theater  
◦ Tweets from Tweeter  

◦ “I got 600 people on my hit list and that’s gonna be a mass murder for real”  
◦ Emergency Request was submitted  
◦ Twitter rejected the request  

◦ Did not fall within threat parameters  
◦ Police subpoena forcing twitter to comply with request and turn over information 

 



 SOCIAL MEDIA IN 
GENERAL 



Case Study: Engaging Social Media 

Flickr 
 
Twitter, 
Google  
Maps 
 
Ushahidi 
Facebook 

 
Sina-
Weibo 
 
 
Twitter 
 



Case Study: Engaging Social Media 
 
Sina-Weibo 
 
 
Twitter 
 
 
 
Twitter 
 
 
 
Twitter 
 
SMS, 
Social 
Networks 
 
Twitter 



Case Study: Engaging Social Media 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=9C6CErbqKQ7o2M&tbnid=lXesV9jewrciSM:&ved=0CAQQjB0&url=http%3A%2F%2Fwww.dailymail.co.uk%2Fnews%2Fartic
le-2024785%2FNorway-shooting-gunman-Anders-Behring-Breivik-filmed-Utoya-
massacre.html&ei=OTaKU8C7JaLjsASkzYDIDQ&bvm=bv.67720277,d.aWw&psig=AFQjCNFUO1ilAYWUFfVLSaF8wnEVc6dYEw&ust=1401652976407460 

- Witnesses on the 
island  hid, 
communicating via 
text messages 
 
- Breivik wore a 
fake police badge 
and uniform in the 
attack – this data 
was texted out by 
some there 
 
- People went  to  
Twitter, Google+ & 
live streaming for 
news on the story, 
many saying online 
news reports were 
faster than TV 

http://mashable.com/2011/07/22/oslo-bombing-google-plus/


Media outlet utilization 
by German participants 
in the tracking of E-coli 
(EHEC) outbreaks in 
2011 



 SOCIAL MEDIA 
CHALLENEGES 



Social Media Challenges  
•Government entities require government owned 
and operated websites that can be created and 
controlled to guarantee integrity and legitimacy.  

•Privately owned social media sites create an 
environment easily exploited by one individual who 
may have 50 accounts, thus creating identity issues. 

•Creators and Critics, at the top are not an accurate 
representation of the total population. 
Consequently, multiple accounts by the same 
individual can create the illusion that a topic is 
more widely accepted/represented than it really is.  



Social Media Threats 
 Safe and Reliable Service?  
•Social Media remains the top Phishing 
target. 

•Social Media accounted for 36% of 
Phishing attacks in 2013  

•From 2011-2012 Symantec recorded an 
81% increase in malicious attacks 

•FACT: YouTube hosts 100’s of tutorials 
on conducting SQL Injection, XSS, 
Phishing and many other attacks 

  



 HOW DO WE 
SOLVE THESE 
CHALLENGES?  



How do we protect 
ourselves from these 

attacks?  



Recommendations: Social Engineering 

  
 Phishing Scams – beware social media links or emails 
asking for passwords claiming to be from the provider. 
Social media providers never ask for your password. 
  
 Impersonation – know your ‘Friends list’ to avoid 
account hacking and identity theft. 
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Recommendations: Social Engineering 
 Clone Phishing – make sure you are navigating to https://www.facebook.com 
and not http://www.facebook.com or http://www.facelook.com   

 

Don't Be A Victim 

 

 Ensure that you see https://www.facebook.com and/or the padlock icon before 
the web address to ensure your connection is encrypted and the site is verified 
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Social Media Best Practices 
(Individual)  

 

•Create, manage Passwords6: Use strongest form of password which include very well 
mixed upper, lower and special characters along with numbers with minimum 12 
characters (secure password ex. “Ka1t3$JakX_8U0s@”).  
• Change passwords periodically.  
• Avoid dictionary-like words and use English characters for non-English language words to get 

best and hard to guess for hackers6. 

  

•Ensure you are always on secured version of  social media sites (https), even when 
redirected to third party websites, and specially when providing sensitive information 
to the site.  
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Social Media Best Practices 
 

•Be wary of free or open Wifi networks where password sniffers could located, 
even run from mobile phones. 

•Stay proactive rather than reactive. If vendors or partners asking for any 
confidential info like credit cards, research and find if they are following PCI-DSS 
compliances. 

•Read social media privacy policies. Do not trust the default settings and adjust 
your privacy options as desired. Disabling all options and open one by one as you 
use is the best way to go. 

•Think carefully about who you allow to become your friend and what you share 
with him. 
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What are 
companies doing to 

prevent these 
attacks?  



Twitter  



  

AOL  



 Top 5 clues to spot an email scam: 
◦ 1. Check the spelling 
◦ 2. Check who signed it 
◦ 3. DOES THE EMAIL SCREAM AT YOU IN ALL CAPS or have lots of !!!!!! at the end? 
◦ 4. The email has an executable attachment  
◦ 5. The email has a link to a Web site 
◦ One final word of advice: Never, ever respond to a spam email. By doing so, you confirm that your 

email account is active, and you'll likely be flooded with more spam. 

  

AOL Safety (From AOL Website) 



Facebook  



 Think before you click. 

 Watch out for fake Pages and apps/games. 

 Don't accept friend requests from people you don't know. 

 Pick a unique, strong password. 

 Never give out your login info (ex: email address and password) 

 Log in at www.facebook.com. 

 Update your browser. 

 Run anti-virus software 

Facebook Safety (From Facebook 
Website)  

http://www.facebook.com/




Conclusion  
•.Gov  .MIL  .EDU  means something to users and employers  

 
• Social media is only as valuable as its authenticity, integrity, and availability 
 
• Social media interactions are FOIL/FOIA discoverable 
 

• Government sponsored websites can provide these necessary requirements 
 
• Social media is an adjunct to other things 
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http://www.acunetix.com/websitesecurity/xss-facebook/
http://www.symantec.com/about/news/release/article.jsp?prid=20120429_01
http://en.wikipedia.org/wiki/Cross-site_scripting
http://www.csoonline.com/article/2139406/malware-cybercrime/financial-firms-and-social-media-remain-top-phishing-targets.html
http://www.dazeinfo.com/2012/07/11/chilliapple-start-upmake-future-proof-mobile-websites-app-for-iphone-ipad-android-and-blackberry/
http://visual.ly/cross-site-scripting-xss
https://www.acunetix.com/websitesecurity/cross-site-scripting/
http://www.madisoncounty.in.gov/EMA/mcema/Mass_Notification.html


Technical Flaws: Photo Uploader 
 

 Mobile smartphone devices are extremely vulnerable due 
to rooting and hacking applications available5 

 “dSploit” for rooted Android devices makes pen testing and 
network password sniffing easier on wireless networks. 

 Three Steps to Mobile Application Risk Management 

 

◦ We are concerned with the last example in this video, about 1:50 into the talk. 
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http://www.rapid7.com/resources/videos/3-steps-to-mobile-application-risk-management.jsp
http://www.rapid7.com/resources/videos/3-steps-to-mobile-application-risk-management.jsp
http://www.rapid7.com/resources/videos/3-steps-to-mobile-application-risk-management.jsp
http://825technologies.com/?attachment_id=178
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