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Social Media Considerations for
Cyber Security and Crisis Response

Social media allows for greater information sharing and engagement with citizens and
stakeholders by government entities. Still, there is no such thing as a free lunch, pitfalls,
conflicts of interest and of course security issues must be addresses so that optimal value can
be achieved, and unintended consequences avoided or mitigated. Current problems and
approaches to social media are presented for various scenarios

Joseph Treglia, PhD, Syracuse University
Melissa Delia, Syracuse University
Gabriel Jansson, Syracuse University

- School of Information Studies




Conclusion (First)

e Social media is only as valuable as its authenticity, integrity, and availability

Social media interactions are FOIL/FOIA discoverable

e Government sponsored websites can provide these necessary requirements

.Gov, MIL, .EDU means something to users and employers

e Social media is an adjunct to other things



GROWTH IN SOCIAL MEDIA TOOLS
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1 | Facebook

2 | Twitter
310,000,000

3 | LinkedlIn
255,000,000

4 | Pinterest
250,000,000

5 | Google Plus+
120,000,000

40,000,000

Friendster XING MySpace Bebo LinkedIn (Relationship)

38,000,000

900,000,000 - Estimated Unique Monthly Visitors

6 | Tumblr
110,000,000

7 | Instagram
100,000,000

8 | VK
80,000,000

9 | Flickr
65,000,000

10 | MySpace
42,000,000

37,000,000 15,500,000 15,000,000

TAGGED

ask.fm

o JS

flickr

uamyspace

hi5 myYearbook Netlog MeetUp Welcome Skyrock
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W98 WhatsApp (USA), 4+ Years Tencent WeChat (China),
3+ Years
MAUSs = 400MM, +100% Y/Y
Messages / Day = S50B, +178% Y/Y MAUs = 366MM, +125% Y/IY

_J Line (Japan), 2+ Years @ KakaoTalk (Korea), 3+ Years

MAUs = 280MM Messages / Day = 5.2B, +24% Y'Y

Messages / Day = 108 Revenue = $203MM, +4xY/Y
Revenue = $38BBMM, +5x Y/Y (Q4:13)

'..‘h
ﬁ Snapchat (USA), 2+ Years Viber (Israel), 3+ Years

Messages / Day = 1.2B MAUs =100MM

@ K P c Source: Publidy disclosed company data for 2013, Note: Snapchal messages [ day compeises number of snaps sent per day and number of slores viewed per
day




Social Distribution Leaders =

Facebook / Pinterest / Twitter

- Social Media Traffic Referral Leaders =
Facebook / Pinterest / Twitter with estimated
21%, 7%, 1% of global referrals, per
Shareaholic, 3/14.

- Social Distribution Happens Quickly =
Average article reaches half total social referrals

in 6.5 hours on Twitter, 9 hours on Facebook,
per SimpleReach, 5/14.

@ K P l B Source: Shareaholc, 3M4. SimpleReach, SM4. MNMole: Trafle refemral 9 is percantage of lotal fraffic referrals across Shanehadhc mebancrbe



Photos Alone = 1.8B+ Uploaded & Shared Per Day

Growth Remains Robust as New Real-Time Platforms Emerge

Daily Number of Photos Uploaded & Shared on Select Platforms,
2005 — 2014¥YTD

1.800
1,500

a1 Flickr
1,200 = Snapchat

= Instagram

m Facebook

v WhatsApp (2013, 2014 only)
600

300

# of Photos Uploaded & Shared per Day
(MM)
©
o
=)

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014Y¥YTD

@ K P | B Source: KPCH eslimales based on publidy disdosed company dala. 3014 ¥ TD data per latest as of Sri4_ |



SOCIAL MEDIA
CHALLENGES




Freedom of Information Law

Records: Defined broadly as any information in any physical form that is kept, held, filed,
produced, or reproduced, by, with or for a government agency. This can include:

 State
* City
County

* Town

Village
Public Authorities
School Districts

All of these Agencies are covered under FOIL



Freedom of Information Law (continued)

Personhood: FOIL does not limit to just people, it is a broadly defined term to justify the
response to ANY request for information.

* This could include robots, spam, spoofing attacks
* Potential to cause DoS attack

Requests to government agencies must be answered within 5 days

Social media should be used by government agencies with caution

* Any information captured from social media becomes FOIL-able, requiring that it be stored and
maintained as official documentation

* Subject to the laws of FOIL / FOIA information requests and therefore must be reported on
* Origin can be unknown



Freedom of Information Law (continued)

Presumption of Access: All government agency records are accessible with the
exception of some records, or portions of records within a series of exceptions.

 Social media requires additional reporting

*Reasonable Disclosure: Government agencies and employees have less privacy
and more accountability than citizens, so any information within reason
(excluding health information, social security numbers, etc.) is discoverable




TRUST ISSUES AND
SOCIAL MEDIA




http://YourAgencySite.ny.gov

\

l

GOV .MIL .EDU .ORG .US? .NET? .COM? 7277



Government Trust:
Establish Web Site using .gov .mil .edu

*Provides consistency
*Permits availability and legitimacy

*Facilitates user trust while removing the vulnerabilities
common to private social media attacks

*Creates accountability (FOIL/FOIA)



User Trust

Trust — Trust as an element of information security on
social media sites that is often let down.

Once a user establishes an account and relies on the
information of the social networking site, finding
value in what they find, their usage will increase:.


http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=6027520&url=http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=6027520

U ser TFU St (Continued)

Trust and Uncertainty Reduction Theory (2011) states:

o “At this point, users have developed a belief that the information they find on
the site is reliable and trustworthy, so they begin to trust the network itself,
including servers, and hardware, and security measures.”

This relationship exists until a security breach is encountered, by
then it is too late. Trust leads to confidence which is a downfall in
social media itself due to security vulnerabilities.



Many Users cannot access Social Media

Many people work for others
Most employers BLOCK or RESTRICT Social Media access

Social Media sites are PRIVATELY OWNED
o Rules change

° Financial Interest

o Information Released

° Not trusted by many

o May require participation or other for access







National Terrorism Advisory
System

NTAS

NO ACTIVE ALERTS
www.DHS.gov/alerts

Sign up for alerts from the
Madison County Emergency

Management & Homeland
Security Agency

& other public safety agencies in your
area

Lahis
Mobile #

Recommendations

MCEMA SOCIAL CONNECTIONS

Tweets

=) Madison Co. EMA 29 May
A#74 @MadisonCoEMA
Interstate 69 is now open

Expand

F==7) Madison Co. EMA
A¥ @MadisonCoEMA
Expect delays on 1-69 at MM 217 for a severe
accident. Unknown durafion, please plan
alternate route if possible. nixle us/S8ESTQ

Expand

29 May

F=>) Madison Co. EMA 29 May
A5 @MadisonCoEMA

EMA is enroute to I-69 Northbound mile 217 for
an accident Plan an alternate route.

Expand

F=) Madison Co. EMA
L5/ @MadisonCoEMA
TY to all of the veterans who have served or
currently are serving in the military.
pic.twitter.com/8cEnivkg63

=7 Show Photo

26 May

Tweet to @MadisonCoEMA

| Find us on Facebook

' Madison Co. Emergency
Management & Homeland Security
Agency

I Like

n N
.n ! % ' . P

@ Madison County Emergency




AS SOCIAL MEDIA
GROWS MORE ATTACKS
OCCUR



“Aol Mail Hacked With Spoofed Accounts Sending Spam” — techcrunch.com

“Target breach may have started with email phishing” — cbsnews.com

“New York Times Hack Started With A Simple Email Scam” — buzzfeed.com

“Email 'phishing' attacks by hackers growing in number, intensity”’



ol
.“- I I I I
s L -\.

2013 Attack Trend (Drill down)

" - L] [ L | [}
{ e | -".,""1 'l'_.'l‘" L .:".\_'lr.'

L% al B i . | . ail n by
.'-"-I' o B '1I -lh'-h. k. -'|".. "HL '; o - a5 L "
.\_'I-" .":l' oy |;__..'. -|" Tl {r". _
) LT Ny
B Hackt T v 1304 e r ' Wartame [ ] Al : onape
2 . 5 - 5 " e
013 Attack aend th the Dnil-down of Motivations
X o g = i - L. & i T e i 1 s
plorng = tivations shows a sliight advantage of er Cnme (4 ar Ha
e = Cyber Espionage (5% ) and Cybe === ]




Motivations Behind Attacks (2013)

Cyber Warfare __—

A% T~_Cyber Espionage

>%

Motivations Behind Attacks (2013)

DDoS leads the chart of known Attack Techmques (23%) ahead of SQLI (19%) and
Defacements (14%:). It's also worth to mention the rank number five achieved by Account
Hijacking (with 29%) and the growing influence of Targeted Attacks ranking at number six

e Itr_l HY%o.




Top Targets (2013)

. " Government
Single Individual _

3%

23%

Organization

7%

Top 10 Targets (2013)

And, last but not least, the Top 10 Countries chart i1s lead by US which suffered nearly 1
attack on 2, well ahead of UK (5%) and India (3%).




Unspecified Malware ___ Top 10 Attack Techniques (2013)

1% ~—
Malware . iFrame Injection
1% ——— 1%
DNS Hijacking _ '

2% e eatadt 2 TR BN DDoS

239

Top 10 Attack Techniques (2013)

most preferred targets foir Cyber Attackers
and 22%). Targets belonging to finance rank at
6% ) and Education (5%).
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Spoofing

How to Spoof an Email



https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU
https://www.youtube.com/watch?v=1PVVO9B2boU

SQL Injection

Mysql.com Vulnerable To Blind Sql Injection:

°Vulnerability which involves spoofing tactics to gain access
to informationZ.
> An error has occurred...
You have an error in your SQL syntax; check the manual that corresponds to your

MySQL server version for the right syntax to use near '"/contentPage.php?id=8""
at line 1

This means the website is vulnerable to SQL Injection.


https://www.facebook.com/GirlsGetGoodMarksInComputerButBoysKnowHacking/posts/510649652305713

Technical Flaws: SQL Injection

njection. -+ Administrator Login :-
riniva Uzername - hi' or 1=1-
Password : = . Password - eeesssssnsns

B . . - . login .
select #* from Users where user_id= ' srinivas | g |
and password = " mypassword ’

Userddi* QR 1= 1: /*

select * from Users wher

essons.blogspot.com

Monday, June 09, 2014




Technical Flaws: SQL Injection=

evilsiteZ.net

evilsit@.net

2 User broy somegoodsite.com 4. evilsiteZ. net sends an exploit
»d by injected code chich the user is vuinerable.

Attacker Innocent User



https://www.shadowserver.org/wiki/uploads/Calendar/danmec.jpg

Technical Flaws: SQL Injection

Mysql.com Vulnerable To Blind Sql Injection:

*Through a series of sending true/false MySql queries to the website, an attacker determines the
answers/vulnerability through error messages received to gain access to the database.

*The attacker then uses this information to exploit the database information to insert malicious code,
gaining access to user ID’s and passwords, modify website content, even shut down the My Sql

Server and bypass login.

*This is one of the most popular web application hacking methods. Can be done with free software
and browser extensions/addons.



Technical Flaws: SQL Injection

SQL Injection Environment: Try it!

o You will need:

1. SQL Map - http://salmap.org/
Install Tutorial - http://www.youtube.com/watch?v=LgfC8aTOkaY
Testing SQL Injection - http://www.youtube.com/watch?v=-KxgHgYiEcw

2. Backtrack 5 - hitp://www.backtrack-linux.org/downloads/

You can use in VM Virtual Box or Vmware
Install Walkthrough - http://www.backtracklinux.org/wiki/index.php/Install BackTrack to Disk

TESting SQL |njECtiOn - http://www.youtube.com/watch?v=0mkxZBSGx98



http://sqlmap.org/
http://www.youtube.com/watch?v=LgfC8aTOkaY
http://www.youtube.com/watch?v=-KxgHgYiEcw
http://www.youtube.com/watch?v=-KxgHgYiEcw
http://www.youtube.com/watch?v=-KxgHgYiEcw
http://www.backtrack-linux.org/downloads/
http://www.backtrack-linux.org/downloads/
http://www.backtrack-linux.org/downloads/
http://www.backtracklinux.org/wiki/index.php/Install_BackTrack_to_Disk
http://www.youtube.com/watch?v=OmkxZBSGx98

MORE CASES/REAL
LIFE EXAMPLES




The Boston
Marathon Bombings

(A Real Life Incident)




Authorities in Boston
bombing helped,

hindered by social media

Social media sites change how we send and receive
information, real time, and allows responders and officials

to communicate with the public to provide instruction and
seek help.



How Social Media was used During the Boston Marathon Bombings

Social media sites change how we send and receive information, real time, and allows responders and officials to
communicate with the public to provide instruction and seek help.

e Boston PD tweeted residents

* FBI released suspect images and tweeted “Bombing suspect may be driving ...plate 116GC7".
e JFK Library tweeted “The fire in the building is out.”

* Massachusetts Senator Scott Brown posted statements on Facebook

e U.S. Attorney’s Office District of Massachusetts tweeted information about the case

'\'.-_'-'_-‘*,. Boston Police Dept. |

CAPTURED!!! The hunt i

Suspect



How Social Media Hindered the Search
for the Boston Marathon Bombers

As fake Twitter accounts using the name of the suspect popped up Friday and
other tweeps began sharing updates of the pursuit gleaned from police scanners,

the department tweeted this stern order:

#MediaAlert: WARNING: Do Not Compromise Officer

Satety by Broadcasting Tactical Positions of Homes
Belng Searched.




Social Media and the Boston Marathon Bombing

Following the Boston Bombings

i = o LR
s ST IForra HiorT -
oston Marathron

On television

Online aor on
a mobile dewvice

COn the radio

In newspapers

On social nebtwaorlk site

“Following the Boston Marathon bombings, one quarter of Americans reportedly looked to Facebook,
Twitter and other social networking sites for information, according to The Pew Research Center...”

-Dina Fine Maron (2013), The Scientific American




Privacy Concern

@ Anonymous Follow

e

Police on scanner identify the names of
BostonMarathon suspects in gunfight,

Suspect 1: Jinivivgipem. Suspect 2: SR

= Reply T} Retweet W Favorite eee More

3,215 419 21 1"1.ERF 1 /R

received from Twitter posted by Twitter users




Public Service Announcement
Prepared by the

April 25, 2013

BEWARE OF POSSIBLE FRAUD ASSOCIATED WITH THE BOSTON MARATHON
EXPLOSIONS

The FBI reminds the public there is the potential for fraud in the aftermath of the Boston
Marathon bombings. The FBI's Internet Crime Complaint Center has received indications
that individuals may be using e-mail and social networking sites to facilitate fraudulent
activities.

The FBI is aware of a spam e-mail with the subject line "Boston Marathon Explosion" and
similarly themed messages being circulated to lure potential victims to malicious software
and exploits. Spam e-mails and Web sites to which they are linked use a wide wvariety of
deceptions to trick a user into taking actions that put the user's computer at rnisk for
infection. Common techniques include links to compromised Web sites and pop-up
messages prompting users to download software to view pictures, videos or other files.

Social media is another avenue criminals use to solicit donations. The FEI is aware that
an account on a popular social media service using the Boston Marathon name and official
logo was created soon after the explosions. Communications from the account
represented that %1 would be donated to the Boston Marathon wvictims for every
communication other users sent to the account. Though the account was suspended by
the social media service, others may use similar methods to commit fraud.




In Emergency Situations

° Emergency Requests

o Companies are not legally required to comply with requests from Law Enforcement
o Most companies have emergency hotlines to answer these requests

o Twitter
o Anonymous Tweeter posted tweets threatening to open fire at a New York Theater
o Tweets from Tweeter
o “l got 600 people on my hit list and that’s gonna be a mass murder for real”
o Emergency Request was submitted
o Twitter rejected the request
o Did not fall within threat parameters

o Police subpoena forcing twitter to comply with request and turn over information



SOCIAL MEDIA IN
GENERAL




Flickr

Twitter,
Google
\ETS

Ushahidi
Facebook

Sina-
Weibo

Twitter

Case Study: Engaging

-—

-—

=

-—

=

Social Media

Table 1. Chreriiew of disasters in which social media was utilized

Dizasters in which
social media was used

Details on how social media was ntilized in the disasters

The 7/7 Bombings in
London

One of the first examples of social media use 1n a man-made disaster. Newly
popular cell phone cameras were widely used. Flickr, a photo sharing site and
Wikipedia were nsed to share news and mformation. This in fwrn populanzed the
1deas of the citizen reporter.

The 2007 San Diego
Fires

Twitter was newly popular. Users in and outside the fire zones used Twitter through
SM5. Information on safe locations and supplies was aggregated by outside users
and used to make mashups with Google Maps. A large TV station relied on Twitter

when its website crashed.

Typhoon
Ondoy/'Ketsana

Twitter was widely vsed. Online spreadsheets were used to share information on
the disaster simation. PayPal was first used for online donations inspinng the Red
Cross to adopt the practice. A crisis map was created with Google Maps and was
described as “an mvaluable resource” by relief workers.

The 2010 Haiti
Earthcuake

The Ushahidi crisis map platform was widely used, helping to create an ad-hoc 911
system. A total of 12,000 translators were recruited through Facebool:, making for
a 5 to 10 second turnaround time for mcoming SMS messages. The map was used
to track cholera outbreaks 6 months after the disaster. The system was widely used

by relief crgamzations.

2010 Yoshn
Earthquake

A Twntter-clone site called Sina-Weibo was widely used to exchange information
after the earthquake Information 15 linuted because of langnage limitations with
Chinese.




Sina-Weibo -

-

Twitter

Twitter

-

Twitter

-—

SMS,
Social
NEWOE

-—

Twitter

-

Case Study: Engaging Social Media

i

2010 Yoshn
Earthquake

A Twitter—clone site called Sina-Weibo was widely used to exchange information
after the earthquake. Information i1s limuted because of langpage linutations with
Chinese.

Super-typhoon Megi

The Philippine Atmospheric Geophysical and Astronomical Services (PACGASA)
launched a Twitter account just before the typhoon. Their tweets were broadcasted
by conventional mass media After a month the organization had 28 000 followers.
There are 20 typhoons a year m the Philippines and the orgamization says it 1s the
most cost-efficient way of maling ammouncements to the public.

2010 Eruptions of
Mount Merapa

A community radio station created to respond to an ongoing lava flow began
using Twitter to orgamize. They were able to send 700 volunteers to places that
were not reached by government aid The crgamization had 35000 followers and
would make requests for help for dnving and cocking and receive mass amonnts
of support from the community. It demonstrates the possibility of reducing
dependency on foreign aid for commmmities.

2010 Canterbury
{Christchurch)
Earthqguake and 2011
June Christchmrch
earthquale

The government used Twitter to send a coordinated flow of recovery mformation
to ressdents. An official hashtag keyvword was institoted. Misinformation was also
spread uvsing Twitter during the disaster. A symposinm after the disaster about

social media in the disaster discussed creating an “Emergency 2.0 Wila.™

Humrmicane Irene

The US Federal Emergency Management Association (FEMA) encouraged people
to use SMS and social networks to keep in tooch with fanuly and finends instead of

calling by phone so as not to jam networks.

2011 Virginia
Earthouale

Twitter users in New York City and other locations saw tweets about the
earthquake which engmated in Virgimia state, up to 30 seconds before 1t was felt.
showing that information moves faster through networks than the earthquakes
themselves.




Case Study: Engaging Social Media

- Witnesses on the
island hid,
communicating via
text messages

- Breivik wore a
fake police badge
and uniform in the
attack — this data
was texted out by
some there

- People went to TR
Twitter, Google+ & ﬂ{b;?
live streaming for
news on the story, :
many saying online
news reports were
faster than TV
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N
o



http://mashable.com/2011/07/22/oslo-bombing-google-plus/

Media outlet utilization
by German participants
in the tracking of E-coli
(EHEC) outbreaks in
2011
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SOCIAL MEDIA
CHALLENEGES




Social Media Challenges

°Government entities require government owned
and operated websites that can be created and
controlled to guarantee integrity and legitimacy.

*Privately owned social media sites create an
environment easily exploited by one individual who
may have 50 accounts, thus creating identity issues.

*Creators and Critics, at the top are not an accurate
representation of the total population.
Consequently, multiple accounts by the same
individual can create the illusion that a topic is
more widely accepted/represented than it really is.




Social Media Threats

and Reliable Service?

*Social Media remains the top Phishing

target. s0L Data Malicious
Scripting Injections Poisoning File
Social Media accounted for of Execution
Phishing attacks in 2013 T ~—— — = Broken
| : Authenticati
*From 2011-2012 Symantec recorded an Hf;:,’f,m | Top 10 SECU[IW Threats i naal
increase in malicious attacks ) - L 408 L
s
*FACT: YouTube hosts 100’s of tutorials System Denial f mmﬂm
on conducting SQL Injection, XSS, tn::ran;:;i: : Service ol l.‘.unl'lagl::a .

Phishing and many other attacks




HOW DO WE
SOLVE THESE
CHALLENGES?



How do we protect
ourselves from these
attacks?



Recommendations: Social Engineering

Phishing Scams — beware social media links or emails
asking for passwords claiming to be from the provider.
Social media providers never ask for your password.

Impersonation — know your ‘Friends list’ to avoid
account hacking and identity theft.




Recommendations: Social Engineering

Clone Phishing — make sure you are navigating to https://www.facebook.com
and not or

Don't Be A Victim

Ensure that you see https://www.facebook.com and/or the padlock icon before
the web address to ensure your connection is encrypted and the site is verified



http://www.rapid7.com/resources/videos/horror-sequels-dont-be-a-victim.jsp
http://www.rapid7.com/resources/videos/horror-sequels-dont-be-a-victim.jsp
http://www.rapid7.com/resources/videos/horror-sequels-dont-be-a-victim.jsp
http://www.rapid7.com/resources/videos/horror-sequels-dont-be-a-victim.jsp

Subject: Facebook Account Ulllﬂatt

facebook

Dear Facebook usar,
U ]:uﬂa_d'--:-u_f acebook

In an effort to make vour onlme expenence safer and more enpovable, Facebook will be RO
maplementme a new logm svstem that will affect all Facebook users. These changes will
offer new features ; zad afount 3 4ur

Click I e to update your actount onkne now
If vou have any questions, reference our New User Guide

Thanks,
The Faosbook Team

LS, S bk

Monday, June 09, 2014




ST Facebook helps you connect ind share with the people In your life.

Fake Facebook URL.:
www.facelook.cixx6.com

Facebook Login
You must log In to see this page.
Email address:

Password:

Egep me logged

oar Sign up for Facebook

Monday, June 09, 2014




Login | Facebook
{2 mup:/ /fbaction.net/
(™ e

s o e we e S e e — — e ww e mom = e e e = = e g — — = e = — T e -y

ervices | |[Wriing | TReads < Facebook it 4 Delicious it 4 Reddit It £ Tumbir It 4 Press This 4 FriendFeed It 4 Tumbir it 4 bitly £ Digglar 4 Instapaper

T TechCrunch TG TechCrsnch « Add Me. i.j“ﬂ'.'.n-u-r.lz Beader (HL3) hﬁ:!ur:.-q uare OV Legin | Faceboek

facebook

Facebook helps you connect and share with the people in vour life,

| Facebook Login

Not
Facebook

Remeem b r me

m aals. st Eain PR—_

Monday, June 09, 2014




Social Media Best Practices
(Individual)

*Create, manage Passwords®: Use strongest form of password which include very well
mixed upper, lower and special characters along with numbers with minimum 12
characters (secure password ex. “Kalt3SJakxX 8U0s@”).

* Change passwords periodically.

* Avoid dictionary-like words and use English characters for non-English language words to get
best and hard to guess for hackers®.

*Ensure you are always on secured version of social media sites (https), even when
redirected to third party websites, and specially when providing sensitive information
to the site.



Social Media Best Practices

*Be wary of free or open Wifi networks where password sniffers could located,
even run from mobile phones.

*Stay proactive rather than reactive. If vendors or partners asking for any
confidential info like credit cards, research and find if they are following PCI-DSS
compliances.

*Read social media privacy policies. Do not trust the default settings and adjust
your privacy options as desired. Disabling all options and open one by one as you
use is the best way to go.

*Think carefully about who you allow to become your friend and what you share
with him.



What are
companies doing to

prevent these
attacks?




Twitter
Fake Twitter emails

Some users may receive fake or suspicious emails that look like they were sent by Twitter. These emails might include

malicious attachments or links to spam or phishing websites. Please know that Twitter will never send emails with
attachments or request your Twitter password by email

If you receive a fake emaill:

—

1. Forward the email to spoof@iwitier.com
2. Delete the email from your inbox. Dont download any attachments from these emails

Lo B




AOL

What is AOL Mail doing to prevent spoofing?

We updated our policy fo tell DMARC-compliant email providers like Gmail, Yahoo! Mail
Outlook.com and others (including AOL Mail itself) to reject mail from AOL addresses that is sent from

non-AOL servers

sending mail on behalf of AOL Mail users from non-AOL servers had been a common and legitimate
practice for services like mailing lists and bulk senders. But it also provided the means for spammers fo
spoof addresses as described above. By switching AOL Mail's policy to "reject,” we significantly thward
spammers' ability to spoof AOL addresses. You can read more about AOL Mail's move




AOL Safety (From AOL Website)

Top 5 clues to spot an email scam:
1. Check the spelling

2. Check who signed it
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4. The email has an executable attachment
5. The email has a link to a Web site

One final word of advice: Never, ever respond to a spam email. By doing so, you confirm that your
email account is active, and you'll likely be flooded with more spam.

o

o

o



Facebook

How do I report a phishing email?

forward this to phish@fb.com

M

If you think you've received a phishing email, pleas

fu]

While we won't reply to every report, we'll use this information to investigate and take action where

possible

More info
Get help for mobile apps and browsers »




Facebook Safety (From Facebook
Website)

Think before you click.

Watch out for fake Pages and apps/games.

Don't accept friend requests from people you don't know.
Pick a unique, strong password.

Never give out your login info (ex: email address and password)

Log in at www.facebook.com.

Update your browser.

Run anti-virus software


http://www.facebook.com/

%y Air Mobility Command Top Stories

Inside AMC

2014 Critical Days of Summer




Conclusion

®.Gov .MIL .EDU means something to users and employers

* Social media is only as valuable as its authenticity, integrity, and availability
 Social media interactions are FOIL/FOIA discoverable
* Government sponsored websites can provide these necessary requirements

* Social media is an adjunct to other things



Questions”?
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In-Text Citations and External Links

1. Cookie Vulnerability — XSS Vulnerability

2. Facebook cookie

3. Online Social Networks: enhancing user trust through effective controls and identity management

4. How to Hack Websites Using SQL Injection

5. SQL Injection Image

6. Phishing Email Image

7. Facebook Phishing Image Example

8. Facebook Phishing Image 2
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10.

11.

12.

13.

14.

15.

16.

In-Text Citations and External Links

Exploiting XSS on Facebook

Symantec Security Report

Cross Site Scripting

Top Phishing Targets

Future Proofing Web and Mobile Applications

What is XSS?
How to Fix XSS

Madison County Mass Notification System

All logos are trademarks and property of their respective owners
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Technical Flaws: Photo Uploader

Mobile smartphone devices are extremely vulnerable due
to rooting and hacking applications available>

“dSploit” for rooted Android devices makes pen testing and
network password sniffing easier on wireless networks.

Three Steps to Mobile Application Risk Management

o We are concerned with the last example in this video, about 1:50 into the talk.
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