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Project Background 

What is the Enterprise NYSeMail Consolidation? 

State agencies will migrate from several disparate email systems to the state’s consolidated 

enterprise NYSeMail system to achieve greater cost efficiencies. The state is currently maintaining 

at least three different email systems serving approximately 150,000 users, across 48 state 

agencies. The enterprise NYSeMail consolidation will reduce operating costs and increase 

efficiencies across the enterprise. 

What are the enterprise financial benefits? 

Combining state email users into a single pool allows the State as an enterprise to take advantage 

of economies of scale to lower total cost of ownership.  The state will leverage existing network 

infrastructure and use its significant purchasing power to drive down the costs of enterprise 

licensing.  A centralized email system can save on maintenance costs.  Money can also be saved 

by offering training on a standardized platform.  

What are the operational benefits? 

Individual agencies are typically isolated from each other, and do not even provide simple 

integration services such as a global directory.  Consolidation of email systems will allow all State 

email users to schedule meetings, book resources, and communicate more effectively via instant 

messaging and email.  Additionally, emerging technology allows enterprises to deploy unified 

communications facilities that provide voice, point-to-point video, bridged video with conference 

systems, and shared collaborative spaces to further improve communications and productivity.  

Email can be sent securely between NYSeMail customers, without the need for third-party 

encryption tools. 

How does this initiative specifically align with the State’s IT Strategic Plan? 

The strategic plan calls for the consolidation of the state’s IT efforts into a growing collection of 

enterprise shared services, and into agency cluster specific shared services. Email and other 

communication systems that link to email are examples of tier-1 services depicted in the strategic 

plan.  
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NYSeMail Transition 

Project Management  

Can NYSeMail customers customize their migration process to meet individual agency needs? 

The migration process will begin with the Project Scope Statement, which will define all of the 

elements necessary for a smooth migration to NYSeMail. The Scope Statement will be reviewed 

with each agency in the initial meeting and details specific to each agency will be captured. 

Following the initial meeting, the Scope Statement will be updated by the CIO/OFT Project 

Manager. The final Scope Statement will then be reviewed and approved by each agency and  

CIO/OFT.  Approvals will be via the signature page or a confirming email to the Project 

Manager.   

 

How many agency staff is required for the migration?  

CIO/OFT will provide dedicated resources to work with each agency for the purpose of 

completing a smooth migration to NYSeMail.   Each agency will assign between 2-10 staff 

depending on the agency size.   

 

What about the staffing to do this migration? Analysis, training, etc.  

 

NYSeMail migration activities currently include a NYSeMail Team Lead, Project Management, 

Training for Users and Administrators, and establishing the Customer Care Center account for 

ongoing support. Training may be a “Train-the-Trainer” service.    

 

 

Should we have a server dedicated for migration?  

 

Yes. The agency will need to have a “migration” server for both GroupWise and Lotus Notes 

migrations.  This will achieve “high-velocity”.  It will be used to replicate mail stores.  A server is not 

needed for Exchange migrations. 
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How will project information be communicated? 
 
CIO/OFT have developed communication points specifically for the Enterprise NYSeMail 
Consolidation project. Information pertaining to project background, NYSeMail features and 
progress of the consolidation effort may be found on our website and through a subscription to our 
NYSeMail bulletin. We also encourage our customer agencies to reach out to their Customer 
Relations Manager for assistance with all CIO/OFT services. 

 

 NYSeMail Website 
NYSeMail information, including Frequently Asked Questions may be found on the 
CIO/OFT website at the following URL: http://www.cio.ny.gov/NYSeMailMigration.htm 

 

 NYSeMail Bulletin 
The NYSeMail project team produces a customer bulletin with information about agencies 
in progress, best practices and tips for NYSeMail and mobile device users. To subscribe to 
this bulletin, access the following URL: http://www.cio.ny.gov/oft/NYSeMailBulletin.htm 

 

 NYSeMail Service Level Details 

CIO/OFT has developed Service Level Agreements to ensure greater alignment between 
customer expectations and the actual service delivery. NYSeMail Service Levels details 
may be found on the CIO/OFT website at the following URL: 
http://www.cio.ny.gov/assets/documents/SLA/NYSeMailFeatures.pdf 

 

 NYSeMail Migration Project Communication 

Team members and stakeholders will be identified at the beginning of the migration to 
NYSeMail. Throughout this process, meeting notes and an updated project plan will be 
distributed to everyone on the Team! 

 

 CIO/OFT Customer Relations 
Agencies are encouraged to take advantage of our many Information Technology services 
by contacting our Customer Relations Management group, as follows: 

 
Customer Relations Management 

1-866-789-4638 or 518-402-2537 
customer.relations@cio.ny.gov 

New York State Chief Information Officer / Office for Technology 
State Capitol, Empire State Plaza, P.O. Box 2062 

Albany, NY 12220 

 

 

http://www.cio.ny.gov/NYSeMailMigration.htm
http://www.cio.ny.gov/oft/NYSeMailBulletin.htm
http://www.cio.ny.gov/assets/documents/SLA/NYSeMailFeatures.pdf
mailto:customer.relations@cio.ny.gov
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Project Overview 

The migration to NYSeMail consists of the following activities. Each of these activities is further 
detailed in their scope document. They are listed in a logical order, but are not exactly 
chronological. The CIO/OFT Project Manager will create a Schedule to show tasks and their 
dependencies, shortly after the scope is approved. 

 

o NYSeMail Migration Project Management - 

 Scope Statement 

 Cost Estimate 

 Schedule 

 Meeting Notes 

 Status Meetings, Notes and Schedule Updates 

 Issues Tracking and Resolution 

 Project Change Requests 

 Transition to Ongoing Production Support 

 Customer Satisfaction Survey 
 

o Technical Planning - 

 Migration Approach 

 Conversion Application 

 Microsoft Client Access Licenses 

 Microsoft Outlook Client Application 

 Active Directory Authentication 

 Email Records Retention 

 Domain Name Service URL for NYSeMail access 

 Network Design and Upgrades 

 Security connectivity to NYSeMail services in the CIO/OFT Data Center 
 

o NYSeMail Configuration –  

 Client and Shared Resources 

 Microsoft Exchange Hosted Services (EHS) 

 Microsoft Exchange Hosted Archive (EHA) 

 Administrator Accounts and Training 

 Migrate Customer Accounts to NYSeMail 

 Upload Customer Data to Archive 
 

o Client Training –  

 Determine Training Needs 

 Deliver Training 

 Day One On-Site Support  
 

o Customer Care Center –  

 Determine CCC Account Needs 

 Establish CCC Account 

 Transition Customer to CCC for ongoing support following successful migration 
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Migration Options 

What are my NYSeMail Migration options? 

There are three options for migrating to NYSeMail. CIO/OFT will review these options 

and work closely with each agency to determine the best fit. 

Option 1 – Express Cutover  - 

The Express Cutover provides a rapid transition from the legacy agency email solution to 

NYSeMail.  It reduces the migration period from several weeks to a few days. 

Option 2 – Cutover with Data Migration  

The Cutover with Data Migration option provides a transition from the agency email 

solution to NYSeMail along with some limited data migration.  

 
Option 3 – Coexistence Migration  

The Coexistence migration option is generally reserved for agencies that have more than 

5,000 clients, are geographically dispersed, or have a legacy email service other than 

Microsoft Exchange. It can be resource intensive for both CIO/OFT and the Agency. It 

utilizes a “connector” software application that introduces another element of 

implementation and support in terms of hardware, software, connectivity and security.  The 

goal is to establish interoperability for mail, calendar and other functions between the 

legacy agency mail solution and NYSeMail.  

 

Are particular tools available that agencies can use to migrate data? 

Microsoft has built in software that allows moving mailboxes between different 

forests.  Depending on the migration type, the NYSeMail team can find an appropriate 

solution for agencies.  There is also third party software that facilitates migrations from 

GroupWise or Lotus Notes email systems such as Quest Migration Software. 

 

 Does NYSeMail allow my users to have Single Sign-On capability? 

Yes, agencies using Microsoft Active Directory will be able to establish a “trust” with the NYSeMail 

Active Directory. A trust will allow agency staff to use their existing account credentials to access 

NYSeMail. 
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 What Microsoft licenses do I need to go to NYSeMail? How much do these licenses cost? 

All agencies using NYSeMail must have the Microsoft Exchange 2010 Standard CAL, if an agency 

does not currently license Microsoft software, the Windows Server CAL may be needed as well. 

Costs may vary widely by agency. Contact your Microsoft account manager or consult the OGS 

Microsoft Software Reseller Contract (PT65196), for cost details available at  

www.ogs.state.ny.us/purchase/snt/awardnotes/7600021981can.HTM 

 

Technology Academy Training Options 

What are my options for training? 

Client training will be made available to the Customer Agency for the use of NYSeMail. 

CIO/OFT will work with the Customer Agency to determine client training needs and 

schedule the appropriate classes. 

CIO/OFT will also provide NYSeMail Administrator training to the Customer Agency for 

provisioning client accounts. 

 CIO/OFT will present training options for customer clients (see below for 
additional detail). 

 The customer agency will select training options and provide time and/or a 
location for training to occur. 

 CIO/OFT will deliver training to customer clients, as requested. 

 

The Technology Academy offers a variety of training options, below: 

Option 1 (No cost) – Outlook Training 

A combination of Outlook At a Glance (demonstration Outlook key features) and 

Outlook  Custom Sessions (demonstration on topics determined by Agency from a list of 

key features) for end users;  or  Outlook  Power User (Train the Trainer) Session (In depth 

training on the day-to-day features of Outlook)  for Agency Trainers or Help Desk Staff, 

and Online Reference Guide. 

Option 2 (Cost) – Hands-on Training 

Additional sessions of courses listed under Option 1; Hands-on Training Sessions 

(Outlook  Overview, or Feature Based Sessions), Empire KnowledgeBank eLearning 

licenses, and Third Party Reference Materials. 

Option 3 (No cost) – Provisioning Tools for Email Administrators 

Training on task pad and provisioning tools to add/edit will be provided by NYSeMail 

staff for email administration. 

http://www.ogs.state.ny.us/purchase/snt/awardnotes/7600021981can.HTM
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Customer Care Center Support Options 

What are my options for production support? 

The CIO/OFT Customer Care Center (CCC) offers options to assist our customer agencies with 
support calls following migration to NYSeMail.  
 
These options include: 
 Direct: Agency Clients contact the CCC directly for NYSeMail support. 
 Desk-to-Desk (D2D): Agency clients contact their agency help desk. If the problem cannot be 

resolved the agency help desk person calls the CCC as a D2D account holder. CIO/OFT and 
the agency work together to resolve the problem. 

 
In addition to these options, CIO/OFT CCC is prepared to work with our customer agency to 
develop a hybrid of both options that could include D2D during normal business hours and Direct 
after hours or on weekends. The CCC account details will be developed during the pre-migration 
activities. The customer agency will need to provide contact information as part of the CCC 
account establishment.  
 
During the migration process, the NYSeMail Team will work hand-in-hand with the Customer 
Agency to complete a successful migration of email services. The NYSeMail team will also be 
available for support during the week following migration or until any issues related to the 
migration are resolved. At that time, support for NYSeMail service will be transitioned to the 
CIO/OFT CCC in the production support model selected by the Customer Agency.  
 

 CIO/OFT will review support options with the Customer Agency (see below for additional 
detail). 

 The Customer Agency will select a support option and provide contact information to CIO/OFT 

 CIO/OFT will establish the Desk-to-Desk account for the Customer Agency during the planning 
phase of the migration process.   

 CIO/OFT will provide instructions to the Customer Agency for reporting and tracking problems 
based on their selection of support services. 

 

 
 The Customer Care Center (CCC) has a variety of support options, below: 

Option 1 – Full Service Desk Support 

Choose one or any combination from the following areas of support:  application, desktop 

software, desktop hardware, infrastructure, and/or security support. 
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Option 2 – Desk-to-Desk Support 

Customers who do not wish to select Full Service Desk Support but have applications or 

infrastructure hosted by CIO/OFT can choose this option to allow their Help Desk to log 

incidents with the CIO/OFT CCC Service Desk.   

Option 3 – Off Hours Support  

Augment your existing help desk support by utilizing the CIO/OFT CCC for overflow, 

peak, seasonal or off hours support of your customers.  The CCC currently has this type of 

relationship with many agencies that are providing seasonal and off hours customer 

support. 

 

Who do we contact for technical problems or general questions? 

For all Agency helpdesks and users, they can contact the CCC at  1-800-697-1323. 

 

What are the hours of operation for support? 

The Customer Care Center is staffed 24x7, 365 days a year. 

 

Does the CCC provide BlackBerry support? 

Yes. BlackBerries are supported 24x7 for password resets.  

 

How are customer agencies notified of a severity 1 or severity 2 incident? 

Once the CCC is aware of a severity 1 or severity 2 incident, the CCC Incident Management Team 

automatically notifies impacted customers and Resolver Groups as well as technical and 

management groups, as defined by customer preference, when an incident occurs. 

 

What other services does the CCC offer? 

Agents trained in troubleshooting major commercial applications such as Microsoft SharePoint, MS 

Office Suite, McAfee Antivirus, and HP Loadrunner; 24x7 network support; Mainframe and server 

support; Hardware support for printers and workstations. 
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What’s the turn around for a help desk ticket? 

 

Additional information and details can be found in the CIO/OFT Customer Care Center Service 

Level Agreement (SLA) on the CIO/OFT website at: 

http://www.cio.ny.gov/assets/documents/SLA/CustomerCareCenterFeatures.pdf 

Connectivity 

How do we test throughput through a circuit? 

The CIO/OFT Network group has expertise in evaluating bandwidth requirements.  We will work 

closely with customers to ensure the proper bandwidth is in place to meet email and other 

application needs. 

 

What sort of bandwidth will we need to go from a local to a remote environment?  

CIO/OFT has utilization recommendations on bandwidth. Microsoft also has utilities to estimate 

bandwidth needs for Exchange. 

 

Are there charges for network access into NYSeMail? 

An NYeNet circuit would be required, but you may be able to use an existing circuit.  See link 

below for additional information regarding circuit costs. 

http://www.cio.ny.gov/assets/documents/servicefactsheets/inSERVICE-NYENET%20ePort.pdf 

 

Can you access Exchange via protocols other than MAPI with Outlook? 

 

 Yes, NYSeMail may be accessed via secure IMAP or via Exchange Web Services. 

 

Domain Name Service 

What will the address naming be?  Will each agency be allowed to choose a name to better 

reflect their agency?  

NYSeMail’s naming standard is:  firstname.lastname@agencyabbreviation.ny.gov 
 

 Agencies may have input in selecting their address name (e.g. Labor vs. DOL), but   
 are subject to the NYS Domain Name Service policy at www.cio.ny.gov/policy/NYS-P08-003 
 

http://www.cio.ny.gov/assets/documents/SLA/CustomerCareCenterFeatures.pdf
http://www.cio.ny.gov/assets/documents/servicefactsheets/inSERVICE-NYENET%20ePort.pdf
mailto:firstname.lastname@agencyabbreviation.ny.gov
http://www.cio.ny.gov/policy/NYS-P08-003
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Mailboxes 

What is the size of the mailboxes provided?  

NYSeMail currently offers 100 MB mailboxes.  Larger mailboxes are available for an additional 

cost.  We expect the upgrade to Exchange 2010 will increase the standard mailbox size to be 

considerably larger. 

 

Is there a 20MB limitation on email attachment? What happens to larger emails? 

Yes. Messages with attachments larger than 20MB get bounced. An error message is sent to the 

sender. This is a best practice.  

 

What about corrupt mailboxes? Is NYSeMail backed up?  

Yes, NYSeMail is backed up nightly. Backups are sent to one of the CIO/OFT data centers. The 

data centers are approximately 6 miles apart. Backup data is kept for 30 days. 

 

Is there a cost associated with restores?  

 

No.  

 

 

Can we do a “Point in time” restore? 

 

Via the archive, users have the ability to access any message and restore to their mailbox. 

 

Should agencies advise users to clean out their mailboxes before being migrated to 

NYSeMail? 

It is recommended that users take this opportunity to clean out mailboxes as appropriate.  Users 

with excessive quantities of mail may have a negative impact on the overall migration, and 

reducing the sizes of extremely large (over 2GB) mailboxes will result in a better migration 

experience.  Once they have migrated to NYSeMail, we can assist by providing strategies on how 

best to use archive space, managed folders, and the Inbox/Sent/Deleted mailbox for managing  

user data. 
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When we migrate from the current mail store will folders be maintained in NYSeMail? 

Yes. 

 

What administration activities can we do in NYSeMail? 

Agency NYSeMail administrators  can create, remove, update, delete, and administer other user 

configuration functions, which are established during migration planning. Blackberry administrators 

can administer Blackberries. They will have delegated access to the BES. 

 

What steps are involved in actually moving the existing mailboxes? 

The details of this are worked out as part of the project scope development, but generally, data is 

exported before the cutover to preload the archive, then a second extraction of the delta is 

exported right after cutover to load into the live mailbox. 

 

Does NYSeMail support assigning a fax number to a mailbox? 

 

No, CIO/OFT currently does not offer a Fax service.  

 

Is there a sandbox available to test MS Outlook? 

 

Yes.  Once a network connection is established an account can be created for each agency to test 

MS Outlook. 

 

 

Microsoft Licensing 

What NYSeMail components require licensing? 

NYSeMail is powered by Microsoft Exchange, which has several licensing requirements:  Microsoft 

Windows Server, Exchange Server (Standard/Enterprise), Exchange Standard Client Access 

License, Exchange Enhanced Client Access License, Windows Client Access License.  Microsoft 

Outlook is not a requirement but the user would be limited to using Outlook Web Access through a 

browser for their mail.  If a client is desired, agencies can obtain the Microsoft Outlook client or 
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the entire Microsoft Office suite.  The agency would need to decide on the best approach to meet 

their users needs and their agency mission.  

 

Are we required to have a Microsoft Outlook/Office license? 

Microsoft Outlook is not a requirement but the user would be limited to using Outlook Web Access 

through a browser for their mail.  If a client is desired, agencies can obtain the Microsoft Outlook 

client or the entire Microsoft Office suite.  The agency would need to decide on the best approach 

to meet their users needs and their agency mission.   If an agency decides to purchase Outlook or 

Office, licenses should be version 2007 or higher.  CIO/OFT can assist with DOB requests that are 

related to the NYSeMail Consolidation project.   Using the same version of Outlook and Office is 

also recommended.   

Details of Microsoft Exchange licensing can be found at:  

http://www.microsoft.com/exchange/2010/en/us/licensing.aspx 

Details of Microsoft Office volume licensing programs can be found at: 

http://www.microsoft.com/licensing/about-licensing/office2010.aspx 

 

What licenses will be included in the CIO/OFT NYSeMail rate?  

CIO/OFT will purchase and maintain Microsoft Windows Server, Exchange Server, and Enhanced 

Client Access License. 

 

What licenses will my agency be responsible for purchasing and maintaining?  

NYSeMail customer agencies must purchase Microsoft Exchange Standard Client Access License 

and the Windows Client Access License.  The Outlook client or Microsoft Office suite would be up 

to the agency’s decision to obtain if more than browser based email is required.  Customer 

agencies are expected to maintain current licensing, either by licensing Microsoft products using 

Software Assurance or purchasing products as needed. 

 

Why does my agency have to buy the Exchange Standard CAL, when CIO/OFT is purchasing 

the Exchange Enhanced CAL?  

Microsoft Exchange uses additive client access licenses to license advanced functionality. The 

Exchange Enhanced CAL provides for the use of information protection, information management, 

anti-malware, and unified messaging features.  

 

Why isn’t CIO/OFT purchasing the Exchange Standard CAL?  

Many agencies with a significant Microsoft software footprint can license client access licenses at a 

lower overall cost by bundling licensing together using the “Core CAL Suite” from Microsoft. 

http://www.microsoft.com/exchange/2010/en/us/licensing.aspx
http://www.microsoft.com/licensing/about-licensing/office2010.aspx
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Purchasing Exchange Standard CALs separately would increase the overall cost of licensing 

Microsoft products for significant numbers of state agencies. 

More information on CAL Suites is available at: 

http://www.microsoft.com/calsuites/en/us/products/default.aspx 

Does my agency have to purchase Microsoft Office or Microsoft Oulook for all users?  

No.   Users may use the webmail functionality without Microsoft Office, Microsoft Outlook or 

Microsoft Windows.  

 

My agency cannot afford to purchase Microsoft Office every release. Do agencies have the 

option of “skipping” versions of Office?  

Yes.  For Outlook users, CIO/OFT requires that agencies use a currently supported and fully 

patched version of Microsoft Outlook in order to access NYSeMail. This generally means that 

agencies may “skip” one version of Outlook, depending on the Microsoft release cycle. 

More information about the Microsoft Office (which includes Outlook) support cycle is available at: 

http://blogs.technet.com/lifecycle/ and http://support.microsoft.com/gp/lifeselect 

 

 

Outlook Web Access 

Can we use web mail from the inside only, or does it automatically become accessible from 

both inside and outside? 

 

CIO/OFT can tailor that to each customer agency needs. 

 

 

BlackBerries 

 
To what extent can an agency actually administer Blackberry devices?   

NYSeMail customer agency admins have access to the admin console for the NYSeMail BlackBerry 

Enterprise Server console.  This gives them the ability to add and remove devices, reset passwords 

and remotely wipe devices in the event of loss or theft.  This applies of course, only to devices for 

their own agency.   

Agencies retain their own relationship with their carrier, and continue to be responsible for 

purchase, maintenance of devices & airtime contracts. 

http://www.microsoft.com/calsuites/en/us/products/default.aspx
http://blogs.technet.com/lifecycle/
http://support.microsoft.com/gp/lifeselect


 
 

Enterprise NYSeMail Consolidation FAQs 
Page 15 of 26 

 

 

 

Are Blackberry devices encrypted? 

The suggested default BlackBerry IT policy includes password and encryption levels that meet the 

recommendations of the Office of Cyber Security.  We can work with agencies to tailor those 

options to meet additional unique requirements they may have. 

 

 

Does NYSeMail provide support for Windows Mobile devices? 

Yes. NYSeMail supports only the ActiveSync protocol but not the actual device. Presently, 

Windows Mobile 5.0 with MSFP and above and IPhone 3GS currently work on NYSeMail.  Also, 

Android phones are supported using the Touchdown application, which must be purchased 

separately.  Due to the enormous variety of ActiveSync compatible devices, NYSeMail does not 

support the personal device itself. 

 

Applications 

 

We have specialized application(s) which send emails, how is that handled in NYSeMail? 

The most important and sometimes most difficult part of any migration is to identify the 

applications on your system that send email.  Once identified, a strategy will be developed to 

integrate those applications with the new mail system.  NYSeMail has externally accessible SMTP 

relay servers that can be used to satisfy most application requirements. 

 

What advice is there for tying applications into NYSeMail?  

That would depend on the application.  We provide SMTP relay for applications that generate 

email.  More complex integration would need to be reviewed/discussed on a case by case basis. 

 

Spam 

How do we review / alter spam settings and white / black lists?  

Agency administrators will have access to all users spam quarantines, and view access to the 

filtering rules.  They can request changes (white/blacklists) via a service request. 
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How do users review blocked emails?  

Users will have web access into their spam quarantine. 

 

Can we block attachment types? 

We block all potentially “dangerous” attachment types as recommended by the Office of Cyber 

Security, but additional blocks for your agency can be requested and accommodated. 

 

 

Encryption 

 

What is CIO/OFT doing about in-flight encryption of email?  

NYSeMail to NYSeMail encryption for customers is in place.  For external customers, we can 

arrange TLS encryption whenever remote email systems support TLS, or agencies may optionally 

purchase Microsoft Exchange Hosted Services Encryption to require secure transport of email. 

 

Will NYSeMail be encrypted according to the Office of Cyber Security’s requirements by 

12/31/2010? 

Yes. 
 

 

Public Folders / SharePoint Service 

Will our public folders be supported?   

No.   The NYSeMail Migration team is available to work with each agency on the use of 

SharePoint as an option for document management between users or other possible solutions that 

can meet the agency needs.   

 

Is there a hosted environment for SharePoint? 

Yes. CIO/OFT has a hosted SharePoint solution. It is centralized. 
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Distribution Lists / Address Book 

What is the maximum size of a server distribution list? 

Each distribution list can contain up to 20,000 internal users (by internal – the user appears in the 

Global Address List).  

 

What if an agency needs to configure a distribution list with users who do not appear in the 

global address list? 

NYSeMail will create a listserv distribution list for you or your users to manage. 

 

Will my agency have its own Address Book?  

Yes. 

 

Archiving – See Legal section for additional information 

Can the NYSeMail system accommodate our requirements for archiving and retention of email 

and other communication for my agency? 

Currently, NYSeMail customers must subscribe to the Microsoft Exchange Hosted Archive service, 

which is the State’s transitional archive solution. Customers will be migrated to the next generation 

archive solution when it becomes available. 

 

Will ALL inbound and outbound email be retained in the archive? 

Yes, this guarantees an immutable store of email. 

 

Will CIO/OFT staff be able to see other agencies eMail in the next generation archive solution? 

Not without proper authorization, subject to security controls including auditing. 

 

If an agency already has an eMail archive system, how would it migrate into the enterprise 

system? 

CIO/OFT will work with each agency individually to migrate data into the Archive system. 

 

 How do emails get into the Archive? 

Archiving email is done automatically.  All sent and received email is archived.  
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How are emails retrieved from the Archive? 

 

Users can reach the archive via an Internet URL 

https://viewer.messaging.microsoft.com/Viewer.aspx 

 

Is there a separate cost for archiving?  

 

Yes, at this time.  However, we expect that it will be included in the base rate when we go to the 

Exchange 2010 environment with the next generation archive. 

 

 

Legal 

How will CIO/OFT respond to Freedom of Information Law (FOIL) requests for customer 

agency emails?  

In accordance with Section 106 of the State Technology Law, CIO/OFT will forward the FOIL 

request to the customer agency within five (5) days of its receipt, and notify the requestor that the 

response will be coming from the customer.  Upon receiving the forwarded request, the customer 

must comply with FOIL as if it had initially received the request.  The time period for the customer 

to respond to the FOIL request commences upon receipt of the forwarded FOIL request from 

CIO/OFT.  

 

How will CIO/OFT respond to subpoenas and other legal process or requests for customer 

agency emails?    

In accordance with CIO/OFT Policy No. CIO-P07-002, “Handling of Subpoenas, Investigations, 

Legal Inquiries and Other Requests,” subpoenas and other formal requests for customer owned 

data in CIO/OFT’s custody shall be referred to the CIO/OFT Counsel for consideration and 

appropriate action.  CIO/OFT Counsel will notify the customer agency’s legal counsel that it has 

received such a request, unless otherwise prohibited from doing so, prior to CIO/OFT taking any 

action relative to such process or requests.  When allowed by law, CIO/OFT will share a copy of 

the subpoena and the responding records with the customer agency prior to their submission.  Note 

that sometimes investigatory agencies require the maintenance of confidentiality when a  

subpoena for documents belonging to a customer agency is received; should that occur, 

CIO/OFT Office of Counsel and Legal Services will seek to obtain the consent of the 

investigatory agency to share the existence of the subpoena with the customer.  

 

https://viewer.messaging.microsoft.com/Viewer.aspx
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Who will be able to access the archived emails and how?  

NYSeMail provides a delegated provisioning capability.  This means that NYSeMail customers 

may establish roles and responsibilities for different users.  For example, individual users are 

typically assigned the fewest privileges with an ability to view only their own archived messages.  

NYSeMail customer administrative personnel may also designate compliance managers for their 

archives.  A "compliance manager" is defined as the role having the greatest number of privileges 

and access permissions, with an ability to view all user email messages and run all reports, update 

accounts, set up supervisory terms, and set sample rates.  NYSeMail customer compliance 

managers can set archival time periods, view copies of all user emails, run reports, update 

accounts, and set up supervisory terms and other functions, and are the only individuals who will 

have visibility into their email archive.  CIO/OFT will not have visibility into this data except for 

CIO/OFT’s own designated compliance manager having visibility into CIO/OFT’s own emails.   

 

More specific descriptions of authorized roles and responsibilities and how NYSeMail customers 

may configure their own levels of access are described in CIO/OFT Terms of Service (TOS) and 

Service Level Agreement documents or in administrative guides or training provided to NYSeMail 

authorized users.  

 

 

Who should be appointed as an agency’s Compliance Manager? 

 

This determination is made by each agency.  The selection should be made with care, within the 

appropriate authority of personnel within each agency, because of the breadth and responsibility 

of the Compliance Manager role.  Before enabling personnel at agencies as Compliance 

Managers, CIO/OFT may require confirmation from agency executive personnel such as an 

agency’s Counsel, ISO, and/or CIO, or in some instances the agency head. 

 

Does the NYSeMail Consolidation Initiative include an archiving solution, a records retention 

solution, or both?  

NYSeMail customers are required to subscribe to archiving:  the temporary Microsoft Exchange 

Hosted Archive service initially, and the next generation archive solution when it becomes 

available.  This initiative does not include records retention.  The customer is referred to NY State 

Archives records retention policy for guidance relative to retention of emails.  

 

What benefits will an archiving solution provide?  

The archiving service will automatically archive all emails sent or received by a customer agency 

for a certain pre-determined time period.  You will have access to the archived emails while they 

are retained in the archive, and you can then retrieve, hold and produce those emails in response 

to a discovery request received during that time.  

 

NYSeMail customers will be able to control access to archived data, and track any accesses to that 

archived data using auditing and logging within the archive system.  The archive will provide the 
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most complete, best evidence available for internal investigations or litigation e-discovery needs.  

Authorized individuals in NYSeMail customer agencies will have read and copy visibility into their 

agency data without needing to contact CIO/OFT for help reconstructing the information.  The 

data will be in a form easily digested into litigation support software without the need for 

expensive and time-consuming conversion processes.   

 

 

Will archiving help the State address any specific legal requirements?  

The Federal Rules of Civil Procedure recently changed to set forth new requirements for electronic 

discovery.  The New York State Civil Practice Law and Rules and the rules of specific courts are 

mirroring these new requirements.  Archiving will help the State comply with these rules, as well as 

comply with additional requirements described by judges, including  the Honorable Shira A. 

Scheindlin in the Zubulake and Pension Committee cases. 

 

Archiving is increasingly viewed as an essential practice supporting e-discovery.  Our experience 

has been that without archiving as a required component of this service, production of emails 

during the discovery phase of litigation and for trial is difficult, extremely expensive, cumbersome 

and time consuming.   

 

Could we delete data from the archive?  

No, not during the initial minimum number of months that all emails will be retained in the archive.  

During that time period deletion will be an extremely rare process done only by CIO/OFT in 

accordance with checks and balances contained in policy.  This will require multiple levels of 

authorization by both the NYSeMail customer agency and CIO/OFT.  The reason for this is so the 

State may successfully assert, in litigation, the almost complete inviolability of the archived data.  

A type of rare example where deletion might occur could be if the State receives a court order 

mandating removal of data from the archive system. 

 

How long will emails be retained in the archive?  

CIO/OFT has recommended a minimum time period of 1 year applicable to all emails for all 

NYSeMail mailboxes, without exception (although this time period is subject to modification if a 

formal policy is issued).  A minimum time period is recommended because it best allows New York 

State to meet the goal of providing relevant electronic documents sought in litigation. Agencies will 

control and be able to set longer time periods for any NYSeMail mailboxes in their agencies. 
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Does the minimum time period set for the initial archiving of emails conflict with §90369 of 

the New York State Archives’ (NYSA’s) "General Retention and Disposition Schedule for New 

York State Government Records" pertaining to email messages?  

No.  Section 90369 notes that many email communications are not records, are therefore suitable 

for immediate destruction, and should be destroyed after messages and attachments are opened 

and records have been saved in an appropriate electronic or paper file. 

 

However,  the NYSA document retention schedule also notes that "agencies are not required to 

destroy records at the end of the retention period," they may "keep records longer," and they 

have "considerable flexibility in applying the schedule to their specific needs" as long as they 

keep such records the minimum amount of time set by State Archives.   

 

Also, NYSA's retention schedule contains specific exceptions for the provision of centralized 

services to other agencies, and for records being kept to support audits or legal actions.  Keeping 

NYSeMail emails in an archive for a few months to ensure the State’s ability to efficiently reduce 

the time, cost and expense of production of emails during litigation or audits is well within NYSA 

guidelines. 

 

What about retention?  How does this archiving solution address our agency’s records 

retention needs?  

The NYSeMail system, like other email systems, was not designed to manage the retention and 

storage of email.  Customer agencies retain responsibility under State Archives requirements, the 

Arts and Cultural Affairs Law, or other applicable statutes for the retention and disposition of 

email records and managing email records independently from the NYSeMail archive.  Just as you 

do now, you will need to determine the appropriate retention periods for your emails based on 

content, and make arrangements to retain and dispose of such records accordingly.   

 

CIO/OFT is not at this time offering a technical records retention solution.  Customer agencies will 

need to identify a “filing system” where your email records will be deposited and maintained for 

record retention or other legal or business purposes before the automatic NYSeMail period ends.  

That could mean extending the period of time that some of your emails are stored in the Microsoft 

Exchange Hosted Archive, migrating the emails to other systems (such as copies of emails moved to 

your file and print shares), or other solutions as you determine what works best for you.  CIO/OFT 

will cooperate with customer agencies in transferring email records to such an identified filing 

system.   

 

 

What security practices will protect the archived emails?  

As described elsewhere in these FAQs, the NYSeMail migration is a two-phased process.  In the 

first phase, NYSeMail customers must subscribe to the Microsoft Exchange Hosted Archive service, 

which is the State’s transitional archive solution.  For the second phase, NYSeMail customers will be 

migrated to the next generation archive solution when it becomes available. 
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During the initial phase NYSeMail customers must subscribe to the Microsoft Exchange Hosted 

Archive.  This service is available to NYSeMail customers under NYS Office of General Services 

backdrop contract PT61408, in which the vendor has warranted it will comply fully with all security 

procedures of the State and any authorized users of the contract, and will maintain the 

confidentiality of the State's data and not share it with third parties.  Whether NYSeMail 

customers use this backdrop contract, or obtain the Microsoft Exchange Hosted Archive service 

through other licensing arrangements, they are encouraged to obtain security assurances in those 

agreements. 

 

With implementation of the second phase, the next generation archive solution, CIO/OFT will 

ensure the security services described within the applicable Terms of Service or Service Level 

Agreement documents continue to be met.  These include identifying and minimizing risks to the IT 

systems supporting the archive service, assessing whether risks are properly mitigated, testing 

services and infrastructure for vulnerabilities, periodic vulnerability scanning, reporting any security 

incidents to the affected agencies, requiring user authentication and access, audit trails, software 

patches, physical security, and network encryption.  Please talk to your CIO/OFT Customer Service 

representative if you have more questions. 

 

Are the services provided by CIO/OFT subject to change?  

From time to time, CIO/OFT may need to modify its Terms of Service offering.  The methods by 

which CIO/OFT will modify terms of service for any of its information technology services are 

described in the NYS CIO/OFT Core Terms of Service document at section 8.0 (“Amendment of the 

Terms of Service”) and in the Standard IT Shared Services SLA Document in the section captioned, 

“Modifying the Service Level Agreement.”  Prior notice will be provided to the customer.  CIO/OFT 

will document changes on the CIO/OFT website, and customers will have an opportunity to 

comment on any changes.  To the extent a NYSeMail customer requires specialized services to 

meet legal obligations to a third party (for example in order to satisfy applicable federal 

requirements), CIO/OFT will provide such specialized services.  

 

Is it possible the NYSeMail consolidation, including its email archiving service, could be 

terminated?  

CIO/OFT does not anticipate termination as NYSeMail consolidation is expected to result in cost 

savings to the State.  As stated above, CIO/OFT will work to communicate any change as quickly 

as is reasonably possible in accordance with the provisions of its Terms of Service and Service 

Level Agreements.   
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Will CIO/OFT enter into Memoranda of Understanding (MOUs) with NYSeMail customers 

providing more detail than the Terms of Service or Service Level Agreement documents?  

Most agencies using NYSeMail will have entered into a Service Level Agreement with CIO/OFT, 

outlining the type and manner of service delivery CIO/OFT will be providing.  CIO/OFT will not 

be entering into any additional agreements, like MOUs, with customer agencies for NYSeMail 

services.  NYSeMail customers under specific legal obligations to have certain terms included may 

contact CIO/OFT directly to discuss these requirements. 

 

How may NYSeMail customer legal staff obtain further information?  

These Frequently Asked Questions and responses will evolve as we work closely with our customer 

agencies.  All NYSeMail customer legal staff is encouraged to contact the CIO/OFT Office of 

Counsel and Legal Services for additional information, at (518) 473-5115.   

 

Financials 

 

Will the price per mailbox be reduced as more users join NYSeMail? 

The rate for NYSeMail  mailboxes is calculated based on our associated costs for the year.  This 
rate is recalculated annually, so any cost savings achieved due to economies of scale would be 
passed along to the customer. 

 
 

What are the CIO/OFT NYSeMail mailbox charges? 

The rates for the new 2010 infrastructure have not been determined yet, but we expect them to 

be approximately $6.00/mailbox/month for a 500Mb mailbox, including archiving. 

 

How will an agency get billed for mailboxes?  

NYSeMail customers are billed monthly. 
 
 

Will it cost less if we have smaller mailboxes? 

With the Microsoft Hosted Archive, a monthly flat rate includes unlimited storage, so mailbox 
quota will have no relationship to archiving cost.  With the future archive solution, we expect that 
archiving for up to one year will be included in the NYSeMail rate. Costs for storage beyond one 
year are anticipated to be based upon actual storage utilized. Depending on email volume, 
smaller mailboxes may reduce costs for long-term retention. 
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Are the costs associated with archiving information included in the cost of the NYSeMail 

service? 

No.  Currently agencies must subscribe to the Microsoft Exchange Hosted Archive service via their 

Microsoft Enterprise or other licensing agreement.  We expect the Exchange 2010 solution will 

include archive as part of the service. 

 

Are price schedules published for Microsoft archiving? 

Yes, the interim Microsoft Exchange Hosted Archive solution cost is $2.50 per user, per month with 

no size limitation.  We are currently building the cost model for the next generation archive service 

offering.  Most likely the NYSeMail rate will include up to 1 year of archive data. 

 

Are customer agencies billed per each Customer Care Center incident? 

Yes. Each call to the CCC will incur a fee to the agency. 

 

 

Lotus Notes 

Define the term “Application”  

 

Applications are synonymous with databases. The inventory that is collected looks at database 

dependencies. The tools look for consolidation opportunities.  

 

 

Should agencies “Classify” applications and use common “templates”?  

Yes, this is a good recommendation.  Doing this across agencies, as a User Group, we can attain 

economies of scale to this approach. The Center of Excellence could document and track the 

classification efforts and solutions. 

 

What percent of applications have been found to be essential based on history of migrations? 

Typically about 20%.  

 

Will clients have a Lotus Notes email box and a NYSeMail box? 

No, in general clients will have their Lotus Notes email or the NYSeMail email.  

 



 
 

Enterprise NYSeMail Consolidation FAQs 
Page 25 of 26 

 

If we are to migrate document links, they need to point back to the database component. Do 

they need ZAP?  

ZAP will only be needed for feature-rich forms.  ZAP translates doclinks to Exchange.  Binary Tree 

has functions to run virtual scenarios to “try-out” application conversions. 

 

Is there a specific tool to migrate mail from Notes to Exchange? 

Microsoft had tools that have been decommissioned. Microsoft now supports the use of both Binary 

Tree and Quest for migration. 

 

Is there a mandate to move Lotus applications to CIO/OFT? 

No if it’s cost effective, the agency can keep Notes for applications. However, each agency should 

do the assessment to understand the risks, costs, etc. for this approach. 

 

 

What sort of security is on Exchange mailboxes?  

 

It is similar to Lotus Notes. 

 

 

Is CIO/OFT open to looking at hosting and consolidating Domino in the State Data Center? 

 

The application assessment will need to be conducted first in order to determine scope, quantity 

ofwork to be done and establish facts to evaluate the best solution. 

 

Who is going to host the co-existence software? 

 

CIO/OFT can house the Exchange Coexistence Server and the SQL server requirements.  However, 

the individual agencies will need to house the Domino Coexistence server as the vendor 

recommends that piece sit close to the Domino environment. 
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Other 

When will the upgrade to Exchange 2010 take place?   

The upgrade to Exchange 2010 is expected to take place in 2011. 
 

 

How does the consolidation of email converge with Cloud Computing and Software as a 

Service? 

Many of the services we believe are viable candidates for cloud computing require analysis as to 

the appropriateness of information being stored in State controlled facilities, compared to data 

that are safe and appropriate for storage in public facilities. Consolidated email will position the 

State to best use a combination of State facilities for the most confidential and sensitive 

information, and public facilities where appropriate. This will be dynamic and evolve over time.  

 

 

Is NYSeMail HIPAA certified?  

 

Yes, CIO/OFT is HIPAA certified and currently support many agencies that require this 

certification. 

 

 

 

If an agency already hosts email for other state entities (i.e. OGS hosts 3 smaller  authorities 

on their email system), can they be included in migration? 

Yes. 

 

 

Where can I find additional information? 

For more information on how CIO/OFT is working to consolidate email throughout the state, please 
visit www.cio.ny.gov/NYSeMailMigration.htm 

 
NYSeMail Migration Program Office 

1-866-789-4638 or 518-402-2537 

customer.relations@cio.ny.gov 

New York State Chief Information Officer / Office for Technology 
State Capitol, Empire State Plaza, P.O. Box 2062 

Albany, NY 12220 

http://www.cio.ny.gov/NYSeMailMigration.htm
mailto:customer.relations@cio.ny.gov

