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1. Sun Microsystems:  Friday12/21/2007 3:18 PM

Sun Microsystems, Inc.

Response to New York State CIO/OFT

Request for Public Comment (RFPC) # 122807

December 21, 2007

Part I

Question 1.  Contact Information:  Please provide name, organizational affiliation if any, and means for contacting you (e.g. e-mail address, street address, phone number).  Contact information collected in Question 1 will not be displayed on a public website.

[CONTACT INFORMATION REDACTED]

Question 2.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records in order to encourage public access to those records?

In order to encourage public access to electronic records the State of New York should choose and demand open standards that do not impose the choice of a particular vendor, product or platform onto users.  Standards or formats that have a huge risk of locking users into one particular vendor should be avoided.  Users should have a choice between different products from different vendors for different platforms, so that users have a chance to benefit from competition in the market.  As a consequence, access to data becomes and remains affordable and platform independent.

Open standards with a solid open source implementation have an advantage over other standards in the sense that the barriers of entry for new vendors to support the standard are very low.  In addition, users can always simply use the open source implementation to access the electronic records.  Thus, the dependency on any vendor is minimal.

For electronic records, the OpenDocument Format (ODF) is a standard that meets these requirements.  A variety of solid ODF implementations is available from a number of vendors for choice of platforms.  For the OpenDocument Format (ODF) there are solid implementations for all key operating systems including Windows, Linux, Mac OS X, Solaris, OS/2, and FreeBSD.  Commercially supported ODF products are available from companies like Sun Microsystems, IBM, Red Hat, Novell, Google, etc.

Question 3.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records to encourage interoperability and data sharing with citizens, business partners and other jurisdictions?

In order to encourage interoperability and data sharing with citizens, business partners and jurisdictions it is important to keep in mind that not everybody uses the same application from the same vendor on the same platform.  For example, an increasing number of users use operating systems like Mac OS X, Linux or Solaris instead of Windows.  In edition, mobile devices like smart phones become increasingly popular.  Thus, this diversity of platforms and the evolution of them needs to be anticipated when electronic records are shared.

As a consequence, open standards should be chosen that are well supported across platforms.  However, it is important that the various implementations are solid implementations.  If only one implementation of a standard for one platform is a solid implementation, the adoption of that standard will automatically enforce the usage of that one platform.

For the exchange of documents with citizens it is also important to make sure that a selected format or standard does not require the purchase of an expensive software on the citizen side just to be able to participate in document workflows.  Thus standards that encourage competition should be preferred over standards that are tightly associated with one particular product and vendor.  In addition, the availability of a solid free and open source implementation of a standard also makes the access of electronic record affordable.

In the context of interoperability and data sharing, agreeing on just one standard is beneficial because costs and risks associated with necessary conversions and translations are minimized.  The Web is a good example for this because due to the W3C open standards HTML and HTTP people are able to access web content independent of the web browser and operating system used.  The world or real world native languages illustrates the costs and risks of having to translate between different standards all the time.  The more languages that need to be supported the more translators are needed and the higher the risks of errors in translation and communication.

Interoperability can also be achieved by standardizing on just one product.  In that case interoperability is even possible based on proprietary standards.  However, by doing so, competition, choice and thus negotiation power are eliminated leading to a monopoly.

Please see our answer to question 13 for more suggestions.

Question 4.  What mechanisms and processes should the State of New York implement to encourage appropriate government control of its electronic records?

The integration of electronic records into electronic workflows should happen on the basis of open

standards.  For example, forms should be implemented using W3C XForms.  Metadata oriented scenarios should be based on the W3C standards RDF/XML and OWL.  Using open standards simplifies the interaction with other tools and vendors while enabling choice and competition.

The document standards chosen for electronic records including the XML schemas should be well

documented and reusing open standards as much as possible.  As a consequence, developers can easily integrate electronic records into processes and hidden information can be detected very easily.  Also Document Management Systems (DMS) and Content Management Systems (CMS) should be open standards based so that they do not limit vendor and platform choice.  Sometimes office suites are tightly integrated into document management systems via proprietary standards and protocols.  The benefits of the feature sets of such a combined proprietary solutions have to be weighed against the benefits of vendor and platform independence.

Digital Rights Management (DRM) solutions should be used with extreme caution, because the use of DRM technologies can lock-in data forever.  Since DRM solutions are highly proprietary, using these technologies can easily lead to a situation where access to old data becomes dependent on one particular product.  There is a growing movement towards creating an open standards based DRM system.  Indeed, Sun is leading a community effort called Open Media Commons http://www.openmediacommons.org/ ).  However, we recommend avoiding DRM protected content as much as possible until there is a viable, open standards based system.

Question 5.  What mechanisms and processes should the State of New York consider for encouraging choice and vendor neutrality when creating, maintaining, exchanging and preserving its electronic records?

Since real competition leads to choice, innovation and competitive pricing, open standards should be chosen that enable competition on an equal basis.  Thus, standards that have been designed with vendor and application neutrality in mind should be preferred over standards that focus on compatibility with one particular product.

Since it might be difficult to chose the right standards just based on vendor and market statements, agencies should test and evaluate themselves how well a particular standard is supported across operating systems, vendors and applications.  An effective open standard is always delivered with a test suite.  As many other U.S. states are looking into this same problem, perhaps there's an opportunity to create an intra-state electronic records interoperability lab.  Also agencies should ask themselves, if choosing a particular standard will create a strong preference for just one vendor or platform.  If that question has to be answered with yes, that standard should not be considered.  If such a standard has to be used anyway, additional abstraction layers should be introduced in order to minimize the dependency on proprietary

technology as much as possible.  This is for example the case when vendor or application specific

programming languages are used for things like macros.  Document centric applications should not make use of any platform dependent languages.  If that cannot be avoided, abstraction layers should encapsulate the application, vendor or platform specific elements of a document centric application as much as possible.

Applications features that go beyond the features specified in a document standard should be used carefully because extensions of a standard always have a high potential of locking users in.  A good example for this is the database domain.  Most relational databases support the SQL language.  However, most databases also provide proprietary extensions to the SQL standard.  Thus, using the extensions might have benefits from a feature point of view, but also create a lock-in into the particular database product.  Therefore, the usage of extensions to standards should be as limited as possible and should be encapsulated by facade code as much as possible.

Desktop database applications including database reports are often also considered to be part of the larger electronic records domain.  Again, these applications should not depend on vendor or platform specific technology.  Instead vendor and platform neutral technologies should be preferred.  In case vendor and platform dependent technologies are used anyway, abstraction layers should reduce the dependency to a minimum.  Please also see our answer to question #13 in Part II.

Question 6.  Are there mechanisms and processes the State of New York should establish that are specific to the management of its electronic records in its various life cycle stages (creation, maintenance, exchange, preservation and disposal)?

For the various life cycle stages of electronic records it is important to keep in mind that the various stages can happen in different organizations or departments using different applications and platforms.  Therefore, agreeing on one open standard simplifies collaboration.  In addition, choosing standards that are vendor, application and platform independent is important.

Question 7.  How should the State address the long term preservation of its electronic records?  What should the State consider regarding public access to such archived content?

In general, for long term preservation purposes it is preferable to use open standards that are supported well by many different applications on different platforms.  Thus, if one vendor or application stops supporting the format, it is still possible to access the electronic records.  Photo editing software is a good example, because images in the JPEG or PNG format can be opened and edited by many different applications on all key operating systems.  Thus, it is very unlikely that images in the JPEG or PNG format will become inaccessible any time soon.

Since format specification documentation can get lost over time, it is also helpful if the data of an

electronic record can be easily accessed even without a productivity application.  This is one of the benefits of XML file formats.  However, the XML data included in the electronic documents should be self explanatory, i.e. the XML tag names should be long and descriptive enough so that the content can be understood even without the specification documentation.

From a process point of view, it is important to analyze and decide what electronic records need to be archived in an editable format and what electronic records can be archived only in a read-only format.  Typically not all electronic documents have to be archived in an editable format.  The ISO standard PDF/A format is emerging as the preferred choice for read-only documents.  PDF/A seems to be replacing formats like the Tagged Image File Format (TIFF) in the domain of archiving read-only versions of electronic records.  A growing number of office productivity applications already has or will soon have PDF/A export capabilities.  The free and open source application OpenOffice.org is one of them.

For editable documents it is important to check if an electronic record is still valid after any kind of conversion or translation because conversion and translation processes can always have errors.  If electronic record lose their validity through a conversion or translation, it is always important to archive the original version in the original format even if the format is a closed proprietary format.  For old electronic records that only exist in a closed proprietary non-XML format it can also make sense to generate a second copy in an XML format that supports all the old legacy features of the binary format.

The benefit of archiving an XML version in addition to the binary version is that the data of the electronic records can be more easily analyzed and processed.  In order to maximize long term access to electronic records all new electronic records should be created in a vendor, platform and application neutral open standard like ODF, so that all new documents can be accessed without vendor lock-in and without becoming too dependent on just one application.

Provided that there is sufficient storage space, it can even make sense to archive old electronic records in legacy proprietary binary formats in both an XML format supporting all old legacy features and an open XML document format standard that is vendor, application and platform neutral like ODF.  By doing so, even a huge amount of the old electronic records will be freed up and become accessible in a vendor, platform and application neutral way.

Question 8.  What changes, if any, should be made to the government records management provisions in New York Statutes?  (Please reference those laws which are cited here:

http://www.archives.nysed.gov/a/records/mr_laws.shtml ).

Due to shortened time period to respond to RFPC, there is insufficient time to review such provisions.  However, Sun has the expertise to review if requested.  Recommend that any change process be public and transparent.

Question 9.  What constraints and benefits should the State of New York consider regarding the costs of implementing a comprehensive plan for managing its electronic records?

Often organizations decide not to migrate to open, platform neutral technologies because upgrading the existing proprietary solution seems to be cheaper than migrating from the proprietary technology to the more open technology.  Often the license costs for the more open technology are lower, but training, customization and conversion costs let the migration appear as being too expensive.  There are two important things to keep in mind:

a) The migration costs can be seen as entry costs for the new more open solution or as exit costs for the old proprietary technology.  Since vendors often make their products proprietary in order to lock-in their customers and to increase barriers for competitors, these migration costs should be associated to much larger degree to the old proprietary solution than to the more open technology.

b) In case of a monopolistic or close to monopolistic situation, one vendor can dictate prices and feature sets.  Thus, most likely customers are paying a lot more for the solutions then they would have to in a more competitive environment.  Thus, if proprietary formats have led to a monopolistic or close to monopolistic situation, the adoption of vendor, platform and application neutral open standards can help to reestablish competition in the market which will bring down prices and costs.  However, such a process takes time and thus any cost comparison between upgrading a proprietary solution and migrating to a more open solution should be done with a long-term view in mind (i.e. 10 or more years).  A short-term view (i.e. less than 10 years) will almost always be beneficial to the market leading proprietary technology.

Question 10.  What should the State of New York consider regarding the management of highly specialized data formats such as CAD, digital imaging, Geographic Information Systems and multimedia?

In cases where platform, vendor and application independent open formats exist, these should be preferred or at least be used in addition to closed and proprietary formats.  For example audio content could be offered in the Ogg Vorbis format and digital images in the PNG format.  Using formats that do not create dependencies on one particular product, platform or vendor enables long term unhindered access to the electronic records.  There is a growing community movement to create open standards for the range of media in use today.  Indeed, the W3C standards organization is analyzing the problems associated with proprietary video technologies and considering work on creating a platform-independent creation, authoring, encoding/decoding, and description of video.  There is an opportunity for the state of New York to get involved in these activities.  Even public acknowledgement of such work from the state would be a boost to development.

In cases where no platform, vendor and application neutral open formats exist today, the emergence of such open formats should be anticipated.  As a consequence, the dependencies and the legacy built up over time by using closed proprietary formats should be kept to a minimum and should not be used as arguments against the adoption of open standards once they emerge.  The state of New York should consider the power of its procurement policies in driving market change.

Often application use a closed proprietary file format as the default file format because the default file format supports a few special features.  However, very often these applications also support more open file formats.  In cases these more open file formats support the required feature set, data should be stored in the non-default but more open file formats instead of the closed proprietary default file formats.  For example, the Sun ODF Plug-in for Microsoft Office enables Microsoft Office 2003 users to save their documents in the ISO standard open document format.  Thus, even though the default file format of Microsoft Office 2003 is a proprietary binary format, the plug-in enables opening and saving ISO standard ODF files.

Question 11.  What constraints and benefits should the State of New York consider regarding potential savings or additional costs associated with the management of defined electronic record formats?

Please see our answer to question 9.

Question 12.  What existing policies and procedures in the private or public sector for the

management of electronic records would be appropriate for the State of New York to

examine?  Please cite specific examples.

With respect to the management of electronic records the ODF adoption plans and experiences by federal IT organization fedict in Belgium, the Dutch government, the region Extremadura in Spain, South Africa and the Commonwealth of Massachusetts should be investigated.  More details about these public sector efforts can be found on the ODF Alliance website:  http://www.odfalliance.org/
In addition, it might be useful to analyze the experiences of public and private organizations that

already have deployed or currently are deploying implementations of the OpenDocument Format.  Details can be found on the following website:  http://wiki.services.openoffice.org/wiki/Market_Share_Analysis
Finally, it might make sense to also take a look at the growing list of solutions complementary to ODF implementations.  For example, information regarding OpenOffice.org can be found on the following page:  http://wiki.services.openoffice.org/wiki/OpenOffice.org_Solutions
Question 13.  Are New York State’s existing standards, regulations and guidelines regarding records management adequate to meet the challenges of electronic records retention?  How should these standards, regulations and guidelines be changed?

Due to shortened time period to respond to RFPC, there is insufficient time to review the various

standards, regulations, and guidelines.  However, Sun has the expertise to review if requested.  Any proposals for change should be public and transparent.

Question 14.  What else should the State of New York consider about this subject?

Since electronic records will increasingly merge with web technologies including web based office suites, it should be kept in mind that document standards making heavy reuse of W3C's open standards will most likely have a technical advantage the more electronic records become part of the web.

We encourage the state of New York to further analyze the issue of open media formats, such as video and GIS, and electronic records requirements.  We would be happy to meet specifically on this issue and share our research and knowledge.

Finally, here are a few ODF related facts that illustrate the growing importance of the ODF ISO standard:

Office Applications Supporting ODF

Desktop / PC Applications

● KOffice

● OpenOffice.org

● Sun StarOffice

● IBM Lotus Notes / Symphony

● Corel WordPerfect (beta)

● Microsoft Office (via plug-ins)

● Textmaker from SoftMaker

● Apple Mac OS X Leopard / TextEdit

● Abiword

Web Applications

● Google Apps

● Zoho Writer

Cell Phones / PDA's

● Mobile Office

Platforms for which solid ODF support exists

Desktop

● Windows

● Linux

● Mac OS X

● Solaris

● FreeBSD

● OS/2

PDA / Mobile

● Symbian

Hardware / Software Bundles Including ODF Supporting Applications

Hardware

● Everex gPC sold at Walmart in the US (OpenOffice.org)

● Asus Eee PC (OpenOffice.org)

● XO / OLPC / One Laptop Per Child (Abiword)

Software

● Google Pack (StarOffice)

Download / Distribution Numbers of ODF Supporting Applications

OpenOffice.org

● Total OpenOffice.org Downloads as of December 2007: >110M

● OpenOffice.org Downloads per Week as of December 2007: >800K

● 1.6M copies of Openoffice.org to students in Portugal

● 7M copies of OpenOffice.org to people in India

● 175,000 copies of OpenOffice.org to students in France

● "Asus is now selling around 20,000 Eee PCs per month"

http://news.zdnet.co.uk/hardware/0,1000000091,39291119,00.htm
More OpenOffice.org data at:  http://wiki.services.openoffice.org/wiki/Market_Share_Analysis
IBM Lotus Symphony

● IBM Lotus Symphony: 250,000 Downloads as of November 2007

Large Deployments of ODF Supporting Applications

OpenOffice.org and OpenOffice.org-based Products

● 10,000 Seats at the Ministry of Justice, Finland

● 70,000 Seats at the Gendarmerie, France

● 15,000 Seats at the City of Munich, Germany

● 2,500 Seats at Karstadt, Germany

● 25,000 Seats at the Ministry of Defense, Singapore

● 20,000 Seats at PSA Peugeot Citroen, France

● 35,000 Seats at Everex, USA

● 35,000 Seats at Banco do Brasil, Brazil

More OpenOffice.org data at:  http://wiki.services.openoffice.org/wiki/Market_Share_Analysis
Abiword

● 260,000 OLPCs for Peru

● 100,000 OLPCs for Uruguay

● 15,000 OLPCs for Schools in Alabama, USA

Countries Including ODF in Their Standards Recommendations

● Brazil (e-Ping)

● South Africa (MIOS)

● Gemany (SAGA)

See http://www.odfalliance.org/ for more examples and details.

Countries Adopting ODF on a Federal Level

● Belgium (fedict)

● Netherlands

See http://www.odfalliance.org/ for more examples and details.

ODF Alliance Members

● More than 480 members from more than 50 countries

See http://www.odfalliance.org/ for more details.

Looking Into the Future

● "more than a billion PCs in use by the end of 2008 and more than 2 billion by 2015"

http://www.forrester.com/Research/Document/Excerpt/0,7211,42496,00.html
● "Asus expects to sell five million new Eee PCs globally next year"

http://news.zdnet.co.uk/hardware/0,1000000091,39291119,00.htm
Part II

A.  Definitions – “Electronic data, documents, and records”

Question 1.  Are the distinctions described in Part I of this RFPC between the definitions of electronic data, documents, and records useful?  Are there any specific elements or distinctions in those terms which CIO/OFT should be taking into account?

The distinctions are helpful, but since the distinctions have a semantic focus, they do not provide much extra value from a software application point of view.  From a software application perspective the terms electronic data, documents and records can often be used interchangeably.

B.  Definitions – “Access”

Question 2.  Is the description in Part I of this RFPC of three types of access needed for electronic records – day- to-day utility access; ancillary active record access; and historical access – a realistic and useful conceptualization of the main uses of electronic records?  If not, please describe with specificity recommendations for alternative methods for conceptualizing the study's issues.

From a document format point of view other perspectives are important as well.  First, a distinction can be made between knowledge workers and power users.  Knowledge workers only create and modify basic documents and thus only use a very minimal feature set of the office productivity applications.  Typically the large majority of employees within an organization consists of knowledge workers.

The number of power users within an organization is typically much smaller than the number of

knowledge workers.  Power users use a much more sophisticated feature set and thus sometimes even need very specialized software.

Since the costs for the software needed by knowledge workers can be dramatically lower than the software needed by power users, both knowledge workers and power users should exchange data based on the same open standard in order to ensure interoperability.

Another perspective is the internal vs. external view.  Within an organization it is possible to control the use of applications and standards.  However, as soon as data needs to be exchanged and shared with external parties, there is no control over what applications and operating systems the external party uses.

Therefore, vendor, platform and application neutral standards with broad application and platform support should be chosen for external collaboration.  Optimally free viewers and even better editors are available for those standards, so that worst case external parties can just download a view or editor to access and edit the data.

Lastly, the distinction is useful as it helps to emphasize the value of a truly open standard across the categories.  Documents in the three categories for access have different requirements – such as longevity or permissions – that can be described in the metadata surrounding the document's main content.  This metadata will become increasingly important to the effective management of electronic records.  Any impediment to “openness” with this metadata can lead to vendor lock-in and difficulty in access electronic records in the future.

C.  Definitions – “Government Control”

Question 3.  Does the use of particular office suite formats such as the Open Document Format (ODF) or Office Open XML (OOXML) raise any security or privacy implications and, if so, what are they?

ODF is supported by broad range of applications on a broad range of platforms.  Thus, if agencies prefer an operating system other than Microsoft Windows (e.g.  Linux or Solaris) for security reasons, they are free to do so.

In addition, two solid open source implementations of ODF exist in OpenOffice.org and KOffice which allow security related code reviews as well as security oriented customizations.

Finally, the OpenDocument Format is less complex due to the strong reuse of standards and concepts which makes it easier to scan the documents for malicious or sensitive content.

Digital Rights Management (DRM) technologies should be adopted with great caution.  Even though the various DRM solutions promise a lot of benefits from a security point of view, they can give an unrealistic impression of high security because DRM solutions also cannot offer 100% security.  In addition, and more importantly, DRM solutions are often highly proprietary and thus can lead to a long-term vendor lock-in because long term access to data becomes dependent on one single vendor.

Question 4.  Will accessibility to electronic records through the FOIL process be affected by adoption of either format, and if so, how?  Will the rapidity of response required by recent updates to the FOIL law be affected?

Since at least four solid implementations of ODF are available for free (i.e.  OpenOffice.org, StarOffice via the Google Pack, IBM Lotus Symphony and KOffice), the OpenDocument Format allows that receivers of the electronic records can access the content without having to buy a particular software and without having to use a specific operating system.

Thus, like with PDF where the reader software is available for free for multiple platforms, ODF

documents can be opened and edited for free on all major operating systems.  Thus, ODF maximizes the accessibility of electronic records under the FOIL.

In addition, ODF gives users a broad choice of commercial implementations of ODF by different vendors and for different operating system platforms.

Question 5.  In terms of appropriate “government control” of electronic records, what factors or concerns should the State be addressing?

In order to maximize the accessibility of electronic records and to create and maintain competitive

markets with competitive pricing, agencies should encourage choice by demanding platform, application and vendor neutral open standards.

D.  Definitions - "Interoperability"

Interoperability means the ability of a computer program to communicate and exchange information with other computer programs and mutually to use the information which has been exchanged.  This includes the ability to use, convert, or exchange file formats, protocols, schemas, interface information or conventions, so as to permit the computer program to work with other computer programs and users in all the ways in which they are intended to function.

While there are different paths to interoperability, Sun Microsystems believes that reliance upon open standards is most effective, particularly for areas important to the public good and in which innovation and competition are paramount.

E.  Definitions - "Open Standards"

Question 6.  Is this the correct definition of interoperability which the study should be using? If not, please provide a better, alternative definition.

Sun Microsystems uses and endorses the following definition of open standards and interoperability.  This is consonant with other definitions in use.  Its refinements are based upon our decades of experience.

Creation and Management of an Open Standard

● Its development and management process must be collaborative and democratic:

○ Participation must be accessible to all those who wish to participate and can meet fair and reasonable criteria imposed by the organization under which it is developed and managed.

○ The processes must be documented and, through a known method, can be changed through input from all participants.

○ The process must be based on formal and binding commitments for the disclosure and

licensing of intellectual property rights.

○ Development and management should strive for consensus, and an appeals process must be clearly outlined.

○ The standard specification must be open to extensive public review at least once in its lifecycle, with comments duly discussed and acted upon, if required.

Use and Licensing of an Open Standard

● The standard must describe an interface, not an implementation, and the industry must be capable of creating multiple, competing implementations to the interface described in the standard without undue or restrictive constraints.  Interfaces include APIs, protocols, schemas, data formats and their encoding.

● The standard must not contain any proprietary "hooks" that create a technical or economic barriers

● Faithful implementations of the standard must interoperate.  Interoperability means the ability of a computer program to communicate and exchange information with other computer programs

and mutually to use the information which has been exchanged.  This includes the ability to use,

convert, or exchange file formats, protocols, schemas, interface information or conventions, so as

to permit the computer program to work with other computer programs and users in all the ways

in which they are intended to function.

● It must be permissible for anyone to copy, distribute and read the standard for a nominal fee, or even no fee.  If there is a fee, it must be low enough to not preclude widespread use.

● It must be possible for anyone to obtain free (no royalties or fees; also known as "royalty free"), worldwide, non-exclusive and perpetual licenses to all essential patent claims to make, use and sell products based on the standard.  The only exceptions are terminations per the reciprocity and defensive suspension terms outlined below.  Essential patent claims include pending, unpublished patents, published patents, and patent applications.  The license is only for the exact scope of the standard in question.

○ May be conditioned only on reciprocal licenses to any of licensees' patent claims essential to practice that standard (also known as a reciprocity clause)

○ May be terminated as to any licensee who sues the licensor or any other licensee for

infringement of patent claims essential to practice that standard (also known as a "defensive suspension" clause

○ The same licensing terms are available to every potential licensor

● The licensing terms of an open standards must not preclude implementations of that standard

under open source licensing terms or restricted licensing terms.”

http://www.sun.com/software/standards/definition.xml
Question 7.  Is this the correct definition of "openness" and "open standards" which the study should be using? If not, please provide a better, alternative definition.

See answer to question number 6.

Question 8.  For State agency respondents in particular:  What percentages of your electronic records (using the term generally) consist of office suite records?  What other types of electronic records, such as those in online information systems, GIS systems, etcetera does your agency create?  What percentages do those other records consist of?  How did you determine this?

Not Applicable.

Question 9.  Is Gartner's prediction correct?  What predictions have been made about other formats?

Since we do not have the year 2010 yet, it is impossible to say if Gartner's prediction is correct or wrong.  However, the following market data seems to suggest that the current ODF momentum could lead to a market situation predicted by Gartner:

Office Applications Supporting ODF

Desktop / PC Applications

● KOffice

● OpenOffice.org

● Sun StarOffice

● IBM Lotus Notes / Symphony

● Corel WordPerfect (beta)

● Microsoft Office (via plug-ins)

● Textmaker from SoftMaker

● Apple Mac OS X Leopard / TextEdit

● Abiword

Web Applications

● Google Apps

● Zoho Writer

Cell Phones / PDA's

● Mobile Office

Platforms for which solid ODF support exists

Desktop

● Windows

● Linux

● Mac OS X

● Solaris

● FreeBSD

● OS/2

PDA / Mobile

● Symbian

Hardware / Software Bundles Including ODF Supporting Applications

Hardware

● Everex gPC sold at Walmart in the US (OpenOffice.org)13

● Asus Eee PC (OpenOffice.org)

● XO / OLPC / One Laptop Per Child (Abiword)

Software

● Google Pack (StarOffice)

Download / Distribution Numbers of ODF Supporting Applications

OpenOffice.org

● Total OpenOffice.org Downloads as of December 2007: >110M

● OpenOffice.org Downloads per Week as of December 2007: >800K

● 1.6M copies of Openoffice.org to students in Portugal

● 7M copies of OpenOffice.org to people in India

● 175,000 copies of OpenOffice.org to students in France

● "Asus is now selling around 20,000 Eee PCs per month"

http://news.zdnet.co.uk/hardware/0,1000000091,39291119,00.htm
More OpenOffice.org data at:

http://wiki.services.openoffice.org/wiki/Market_Share_Analysis
IBM Lotus Symphony

● IBM Lotus Symphony: 250,000 Downloads as of November 2007

Large Deployments of ODF Supporting Applications

OpenOffice.org and OpenOffice.org-based Products

● 10,000 Seats at the Ministry of Justice, Finland

● 70,000 Seats at the Gendarmerie, France

● 15,000 Seats at the City of Munich, Germany

● 2,500 Seats at Karstadt, Germany

● 25,000 Seats at the Ministry of Defense, Singapore

● 20,000 Seats at PSA Peugeot Citroen, France

● 35,000 Seats at Everex, USA

● 35,000 Seats at Banco do Brasil, Brazil

More OpenOffice.org data at:

http://wiki.services.openoffice.org/wiki/Market_Share_Analysis
Abiword

● 260,000 OLPCs for Peru

● 100,000 OLPCs for Uruguay

● 15,000 OLPCs for Schools in Alabama, USA

Countries Including ODF in Their Standards Recommendations

● Brazil (e-Ping)

● South Africa (MIOS)

● Gemany (SAGA)

See http://www.odfalliance.org/ for more examples and details.

Countries Adopting ODF on a Federal Level

● Belgium (fedict)

● Netherlands

See http://www.odfalliance.org/ for more examples and details.

ODF Alliance Members

● More than 480 members from more than 50 countries

See http://www.odfalliance.org/ for more details.

Looking Into the Future

● "more than a billion PCs in use by the end of 2008 and more than 2 billion by 2015"

http://www.forrester.com/Research/Document/Excerpt/0,7211,42496,00.html
● "Asus expects to sell five million new Eee PCs globally next year"

http://news.zdnet.co.uk/hardware/0,1000000091,39291119,00.htm
Question 10.  Will the usage of ODF among those individuals and entities with whom the State interacts be so great that failing to provide the NYS workforce with the capability of using ODF will cause NYS interoperability problems?  If so, if the State did not adopt the ODF format, what would be the best method to ensure interoperability with ODF documents received by the State from others?

It is difficult to predict the uptake of ODF within New York State, the US and globally, however, market data seems to indicate that ODF and ODF implementations are increasingly playing a significant role.  See for example the numbers provided in response to question number 9.

Also, there already significantly more ODF documents on the web than OOXML documents.  See for example the results of the following two Google searches:

http://www.google.com/search?hl=en&q=filetype%3Aodt&btnG=Google+Search
http://www.google.com/search?hl=en&q=filetype%3Adocx&btnG=Google+Search
In addition, Google searches for the words “OpenOffice” and “Microsoft Office” show that there are only 2-3 times as many pages on the web talking about “Microsoft Office” than there are about “OpenOffice”:

http://www.google.com/search?hl=en&q=%22OpenOffice%22&btnG=Search
http://www.google.com/search?hl=en&q=%22Microsoft+Office%22&btnG=Google+Search
Thus, OpenOffice.org as just one implementation of ODF is already playing a major role in the market.

Interoperability with ODF can be achieved for free by using any or all of the following options:

● Installing a free ODF implementation like OpenOffice.org, KOffice or Lotus Symphony,

potentially in addition to a non-ODF office suite

● Installing the Sun ODF Plug-in for Microsoft Office in order to ODF-enable Microsoft Office

● Installing the Clever Age / Sourceforge ODF Plug-in sponsored by Microsoft

In addition, document conversion servers like the Sun StarOffice 8 Server can be used to convert

documents centrally.

Question 11.  For office suite formats, which governments have adopted ODF exclusively?  Which governments have adopted OOXML exclusively?  Which governments have adopted both formats?  What other formats for office suite software besides ODF and OOXML have other governments adopted?

Examples of governments and government agencies adopting ODF exclusively are the federal IT

organization fedict in Belgium, the Netherlands, South Africa and the region Extremadura in Spain.  Governments and government agencies using a dual-format strategy, at least temporarily, are Denmark and the Commonwealth of Massachusetts.  Please see http://www.odfalliance.org/ for more examples and details.

Question 12.  Other than in the office suite context, in what other ways does the State need to be concerned about electronic records interoperability?

Electronic records interoperability affects multiple domains beyond the office suite context.  Examples are:

● PDA's and mobile devices

● E-mail including web mail

● Document and content management systems

● Business integration / workflow software

● Publishing and printing

● Indexing and searching

● Archiving

For all these scenarios the reuse of existing standards like the W3C standards (e.g.  XForms, RDF/XML, OWL, etc.) is beneficial because the standards enable a vendor and platform independent integration of

different solutions.  Thus, integration interfaces are not based on proprietary technologies and proprietary specifications but on open standards.

Expanding on the above list, it should also be noted that electronic records are not necessarily only documents.  Audio and video data are also relevant to governments, and as more of our lives “go digital,” there will likely be a need for a redefinition of what constitutes an electronic record.  We encourage the state of New York to study this issue and offer our help.

F.  Focus of the Study

Question 13.  Given the existence of tens of thousands of e-data formats, the increasingly dynamic nature of electronic documents, and a preference toward more open formats in other realms besides office suite formats, what type of an approach or mechanism should be used within the State to further the existence of openness in all relevant formats?  Please describe with specificity.

In general open standards should be chosen for which multiple solid implementations by different vendors exist.  It is not necessary that one of the solid implementations is an open source implementation, but the existence of a solid open source implementation has the benefit of free access to the data independent of any vendor.  The availability of an open source implementation also makes it easier for new vendors to support an open standard.

If open standards do not exist for a specific domain yet, the use of proprietary features should be minimized and encapsulated as much as possible in order to make a future migration to more open technologies easier and cheaper.

We would also recommend that the state of New York review the paper “Best Practices for Government Policies and Procurement to Support Broader Information Access” published by the United Nations Internet Governance Forum's Dynamic Coalition on Open Standards:  http://igf-dcos.org/documents/
Possible actions outlined in that document include:

1.  Government as consumer:  The government sector represents the largest consumer of ICT in volume and value.  We believe that in the role of the consumer, governments should:

1.  Ban procurement policies from requiring compatibility with proprietary technologies or proprietary ICT standards.

2.  Ban procurement policies from specifying particular brands, manufacturers, or products and instead encourage a focus on functional performance and usage rights requirements.

3.  Encourage procurement policies that require evaluation of multiple, competing products based on open ICT standards.

4.  Support the use of non-proprietary, non-discriminatory hardware and software interfaces in all instances in which the government user acquires, creates, exchanges or stores public information.  Examples would include the PC desktop system, Web browser, email application and data archives used by government employees.

5.  Engage more systematically in the requirements gathering phase of ICT standards development.  Governments can represent the consumer, and along with civil society, they can also represent the public good in terms of public policy issues such as safety, security, and privacy.

2.  Government as producer: As the stewards of public information and services, governments should ensure that the public can access data or services regardless of their choice of technology or product.  It should be noted that data can be presented as text, numbers, maps, graphics, video and audio.  We therefore believe that governments should:

1.  Require public government services and data be based on open ICT standards. “Openness” is best judged by the number of competing, fully substitutable implementations of the standard.

2.  In order to preserve the long-term accessibility of public records, require that public records be stored in non-proprietary, non-discriminatory electronic formats.

3.  Government as policymaker: Governments also deeply influence ICT diffusion and adoption through national, regional and local policies, regulation and legislation.  We believe that in the role of the policymaker, governments should:

1.  Provide and encourage funding for research and educational efforts in standardization.

2.  Encourage greater public benefit from data formats, application programming interfaces, protocols, and interfaces that are developed with government funding by mandating they be put into the public domain.

3.  Consider ex ante and ex post policies to help improve consumer choice in software and hardware purchases.

4.  Consider actions that would improve general consumer/user input to ICT standards.

5.  Consider limitations and exceptions to intellectual property and infringement laws that would promote entirely open interfaces and interoperability.

Question 14.  Is CIO/OFT's proposed focus for this study appropriate?  (That is, conceptualizing three types of “access,” and focusing on office suite formats as an illustrative example).  If not, please describe with specificity the approach which you recommend CIO/OFT should take.

This study is a very good start.  In addition, it is also important to analyze the larger office suite ecosystem including technologies like Digital Rights Management (DRM) as well as Content and Document Management Systems.  Furthermore, multimedia content like audio and video becomes increasingly important.  Again, Sun has done a lot of research in this area which we would be happy to share.

However, for all these different domains it is equally important to demand and use open platform, vendor and applications independent standards so that innovation happens based on application features on top of common file format standards instead of competing based on incompatible proprietary formats.  A competitive environment is best achieved based on open standards because no vendor gets a strong advantage based on proprietary technology or intellectual property related issues.

Question 15.  What is the “problem” that this study should be addressing?  Please define with specificity exactly what the State should be trying to solve.

The “problem” to be solved is interoperability between competing products, so that users have the chance to substitute one solution with another without incurring major risks or costs.  Such a substitutability leads to competitive pricing and innovation on top of common standards.  In addition, different solutions can be mixed based on price-performance characteristics without loss of productivity.

In order to foster a market with multiple competing products, the use of proprietary technologies with a huge lock-in potential should be discouraged and the use of open standards should be encouraged.  These open standards should be designed with vendor, application and platform neutrality in mind.  If they were designed with focus on compatibility with one particular product, most likely these standards will best support on foster that one particular product, which obviously will lead to an unbalance market.

Substitutability also means that both internal and external users have a choice between different products without losing interoperability between different solutions.  This can be compared with the web browser space where typically users can access the same web page without major problems using different browser applications on different platforms, e.g.  Internet Explorer on Windows, Firefox on Solaris, Opera on Linux and Safari on Mac OS X.

Question 16.  If determinable, what percentages of current formats do you have in your systems, e.g. what percentage of your digital data is in the common office suite formats, e.g. .doc format? .xls format? .ppt format? .rtf? .pdf? .html? .txt? .wpd? etcetera.  To what degree have you already migrated to XML-based formats such as .docx, .xlsx, .pptx, .odt, .ods, or .odp, or what are your plans to do so?  What tools do you use to determine the mix of formats being used within your systems?  Anyone can respond, but we are particularly interested in learning the experience and current situation of governmental responders, and particularly from state and local governments.

Sun does not have insight information for various government agencies, but different Google searches can give an indication how many documents are stored on the web.  Such a search URL can look as follows:

http://www.google.com/search?hl=en&q=filetype%3Aodt&btnG=Google+Search
Here are a few results as of 19 December 2007 for key file formats:

File Format Extension Number of Hits

.odt 47,200

.ods 12,100

.odp 18,600

.docx 4,980

.xlsx 955

.pptx 3,210

.doc 21,500,000

.xls 4,470,000

.ppt 3,480,000

.rtf 1,770,000

.txt 20,600,000

.html 4,130,000,000

.pdf 104,000,000

.wpd 104,000

G.  Functionality

Question 17.  Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, of exactly which customer requirements are best met by OOXML.

The main goal of OOXML is the compatibility with one particular application, i.e.  Microsoft Office.  Since backward compatibility features in OOXML like VML have been declared “deprecated”, it can be assumed that no vendor or just a very few vendors besides Microsoft will implement these legacy features.  As a consequence OOXML will only enable backward compatibility in the Microsoft Office context.

OOXML is probably the best format for users who

● are perfectly happy with the Microsoft Office feature set and pricing and thus are not interested in substitutability with competitive solutions and

● have huge numbers of old Microsoft Office documents that need to be maintained in an editable format and cannot be sufficiently translated into an open standard format that was designed with a focus on application, platform and vendor neutrality.

● will mainly need to understand data that's passed on from another Microsoft environment (e.g.

scripts, possible DRM controls, health information)

Question 18.  Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, exactly which customer requirements are best met by ODF.

ODF was designed with a focus on vendor, application and platform neutrality by reusing existing

standards wherever possible and feasible.  Compatibility with past and current market leading applications like Microsoft Office and WordPerfect is established by compatibility features within the ODF implementations.  ODF implementations like OpenOffice.org map these compatibility features onto more abstract and standardized concepts within the ODF file format.  In addition, with version 1.2 ODF becomes a very mature format due to the addition of a formula language, a metadata model and digital signature support which are all based on open standards.  Finally, ODF implementations are available from different vendors for all key operating systems.

As a consequence, ODF is the best choice for users who

● are interested in broad platform support and need to understand data coming from an array of environments as well as

● choice, substitutability, and healthy competition (including competitive pricing).

A format or standard designed with a focus on compatibility with one particular product, so that the format or standard is closely linked to that particular product, typically leads to an interoperable ecosystem around that particular product, i.e. the particular product is at the center of the ecosystem.  In contrast, an open vendor, platform and application neutral format or standard will foster an interoperable ecosystem that looks more like a mesh, i.e. interoperability between different competing solutions on an equal footing.

Question 19.  As a customer of office suite software, the State has a requirement that software support the State’s day-to-day operational functions.  Which office suite format would be best for this day-to-day utility: OOXML, ODF, or another format?  Why?  What specific features for this purpose does one format have that the other(s) are missing?

Both formats OOXML and ODF have proven their feasibility in large scale deployments and complex environments.  Thus, both formats seem to be sufficient for day-to-day operational functions.  ODF 1.1 addressed potential accessibility issues and ODF 1.2 adds a formula language, metadata and digital signature support.  ODF 1.2 will even include a specification for database reports.  Thus, ODF 1.2 will be a very mature standard that covers all key electronic record related use cases.  However, in contrast to OOXML, ODF implements most features by reusing standards and concepts which contributes to platform, vendor and application neutrality.

It also should be kept in mind that many users do not need the full feature set of office productivity applications.  Thus, a standard that supports the interoperable usage of different applications for different needs is preferable.

Question 20.  As a customer of office suite software, the State has a requirement for that software to support the State’s need in office suite software for long-term preservation and production of electronic records.  Which format would be best for this function, OOXML, ODF, or another format?  Why?  What specific features, for this purpose, does one format have that the other(s) are missing?

The main goal of OOXML is the compatibility with one particular application, i.e.  Microsoft Office.  Since backward compatibility features in OOXML like VML have been declared “deprecated”, it can be assumed that no vendor or just a very few vendors besides Microsoft will implement these legacy features.  As a consequence OOXML will only enable backward compatibility in the Microsoft Office context.  Thus, in cases where old Microsoft Office documents need to be maintained in an editable format and cannot be sufficiently translated into an open standard format that was designed with a focus on application, platform and vendor neutrality, OOXML is probably the best format.  However, not eliminating the dependency on legacy data also means maintaining the dependency on a particular product and vendor.

Since ODF and in particular the upcoming version 1.2 of ODF will cover all key document features, ODF is the best solution for all newly created documents and a very feasible solution for many old documents.

Due to the strong reuse of concepts and existing standards, ODF is best suited for enabling vendor, application and platform independence.  In addition, the availability of the source code of two solid ODF implementations (OpenOffice.org and KOffice) ODF support can be ensured even if the original developers decide to discontinue working on the code.  The availability of the OpenOffice.org source code has already led to additional platform and native-language support which obviously contributes to the goal of long term preservation and long term access.

In addition to OOXML or ODF, the ISO standard PDF/A format should be used to archive a version that preserves the layout of a document.

Question 21.  As a customer of office suite software, the State has a requirement for that software to support the State’s need in office suite software for the identification, production, and examination of electronic records for electronic discovery purposes in litigation, or in response to FOIL or investigatory or audit requests.  Which format would be best for this function, OOXML, ODF, or another format?  Why?  What specific features, for this purpose, does one format have that the other(s) are missing?

For the identification, production, and examination of electronic records two things are important:

simple and transparent access to the document content plus simple and transparent access to metadata.  Both OOXML and ODF document files are ZIP archives containing XML content.  Thus, both formats make it equally easy to access the document content.  With version 1.2, ODF will get W3C standards based metadata which will allow processing document metadata based on open standards.

H.  Integrated software applications

Question 22.  How valid is this concern?  Is re-writing of custom in-house software also needed (and has it been needed in the past) for migration between different versions of office suite software?

It is true that custom solutions based on proprietary technologies need to be re-written as part of a migration project.  For example, larger applications written in a proprietary, platform dependent macro language will most likely not work unmodified within a different office application.  The problem is all the bigger the more the increasing vendor lock-in has been ignored during the development of those solutions.  If platform, application or vendor dependent code has not been encapsulated and / or centralized in any way, changing applications also means modifying custom code in many locations.

These custom solutions increase the vendor lock-in and reduce the ability of a user to substitute one product or platform with another one.  As a consequence these users lose their ability to negotiate prices because they have become highly dependent on that particular vendor.

Due to the strong lock-in that these custom solutions cause, costs for migrating to an alternative solution can be extremely high.  Thus, taking only a short term view, such migrations do not appear to be financially feasible.  However, in the long term (probably around 10 years and more) the migration to an alternative solution probably will pay off based on increased competition and thus competitive pricing.

Therefore, past “mistakes” - e.g. proprietary legacy code - should not hinder the adoption of more open technologies.

In the desktop database context a migration to more manageable and centralized solution can even have an additional benefit.  Often distributed desktop databases unknown to and not managed by the IT department have become a huge organizational and sometimes even security problems.  Therefore, converting hundreds or even thousands of different distributed desktop database applications to a few centralized (e.g. web based) database applications can have a huge mid to long term advantage from a administration and security point of view.

Question 23.  For State agency respondents, please quantify if possible the types and amount of custom applications which would need to be re-written in your agency, and the cost.

Please see the following two websites for references to various case studies:

http://www.odfalliance.org/
http://wiki.services.openoffice.org/wiki/Market_Share_Analysis
I.  Standardization

Question 24.  What weight, if any, should the State give to the fact that a particular format has been accepted by a standards body?  In affording that weight, what elements should the State consider?

The acceptance of a standard by an internationally recognized standards body like ISO is a key indication that a standard meets the quality criteria for an open standard.  However, in addition, it is important to evaluate what the design goals of a particular standard are and through what processes the standard came into existence.

In cases where a standard is not demanded and chosen in order to improve the interoperability within one vendor's ecosystem, it is important that the standard was designed with vendor, application and platform neutrality in mind.  Furthermore, the definition process should be open, inclusive and transparent.

A good indication of the openness and neutrality of a standard is the availability of solid implementations by different vendors for different platforms as well as the level of substitutability of different implementations.  If only one product from one vendor implements a standard in a solid and feasible way, the standard is useless with respect to enabling choice and competition.  However, the standard can still be useful to improve interoperability within the ecosystem of that particular vendor.

Question 25.  For office suite software, would standardization by the State on the usage of a single format promote or stifle competition in the IT marketplace?

If the single format was designed with a focus on vendor, application and platform neutrality, the

selection of that standard would promote competition because competition would happen on an equal basis with no clear advantages for any vendor.

However, if that single format was designed with a focus on compatibility with one particular product from one particular vendor, the selection of that standard would foster the product that it was designed to be compatible with.  As a consequence, the standard would stifle competition or at least create a strong imbalance biased towards one product from one vendor.

Question 26.  If standards were developed regarding the creation of electronic records in State government, how would they be enforced and who would be or should be responsible for enforcing them?  Should NYS Archives be given enhanced enforcement authority?

A first step would be mandating the use of the standard and deploying tools and applications supporting the standard.  A second step could be activating the chosen standard as the default file format within applications, if possible.  A third step could be disabling the support for popular alternative formats within applications, if possible.  Finally, at central locations like email servers and firewalls attachments in formats different to the standard could be stripped of with a note being send to the sender or author.

J.  Vendor implementation - costs from using multiple standards

Question 27.  What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g. vendors) if the State were to mandate a single document format for State agency use?

Provided that the single standard was designed with a focus on vendor, application and platform

neutrality, the long term costs should be lower because the standard would lead to more competition and substitutability.  However, in the short term costs might go up due to migrations costs caused by replacing proprietary legacy solutions with more open alternatives.

In contrast, adopting a single standard that was designed with a focus on compatibility with one particular product will create an imbalance in the market because one product from one particular vendor will have a strong advantage.  If that product was the de-facto standard short term costs would be low because upgrading to new versions of a software most likely would be cheaper than migrating to alternative solutions.  However, due to continued lack of competition the long-term costs might be significantly higher.

Question 28.  What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g. vendors) if the State were to allow agencies to employ multiple document formats?

Supporting multiple formats in parallel is like supporting multiple languages in parallel.  The more

formats there are, the higher the translation costs and risks are.

Question 29.  Which option is the most cost-effective? Why?

The mid to long term cost effectiveness of different options follows the following order with the first list item being the most cost effective solution:

1.  One single open vendor, platform and application neutral XML document standard

2.  An open vendor, platform and application neutral XML document standard plus an application compatibility- centric XML format

3.  An open vendor, platform and application neutral XML document standard plus a closed binary de-facto standard

4.  One single application-compatibility-centric XML format

5.  A closed binary de-facto standard or multiple closed binary file formats

As illustrated, the most cost effective solution, at least in the long term, is a single open standard that encourages competition and innovation based on a common standard.  The extreme opposite would be the situation of the recent past where most agencies unconsciously standardized on a proprietary binary defacto standard.  Standardizing on just one closed binary de-facto standard solves the issue of interoperability in the sense that all people are expected to simply use one particular product from one particular vendor.  However, standardizing on a closed binary de-facto standard does not enable competition and thus leads to monopolistic or close to monopolistic situations which again leads to noncompetitive pricing.

K.  Vendor implementation - difficulty of adopting multiple standards

Question 30.  Is the observation correct, or not? Please support your conclusion with specificity.

It is hard to provide a clear answer to this question, but a key question to investigate is how solid the OOXML support is on platforms other than Windows (e.g.  Linux, Mac OSX and Solaris) and if OOXML products from different vendors realistically can be substituted with each other.

In general one can say that any implementation of a file format filter binds development resources that cannot work on the development of innovative new features instead.  This issue becomes worse, the more complex a format is.  Thus, the more filters a vendor has to implement for a particular product the less the vendor can invest in improving the functionality of a product.  This is particularly an issue for smaller companies including new companies entering the market.

Since the OOXML format was designed with a focus on compatibility with Microsoft Office, vendors other than Microsoft obviously have a disadvantage because they have to implement legacy features that are not based on open standards.

This can be compared with specifying a car by documenting all features of all models of a car

manufacturer like BMW.  Obviously it would be relatively simple for BMW to implement and support those legacy features.  However, for other car manufacturers it would be significantly harder to implement those features.  For small vendors it might be even impossible to do so.

Question 31.  If you or the entity with which you are affiliated as part of the ECMA or ISO

standardization process submitted formal comments requesting changes to the OOXML

standard, please list those changes which you requested.

Please see http://www.streamingweb.no/v1-ooxml.pdf
Question 32.  If you or the entity with which you are affiliated as part of the ISO standardization process submitted formal comments requesting changes to the ODF standard, please list those changes which you requested.

Please see http://www.streamingweb.no/v1-ooxml.pdf
Question 33.  What are the specific reasons why a vendor can not or will not directly support the OOXML format?  What impediments are there to doing so?  What, specifically, prevents a

vendor from fully adopting the OOXML format natively, and what would need to occur

for a vendor to be able to do so?

Please see http://www.streamingweb.no/v1-ooxml.pdf and the “Summary of Voting on DIS 29500” at http://www.jtc1sc34.org/repository/0950.htm#N0903 

Question 34.  What are the specific reasons why a vendor will not directly support the ODF format?  What impediments are there to doing so?  What, specifically, prevents a vendor from

fully adopting the ODF format natively, and what would need to occur for a vendor to be

able to do so?

In case feature completeness is raised as a limitation of ODF, it is important to note that the upcoming version 1.2 will add several key features which turn ODF into a very mature standard and cover all key electronic records related use cases.

L.  Costs/Burdens of Migration

Question 35.  To what extent does the WordPerfect to Microsoft Office transition serve as a viable migration model?  Describe the elements of that transition, and how they relate to current needs.  On this question we would be particularly interested in hearing from or being directed to the studies of subject matter experts capable of providing a comprehensive historical analysis and a comparison to current scenarios.

The WordPerfect to Microsoft Office transition demonstrates three things.  First, dominant market leaders can always become less important or even disappear.  Thus, market changes and the potential adoption of new technologies should be anticipated and factored into IT architectures.  Second, moving away from a closed proprietary format is always a painful and costly process because the support for these formats by other applications will have a much lower quality.  This is not a surprise because often proprietary formats and interfaces are used to increase the barriers of entry for competitors and to lock-in customers.  And third, moving to a proprietary format recreates the same vendor and product dependency so that the next migration becomes equally painful and costly.

Today's dependency on products like Microsoft Office could have been reduced if potential competition and substitutability had been kept in mind while moving from WordPerfect to Microsoft Office.  The large German ISV DATEV implemented the integration between their products and the Microsoft Office suite via an abstraction layer that decoupled the DATEV applications from the office suite.  DATEV implemented this abstraction layer even though the market did not show signs of serious competition.  DATEV did so simply because they anticipated market changes.  As a consequence it was relatively easy for DATEV to add support for an additional office suite, i.e.  OpenOffice.org.  The DATEV example shows that dependencies on a particular vendor or product can be reduced by implementing encapsulating vendor, application or platform specific functionality.

Question 36.  If New York State agencies were to migrate to ODF-based office suite software, what specific measures going forward would constitute an optimum migration strategy for

those State agencies?

First, users should get the ability to open and edit ODF files by deploying one of the following

technologies:

● A free ODF implementation like OpenOffice.org, KOffice or Lotus Symphony, potentially in addition to a non-ODF office suite

● The Sun ODF Plug-in for Microsoft Office in order to ODF-enable Microsoft Office

● The Clever Age / Sourceforge ODF Plug-in sponsored by Microsoft

● A central document conversion server, e.g. the Sun StarOffice 8 Server

Next, key document templates should be optimized or redesigned using an ODF implementation in order to make sure that document templates work well in an ODF context.

In parallel, old documents should be analyzed in order to check if they need to be maintained as editable documents or if they can just be archived in a read-only format like PDF/A.  In addition, macros need to be analyzed and potentially migrated.

On the one hand the migration of macros can be very expensive, but on the other hand the migration can be a huge opportunity and valuable investment if macros are migrated to more application and platform neutral solutions.  As part of a migration project, macros can also be consolidated and centralized in order to improve the maintainability.

In case new office products are introduced, users should be trained.  However, these training costs are not just sunk costs.  Often users get trained on an office productivity suite for the first time in their lives as part of a migration project.  Thus, productivity often increases even though the feature set of the new application might be the same or even smaller.

The following two websites include links to various case studies:

http://www.odfalliance.org/
http://wiki.services.openoffice.org/wiki/Market_Share_Analysis
Also, various vendors including Sun Microsystems have support offerings around ODF and ODF

implementations.

Question 37.  Are those studies finding actual cost savings after converting to ODF valid, or are they faulty?  If faulty, in what manner are they deficient?  What counter-examples of studies exist that considered not just licensing costs but also ancillary costs and demonstrated actual increased costs after migration to the ODF format?

In general costs analyses for both ODF and OOXML often look only at a short period of time or maybe even just a migration project.  However, the long term view is equally or maybe even more important.  Demanding and using vendor, platform, and application neutral open standards will lead to a more competitive market and thus bring down prices.  In addition, once whole IT architectures are based on truly open standards, products can easily be substituted with each other so that the product with the best price-performance-ratio can be chosen for any given task.

In cases where free and open source technologies are being used, studies also need to recognize potential scale effects.  For example, there is no reason why a custom solution based on open source developed for one agency cannot be shared with many other agencies.  Thus, money is only spent once for the customization but not for all the deployments.

The following two websites provide information about various migration efforts:

http://www.odfalliance.org/
http://wiki.services.openoffice.org/wiki/Market_Share_Analysis
Question 38.  What studies have found actual lower costs after migrating to OOXML?  What studies have found actual higher costs after migrating to OOXML?  For these various questions about studies, CIO/OFT is less interested in studies which predict certain cost effects.  Instead, we wish to learn about studies quantifying cost savings or increases actually incurred after adoption of either respective office suite format.

As was said in response to question number 37, a long term view is important since the short term view might be misleading and not showing the full picture.

M.  Assistive technologies

Question 39.  What are the key issues which CIO/OFT's study should be addressing concerning electronic records and assistive technologies?

There are two principles relating to xml-based formats for office documents and assistive technologies that were proposed in the workshop and conference on "open document exchange formats" (ODEF) held in Berlin in February/March of this year (see http://blogs.sun.com/korn/entry/accessible_open_document_exchange_formats).  Those principles are:

1.  ODEF files must be accessible on affordable systems, with affordable assistive technology

2.  Adoption of an open document exchange format shall not require new assistive technology, or a new platform, in order for existing users to adopt it

The second principle above speaks to the issue of existing employees and citizens who have existing assistive technology solutions - adoption of a new xml-based format (such as ODF or OOXML) should not require them to give up the solution they know for something new.

The first principle addresses the issue of affordability - which is most critical when it comes to citizens having access to government documents (whether as part of open government practices, or simply to facilitate the move to electronic interactions between governments and citizens).

Today, effective solutions available in the U.S. for the blind to access Microsoft Office on Microsoft Windows involves purchasing a $600-$1,200 "screen reader" assistive technology.  While principle #2 above is important to preserve both the purchase investment and training investment made by existing citizens and government agencies, principle #1 is critical for the many blind citizens who are not able to spend that much money simply in order to participate in electronic government.

Question 40.  Which format currently will better facilitate access to electronic records through the use of assistive technologies? Which is best positioned to provide such access in the long term?

ODF is without question the better format than OOXML for supporting the use of assistive technologies - both immediately and also in the long term.  The reasons for this are:

1.  Through the use of the free ODF plug-in to Microsoft Office, existing assistive technology users who are familiar with and successful using Microsoft Office are able to read/write ODF directly, with no diminishment in the quality of access.  This preserves principle #2 above.

2.  Through the use of any one of several free and open source operating systems (such as Ubuntu Linux, Fedora Linux, and Sun OpenSolaris, among others), citizens with disabilities such as blindness have high quality access to ODF files via the free and open source OpenOffice.org office suite, with one of several free and open source assistive technologies.  For example, many blind users today are very effective in their work environments using this free combination to create and review ODF files.  This cannot be said of OOXML.

3.  There are novel open source and free assistive technology solutions for people with severe physical disabilities - such as the gnome on-screen keyboard - which provide a more efficient and productive work environment than any existing windows assistive technology solution.  As OOXML is not supported in free and open source desktops today, standardizing on OOXML instead of ODF would disallow this solution, and so would be a worse choice for some uses with disabilities.

4.  On the Macintosh both ODF and OOXML are supported by the basic Apple word processor TextEdit, which in turn utilizes the Apple Accessibility API and works with the VoiceOver screen reader that is bundled with Macintosh.  However, TextEdit does not allow full access to all ODF or OOXML format features and functionality - even of ODF/OOXML text files which is all that TextEdit addresses.  Sun and the OpenOffice.org community are already quite far along in a new release of OpenOffice.org that supports the Apple Accessibility API (for text files, spreadsheets, presentations, etc.), and that will therefore work with assistive technologies on Macintosh such as VoiceOver.  The same cannot be said of Microsoft Office for Macintosh and OOXML.

Question 41.  Would adoption of ODF be acceptable if conversion to other formats was available which allowed usage of assistive technologies existing on that platform?

The key issue is whether any conversion/interoperability process was seamless and efficient for users.  In the case of the Sun ODF Plug-in for Microsoft Office, ODF becomes a 'native' file format recognized by Microsoft Office.  For example, once the plug-in is installed, ODF text files appear to be Microsoft Office text files; double-clicking on them on the desktop will launch Microsoft Office and the file will appear directly in the Microsoft Office window.  This may be considered by some to be a 'conversion' process; but it is essentially no different than the conversion process that takes place when Microsoft Office 2003 reads/writes OOXML files today; it is done via a Microsoft plug-in for Office 2003 to handle the read/write functionality.

Question 42.  Should the State be engaging in an initiative similar to that described in the Massachusetts MOU? If so, please provide a description with particularity.

Another principle articulated in the Open Document Exchange Formats (ODEF) Workshop that was

organized by the German Presidency of the European Council in collaboration with the IDABC

Programme of the European Commission. (http://ec.europa.eu/idabc/de/document/6474/5935 ) is that of involving people with disabilities and disability experts in the standardization process - something that was done in the ODF v1.1 and later standardization process.  This principle is enshrined at the CIO level in the Massachusetts MOU, and one we strongly endorse.  The words of the founder of the Independent Living movement Ed Roberts - "nothing about us without us" - certainly applies to a technology decision such as standardization on a document interchange format.

Question 43.  Who are the relevant stakeholders most conversant with issues related to document formats and assistive technologies?

At a minimum, any collection of stakeholders assembled to address this issue should include:

a) People with disabilities who are existing users of assistive technologies, including at least visual, physical, and broader print disabilities (e.g. dyslexia, dysgraphia)

b) People with experience in developing assistive technologies

c) People with experience in developing print and daisy format publications

In addition to these questions relating to assistive technologies, it is also important to look at the

generation of alternate media used by people with disabilities. this includes the generation of braille and daisy formats.  These issues arise primarily from whether the file format itself provides all of the information needed for these transformations.  An analysis was done of ODF v1.0 based on this question by a peer-review body composed of disability experts and people with disabilities, and the issues found were fully addressed in ODF v1.1.  In contrast, there has been no published peer review of OOXML.  

However, the University of Toronto Adaptive Technology Resource Center has published a white paper titled "Accessibility Issues with OOXML" (For details see:

http://blogs.sun.com/korn/entry/university_of_toronto_white_paper) which describe a number of

concerns about the OOXML file format itself relating to accessibility.  Also, Microsoft itself undertook a review of OOXML accessibility using both the web content accessibility guidelines v1.0 and the draft xml accessibility guidelines (neither one an entirely appropriate standard for measuring office documents), and reported on a number of accessibility concerns with OOXML.  For details see:

http://blogs.sun.com/korn/entry/sun_s_opendocument_format_plugin
http://blogs.sun.com/korn/entry/talking_with_microsoft_s_gray and

http://blogs.sun.com/korn/entry/cotinuing_the_conversation_with_gray
N.  Obsolescence

Question 44.  Is it true that setting an office suite software format standard would be premature because other more interactive platforms will soon be surpassing in usage ODF- and OOXML-using software?  Please explain.

Actually choosing and demanding the right standard can even accelerate the development of new

solutions including web-based office technologies.  Since the web is heavily influenced and controlled by W3C standards a document standard like ODF that reuses many W3C standards can help to fuel the development and adoption of vendor and platform independent web-centric solutions.  Thus, it would not be premature to set an office suite software format standard.

Question 45.  Is it true that setting an office suite software format standard would be premature because (a) ISO- standardization has yet to fully play out for the OOXML format, or (b) ODF format is undergoing revisions?  Please explain.

Many comments have been submitted by the various national standards bodies as part of the ISO

standardization process of OOXML.  As a consequence there will be so-called Ballot Resolution Meeting (BRM) in Geneva in February in order to resolve these issues.  Therefore, it is possible that OOXML will be significantly modified.  Thus, with respect to OOXML it might make sense to wait for the outcome of the BRM.

ODF will, like any living standard, go through revisions.  However, the number and the frequency of the revisions can be expected to slow down after ODF 1.2 due to the fact that with version 1.2 ODF will have reached a very high level of maturity.  It is also important to note that changes to ODF in version 1.2 will mostly be additions and not replacements or complete redesigns.  Thus, it is save to standardize on ODF now.

Question 46.  What factors would define the appropriate timeframe within which CIO/OFT should recommend a particular electronic record format or formats?  When could this optimally be done?

The electronic record format choice will define the level of change on the application and platform level, e.g. is upgrading the existing software sufficient or is additional software required.  In addition, the requirements can be very different for different organizations depending on the amount of legacy data and systems.  Therefore, it is difficult to recommend a time frame but probably at least one year should be reserved for the state analysis, tool evaluation and application deployment.

Governments and government organizations like fedict in Belgium, the Netherlands, South Africa, the region Extremadura in Spain and the Commonwealth of Massachusetts can probably share their experiences with setting deadlines for the adoption of a new electronic record format.

Question 47.  If CIO/OFT were to recommend the adoption of a particular office suite format

standard or grouping of standards, how much advance notice would be sufficient to

enable vendors and the State to adopt the new standard?  Please explain.

Please see the answer to question number 46.

O.  Intellectual Property

Question 48.  Is this a legitimate concern?  Are there other IP promises which CIO/OFT should be evaluating besides the Open Specification Promise and the OpenDocument Patent Statement?

In general it can be said that IPR issues are important to analyze and understand because things like patent claims can have a huge influence on the adoption of a standard.  This becomes for example obvious in the file format discussions regarding audio and video content which are particularly burdened by intellectual property rights.

Please see the following two websites for details about the IPR policies around ODF:

http://www.oasis-open.org/committees/office/ipr.php
http://xml.coverpages.org/ni2005-10-04-a.html
Question 49.  Are there other intellectual property issues which software providers or users should be concerned with in relation to either or both the OOXML and the ODF formats, and if so, what are they?  Is there any possibility that the State, as an end user of software, could face litigation over format-related intellectual property issues?

Please see the answer to question number 48.

Question 50.  If such concerns do exist, how can the State as an end-user best protect itself from liability for using one or the other of the formats?  What methods should the State adopt to ensure that intellectual property matters do not limit the State's ability to preserve and provide access to State information of enduring value.

Typically vendors offer indemnification for their products.  For example, Sun offers indemnification for its StarOffice application.  Therefore, the risks are typically higher for vendors than for users as long as users use indemnified products.

Question 51.  How can and should the State, as a governing body, best protect its citizens, individual, governmental and corporate, from intellectual property liabilities in relation to electronic records?

Please see the answer to question number 50.

P.  Electronic Discovery

Question 52.  Are there implications for record production in electronic discovery arising from having chosen particular document formats?  If so, what are they?

In archiving contexts it is important that electronic record formats are well supported by a number of applications on a number of platforms, so that access to the data does not depend on one application or just one vendor exclusively.  Therefore, it is mandatory that an electronic file format including its potential legacy backward compatibility features is implemented by more than just one application.

The availability of source code for a solid implementation of an electronic records format is beneficial because then the application can still be maintained, ported, translated and enhanced even if the original developer or vendor stops supporting the application.

With respect to ODF, it might be interesting to note that the National Archives of Australia have

developed a Digital Preservation Software that supports ODF.  The open source application can be found at:  http://xena.sourceforge.net/
Question 53.  For archived electronic records, is PDF/A an acceptable format in which to preserve such documents? If not, please describe its deficiencies?  Also, please recommend alternatives.

PDF/A focuses on non-editable read-only versions of documents.  Thus, in cases where editable versions are needed in addition to read-only formats, PDF/A alone is not sufficient.  However, the ISO standard PDF/A format is used by an increasing number of agencies as the preferred archiving format for read-only versions of documents.  Also, an increasing number of applications including OpenOffice.org and StarOffice do or will have PDF/A exporting capabilities.  See for example:

http://blogs.sun.com/GullFOSS/entry/news_in_pdfexport
Question 54.  Are there any compatability issues with litigation support software which could arise if the State were to choose particular document formats?  If so, please describe in detail.

Currently third party ISV support will most likely be lower for ODF than for OOXML not because

OOXML is better than ODF, but because of the market dominance of the main OOXML implementation, i.e.  Microsoft Office.  However, an increasing number of ISV's started to support ODF in addition to other file formats.  Therefore, it can be expected that the growing adoption of ODF and ODF implementations will also lead to increased third party ISV support.

Q.  Specific, technical format concerns

Question 55.  Should other formats be considered besides ODF or OOXML?  If so, which formats, and why?

The obvious candidates are PDF and PDF/A for read-only documents.  In addition, multimedia file

formats like Ogg Vorbis and PNG should be evaluated due to the increasing importance of multimedia content.

Question 56.  How valid are the criticisms of OOXML?  What are its most significant strengths and weaknesses?

See http://www.streamingweb.no/v1-ooxml.pdf and the “Summary of Voting on DIS 29500” at

http://www.jtc1sc34.org/repository/0950.htm#N0903
Question 57.  How valid are the criticisms of ODF?  What are its most significant strengths and weaknesses?

The biggest strength of ODF is its focus on vendor, platform and application neutrality via a strong reuse of open standards like W3C standards.  In addition, ODF is being defined in a very open, transparent and inclusive process.  Thus, ODF is the perfect format for enabling competition without sacrificing interoperability between different ODF implementations.

ODF has been criticized for its compatibility with Microsoft Office.  However, Microsoft is free to join the OASIS ODF Technical Committee in order to suggest changes and additions to the ODF standard.  More importantly, various ODF implementations already provide a high level of compatibility on an office suite feature level.  Since these office features have to be mapped to ODF elements, ODF already has a very high level of compatibility with Microsoft Office.

In addition, ODF has been criticized for the lack of a formula language and the lack of metadata support.  Both areas will be addressed by ODF 1.2.

The new metadata support in ODF 1.2 and the XForms support from ODF 1.0 make it simple to

implement intelligent documents that can be integrated into electronic workflows.  The metadata support in ODF 1.2 is based on the W3C standards RDF/XML and OWL which simplify the reuse of ODF metadata by other applications.  The importance of RDF becomes obvious in the fact that the well known RSS technology is based on RDF and Adobe also uses RDF within the Adobe XMP technology in applications like Photoshop.  In addition, there is strong developer tools and database support for RDF.

Finally, the metadata concept in ODF 1.2 is extremely flexible and allows the integration of complex metadata hierarchies.

The new formula language also targeted for ODF 1.2 is based on a large number of spreadsheet

applications including Microsoft Excel, OpenOffice.org/StarOffice, Lotus 1-2-3, Quattro Pro, Gnumeric, KOffice KSpread, WikiCalc, SheetToGo, Mathematica, Macsyma, and Octave.  The formula language covers a huge number of functions and operators including innovative ones like OR, BASE and SEC.

Like with the metadata support the formula language reuses existing standards like the ISO 8610 date and time representation and avoids bugs like the "1900 leap year bug".  The formula language does not impose any row or column number limits on implementations and allows rapid, decentralized innovation via supplier-unique namespaces.  Finally, the formula language does not constrain the user interface of implementations and defines function sets for different application areas.

Regarding the accessibility of ODF see earlier comments further above.

R.  Procurement

Question 58.  What factors or elements determine best "quality" in the formatting of electronic records? Please list all of those which you believe a "best value" determination should take into account, including the "quality" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "quality"?

With respect to “quality” in the formatting of electronic records it is important to distinguish between features that are needed in order to create the day-to-day electronic records and features that are only needed for representing old electronic records.

Both OOXML and ODF are probably more or less on par (ODF at least with the upcoming version 1.2) with respect to features that are needed to create the day-to-day electronic records.  Due to its focus on compatibility with Microsoft Office, OOXML has an advantage with respect to also correctly formatting old legacy documents.  However, since backward compatibility features in OOXML like VML have been declared deprecated right from the beginning, it is not unlikely that only one implementation, i.e. Microsoft Office, will offer solid support for old legacy documents.

Thus, if more vendor, application and platform independence is desired, the dependencies on the

proprietary legacy should be reduced sooner rather than later by translating old legacy documents into formats that are well supported by multiple vendors on different platforms.

Question 59.  What factors or elements determine best "cost" in the formatting of electronic records? Please list all of those which you believe a "best value" determination should take into account, including the "cost" applicable at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "cost"?

With respect to costs it is important to distinguish between short term and long term costs.  In the short term migrating to a new platform might be more expensive.  However, in the long term increased competition might lead to lower prices and thus cost benefits.

In addition it is important to notice that often migration costs that get associated with a new product are actually exit costs of a closed proprietary product.  As a consequence the new open technology is punished for the bad behavior of the old proprietary technology.  Unfortunately these exit costs are difficult to calculate.  Nevertheless, exit costs should be considered before adopting a new technology because most likely at some point a migration to yet another technology has to be performed.

Another important cost that the public might bear by a lack of competition is around applications to access publicly available electronic documents or by the requirement to use a particular vendor's product and that company's licensing and upgrade scheme in order to access public data.

Question 60.  What factors or elements determine best "efficiency" in the formatting of electronic records?  Please list all of those which you believe a "best value" determination should take into account, including the "efficiency" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "efficiency"?

Efficiency can probably also be expressed in terms like adaptability, customizability, flexibility and substitutability.  All these “ilities” are encouraged and supported by open standards.  Thus, the reuse of open standards with open standards has a huge benefit.

Question 61.  Part of determining the "responsiveness" and "responsibility" of bidders on State technological procurements relates to concerns that maintenance and support for those procurements remains available, robust, and within specific timeframes (e.g. ability to contact and receive assistance 24/7).  To what extent should the State be concerned, or reassured, about the availability and reliability of maintenance and support from vendors of OOXML format-using software?  To what extent should the State be concerned, or reassured, about the availability and reliability of maintenance and support from vendors of ODF format-using software?

As part of procurement processes it is important that the RFP language does not exclude open source solutions.  For example open source solutions might not be sold by any vendor and also might not exist as a packaged product.  However these open source solutions might still be the best answer to a given problem.

Question 62.  In terms of the procurement of software for the creation and retention of office suite records, please list all of the objective criteria which State government should always consider as part of any office suite software "best value" analysis.

Key criteria are:

● Support for the needed application feature set

● Operating system / platform support (e.g.  Windows, Mac OS X, Linux, Solaris)

● Open standards support (e.g.  ISO/IEC 26300)

● The usage of (proprietary) extensions to open standards

● Substitutability vs. potential vendor lock-in

● License costs, usage costs and exit costs

S.  Other issues

Question 63.  What other issues has this RFPC omitted which the State should be considering as it conducts this electronic records study?  Please describe these additional issues with particularity, and any recommended approaches.

The globalization and the increasing network effects driven by the Internet should be taken into

consideration.  Thus, even though the IT environment of the New York State might appear as a closed and controllable environment, increasing global communication and collaborations should be anticipated along with exponentially increasing loads of multimedia data and data access/creation devices.  As a consequence also the applications, platforms and formats used in these external environments need to be taken into consideration when new standards and applications are being selected and rolled out.

We again recommend that the state of New York begin now to plot a course through the future

requirements of electronic records and the various media that will need to be captured, with an eye towards prioritization and policy implications.

T.  Possible Recommendations

Question 64.  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data, should the State require in its procurement contracts that the source code for that software be shared with the State, i.e. through "open source" or "shared source" licensing?

Event though the availability of the source code has many advantages, it is not necessary to require the availability of source code for all applications and tools.  It is more important to require open vendor, application and platform neutral standards so that both commercial and open source implementations can compete with each other on the same common basis. 

However, with respect to the selection of open standards a preference should be given to open standards for which solid open source implementations exist because the availability of the source code reduces potential vendor lock-in risks to a minimum as long as the open source implementation is really a solid implementation.

Question 65.  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data should the State require in its procurement contracts that the source code for that software be escrowed so that the State can access the source code when such access is the last reasonable option for the State to be able to access and read its e-data?

If only one solid implementation of a standard exists it might make sense to escrow the source code for that software in order to make sure that the application can continue to exist even if the original developer/vendor discontinues the support.

Actually, this might even be a solution for old proprietary binary documents which cannot be translated into a truly vendor, application and platform neutral format anyway, or for which any conversion would limit or destroy their legal validity.  Thus, instead of translating the old binary files into XML files, the binary files could be archived.  Access to those old proprietary file formats would then be guaranteed via the escrowed source code.  However, due to the fact that open standards exist for electronic records today, such measures should not be used for new documents.

Question 66.  In the procurement process, should the State place less emphasis on openness of creation software and focus instead on being able to convert or migrate records to an open format at the time of preservation?

Since translation errors can occur during conversions and migrations of records, it is better to use an open standard format and an application supporting such an open standard right from the beginning.  However, centralized conversions might be beneficial in scenarios where the creation of the documents cannot be controlled and where non open technologies are being used, e.g. for old legacy documents and incoming external documents.

Question 67.  Should CIO/OFT certify one particular office suite standard provisionally, but with the flexibility to change that recommendation if future iterations (or other standards) provide sufficient or better functionality or easier translation to the new standard?

It is unclear what is meant by “office suite standard”.  If “office suite standard” refers to an actual

implementation instead of an interface specification, the answer is obvious.  The focus should be on open standards that enable competition and not on particular implementations.

With respect to multiple standards, the approach taken by fedict in Belgium is probably very reasonable because fedict mandates one particular open standards and requires that any additionally approved standards have to be compatible with the first approved standard.

In general, as explained above, supporting multiple formats in parallel increases translation costs and risks and is thus not advisable.

Question 68.  Should the State provide encouragement for proprietary software vendors to support more open formats?  If so, what would be the most effective means for the State to do so (e.g. direct financial incentives; State preferences for the usage of more open formatted software whenever the functionality of the software exceeds the user base's needs; other)? What advantages or what problems would be presented by this approach?

It is not 100% clear what is meant by “vendors to support more open formats”, but in general user demand will influence the behavior of vendors.  Thus, if users demand and require open standards, most likely vendors will start to implement these standards because vendors do not want to lose business.

However, the more backdoors are left for proprietary vendors, the lower the incentive for these vendors will be to support open standards.

In general open standards should be defined in an open transparent process and should enable

substitutability, i.e. interoperable competing solutions by different vendors for different platforms.  See above for a more detailed definition.

Question 69.  Should the State encourage any software providers who have incorporated the most open formats within their software to improve the software's other functionality so that it becomes more feature-rich and becomes a more viable alternative to software which does not adopt the most open available formats?  (e.g. direct financial incentives; funding of research centers; other)?  What advantages or what problems would be presented by this approach?

Typically vendors invest into research and development based on business opportunities.  Thus, the buying behavior of users will influence the product development.  In addition, revenues coming from solutions will be reinvested into product development.  Thus, if users want to help improve a particular product they should buy products and services from the vendors developing those products.  If source code is available, users can also contract other vendors to develop extensions to and customizations of the existing solutions.

Question 70.  Some governmental jurisdictions have required that the usage of fully open formats within software must be an element which is evaluated whenever that jurisdiction is assessing the "best value" available when procuring software.  In its procurement laws or regulations, should the State specifically require when purchasing software an evaluation of format openness as part of the "best value" analysis performed by State agencies?  If so, should the requirement be to define and compare best value in functional capabilities of the software today versus best value of the software towards long-term preservation?

Yes, an evaluation of format openness as part of the "best value" analysis makes a lot of sense because the format openness will have influence on vendor lock-in and competition.

Question 71.  Is recommending no changes to existing State practices a viable option?  What would the State risk from recommending no changes to existing practices, and what would the State gain from so refraining?

Making no changes to existing State practices will contribute to further growth of legacy data and vendor dependencies.  Therefore, it makes sense to recommend changes sooner rather than later in order to encourage and support choice and competition.

Question 72.  Would a program piloting the usage of ODF office suite software to determine its viability for the State's electronic record needs be a viable recommendation from this study?  If not, what are the objections to this?  If so, what specific recommendations can you offer for the design of such a pilot program?

Since alternative office suites including those supporting ODF have evolved and matured significantly over the last few years, it makes a lot of sense to pilot the usage of ODF office suite software.  Probably most users will be surprised to find out that ODF office suite software is indeed capable of supporting the day-to-day tasks related to electronic records.

In addition, for any software purchase or update it should be common practice to evaluate and re-evaluate alternatives in order to make sure that products are chosen based on the best long-term price-performance ratio.

Question 73.  Is it a viable solution for long-term access to electronic records that rather than

migrating electronic data to new technologies and document formats, State government

should archive electronic record- capable hardware and should seek to make various

iterations of software available for the long-term as a safeguard against obsolescence

and to facilitate access to electronic records.?  Why, or why not?  If you believe this is

viable, then please describe measures to effectuate same.

Since hardware evolves and changes also it is risky to just rely on old application versions and

virtualization technologies in order to guarantee long term access to data.  Virtualization can be a useful additional measure to guarantee long term data access, but it is better to combine it with the adoption of platform, application and vendor neutral open standards.

Question 74.  Some commentators have suggested that governments should create or participate in centralized record management systems consolidating the electronic record systems of different agencies.  CIO/OFT is aware of the development of certain nascent comprehensive systems using, for example, grid-based technologies. (See, for example, http://chronopolis.sdsc.edu/ ).  Would the creation of or participation in centralized record management systems consolidating the electronic record systems of different agencies be appropriate for New York State?  If so, please describe recommendations for its

design.

No comment.

Question 75.  Please provide any other suggested alternative approaches and describe which

approach you believe would be best for the State, and why.

No comment.

2. Red Hat, Inc.:  Friday12/21/2007 3:26 PM

On behalf of Red Hat, Inc., I would strongly encourage the State of New York to adopt the Open Document Format (ODF) as its standard for the creation, storage, and preservation of electronic data and records.   Red Hat is the world’s leading open source solutions provider and has over 50  locations around the world, including one facility in New York City.  We believe that fostering open standards and encouraging innovation decreases dependence on a single suite of applications, and we welcome the opportunity to answer some of the questions that are proposed in the State’s Request for Public Comment.

Part 1.

Question 1.  Contact Information:  [CONTACT INFORMATION REDACTED]

Question 2.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records in order to encourage public access to those records?

I believe it is critical that the State of New York adopt ODF as its standard for accessing and reading electronic records.  Some standards are developed through a process that is closed or that requires a fee-based membership, allowing little public participation or oversight.  Such closed standards lock in users to a single vendor’s software, which not only prevents users from exercising their freedom of choice, but completely disenfranchises users who cannot afford that vendor’s products.

A truly open standard  provides backward compatibility, meaning that ongoing changes in the technical specifications of the standard do not require users with products based on previous versions to upgrade to new products in order to maintain the same level of functionality.  In this way, implementing an open standard for accessing electronic records will provide maximum usability to the public at large, because records will be available to the public regardless of the version of software they use. 

While OOXML claims to be an open standard, in actuality it is not.   The standard has been developed exclusively by a single vendor, and relies heavily on proprietary applications which use algorithms and processes that are not documented in the standard, preventing other products from complying with OOXML.   This precludes other vendors from being able to reproduce key features of products based on OOXML, and essentially locks consumers into the originator’s products.  

By contrast, the adoption of ODF will not preclude any vendor’s product from being used, so long as the product conforms to the standard.  The technical specifications of ODF are freely available to any vendor and can be implemented without restrictions.  Therefore, the adoption of ODF will ensure that citizens can choose from a variety of products, some available free of charge, and all able to access and read the State’s records even after newer versions of products have been released.  This will enable citizens to have access to the State’s electronic data, documents, and records for years to come.

Question 5.  What mechanisms and processes should the State of New York consider for encouraging choice and vendor neutrality when creating, maintaining, exchanging and preserving its electronic records?

ODF is the obvious choice to encourage vendor neutrality.  ODF creates a level playing field for all software providers, including proprietary and open source applications, to compete on functionality and price.   Because OOXML was developed by a single vendor, that vendor would have the greatest advantage should OOXML be adopted by the State.   Currently, only Microsoft office products are OOXML-compliant, whereas several vendors already meet the ODF standard, including IBM Lotus Symphony, Google Docs, StarOffice 8, and OpenOffice 2.0.  Adoption of ODF will also interject competition into the New York State Government IT marketplace, and, in the long run will save the state millions of dollars in public funds. 

Part II.

Question 27.  What would be the costs and benefits to the State and to its citizens and to other stakeholders (e.g. vendors) if the State were to adopt a single document format for State agency use?

The adoption of a single document format will have benefits only if that format is an open standard.  New York citizens should not be denied access to public information based upon the brand or version of software which they chose to access that information.  If the standard selected is a proprietary one, then the State runs the risk of tying itself to a single vendor, which could have grave consequences, given the rapidly changing market for technology.  However, the adoption of a single, open standard will reduce risk, increase stability, and foster vendor independence.
Reduction of Risk

If the State selects a proprietary standard, there is a risk that the vendor supporting that standard will cease to exist, that the vendor will choose to discontinue support for the technology  implemented, that future products and upgrades from the vendor will not be compatible with the State’s standards, or that the vendor’s products will be unable to integrate with products from other companies.

Adoption of an open standard reduces this risk.  Since, by definition, more than one supplier supports the standard, this increases the probability of long-term availability of support and continuous improvements.  With broad support from multiple vendors, it is easier to achieve the interoperability needed to integrate systems both internally among State agencies, and externally with suppliers, clients, and other stakeholders.

Increased Stability

Individual vendors of proprietary applications have an incentive to alter and phase out older technologies to solicit investment in upgrades by consumers.  However, open standards have demonstrated resilience to such pressure.  As an example, the Structured Query Language (SQL), has maintained stability and durability over other proprietary solutions in a competitive market place.   SQL is used throughout the relational database industry by vendors such as Oracle, Microsoft and IBM, meaning that no single vendor has enough control to demand its replacement.   

Open standards last longer as they can be more reflective of the demands of the users, and are not subject to a single vendor's interests.  Such stability is especially important to government agencies, which have a heightened interest in long-term sustainability.

Vendor Independence

Selection of a proprietary standard would lock the State into a single vendor’s products and solutions.  However, the adoption of an open standard with which any vendor can comply will increase the quantity and diversity of vendors offering their services to the State.  A standard that can be more widely supported lowers the barriers to entry for potential vendors, giving them more cause to construct offerings crafted to satisfy the State’s requirements.  Since all vendors would be required to comply with a single, open standard, multiple vendors will be able to compete for State contracts based on quality of service and on price.  In this way, the State will have multiple vendors from which to choose when selecting products and services.

Cost Savings

While there is naturally a cost of migration to any new format or product, this cost is likely to be offset by two factors.  First, a basic tenet of economic theory states that an increase in the number of suppliers will decrease the price of a product.  By implementing a single, open standard which increases vendor independence, the State will benefit from a price drop in competing products.  

Further, when multiple vendors implement a standard, the cost of switching vendors decreases compared to leaving or moving to a vendor of a proprietary application.  Since proprietary applications are often incompatible with competing products, they often require a significant investment in training and support.  While the State will face initial costs of migration, should the State switch vendors years down the road, the need for training and support is unlikely to increase due to the similarity of the products.

The adoption of ODF will enable the citizens of New York to easily create and exchange information, further democratizing content and increasing accessibility.   For these reasons, I would urge the State of New York to adopt the ODF standard for data and records storage and preservation.  Please do not hesitate to contact me if you have any questions.

3. Traxi Technologies:  Monday12/24/2007 11:38 AM

My company is in the business of Managed Services and IT consulting.  We provide information

technology solutions to small to mid sized businesses.  We have 50 customers in New York State and 100 nationwide.  As a small businessman, this is a very busy time of year.  We are closing out our financial quarter 2007, and have been looking forward to the holidays.

Even though these time constraints are hard – and the deadline for your study makes our time

constraints harder – I feel compelled to write.  PLEASE pick recommendation #71.  Do NOT change the state’s practices with respect to electronic document creation, storage or public access.  Existing practices create choice in the marketplace.  Agencies employ the e-document tools of their choice to meet their needs.  And this customer-driven dynamic creates opportunity.  The opportunities are many [the following should be customized and personalized with personal anecdotes if possible]:

• Opportunities for customers to tailor their e-doc solutions to their needs

• Opportunities for business large and small to compete with each other to meet those needs

• Unique opportunities for small businesses to leverage the investments of some of the largest IT companies in the world, and to make a living

• Future opportunities for new business in meeting government needs in new ways – these flow from all the innovations that keep coming to the market.

I have been in the technology industry for 20 years.  Change is constant.  Right now, change in the edocument space is particularly fast.  I fully appreciate that the State wants to assure it can access – and the public can access – State documents for the long term.  But we have come a long way from the punch-card era, where data ran the risk of being lost because it was stored in a single form on an arcane piece of paper.  Right now, the IT industry is responding to customer demand for easy, long-term access more than ever.  Yes, new standards are being developed which can cause confusion about “which way to go.” But the IT community of today is not locked into a “big iron” mentality.  The community is nimble.  And, in the end, it is producing TRANSLATORS that make irrelevant the question of what edocument format is best for the long run.

No one can predict the long run, especially in the IT space.  The only thing we know is that leaving the government market open to competitive options always has, and always will, serve the government, the citizenry and the economy the best.  As one of the world’s icons – representing the wisdom of relying on free and competitive markets to meet demand with supply – New York should stick with its core principles and preserve IT choice.

4. Kraft Kennedy & Lesser, Inc.:  Wednesday 12/26/2007 9:29 AM

My company provides consulting and technology services to law firms, corporate legal departments, and government agencies.  We have over 150 clients in New York State and 250 clients nationwide.  As a small businessman, this is a very busy time of year.  We are closing out our fiscal year, and have been looking forward to the holidays.  

Even though these time constraints are hard – and the deadline for your study makes our time constraints harder – I feel compelled to write.  PLEASE pick recommendation #71.  Do NOT change the state’s practices with respect to electronic document creation, storage or public access.  Existing practices create choice in the marketplace.  Agencies employ the e-document tools of their choice to meet their needs.  And this customer-driven dynamic creates opportunity.  The opportunities are many:

· Opportunities for customers to tailor their e-doc solutions to their needs

· Opportunities for business large and small to compete with each other to meet those needs

· Unique opportunities for small businesses to leverage the investments of some of the largest IT companies in the world, and to make a living

· Future opportunities for new business in meeting government needs in new ways – these flow from all the innovations that keep coming to the market.

I have been in the technology industry for 41 years.  Change is constant.  Right now, change in the e-document space is occurring at a rapid pace.  I fully appreciate that the State wants to assure it can access – and the public can access – State documents for the long term.  But we have come a long way from the punch-card era, where data ran the risk of being lost because it was stored in a single form on an arcane piece of paper.  Right now, the IT industry is responding to customer demand for easy, long-term access more than ever.  Yes, new standards are being developed which can cause confusion about “which way to go.”  But the IT community of today is not locked into a “big iron” mentality.  The community is nimble.  And, in the end, it is producing TRANSLATORS that make irrelevant the question of what e-document format is best for the long run.

No one can predict the long run, especially in the IT space.  The only thing we know is that leaving the government market open to competitive options always has, and always will, serve the government, the citizenry and the economy the best.  As one of the world’s icons – representing the wisdom of relying on free and competitive markets to meet demand with supply – New York should stick with its core principles and preserve IT choice.

5. NetCom Information Technology:  Wednesday12/26/2007 11:10 AM

My company is in the business of IT Consulting.  We provide information technology solutions to  State and Federal Governments as well as the private sector.  We have clients in New York State and nationwide.  As a small businessman, this is a very busy time of year.  We are closing out our fiscal year, and have been looking forward to the New Year.  

Even though these time constraints are hard – and the deadline for your study makes our time constraints harder – I feel compelled to write.  PLEASE pick recommendation #71.  Do NOT change the state’s practices with respect to electronic document creation, storage or public access.  Existing practices create choice in the marketplace.  Agencies employ the e-document tools of their choice to meet their needs.  And this customer-driven dynamic creates opportunity.  The opportunities are many [the following should be customized and personalized with personal anecdotes if possible]:

· Opportunities for customers to tailor their e-doc solutions to their needs

· Opportunities for business large and small to compete with each other to meet those needs

· Unique opportunities for small businesses to leverage the investments of some of the largest IT companies in the world, and to make a living

· Future opportunities for new business in meeting government needs in new ways – these flow from all the innovations that keep coming to the market.

I have been in the technology industry for 15 years.  Change is constant.  Right now, change in the e-document space is particularly fast.  I fully appreciate that the State wants to assure it can access – and the public can access – State documents for the long term.  But we have come a long way from the punch-card era, where data ran the risk of being lost because it was stored in a single form on an arcane piece of paper.  Right now, the IT industry is responding to customer demand for easy, long-term access more than ever.  Yes, new standards are being developed which can cause confusion about “which way to go.”  But the IT community of today is not locked into a “big iron” mentality.  The community is nimble.  And, in the end, it is producing TRANSLATORS that make irrelevant the question of what e-document format is best for the long run.

No one can predict the long run, especially in the IT space.  The only thing we know is that leaving the government market open to competitive options always has, and always will, serve the government, the citizenry and the economy the best.  As one of the world’s icons – representing the wisdom of relying on free and competitive markets to meet demand with supply – New York should stick with its core principles and preserve IT choice.  Thank you for your time and consideration.

6. SMART Business Advisory and Consulting:  Friday 12/28/2007 3:39 PM

General Question 1:  Contact Information:  [REDACTED]

General Question 9:  What constraints and benefits should the State of New York consider regarding the costs of implementing a comprehensive plan for managing its electronic records?

A comprehensive plan for managing electronic records should address the business needs and operational requirements of the government entity creating and maintaining the record as well as the information access requirements of other agencies and the public.  Due to the inherent complexity and cost of implementing such a plan, it should begin with day-forward planning and work toward conversion of existing material and data as time and funding permit.

The financial constraints that the State should consider with respect to implementing a comprehensive electronic records management plan include both operational and budgetary.  The most prevalent constraints are listed below:

· Funding for technology and business process change should be provided to correspond with and encourage a smooth implementation.

· Day forward needs should be addressed before converting legacy data.

· The standards that are created need to be created in such a manner that they are platform and technology independent, as guidance such as this must transcend the next level of computing technology improvements..

· Most current operating budgets do not have space in them for the process changes, and staff training, and future audit function that will be necessary to ensure a proper implementation.

Significant mid-term and long-term benefits can be achieved by the State by adopting a comprehensive electronic records strategy including the following:

· As more legal action includes electronic discovery, closely managed business processes that create and regulate electronic records significantly simplifies the process for requesting the requested files.  In addition, management of electronic files to a retention schedule instead of keeping them for the life of the technology will also limit the need to sort and provide extra material.

· Transfer of data from one agency to another will be significantly enhanced, enabling secure, standard information sharing and reducing the amount of data that must be re-captured and maintained by multiple agencies.

· Improved business processes to regulate and reliably capture electronic records and manage other electronic content will, after an initial learning curve, lead to increased efficiency as staff is able to better access information stored electronically.

· Development and integration of future applications will be simpler and more cost effective with clearer requirements and more data and data structure interoperability.

General Question 12:  What existing policies and procedures in the private or public sector for the management of electronic records would be appropriate for the State of New York to examine?  Please cite specific examples.

Several states have departments whose responsibility is to ensure the security, integrity, and efficiency of record-keeping practices in the state.  These agencies could be an invaluable source of information to the State of New York while establishing records management policies and procedures.  New Jersey's Division of Archives and Records Management (NJ DARM) and the California Records and Information Management program (CalRIM) are examples of two successful programs.  The State of New York should examine the work that has been completed by NJ DARM and CalRIM prior to establishing their own policies and procedures.

CalRIM has developed an extensive Electronic Records Management Handbook detailing policies and procedures in regards to such topics as creating electronic records, hardware and data security, disaster preparedness and recovery, electronic mail, final disposition of records, and training.  The handbook is available for download at http://www.osp.dgs.ca.gov/recs/erm.htm.  

An example of a policy the State of New York should establish is guidance that agencies can follow when considering the purchase of an electronic imaging system.  NJ DARM has developed such guidelines.  Specific procedures include conducting a feasibility study to determine if the considered system is the most appropriate and cost-effective for that agencies' needs, determining the systems compatibility with systems already in place, and ensuring the system has an open architecture without proprietary hardware or software.

Once a New Jersey agency implements an electronic document system, they must receive certification from DARM before the electronic image is considered a legal record and the physical version can be destroyed.  DARM conducts an annual review to ensure continued compliance with established regulations.  The following requirements must be met before an electronic system is granted DARM certifications:

· File Format:  TIFF Image (Group III or IV)

· Resolution:


- small format documents - 200dpi


- large format documents (maps, drawings, etc.) - minimum of 300dpi

· 100% QC:  every image must be inspected.

· Compliance with DARM's Data Migration Plan

· Compliance with DARM's Disaster Prevention/Recovery Plan

· Policies and Procedures:  Written policies and procedures for the system should be developed.  These should include document handling, records management, and imaging system operating policies and procedures, and records retention schedules, as well as the Data Migration Plan, and Disaster Prevention/Recovery Plan.

· Open Architecture:  A systems open architecture with customization at Application Program Interface (API) level.

· Appropriate Backup:  if the agency has appropriate backup, it may destroy the original public records as per the State's records disposal process.


- Short term records (Less than 10 years retention):  with adequate electronic/digital backup;


- Long Term Records (10 years or greater retention, but not permanent):  with adequate electronic/digital backup and archival quality microfilm;


- Permanent Records:  Most permanent records may not be disposed of under any conditions; consultation with DARM would be required.  Regardless, microfilm backup is suggested.

General Question 14:  What else should the State of New York consider about this subject?

Many organizations look at electronic records separate from records in other formats.  It is important for the State to consider that electronic records are first and foremost records.  The function of technology is to make it more efficient to perform daily tasks and maintain records.  All electronic records management guidelines should fit within the larger umbrella of records management policies and procedures.  These overall guidelines must have an appropriate level of detail to define the parameters of the record and its retention.  In the case of electronic records, particularly long term and permanent storage records, this policy must define the acceptable means of storage for the record.

Many organizations, both public and private look at technology as separate from the normal constraints of business process.  This is not the case.  Prior to e-mail copies of important correspondence were printed and filed in various subject files, correspondence files, or case files when the formal memo or letter was sent to the recipient.  Today, thousands of transactions occur via e-mail with no link to these subject or case files.  This is not a failure of the e-mail systems, but a failure of departments and individuals to adapt the organizational policies and procedures under which they previously operated to incorporate the usage of e-mail.  Comprehensive business processes are required, along with an organization to help each public entity to interpret these policies toward each new technology as it becomes available.  In short, the State should address their electronic records management as part of records management as a whole and ensure that any guidelines which are created fit within the overall umbrella of good records management practiced when addressing a paper document. 

Detailed Question 26:  How and who would enforce records standards?

Records standards in the form of formal written policies, procedures and guidelines are essential to the implementation of a good records management program; however these standards are only useful if they are applied consistently and appropriately.  In order to ensure adherence to good electronic records management standards, a central records management organization or governing body must be appointed to enforce the policies and procedures (guidelines are recommended but not required).  An example of such an organization is the New Jersey Division of Archives and Records Management (NJ DARM) which is a group which has statutory authority to ensure the security, integrity, and efficiency of record-keeping by state and local public agencies, and to preserve the rich documentary heritage of New Jersey and its people.  The selected governing body should first develop and document a formal written policy outlining the purpose of the records management standards that have been developed.  A formal written procedure outlining the process for auditing the adherence to the records management standards should also be developed.

The audit of records management standards should be focused on all stages of the record lifecycle including creation or capture, storage and maintenance, use, and disposition and should cover the following topics:

1.  Overall records management

2..  Record storage and retrieval

3.  Records preservation and conservation

4.  Privacy and security controls

5.  Access to public information

6.  Electronic records management including records such as electronic mail and instant messages

7.  Compliance with legal and regulatory requirements

8.  Disaster recovery and continuity of business

The procedure for auditing compliance with the records management standards should be applied consistently across all divisions, departments or organizations covered by the records management standards.  The priority with which it should be applied should be determined by the risk of non-compliance.  For example, records types and/or processes that put the organization at risk for litigation would be considered a high priority and therefore those organizations would be audited first and with more frequency.  The procedure should include a regularly scheduled (i.e., annually, biannually), announced audit with unannounced follow up audits conducted for those organizations found to have ongoing issues of non-compliance.  The audit should include interviews with all applicable parties within an organization, an on-site examination of records and records storage areas, and consist of an evaluation of both the quality of the records inventory as well as the processes of records management.

Following completion of the audit, a written audit report including all findings and suggested remediation for areas of non-compliance should be prepared and submitted to the audited group and any other relevant agencies.  Organizations should be given a predetermined amount of time for resolving all issues of non-compliance and follow up by the governing body should take place to ensure that remediation has been completed appropriately.

If you have any questions regarding our submission, we would be happy to meet with you or arrange a conference call to discuss these answers in further detail.

7. Lockheed Martin Transportation and Security Solutions:  Friday 12/28/2007 5:01 PM
Response to New York State Request for Public Comments (RFPC) #122807

Thank you for the opportunity to comment on RFPC #122807.  These are insightful and pressing questions.  They reflect understanding of some of the most significant records management and digital preservation challenges facing us.

We believe that useful immediate answers to these questions should be grounded in the longer-term vision of the role of information in New York State (NYS) government and the goals and priorities a strategic information plan and enterprise architecture would provide.

We believe that a coherent set of responses to the RFPC’s very specific questions (e.g., ODF versus OOXML), requires the contextual information a long-term vision, goals, priorities and enterprise architecture provide.  That information was not included as background to inform our response.  As a result, a major portion of our response to general question 14 is dedicated to outlining a set of processes and practices that can be used to develop sustainable, long-term answers to some of your questions.

We also provide specific responses to a selected set of questions based on these processes and on our in-depth experience and understanding of records management best practices and digital preservation architecture, processes and technology.

We would welcome the opportunity to discuss with you the details of this response as well as the tools, frameworks and processes it recommends.

Question 1.  Contact Information:  [INDIVIDUALLY IDENTIFYING INFORMATION REDACTED]

Submitted by:

Lockheed Martin TSS/CMS

•
Prime contractor for the National Archives and Records Administration’s Electronic Records Archive

•
Prime contractor for US, UK and Canadian Census with strong emphasis on business process design, Service Oriented Architecture and interoperability

•
Lockheed Martin is teamed with Tessella for architecture, digital preservation technology and records preservation planning for NARA ERA and other international digital preservation opportunities.  Tessella is a leader in digital preservation with implementations in the UK National Archives, The British library, and The Dutch Archives…

[FURTHER INDIVIDUALLY IDENTIFYING INFORMATION REDACTED]

Please note:  To best understand our submission, we suggest you first review our response to question 14 and the frame of reference used to respond to your questions.

NEW YORK STATE CIO/OFT REQUEST FOR PUBLIC COMMENT (RFPC)

Part I – General Questions

Question 2.   What mechanisms and processes should the State of New York establish for accessing and reading its electronic records in order to encourage public access to those records?

· See response to general question 14, page 9, for context for this response.

· Create an attractor to NYS public records by developing a reputation for reliability, transparency, completeness, authenticity, accessibility and being protective of citizen privacy.  The site’s overall performance, completeness and trustworthiness will help make NYS Records a top web destination in its class.

· Provide better, faster service and/or financial incentives for on-line rather than in-person or mail requests for access to record materials.

· Develop, fund and execute a formal outreach and promotion program that attracts users to the public access sites.

· Make records available to the public in formats that are universally accessible – e.g., Word and .pdf – recognizing that the formats readily available to the public will change over time.

· Recognize that the “archival” or “official” record format may well be different from the public presentation format. 

· Partner with other information providers and web sites to cross link information where appropriate.

· Work with web search engine providers to ensure NYS records are available, as appropriate, for indexing and search.

· Ensure privacy and security policies are adequate, consistently applied and that they prevent privacy related information from being publicly accessible

· Help ensure the foregoing imperatives by providing and sustaining a robust, enterprise architecture driven, configuration-managed infrastructure with role-based, field-content level security designed in.

Question 3.   What mechanisms and processes should the State of New York establish for accessing and reading its electronic records to encourage interoperability and data sharing with citizens, business partners and other jurisdictions?

· See response to general question 14, page 9, and to question 2 above.
· We believe a strategic plan-driven enterprise architecture process will facilitate establishing the levels of interoperability and data sharing desired.

· The business process architecture details the key business processes and relationships among these processes.  This architecture should include relationships to key business processes external to NYS such as: citizens, business partners and other jurisdictions.  

· We believe business process architecture is where interoperability levels are most appropriately defined and where the nature of the content/data/information/records that support that interoperability are broadly outlined.

· In addition to the enterprise architecture and IT infrastructure elements of interoperability, actual, effective data sharing will also require specific attention to the people, organization, culture and governance elements of the enterprise ecosystem described in figure 2, page 13. 

· The information and data management architecture details and documents the content/data/information/records necessary to support the business processes and their relationships as defined in the business process architecture.  It considers the access, interoperability and sustainability requirements and includes them in the Records and Information Architecture Analytical Framework, see figure 1, page 12.   From that analysis standards and selection requirements are developed that will facilitate acquisition of the best value solutions, components and services.

· Public access is an element of the records continuum.  Requirements for managing public access need to be designed into the NYS records and information architecture and applied consistently to all systems that create NYS records.

Question 4.   What mechanisms and processes should the State of New York implement to encourage appropriate government control of its electronic records?

· See response to general question 14, page 9, for context for this response
· Appropriate risk-based records, security and privacy requirements should be built into the enterprise information architecture and applied consistent with Figure 1, page 12 

· Security principles should drive security policy which should guide adoption of standards and requirements.

· These requirements should be part of every IT acquisition and development project consistent with the record type and business processes supported.

· Requirements should be tracked and tested throughout the development lifecycle.

· Business processes should have integrated feedback loops that inform the records management performance of the processes consistent with the requirements established in the Records and Information Architecture Analytical Framework, see figure 1, page 12.

· Additionally, results should be audited and feedback used to refine the business process and improve compliance.  This requires attention to the human dimension of the enterprise ecosystem. (See figure 2, page 13.)

Question 6.   Are there mechanisms and processes the State of New York should establish that are specific to the management of its electronic records in its various life cycle stages (creation, maintenance, exchange, preservation and disposal)?

· See response to general question 14, page 9, for additional details.
· Enterprise architecture, before an application that will create records is even funded, should guide records management requirements throughout the record’s life.

· Metadata necessary for effective management and access should be linked to the record as early as possible and augmented and updated throughout in its life.

· Requirements should be identified for each life cycle stage, because the requirements will evolve as the system does. (See figure 1, page 12)

· Total system life-cycle costs should be developed to include estimates for migration and preservation based on retention, the need for access and interoperability, etc. 

Question 7.   How should the State address the long term preservation of its electronic records? What should the State consider regarding public access to such archived content?

· See response to general question 14, page 9, for additional details.
· Digital preservation should be an element of the NYS enterprise architecture.

· Preservation of electronic records should be an integral element of the records continuum.  (See figure 1, page 12) This requires addressing all elements of the continuum in the preservation capability planning process.

· Browser-based internet access to archived content should be available through role- based security controls.  

· Consider establishing key digital preservation system drivers:

· Persistent Preservation – capability to ensure electronic records are authentic, discoverable and renderable over time, regardless of how technology changes.

· Evolvability—system and its capabilities must evolve as technology advances

· Scalability – System must accommodate increases in volume of records, the size of those records, the number of users and the number transactions

· Extensibility—additional features, formats and users expectations

· Consider establishing a state-wide digital preservation service to support preservation of long-term temporary records.  (See UK National Archives Digital Continuity Service concept http://www.nationalarchives.gov.uk/electronicrecords/digitalcontinuity/default.htm  and http://www.nationalarchives.gov.uk/electronicrecords/digitalcontinuity/suppliers.htm ) 

· Consider collaborating with other states to leverage access and preservation infrastructures, tools, expertise and support.
Question 9.   What constraints and benefits should the State of New York consider regarding the costs of implementing a comprehensive plan for managing its electronic records?
· Observations:

· Many benefits will be difficult or overly burdensome and costly to quantify and track.

· Culture and people tend to resist increases or changes in record keeping requirements.  This usually means that change is slower and returns require more time to realize than normally anticipated.

· Constraints that might be applied to help contain records management costs:

· Establish records management as a cross-cutting layer of NYS enterprise architecture such that it is an integral element of all solution architecture decisions.  This will also minimize the number and variety of records management applications to manage and operate.

· Establish a state-wide records management and preservation shared service and provide budget disincentives to agencies that choose to acquire and operate stand-alone records management applications.  Visibility into state agency plans is best obtained from enterprise architecture information.  See overall response to General Question 14, page 9.

· Ensure records management is funded up-front as part of the capital planning and system requirements development processes such that the cost of retro-fitting records management into a system at deployment time are avoided.

· Benefits

· Improved responsiveness to citizen and state official’s records inquiries

· Improved responsiveness to and reduced costs of discovery requests

· Increased application interoperability

· Increased accountability

· Improved data/information/record authoritativeness (ISO 15489)

· Reduced data/information redundancy and inconsistency

· Reduced risk of maintaining records that should be destroyed

· Reduced risk of destroying records that should be preserved

· Reduced cost through elimination of redundant solutions.

Question 10.  What should the State of New York consider regarding the management of highly specialized data formats such as CAD, digital imaging, Geographic Information Systems and multimedia?
· As part of enterprise architecture, establish a records preservation planning process and framework that takes into account the evolving requirements to ensure authenticity, integrity and reliability over time, and what characteristics of usability need to be preserved.

· Partner and collaborate with other states and governments that are investing to manage similar file formats. 

· Work with NASCIO Records Management and Preservation committee to explore open standard formats for these specialized file formats.

· CAD see the work of PDES Inc. http://pdesinc.aticorp.org 
· GIS see the work of Federal Enterprise Architecture Geospatial Profile.
While additional work needs to be done, this profile provides the foundation for understanding Geospatial information in the context of enterprise architecture.  http://www.cio.gov/documents/FEA_Geospatial_Profile_v1-1.pdf 

· Link this process and framework to the IT governance processes

· Apply this process at the time new systems are architected and approved for development

· Records are increasingly complex and are often composed of more than one file format type.  This will often mean a complex record will require preservation plans for multiple file formats. 

· Consider international standard formats when they meet your enterprise architecture preservation requirements.  (See figure 1, page 12)

Question 12.  What existing policies and procedures in the private or public sector for the management of electronic records would be appropriate for the State of New York to examine? Please cite specific examples.
· ISO 15489-1:2001 Information and documentation -- Records management -- Part 1: General
· NARA tool kit includes a number of useful products including the Records Management Profile in US Enterprise Architecture and the FBI Electronic Recordkeeping Certification Manual:  http://toolkit.archives.gov/pls/htmldb/f?p=102:1:8033820171880408909    
· NARA, as part of its Electronic Records Archives Program, has redesigned many electronic records policies and processes. http://www.archives.gov/era/index.html and http://www.archives.gov/records-mgmt/initiatives/rm-redesign-project.html 

· UK Digital Continuity Service:  http://www.nationalarchives.gov.uk/electronicrecords/digitalcontinuity/digital-continuity.htm 

· National Association of  State CIOs (NASCIO): Enterprise Architecture content: http://www.nascio.org/resources/EAresources.cfm )  

· Planets:  http://www.planets-project.eu/ 

· Everything is Miscellaneous: The power of the new digital disorder, Weinberger, David, Times Books 2007

Question 14.  What else should the State of New York consider about this subject? 

A.  Our Understanding Of The New York State Approach

The RFPC document reflects a sophisticated understanding of the differences between formats for documents created using office suites.  It also reflects your awareness that requirements change over time as is evidenced in the following excerpt from your discussion of access:  

“Electronic records thus require differing mixtures of functionality and features at different points in time:

· accessibility for being used for the day-to-day purposes for which they were created; versus 

· accessibility during their active business use for ancillary purposes (e.g. pursuant to Freedom of Information Law (FOIL) requests, or pursuant to discovery requests in litigation ("e-discovery"); versus 

· accessibility for their historical and research value after having been preserved as official State agency records.”

While we generally agree with the concept of a multi-tiered approach to thinking about electronic records we believe the concept needs refinement and that it presents a challenge for the “format-centric strategy” we understand the RFPC proposes.  This is our thinking:

· We believe the “ancillary active records access” tier examples seem narrow.  Ancillary access could also include access by other NYS organizations (data sharing) and the use of information assets as research tools or as the sources of repurposable information while it is still in current business use.  

· The format(s) most appropriate for the first two tiers may not be appropriate for the third because the requirements will change over time.

· Tier 3 of the model seems to assume that all archival records will have equal access demands and will therefore be treated the same.  We believe there are other ways of approaching preservation of archival materials that would result in lower overall costs at appropriate service levels. 

· We also believe that because formats will evolve over time, selection of the “best” format today will have diminishing value over time.

· Decisions on a short-term solution to a current business need should be rooted in your long-term vision and enterprise architecture.  If not, you run the very real risk that your choice today may do more harm than good in the long run. 


We recommend not settling on a specific office suite format at this time for several reasons.  

· First:  The problems are larger than format issues.  Choice of formats should be the outgrowth of your vision for information in NYS government as addressed in your State Strategic Plan, information technology plan, information sharing plan, and similar directional documents.

· Selection of appropriate formats should flow from your strategic vision to your enterprise architecture.

· In applying that vision to specific types of records, NYS must understand the business process-specific requirements as well.

· In our view, requirements for the first two phases in your access example will have more immediate impact on format selection than preservation requirements.

· We recommend that preservation requirements be expressed as broadly as possible with as little restriction on active creation, management, access, and use as possible. 

· The goal is to meet the users’ needs first while considering preservation requirements within that context.

· How the preservation of records is managed should be explained in an overall approach to the preservation of NYS records for as long as they are needed, and system/application specific procedures for implementing the goals of the preservation plan.

· Second, the transition to any open document format will cause disruption in NYS government.

· If that move is driven by specific business-related imperatives, then it may make sense to do so at this time, although only in those business areas where it is currently necessary.

· However, given the relatively immature state of the open document technologies we would not recommend making that transition until and unless it is absolutely necessary.  

The Proposed Approach


I.  Overview

Identifying a technical solution to a problem (e.g., which format should be the standard for creating open office suite documents) requires two distinct, but related activities:  

· Understanding the overall context in which the solution will operate

· Using the contextual information, develop an analytical framework for managing each type of information asset throughout its life.

a.  Context

· First is to take a holistic enterprise-wide approach to the management of records and information.  Solutions to records and information management problems must take into account the interactions of the people involved, the organization and culture of the organizations, the business processes, their stakeholders and customers, and policies and governance, as well as technologies.   Failing to account for these perspectives often leads to solutions that cause more problems than they solve.

· Second, for solutions to be sustainable they must be implemented through an enterprise architecture such as those prepared by NASCIO and the Federal government.
  An architecture centric approach to records and information management begins with the enterprise strategic plan.  This plan identifies the customers and key products and service lines the enterprise will provide to accomplish its mission.  Implementing solutions within an enterprise architecture-centric framework:
· Allows records management principles to be “baked” into the enterprise architecture.  Records and information management solutions are more sustainable and consistently reusable when they are embedded in the NY State enterprise architecture

· Makes records management part of all elements of enterprise architecture

· Embeds records management into the IT capital planning and investment process, NYS business processes design methods, and NYS Solution Development Life Cycle methods

· Provides an ongoing framework to support a sustainable program to manage NYS records and information

· Third, we recommend that NYS manage all of its information assets, regardless of official records status, using records management principles.  NYS agencies need to be concerned about the authenticity, reliability, integrity, and usability of all information assets, not just their official records as defined in the RFPC.  All information assets need retentions assigned as well as determinations about access and privacy.  Requirements for the management of these assets will evolve over time and NYS government will need to plan for how those changing requirements will be addressed.

· These three principles provide the overall context in which solutions to current IT and records management challenges can be developed successfully.

 b.  Analytical Framework

The contextual information informs how to solve information management problems, but to be useful, it must focused on the specific type of information asset to be managed.  Five components that contribute to this analytical step:  
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Records and Information Architecture Analytical Framework
Figure 1

1. Define the type of information asset to be managed (e.g., word processing, electronic mail, digital images, etc.), 

2. Establish the phases of the assets life that need to be addressed (e.g., creation, receipt…preservation, access, etc.), and 

3. Define and agree on the intellectual framework that governs their management (e.g., theory, principles, policy, standards, etc.) 

4. Define the specific requirements necessary to support business processes

5. Establish the accepted technology options available to meet those requirements

Following this approach, looking at the open document format question for example, we would seek to understand the principles, policies, and standards that would apply to each of the phases of the information asset’s life.  That would lead to development of requirements and the market research necessary to identify potential alternative solutions for each information asset type.

If NYS has not yet conducted an analysis such as that described above, we would welcome the opportunity to work with you to tie your specific format questions to the parts of this analytical process where they could best be addressed.

II.  Detailed Explanation of RIM Ecosystem and Architecture-Centric RIM

This section provides a more detailed view of an approach to records and information management (RIM).  This approach to RIM program enhancement combines a holistic perspective that views the entire organization or enterprise as a system and uses systems thinking tools to understand the current situation, establish a sustainable preferred end state and identifies the steps necessary to realize that end state.  Those solutions are then embedded in enterprise architecture to make them part of the management and operating fabric of the organization (architecture-centric RIM).


The approach is based on concepts about records and records management from the ISO Records Management Standard 15489-1.  The view is that, while the traditional records management distinction between record and non record materials is a valid concern, the more important and practical concern is identifying all information assets that need to be managed.  That list will include records, but may include some information assets that might not fit the organization’s definition of a record.  We suggest that records management principles, such as the records management continuum are the best way of managing all information assets.

a.  The Records and Information Management (RIM) Ecosystem

A Records and Information management program design begins with consideration of the Records and Information Management, RIM, ecosystem.  The ecosystem analysis (see Figure 2, below) is one of a number of tools used to understand and explain records management in context.  It illustrates the variety of forces that must be considered in designing records management interventions 
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Figure 2

The diagram builds in four layers:

1. The Inner Circle:  Records and Information assets.  This is the core of the recordkeeping challenge.  The overall goal is to ensure that the records necessary to support business processes and comply with regulations are created, managed, controlled and preserved for the time necessary. 

2. The Triangle:  The triangle consists of the three forces that most directly affect the records and their management:  the business process that creates them, the ISO 15489-based RIM program responsible for their management, and the enterprise architecture into which the management of records is (or should be) embedded. 
 

3. The Inner Ring:  The organization and culture of the organization, its people, its governance structure, and its IT infrastructure all powerfully influence the elements in Numbers 1 and 2, above.  In our view, effective changes to the RIM program for example require changes in the four components of this ring.  Generally problems in the RIM program can be traced to conditions in one or more parts of this ring.  

4. The Outer Ring:  The second ring consists of additional factors, generally external to the organization that affects Numbers 1 – 3, above.  Most recordkeeping requirements are traceable either to explicit requirements generated by these entities (e.g., laws and regulations), or to their expectations (suppliers expect that a company has evidence to support its billing).  

Elements of the ecosystem are interconnected such that the performance of any part influences the performance of the whole.  Changes to any ecosystem part must consider the implications on the other parts and on the other parts ability to accept, resist or even overwhelm the proposed changes.  This understanding is both critical and non-trivial.

b.  Enterprise Architecture

The enterprise architecture element of the ecosystem plays a central role in realization of an organization’s vision and strategy.  It is usually the organizations only unified framework that brings together: mission, strategy, business functions, business processes, IT planning and governance, data, information and records, IT standards, infrastructure and operations, security, privacy, records, program and project management.  

The enterprise architecture details the business functions and processes, the information necessary to support those processes and their relationships in delivering the products and services defined in the strategic plan.  While there are many useful enterprise architecture representations the generic view below provides adequate context for this discussion. (See also: NASCIO enterprise architecture content: http://www.nascio.org/resources/EAresources.cfm )
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Figure 3

Using the ecosystem as an element of context, this approach uses the organization’s strategic plan including its mission, vision, objectives and strategies to guide each of the next steps.

Based on that direction, product line/service plans are established.  These plans detail the:

· customers needs,

· product/service description and how it will meet customer needs; the business case

· key product/ service features,

· relationships to other products/services and how all will work together,

· products/service potential impacts on the organization and customers,

· marketing and support plans,

· security, privacy and access control considerations (these will become requirements in many elements of the architecture.)


The portfolio of products/services and their relationships form the basis for the  product/service line architecture.

The product/service architecture determines what business processes must be established and operated to deliver the products/services identified.  How those business processes inter-operate and share information form the basis for the business process architecture.  

An organization’s strategic direction, business functions, sub-functions, product/service architecture and business process architectures are together often referred to as a Business Architecture in an enterprise architecture.  (See figure 3)

The business architecture provides the aligning and directing framework into  which data, information, records, privacy, security and a range of other requirements can be consistently, systematically and sustainably orchestrated and managed to support the organizations business objectives.

Note in figure 3, page 15, the records management layer of the architecture cross-cuts all the other elements of the enterprise architecture.  Like information security, records management influences most if not all architectural considerations.  Enterprise architecture is the planning and governing tool that can ensure that:

· the relationship among business process is understood, designed, and documented. 

· the records and information necessary to support those business processes is defined, assigned a steward, secured, access controlled, and maintained for the appropriate time, (has a preservation plan)

· each request for a new IT application consider the records and information management implications of the application and the attendant costs.  Those management and preservation costs should then be included in the project's lifecycle budget from the outset 

Executing the strategies to accomplish the objectives and realize the vision requires discipline and rigor.  The approach described here relies heavily on enterprise architecture as the primary focusing, collaborating, aligning and executing vehicle. 

c.  Stakeholder Engagement

Finally, to embed records management into the fabric of the enterprise and into on-going efforts to sustain it, the right people and roles have to be at the engaged in and contributing to the process as illustrated below in Figure 4 below .
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Figure 4

III.  Specific ideas and implications can be derived from this approach.  

· Information architecture should be designed to facilitate use of NYS records to create new knowledge and improve the way NYS does business; in this context, records should be exploitable and “repurposable” as allowed by law.

· In IT architecture the use of service-oriented architecture and records management service components is advisable.  Standards for the records management service components are being finalized by the Object Management Group. http://gov.omg.org/gov-rfp-rms.htm 

· To be effective, any solution to the long-term access questions you raise must address the needs of those outside of government who interact with the State’s IT systems.  Typically, their preferences will be for something that is easy and cost-free to use.

· Information sharing and integration of information across NYS government are laudable goals, but one size isn’t always the right answer.  The ability to integrate may come at the cost of decreased application features.  There may be places where that trade-off is not in the State’s interest because the benefits of integration exceed the costs.

· In most cases, preservation and long-term access are not drivers for records creators and those who use records during their active life.  What matters is functionality, ease of use, culture and cost.  A preservation strategy should accommodate these requirements and find ways to deal with the real demands of conducting the State’s business. 

· A digital preservation strategy should be

· format and technology agnostic and based on international standards framework such as the work of the Consultative Committee for Space Data Systems  “Open Archival Information System, ISO 14721:2003. http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=24683  .

· able to preserve records in any format and should be able to employ emulation capabilities for the true “software dependent” records.

· scoped to require the preservation system be designed to evolve with technology improvements and changes such that the preservation capability itself does not become obsolete.  See also the NARA Electronic Records Archive: http://www.archives.gov/era/index.html 
Lockheed Martin Transportation and Security Solutions:

NEW YORK STATE CIO/OFT REQUEST FOR PUBLIC COMMENT (RFPC) - Part II

 - Detailed Questions
A.  Definitions – “Electronic data, documents, and records” - Questions 

Question 1.  Are the distinctions described in Part I of this RFPC between the definitions of electronic data, documents, and records useful?  Are there any specific elements or distinctions in those terms which CIO/OFT should be taking into account?

Response:  

· The distinctions are not particularly helpful due to extensive overlap.

· For example, this response to the NYS RFPC is a document and once received by NYS is an official government record.  According to the definitions, wouldn’t all data also qualify as a record?  Given the broad definition of official records, wouldn’t that encompass data (any act or transaction), and most government documents and records are created to accomplish NYS business?

B.  Definitions – “Access” – Questions

Question 2.   Is the description in Part I of this RFPC of three types of access needed for electronic records – day-to-day utility access; ancillary active record access; and historical access – a realistic and useful conceptualization of the main uses of electronic records?  If not, please describe with specificity recommendations for alternative methods for conceptualizing the study's issues. 

Response:  
While we generally agree with the concept of a multi-tiered approach to thinking about electronic records we believe the concept needs refinement and that the approach presents a challenge for the format-centric strategy the RFPC proposes.  This is our thinking:

· We believe the “ancillary active records access”  tier examples seem unnecessarily narrow.  Ancillary access could also include access by other NYS organizations (data sharing) and the use of information assets as research tools or as the sources of repurposable information while it is still in current business use.  

· The format(s) most appropriate for the first two tiers may not be appropriate for the third because the requirements will change.

· Tier 3 of the model seems to assume that all archival records will have equal access demands and will there for be treated the same.  We believe there are other ways of approaching preservation of archival materials that would result in lower overall costs at appropriate service levels. 

· We also believe that because formats will evolve over time, selection of the “best” format today will have diminishing value over time.

· Decisions on a short-term solution to a current business need should be rooted in your long-term vision and enterprise architecture.  If not, you run the very real risk that your choice today may do more harm than good in the long run. 

C.  Definitions – “Government Control”  -  Questions 

Question 5.   In terms of appropriate “government control” of electronic records, what factors or concerns should the State be addressing?
Response:

Factors to consider include:

· Records and information security and privacy should be considered together 

· Tie and rationalize the NYS security architecture to the NYS records and information architecture

· To the extent practical, the architecture should provide a highly granular level of security control.  This will allow maximum record and information use while protecting privacy and unauthorized access.

D and E.  Definitions - "Interoperability" and "Open Standards"  -  Questions 

Question 6.   Is this the correct definition of interoperability which the study should be using?  If not, please provide a better, alternative definition.
Response:

· The phrase “that can be used together” in the definition: “products and systems from multiple vendors that can be used together without modification or development of custom interfaces and tools.” is imprecise enough that the general definition is not particularly useful.

· We believe there is a continuum of interoperability among business processes and the technology, applications, data, information and records that support them.

· We see this work as part of developing the business process and application architectures.  The definition should be applied to specific business process interoperability objectives and the desired level of the interoperability specified.

· Applying these ideas results in a more precise, although arguably more awkward, definition: “business processes that work together at specifically defined levels by applying products and systems from multiple vendors that can be used together at specifically defined levels without modification or development of custom interfaces and tools.”

Question 7.   Is this the correct definition of "openness" and "open standards" which the study should be using? If not, please provide a better, alternative definition. 
Response:

· We have no particular concern with the proposed definition.

· We do feel however, that there will be instances where practical considerations in development of the Records and Information Architecture Analytical Framework will suggest use of a de-facto, rather than open standard to best meet a particular set of requirements. 

Question 12.  Other than in the office suite context, in what other ways does the State need to be concerned about electronic records interoperability? 

Response:

· The State should give attention to the ability to share information across business processes, including ERP, CRM and proprietary applications, from databases and from other information generated in technology-specific applications such as GIS.

· Interoperability among business processes should be business strategy driven and made explicit in the NYS Business Process Architecture. (See response to general question 14, page 9.)The need to share specific data, information and records to support that interoperability across business processes and the methods, protocols and controls associated with that sharing, should made explicit in the NYS Information Architecture.

· The formats for sharing data, information and records across business processes should be open, extensible and as standard as NYS business requirements will allow.  These decisions should be grounded in the principles, policy and standards dimensions of the Information Architecture.  (see Records and Information Architecture Analytical Framework Figure 1, page 12)

F.  Focus of the Study   -  Questions 

Question 13.  Given the existence of tens of thousands of e-data formats, the increasingly dynamic nature of electronic documents, and a preference toward more open formats in other realms besides office suite formats, what type of an approach or mechanism should be used within the State to further the existence of openness in all relevant formats?  Please describe with specificity.

Response:
· If openness is a NYS strategic priority, consider making it a central feature of the information architecture and governance processes.

· Establish openness as the path of least resistance through the governance processes; make it easier to “do openness” than any other alternative.

· Establish openness as a requirement in all appropriate RFIs and RFPs and as an integral part of the procurement process.

· Work with NASCIO to establish openness standards states could adopt

· Through NASCIO, partner with other states to create more market demand for including open formats in applications.

Question 14.  Is CIO/OFT's proposed focus for this study appropriate?  (That is, conceptualizing three types of “access,” and focusing on office suite formats as an illustrative example).  If not, please describe with specificity the approach which you recommend CIO/OFT should take. 

Response:  See response on page 9, Our Understanding of the New York State Approach

Question 15.  What is the “problem” that this study should be addressing? Please define with specificity exactly what the State should be trying to solve. 

Response:
· Please see response to general question 14, page 9.

· We believe enterprise Records and Information Management (RIM) in the context of the NYS strategic plan and information technology plans should be the domain of the problem. 

· Embedding RIM into the NYS enterprise architecture and populating a Records and Information Architecture Analytical Framework are key initial steps.

· Formats and digital preservation requirements must be considered in the context of the entire RIM ecosystem.  The issue is not a preservation or interoperability of office documents question alone.

· Formats and digital preservation solutions taken out of this overall context will be back soon and will be more difficult to deal with the next time.

H.  Integrated software applications  -  Questions 

Question 22.  How valid is this concern?  Is re-writing of custom in-house software also needed (and has it been needed in the past) for migration between different versions of office suite software? 


Response:

· The concern is likely valid.  The extent of re-writing necessary will depend on the extent to which such technologies as ActiveX, scripting; Microsoft Access are in fact embedded in custom in-house applications and the role those technologies play in the application.

· An application inventory (part of the enterprise application architecture) which would include identifying the embedded proprietary technologies, would assist in assessing the scope of the impact and the costs to rewrite applications. 

N.  Obsolescence  -  Questions 

Question 44.  Is it true that setting an office suite software format standard would be premature because other more interactive platforms will soon be surpassing in usage ODF- and OOXML-using software? Please explain.

General response to questions 44 - 46:

· It is unclear what the specific drivers and rationale are for setting an office suite standard, and what advantages are expected to accrue from that action. 

· In our opinion setting an office suite standard based on the openness of the file formats is at least premature and maybe more importantly, appears to give inadequate consideration to other architectural requirements.  We recommend not settling on a specific office suite format at this time for several reasons.  

· First: The problems are larger than format issues.  Choice of formats should be the outgrowth of your vision for information in NYS government as addressed in your State Strategic Plan, Information technology Plan, Information Sharing Plan, and similar directional documents.

· Selection of appropriate formats should flow from your strategic vision to your enterprise architecture.

· In applying that vision to specific types of records, NYS must understand the business process-specific requirements as well.

· In our view, requirements for the first two phases in your access example will have more immediate impact on format selection than preservation requirements.

· We recommend that preservation requirements be expressed as broadly as possible with as little restriction on active creation, management, access, and use as possible. 

· The goal is to meet the users’ needs first while considering preservation requirements within that context.

· How the preservation of records is managed should be explained in an overall approach to the preservation of NYS records for as long as they are needed, and system/application specific procedures for implementing the goals of the preservation plan.

· Second, the transition to any open document format will cause disruption in NYS government.

· If that move is driven by specific business-related imperatives, then it may make sense to do so at this time, although only in those business areas where it is currently necessary.

· However, given the relatively immature state of the open document technologies we would not recommend making that transition until and unless it is absolutely necessary.  

· We believe formats will evolve continuously and must be part of a larger preservation strategy and framework.  Basing application selection decisions solely on the basis of file formats will usually only be good decisions in the short run.  (See also response to general question 14, page 9)

· There are many potential advantages (e.g., reduced servicing costs), but it has been our experience that the usefulness of format standards is limited because of the reasons implicit in your questions.  We suggest focusing on a full set of requirements rather than just specific file format requirements.  As noted above, based on specific requirements, one line of business might find ODF more appropriate while the next would prefer using OOXML.  Are there sufficient benefits to mandating a single solution?

Question 45.  Is it true that setting an office suite software format standard would be premature because (a) ISO-standardization has yet to fully play out for the OOXML format, or (b) ODF format is undergoing revisions?  Please explain.

Response:  See response to question 44 above.

Question 46.  What factors would define the appropriate timeframe within which CIO/OFT should recommend a particular electronic record format or formats?  When could this optimally be done? 

Response:  See response to question 44 above

P.  Electronic Discovery  - Questions    

Question 52.  Are there implications for record production in electronic discovery arising from having chosen particular document formats?  If so, what are they? 

Response:

· As you know, e-discovery requires production of digital materials regardless of format.

· Production in original formats is often preferred and specified.

· Production in any format other than the original may result in some content loss.  As a result, any format transformation decision must consider authenticity and admissibility requirements and the risk of spoliation of evidence.

· This points to the need for record continuum-based preservation planning as suggested in the Records and Information Architecture Analytical Framework, Figure 1, page 12.

Question 53.  For archived electronic records, is PDF/A an acceptable format in which to preserve such documents?  If not, please describe its deficiencies?  Also, please recommend alternatives. 

Response:

· Generically speaking, PDF/A is an acceptable format for preserving documents.  Whether or not it is an acceptable format for the records of a specific business process depends on what the access and long-term use requirements are. (See Figure 1, page 12)

· Preservation in original formats may be most appropriate depending the access and long-term use requirements.

· Some archives are preserving digital materials in both original formats as well as transformed formats.

· Specific guidance and a discussion of PDF and PDF/A issues may be found at: http://www.archives.gov/records-mgmt/initiatives/pdf-faq.html
Question 54.  Are there any compatibility issues with litigation support software which could arise if the State were to choose particular document formats?  If so, please describe in detail

Response:

· Litigation support software will have to deal with a continuously evolving and expanding set of formats.  Any litigation support tool that is format dependent will not serve NYS interests in the long term.

· Choice of litigation software should be based on a broad range of capabilities consistent with the Enterprise Information and Application Architectures. 

R.  Procurement  -  Questions 

Question 58.  What factors or elements determine best "quality" in the formatting of electronic records? Please list all of those which you believe a "best value" determination should take into account, including the "quality" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "quality"?

Response:  

· This question can best be answered in the context of the Records and Information Architecture Analytical Framework, Figure 1, page 12.

· The NYS goals, strategies and priorities inform the information management policies and standards adopted to guide each of the quality, cost and effectiveness criteria at each stage of the records and information continuum.  The criteria will also likely be influenced significantly by the business process the records will support.  As indicated in Figure 1, page 12, one size does not fit all.

· However, in general some of the factors might include the degree to which a particular format at a particular point in a record’s life ensures: (It should be noted that some of these features might be provided by servicing applications or infrastructure.)

· Authentic representation of:

· Content 

· Context 

· Structure

· Presentation

· Behavior

· Secure

· Tamper-proof

· Tamper-evident

· Access controls available to the field content level

· Useable

· Viewable only

· Processable

· Scope:

· Number and variety of data-types accommodated

· Extensibility

· Flexibility of format to accommodate future data-types

· Flexibility of format to accommodate user configuration

· Flexibility of format to accommodate user modification

· Reliability:

· Reliably and consistently accommodates that which it claims to accommodate

· Transparency:

· Degree of format structure and operation transparency

· License

· Nature of license terms and conditions on a continuum from totally open to proprietary.

Question 59.  What factors or elements determine best "cost" in the formatting of electronic records? Please list all of those which you believe a "best value" determination should take into account, including the "cost" applicable at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "cost"? 

Response:

· This question can best be answered in the context of the Records and Information Architecture Analytical Framework, Figure 1, page 12.

· The NYS goals, strategies and priorities inform the information management policies and standards adopted to guide each of the quality, cost and effectiveness criteria at each stage of the records and information continuum.  The criteria will also likely be influenced significantly by the business process the records will support.  As indicated in Figure 1, page 12, one size does not fit all. 

· However, in general some of the cost factors might include:

· Format use licensing cost

· Format transform component/service licensing and maintenance cost

· Format update cost

· Record transformation cycle processing cost in $/infrastructure cycle/1000 original characters both to transform to the target preservation format and then back to the rendering format.

· Record format storage cost per 1000 original characters or per 1000 bits of original bit-mapped image.  ( A measure of storage efficiency and overhead)

· Preservation planner technical training cost

Question 60.  What factors or elements determine best "efficiency" in the formatting of electronic records? Please list all of those which you believe a "best value" determination should take into account, including the "efficiency" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "efficiency"? 

Response:

· This question can best be answered in the context of the Records and Information Architecture Analytical Framework, Figure 1, page 12.

· The NYS goals, strategies and priorities inform the information management policies and standards adopted to guide each of the quality, cost and effectiveness criteria at each stage of the records and information continuum.  The criteria will also likely be influenced significantly by the business process the records will support.  As indicated in Figure 1, page 12, one size does not fit all. 

· However, in general some of the efficiency factors might include:

· Format transform cycle time/ 1000 records

· Information storage efficiency ratio: final format size/original format size

Question 62.  In terms of the procurement of software for the creation and retention of office suite records, please list all of the objective criteria which State government should always consider as part of any office suite software "best value" analysis. 

Response:

· The requirements of  an application that creates records will not necessarily be the same as the system that retains, preserves and provides access to them over time.  See figure 1, page 12.  While some features may overlap, the principle purposes of the two types of applications are quite different.  We believe that in many cases, the requirements for the two functions will require separate applications that should be evaluated separately.

· Document and record creation applications need broad flexibility and features to create, edit, delete, combine, experiment, undo….

· Retention and preservation applications need the ability to:

· manage records disposition work flow

· accept records into the repository

· manage records workflow through functions and tasks in the repository

· store and preserve records,

· secure records,

· control and monitor record access and create secure record access audit trails, 

· protect records from change and provide admissible evidence if records have been altered,

· search across documents and records of many business functions and creators. 

· This response will focus on the retention and preservation capability requirements.  The specific level of support each of the following factors must provide will be driven by the NYS records and information architecture analysis.  The retention capability must address these factors:

· Authenticity – must ensure records remain as reliable and authentic as when first created

· Obsolescence –  must be capable of evolving to ensure the system and its records do not become unusable due to constantly changing technology; components must be able to change without requiring changes to other components

· Complexity –must accommodate complex formats and with demanding behaviors

· Scope – must accommodate broad range government record providers and donors 

· Time Frame – must preserve content for a hundreds of years

· Accessibility – must accommodate the public’s right of access to the records of its government when and where they want that access.

· Discoverability—must support reliable, responsive search across all records in the repository. 

· Security—must provide highly granular, reliable role-based access control and must prevent unauthorized access to the preservation infrastructure or the records.

· Privacy—must have privacy data identification and redaction capability

· Users Expectations – must be designed to accommodate changes in users expectations and preferences as they continue to evolve

· Variety – must accommodate wide range of different record types

· Volume – must be highly scaleable both in the number of records and files and in the number of users

· Workflow—must manage and track records, actions taken with the records

· Responsive and reliable—must provide acceptable service levels to users and operators

· The National Archives and Records Administration requirements for the Electronic Records Archive provide a starter kit from which NYS could develop its own set of record retention and reservation system requirements.  See: NARA ERA http://www.archives.gov/era/about/requirements.csv 
S.  Other issues  -  Questions

Question 63.  What other issues has this RFPC omitted which the State should be considering as it conducts this electronic records study?  Please describe these additional issues with particularity, and any recommended approaches.

Response:  See response to general question 14, page 9.

T.  Possible Recommendations 

Question 64.  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data, should the State require in its procurement contracts that the source code for that software be shared with the State, i.e. through "open source" or "shared source" licensing? 


Response:

· No, in our opinion, this approach would unnecessarily limit the State’s application software options.

Question 65.  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data should the State require in its procurement contracts that the source code for that software be escrowed so that the State can access the source code when such access is the last reasonable option for the State to be able to access and read its e-data? 


Response:

· Not necessarily.  The NYS enterprise architecture digital preservation planning framework should include a strategy for dealing with the rendering and usability of the data the application creates.  This approach should obviate the need for escrow.  In cases where the application is mission critical and the record formats are closed, proprietary and inaccessible, software escrow and legal agreements to allow use and/or reverse-engineering if necessary, may be an appropriate approach.

· This strategy should only be taken in concert with a well formed enterprise architecture digital preservation planning framework and evaluation process. 

Question 66.  In the procurement process, should the State place less emphasis on openness of creation software and focus instead on being able to convert or migrate records to an open format at the time of preservation? 


Response:

· We strongly support this approach that places less emphasis on openness of creation software and focuses instead on the capability to convert or migrate records to an open format at the time of preservation. 

· This approach and the processes described in the response to general question 14, page 9, are more consistent with this direction than alternatives in 64 and 65 above.

· We also believe this approach should only be taken in concert with a well formed enterprise architecture digital preservation planning framework and evaluation process. 

Question 67.  Should CIO/OFT certify one particular office suite standard provisionally, but with the flexibility to change that recommendation if future iterations (or other standards) provide sufficient or better functionality or easier translation to the new standard? 

Response to Questions 64 - 67:
· The approach suggested in this possible recommendation recognizes the need for flexibility, but the implications of “certification” are unclear and it appears that only one office suite would be certified at a time.  We believe this tactic could unnecessarily compromise or constrain some business processes.

Question 68.  Should the State provide encouragement for proprietary software vendors to support more open formats?  If so, what would be the most effective means for the State to do so (e.g. direct financial incentives; State preferences for the usage of more open formatted software whenever the functionality of the software exceeds the user base's needs; other)?  What advantages or what problems would be presented by this approach? 

Response:  Yes.  Use the approach of giving state preferences for the use of more open formatted software whenever the functionality of the software exceeds the user base's needs.

Question 69.  Should the State encourage any software providers who have incorporated the most open formats within their software to improve the software's other functionality so that it becomes more feature-rich and becomes a more viable alternative to software which does not adopt the most open available formats? (e.g. direct financial incentives; funding of research centers; other)?  What advantages or what problems would be presented by this approach? 

Response:  

· The question speaks to the “most open available formats” rather than formats with a sufficient level of openness to support preservation.

· The focus should be on acquiring software that meets the full spectrum of business needs.  Rather than providing incentives to the companies with the “most open formats” we suggest adjusting the requirements to give more weight to openness.  That would encourage all companies to develop better solutions.

Question 70.  Some governmental jurisdictions have required that the usage of fully open formats within software must be an element which is evaluated whenever that jurisdiction is assessing the "best value" available when procuring software.  In its procurement laws or regulations, should the State specifically require when purchasing software an evaluation of format openness as part of the "best value" analysis performed by State agencies?  If so, should the requirement be to define and compare best value in functional capabilities of the software today versus best value of the software towards long-term preservation? 

Response:
· Evaluating format openness as part of the procurement process is a useful process.

· We recommend that the evaluation assess “best value” in support current business requirements.  The value of the software for long-term preservation should be assessed in terms of whether the format meets minimum openness requirements to support preservation.    

Question 72.  Would a program piloting the usage of ODF office suite software to determine its viability for the State's electronic record needs be a viable recommendation from this study?  If not, what are the objections to this?  If so, what specific recommendations can you offer for the design of such a pilot program? 

Response:

· This is a viable recommendation as long as the criteria for “viability” and the reasons for employing an ODF solution are clearly understood and documented.  If a pilot is developed it should be tested against a set of criteria that are representative of a significant percentage of NYS government users.

· The requirements should reflect:

· the complexity of document creation and management, the need for document sharing with other NYS agencies and

· the need to access to or interaction with the public and required retention. 

· The pilot should be benchmarked against how the same process would be handled with traditional applications.  If implementation of ODF would require process changes (e.g., the mandatory addition of metadata not currently required), those changes should be implemented in the existing process as well.

· Ideally, the pilot should include an entire process where half of the staff use ODF and the other half the current process.

Question 73.  Is it a viable solution for long-term access to electronic records that rather than migrating electronic data to new technologies and document formats, State government should archive electronic record-capable hardware and should seek to make various iterations of software available for the long-term as a safeguard against obsolescence and to facilitate access to electronic records.? Why, or why not?  If you believe this is viable, then please describe measures to effectuate same. 

Response:

· This may be a viable short-term approach, but a complex one that should only be used as a last resort either because migration is not possible or because the records are of such a nature that the changes inherent in migration would significantly undermine their authenticity and reliability.

· Over time, this strategy will be less and less viable as the inventory and complexity of hardware and applications grows and the expertise to operate, support and maintain that inventory decreases. 

Question 74.  Some commentators have suggested that governments should create or participate in centralized record management systems consolidating the electronic record systems of different agencies.  CIO/OFT is aware of the development of certain nascent comprehensive systems using, for example, grid-based technologies. (See, for example, http://chronopolis.sdsc.edu/ ).  Would the creation of or participation in centralized record management systems consolidating the electronic record systems of different agencies be appropriate for New York State?  If so, please describe recommendations for its design. 

Response:  

· We highly recommend evaluating shared records management and preservation services.  Such services are technically viable and offer potentially significant and far reaching benefits.

· Whether these services are viable legally, for security and privacy reasons, culturally for information sharing and “domain control” reasons, operationally or for public relations reasons should be the subject of in-depth enterprise ecosystem analysis.  Please see response to general question 14, page 9.

· We welcome the opportunity to explore records and information management and digital preservation shared services design options with the Office of the New York State CIO.  Such services would be designed to fully integrate with the NYS enterprise architecture and support the full records and information continuum.  In brief: 

· Design would include analysis of the enterprise NYS Records and Information Management (RIM) ecosystem with particular attention to the people, organization, culture, RIM program and governance dimensions of the analysis.

· The results of that analysis combined with the NYS state strategic plan and information technology plans and enterprise architecture would inform the policy, standards and business process design and business model that would support such a preservation service.

· Development of the solution architecture would follow, along with recommendations for extension and revision to the:

· NYS enterprise architecture,

· NYS RIM program design, policy and practices

· NYS personnel RIM training and development and accountability plans

· NYS governance processes including: IT capital planning, enterprise architecture configuration management, business process design, solution development lifecycle and infrastructure configuration management.

· Following approval of the business model and solution architecture, development or acquisition of, or subscription to a records management and preservation service could begin.

75.  Please provide any other suggested alternative approaches and describe which approach you believe would be best for the State, and why. 

Response: Please see response to general question 14, page 9.  

8. Conmergence Strategy and Systems Architecture:  Monday 12/31/2007 12:50 PM

Question 2.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records in order to encourage public access to those records?

From http://www.ecommercetimes.com/rsstory/60965.html re: U.S.  Defense Department's experience with proprietary and open source software

An example of such software is the U.S.  Joint Forces Command's (JFCOM's) J-9 Joint Futures Laboratory redact tool.  JFCOM developed a free open source software redaction tool to remove changes from standard office documents.

"Secure Save" uses OpenOffice.org software to redact non-viewable text, images, metadata and other undesired elements of standard office documents.

This tool could be applied to remove information from documents to declassify them and transfer them between networks of different classifications.  Today when operators declassify information, they delete it from a document, but the changes are retrievable and could result in the inadvertent disclosure of classified/sensitive information.

This was the case in 2005 when the text from a redacted classified document from Multi-National Force-Iraq (MNF-I) was unintentionally exposed to the public.  MNF-I issued a report in Adobe that described the investigation into the shooting of an Italian journalist.  While the actual report posted on the Internet appeared to be unclassified, an Italian citizen was able to recover the deleted classified text by cutting and pasting the document into Microsoft Notepad.

9. ABCDataworks:  Tuesday 1/1/08 4:38 PM

Question 2.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records in order to encourage public access to those records?

Please ensure that the state of New York uses a data standard that is not controlled by a single corporate entity.  It is our duty to our future generations that we ensure that all data recorded by the state of New York are available in a format that will not require purchase of a particular piece of software.  The OOXML standard that is under consideration does not meet this critical criterion.  As a database programmer, I could tell you quite a bit about the cost of converting data from one format to another.  Please do everything in your power to ensure that the citizens of New York do not have to pay for conversion of data out of a proprietary format in order to view data collected by this great state.

10. DGH Technologies, Inc.:  Monday 1/14/08 1:48 PM

My company is in the business of Technology Consulting .  We provide information technology solutions to small & mid-sized businesses, and non-profit organizations.  We have many clients in New York State and some that are nationwide organizations.

As a small businessman, the end of the year is a very busy time for me.  We are closing out our financial year, and then look forward to the holidays.  I was glad, then, to see the extension to the comment period on your study.  It seemed more reasonable.

I write urging that you PLEASE pick recommendation #71.

Do NOT change the state’s practices with respect to electronic document creation, storage or public access.  Existing practices create choice in the marketplace.  Agencies employ the e-document tools of their choice to meet their needs.  And this customer-driven dynamic creates opportunity.

The opportunities are many:

• Opportunities for customers to tailor their e-doc solutions to their needs

• Opportunities for business large and small to compete with each other to meet those needs

• Unique opportunities for small businesses to leverage the investments of some of the largest IT companies in the world

• Future opportunities for new business in meeting government needs in new ways – these flow from all the innovations that keep coming to the market.

I have been in the technology industry for 19 years.  Change is constant.  Right now, change in the edocument space is particularly fast.  I fully appreciate that the State wants to assure it can access – and the public can access – State documents for the long term.  But we have come a long way from the punch-card era, where data ran the risk of being lost because it was stored in a single form on an arcane piece of paper.  Right now, the IT industry is responding to customer demand for easy, long-term access more than ever.  Yes, new standards are being developed which can cause confusion about “which way to go.” But the IT community of today is not locked into a “big iron” mentality.  The community is nimble.  And, in the end, it is producing TRANSLATORS that make irrelevant the question of what edocument format is best for the long run.

No one can predict the long run, especially in the IT space.  The only thing we know is that leaving the government market open to competitive options always has, and always will, serve the government, the citizenry and the economy the best.  As one of the world’s icons – representing the wisdom of relying onfree and competitive markets to meet demand with supply – New York should stick with its core principles and preserve IT choice.

11. Hewlett-Packard Company:  Thursday 1/17/08 4:24 PM

Hewlett-Packard Company appreciates the opportunity to respond to the Request for Public Comment concerning electronic record policy for New York State.  We applaud the efforts of your office to thoughtfully and thoroughly explore the complexities of this topic before making recommendations which will have significant impact on both costs and benefits.

As one of the leading proponents of standards-based computing and a strong supporter of both ODF and OOXML, HP hopes that the following comments pertaining to office document format standards will be of value to you:

- We believe that adopting office document format standards for state government usage makes sense, and that the selection of XML as the foundation for this standardization would be wise.

- HP feels that endorsements of a standard by de jure standards organizations such as ISO/IEC JTC 1 and by other open standards organizations such as W3C and Ecma International should be positive factors in evaluating that standard.  These organizations have established processes which stimulate improvement of proposed standards, including technical improvements and additional legal assurances with respect to the proprietary designs which are the original basis of most successful standards.

- We endorse your efforts to quantify the full life cycle costs and benefits of alternative standardization policies to both the government and the citizens of New York, since the costs and benefits which are hidden and indirect far outweigh those that are more obvious and direct.

- HP believes that interoperability of office document products should be the highest priority.  Requiring complete compatibility among office products would not be cost effective and may not always be feasible even among products based on the same format standard.  Tools facilitating interoperability between formats are rapidly improving.

- The diversity of office formats in use by NY State's citizens and government agencies needs to be taken into account.  Standards policy decisions requiring migration will have major financial and operational impacts on existing investments in documents, document creation software, and other software utilizing these documents.

- Effectively servicing a broad range of governmental stakeholders implies effectively servicing a broad range of IT environments.  For example, many organizations have later realized that their decisions to support only stakeholders using a specific web browser were a mistake.

- A large number of state employees and other citizens have accessibility requirements.  Care must be taken not to disenfranchise them by endorsing only a single standard while certain assistive technologies are supported only on products built on certain standards.

- In general, standards provide a framework which encourages both innovation and competition.  However, endorsement of a single standard should be avoided if the actual effect is to narrow the field of companies innovating and competing.

- Standards for office document formats are still in a stage of flux.  State government should position itself to be able to ride this wave of rapidly improving standards and products, and should avoid decisions that could preclude its being able to benefit from the improvements.

Taking into account all of the above points, Hewlett-Packard believes that requiring any single existing office document format standard at this time would be premature but that your current in depth study will help illuminate of the full set of electronic record policy issues, thereby providing a valuable service to New York State's government and citizens. 

Thank you for the opportunity to share HP's thinking on this important topic.

12. Tessella Inc.:  Friday 1/18/08 11:40 AM
From cover letter:

We are delighted to include with this letter a response to the CIO/OFT Request for Public Comment, for the study concerning electronic record policy for New York State, RFPC #122807.

Tessella has over 20 years of expertise in the area of reliable and authentic long-term preservation of electronic records, both for scientific organizations and for national governments.  In recent years Tessella has played a key role in a number of international initiatives at the cutting-edge of the digital preservation challenge.  These include:

•
Development of the well known DROID and PRONOM preservation toolsets

•
Electronic Records Archive (ERA) program for the US National Archives and Records Administration (NARA) 

•
Digital Archive of the UK National Archives

•
British Library Digital Archive

•
PLANETS Partnership

•
Digital Archive of the Swiss National Archives

•
Digital Preservation Testbed initiative of the Dutch National Archives

•
Digital Archive of the Malaysian National Archives

Note in particular that we are currently a senior partner with Lockheed Martin on the NARA ERA program, designing and developing the world’s largest national digital archive.

Tessella is well connected to the digital preservation activities going on in Europe and the standards that are emerging globally.  As a key partner in the European PLANETS consortium we are helping to develop standards-based active preservation solutions.

Please do not hesitate to contact me if you have any questions, or would like additional information about Tessella and our range of experience in this field.

[INDIVIDUALLY IDENTIFYING INFORMATION REDACTED]
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1.  Terms of Reference

New York State Office for Technology has released an RFPC for study concerning electronic record policy for New York State, http://www.oft.state.ny.us/oftnews/erecords-study.htm. 

Tessella has unparalleled experience in electronic archiving and preservation technologies and is well placed to make a valuable contribution to this study.

2.  Structure of this Document

This response is structured as follows:

· Section 3 summarizes Tessella’s experience in the digital preservation domain.

· Section 4 presents Tessella’s response to the “General” questions posed in the RFPC.

· Section 5 presents Tessella’s response to the “Detailed” questions posed in the RFPC.

3
Tessella Background and Experience

3.1
Persistent Archives

“Tessella has unprecedented experience in the design and development of archival solutions and toolsets for both National Archives and Libraries.  We are one of the few organizations to have implemented an active preservation solution”

Tessella has over 20 years of expertise in the area of reliable and authentic long-term preservation of electronic records, both for scientific organizations and for national governments.  In recent years Tessella has played a key role in a number of international initiatives at the cutting-edge of the digital preservation challenge.  These include:

· Development of the well known DROID and PRONOM preservation toolsets

· ERA program for the US National Archives and Records Administration (NARA) 

Tessella is a partner on the Lockheed Martin team developing the Electronic Records Archives system for NARA 

· Digital Archive of the UK National Archives

· British Library Digital Object Management System Ingest System

· European Union PLANETS Partnership

· Digital Archive of the Swiss National Archives

· Digital Preservation Testbed initiative of the Dutch Government

· Digital Archive of the Dutch National Archives

· Digital Archive of the Malaysian National Archives

Tessella specializes in the application of innovative software solutions to scientific, technical and engineering problems.  We have over 25 years experience in working with a diverse set of clients in the scientific and engineering domain managing large and complex sets of information.  Our activities cover a range of industries, working for customers in the life sciences, oil and gas, chemicals, transport and environmental engineering. 

In the life sciences & pharmaceutical sector, Tessella has applied its expertise to assist blue chip organizations to retain business-critical scientific information, such as the experimental data supporting the discovery, development and trials of new drugs.

Tessella is teamed with Lockheed Martin for architecture, digital preservation technology and records preservation planning for international digital preservation opportunities in a variety of domains.  Lockheed Martin is the prime contractor for US, UK and Canadian Census placing a strong emphasis on business process design, Service Oriented Architecture and interoperability.

Tessella is currently working on the Lockheed Martin led team to create the world’s largest Digital Archive for the US National Archives and Records Administration.  This system is being designed to handle up to 10 Terra Objects and an Exabyte of storage.  In addition the system will provide the full lifecycle management of electronic records including retention scheduling, appraisal, transfer, long term preservation and dissemination. 

3.2
Authenticity

“Tessella understands the importance of authenticity as a fundamental component of digital preservation”

The authenticity of information can often be challenged.  Systems must be put in place that enable the authenticity of electronic information to be attested to without question.  Authenticity is a key component of Tessella’s archival work.  Demonstrating that you are preserving data that purports to be authentic is more than just preserving the content.  The context, structure, provenance, and behavior characteristics are equally as important.  Tessella has developed mechanisms to capture those properties that when combined together establish the authenticity of preserved records.  Such mechanisms include:

· Use of integrity seals and routine checks to guard against bit corruption

· Capturing of essential characteristics to guide successful future migrations

· Capture and extraction of provenance data at ingest

· Maintaining the relationships within data to preserve structure 

3.3
Standards 

“Tessella always strives to make extensive use of appropriate standards and best practices through outreach and collaboration.  We are well connected in the Digital Preservation domain throughout Europe and beyond”  

Tessella has always looked to conform to or make use of existing standards in all of its archiving solutions.  The solution we provided for several archives and libraries is built around the OAIS reference model, and incorporates the use of other standards such as PREMIS, METS and other metadata standards.  In the British Library solution the metadata is persisted in a METS format to facilitate the interoperability of information exchange between the system and external entities. 

Our involvement across the industrial spectrum on a daily basis exposes us to a wide range of data standards, and Tessella has an excellent understanding of the essential elements of data, interoperability, and compatibility of data and the need to conform to or adopt standards. 

In addition to making extensive use of existing standards, Tessella has also been at the forefront of developing new standards, particularly in the field of digital preservation. 

The Tessella developed PRONOM data model has been adopted for the basis of the GDFR model. 

Our PLANETS work on characterization is helping to define a standard grammar for representation information and essential characteristics.

3.4
International Outreach and the PLANETS Consortium

“Tessella is well connected to the digital preservation activities going on in Europe and the standards that are emerging globally.“

Our staff engaged in digital preservation activities have earned the mutual respect of their academic and archival peers throughout Europe.  Our work with the PLANETS consortium has enabled us to play a significant role in the development and dissemination of best practices and standards and develop trusted relationships with many international programs both in Europe and beyond.  As a key partner in the European PLANETS consortium we are helping to develop standards-based active preservation solutions. 

Tessella understands the problem of ensuring that large volumes of present day information are accessible, understandable and usable in the future, by a geographically dispersed and diverse set of users.  Our work on PLANETS in the area of Active preservation is aiming to address this problem in an automated manner.  

3.5
Tessella Active Preservation System

“Tessella has developed an active preservation framework that will enable continued access to a wide variety of formats over time“

Through our work on the PLANETS consortium, Tessella has developed an active preservation framework.  This framework enables an extensible set of tools to perform validation, characterization and migration activities and provides a sound platform for a persistent archives.  Current toolsets in use include DROID, PRONOM and JHOVE, which have become widely adopted in the digital preservation domain. 

Although to-date this framework has been applied to mostly document centric data and websites it is extensible and can be developed to meet the challenges associated with emerging and evolving formats.  Such challenges include: 

· Distributed environment facilitating the automatic processing of large data sets

· Characterization of information on ingest  - assessment of essential characteristics

· Automatic extraction of both technical, structural and provenance metadata

· Development of a format registry to hold key representation and policy information 

· Establishment of an extensible preservation framework – a set of tools for preservation processing a wide variety of formats

· Automatic obsolescence protection – Rule based automatic preservation processing

Active preservation frameworks developed by Tessella are already being used by several national archives.  Tessella is well placed to extend these technologies to meet the challenges described above. 

For more detailed information on Tessella’s efforts in digital preservation, please visit our website:

http://www.tessella.com/Services/Discipline/digital_preservation.htm.

3.6
Digital Libraries

“Tessella has worked with the UK British Library to develop a pilot digital archive for published electronic Journals”. 

The British Library receives journals from over 10,000 publishers, most of whom are already submitting electronic copies.  Tessella employed and evolved many of the toolsets and practices developed for use in other solutions for this pilot.  On ingest all documents are transformed to the NLM Journal Archiving and Interchange standard and are stored along with the original submitted electronic files. 

3.7
Workflow

“Tessella has considerable experience in process specification, design and implementation through the use of workflow and process pipelines.” 

Our goals with respect to workflow are to: 

· Improve efficiency and productivity 

· Reduce our customers’ costs 

· Help target under-utilized resources 

· Reduce administration 

To achieve these goals we utilize our expertise in workflow.  Tessella has helped many customers automate business critical processes with workflow-based systems, using a variety of technologies based on commercial, open source and custom developed components. 

Workflow plays a major role in the lifecycle management of objects in the archival solutions we have developed.  In our preservation framework a workflow engine is used to pass ingested files through various stages of processing such as virus scanning, format identification and validation, characterization, migration and accessioning.  On the ERA program Tessella has helped develop workflows for the creation of lifecycle management objects such as Retention Schedules and Transfer Requests.  Such workflow can involve several iterations of a complex review and approval cycle.  

For more information on our experience in workflow and process pipelines please visit

http://www.tessella.com/Services/Capabilities/e_Workflow.pdf
http://www.tessella.com/Services/CaseStudies/approved/e_Oxagen_Integrated_Data_Pipeline.pdf
3.8
Services

“Tessella has adopted a Service Oriented approach to the development of its archival solutions.  This facilitates technology reuse and enables rapid customization of solutions” 

Many aspects of our archiving solutions and active preservation framework can be setup as a collection of available services.  Indeed they were architected and developed in the first instance to be a set of reusable and evolvable components available for use in many applications.  In addition these services could be offered to third parties as a revenue stream.  Such services can include

· Characterization of data

· Migration to durable / persistent formats

· Access to representation data held within a format registry

Combining our scientific heritage and digital preservation experience, Tessella is well placed to develop and integrate existing toolsets for use in a wide range of domains.

4
Response to General Questions

4.1
Summary

We address the following questions from the RFPC:   Questions 1-7, 10 and 13.

4.2
Question 1:  Contact Information:   [REDACTED]

4.3
Question 2:  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records in order to encourage public access to those records?

· Whenever possible, use web technologies

· Information as presented should be easy to find and easy to read, possibly using predefined ontologies

· The applications to get to that information should be organized and accessible

· Use a fairly uniform look and feel across agencies

· Enable cross-agency searching

· Provide links between agencies and other third party sites to become a “one stop shop” for the public

· Underlying data should be kept in easily understood formats to cut down on web application development costs

4.4
Question 3:  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records to encourage interoperability and data sharing with citizens, business partners and other jurisdictions?

· Know what formats you have

· Keep internal standards up to date with technology

· Identify and encourage the use of open and standard formats across agencies

· Keep up with de facto market standards; even if agencies don’t migrate their records themselves, make important pieces (or all) of the records exportable to common formats

4.5
Question 4:  What mechanisms and processes should the State of New York implement to encourage appropriate government control of its electronic records?

· Processes which generate records needing security should define what different kinds of records they generate and what security those different kinds of records require – records should be given as much security as they require, but not more

· Records should be open to reevaluation as their use changes

· Security and privacy are fundamental, and adding a security model on top of existing systems is costly and difficult

· The State should provide support for redaction as appropriate

· Consider if different security levels for records require different physical implementations

· Examine various government standards for security requirements, consider each and determine applicability

4.6
Question 5:  What mechanisms and processes should the State of New York consider for encouraging choice and vendor neutrality when creating, maintaining, exchanging and preserving its electronic records?
· Open formats, when widely supported and when acceptable for the particular records, cut vendor dependence

· Where there is a need for a new format to maintain record behavior while cutting vendor dependence, NYS can sponsor research into new open formats

· Planning for format and standard evolution means having systems, frameworks, and processes in place to migrate to new formats, reducing dependence in the long run

4.7
Question 6:  Are there mechanisms and processes the State of New York should establish that are specific to the management of its electronic records in its various life cycle stages (creation, maintenance, exchange, preservation and disposal)?

· Storage

· Storage needs are different at different life cycle stages.  Active records require quick access for good performance in day-to-day activities.  Archival records require more space for larger, self-describing formats.

· Backup and Recovery

· Active systems need quick restore to maintain normal business process.  Archival systems need full guaranteed restore because their contents are of irreplaceable value.

· Architecture

· The use of well-established archival model such as OAIS or an equivalent covers late stages of record life cycle.

4.8
Question 7:  How should the State address the long term preservation of its electronic records?  What should the State consider regarding public access to such archived content?

· Support migration as best approach

· Problems with other strategies: emulation and hardware archiving

· Limits on public access

· Rising costs with storage demands

· Maintenance issues

· Preservation is best done in formats that are open and self-describing

· The State may need a variety of such formats in order to accommodate all records of long term interest

· The formats should be readable and indexable by search tools in order to facilitate public access

· Where archival formats are inappropriate for presentation, transformations to “current” formats should be available

4.9
Question 8:  What changes, if any, should be made to the government records management provisions in New York Statutes?  (Please reference those laws which are cited here:   http://www.archives.nysed.gov/a/records/mr_laws.shtml ).

No Response

4.10
Question 9:  What constraints and benefits should the State of New York consider regarding the costs of implementing a comprehensive plan for managing its electronic records?

No Response

4.11
Question 10:  What should the State of New York consider regarding the management of highly specialized data formats such as CAD, digital imaging, Geographic Information Systems and multimedia?

· Data in a specialized format is in that format for a reason; this is the format suited to the way the data is created and understood

· NYS should help push these applications toward open and self-describing formats – long term preservation still requires more long term formats

· In absence of anything better, detailed documentation on format definitions should be archived along with records

· In the meantime, retention of specialized software for viewing, analyzing, or discovering data in these formats may be required at the State’s discretion, depending on the access needs of State agencies, the government, and the public

4.12
Question 11:  What constraints and benefits should the State of New York consider regarding potential savings or additional costs associated with the management of defined electronic record formats?

No Response

4.13
Question 12:  What existing policies and procedures in the private or public sector for the management of electronic records would be appropriate for the State of New York to examine?  Please cite specific examples.

No Response

4.14
Question 13:  Are New York State’s existing standards, regulations and guidelines regarding records management adequate to meet the challenges of electronic records retention?  How should these standards, regulations and guidelines be changed?

· Current wording in law describes original and copy made for sake of presentation and acknowledges admissibility of copies in court. 

· This helps in the determination of authenticity for preservation copies. 

· The State has already legally declared that for the purposes of use in court preservation copies of records are authentic.

4.15
Question 14:  What else should the State of New York consider about this subject? 

The RFPC places a very strong emphasis on office based documents.  While this is no doubt the largest and probably the most important category of record produced by the State, a more generic solution looking at all types of records (databases, web sites, video, audio etc.) might be more appropriate.  An approach similar to that taken on both the ERA program and in our solutions for the UK, that lays down an extensible framework to facilitate the management of many different record types over time is more favorable.   

Appendix A describes a set of technologies and an an architecture that Tessella have previously developed for a number of National Archives and Libraries.  This approach allows an institution to deal with a heterogeneous set formats and document types in a consistent way, and provides a robust solutions [sic] for the long term preservation of records.  

5
Response to Detailed Questions

5.1
Question 1:  Are the distinctions described in Part I of this RFPC between the definitions of electronic data, documents, and records useful?  Are there any specific elements or distinctions in those terms which CIO/OFT should be taking into account?

· While CIO/OFT’s definitions of data, documents, and records suitably separate electronic information in the abstract from its various forms and population into documents, the definitions also portray this relationship as simple – data goes into documents, which become records, which may become official records.

· The true relationships between these objects are often more complex.  Sometimes the data, without truly being a part of a document, is of record value.  Sometimes a single, coherent record will consist of multiple documents meant to be viewed or manipulated only as a group. 

· The definitions CIO/OFT has provided are a good starting point, but they need further development that fully explores the way humans work with electronic information.

· The Society of American Archivists has comprehensive and widely accepted set of definitions for  definitions for documents, data and electronic records.  These can be found at the following location:  http://www.archivists.org/glossary/index.asp
· NARA has also created entries for data file and electronic records in the ERA glossary, which can be found at the following location:  http://www.archives.gov/era/about/
· In addition there are ISO definitions described in ISO 15489

5.2
Question 2:  Is the description in Part I of this RFPC of three types of access needed for electronic records – day-to-day utility access; ancillary active record access; and historical access – a realistic and useful conceptualization of the main uses of electronic records?  If not, please describe with specificity recommendations for alternative methods for conceptualizing the study's issues.

· CIO/OFT’s conceptualization of access as three different processes supporting three different kinds of activities – day-to-day use, ancillary purpose, and historical research – is realistic and useful in that it describes the expected uses for the State’s electronic records. 

· Further analysis of access to electronic records should focus on refining these ideas and finding subgroups of access processes. 

· For example, while access by a trained State employee who often works with a particular set of records and access by a different State employee in a cooperating agency who is unfamiliar with the records may both fall under day-to-day use, the support, context, and discovery tools necessary for each is different. 

· As the State places more and more emphasis on interoperability, the potential audience for each electronic record grows, and more access processes will be discovered.

· For ancillary active record access of say a complex record, it may be necessary to retrieve a record from an archive and inject it back into a record-creating or editing application.  This is generally complicated not least because such archival systems may not have the APIs (interfaces) needed to support this for a diverse range of records creating applications.

5.3
Question 4:  Will accessibility to electronic records through the FOIL process be affected by adoption of either format, and if so, how?  Will the rapidity of response required by recent updates to the FOIL law be affected?

· This depends on what the State envisages.  A generic solution should assume that there is a heterogeneous series of formats with migration taking place according to a certain policy.  This means it should be possible to meet a FOIL request by providing a record in the technology that it is currently stored.  If the State wishes to offer a choice of technology and envisages migration “on-the-fly” this would only lead to a significant delay if the process is not automated.  Hence, it is suggested that the State offers only such a service if it is automated.

5.4
Question 5:  In terms of appropriate “government control” of electronic records, what factors or concerns should the State be addressing?

· In seeking to maintain appropriate government control of electronic records, the State should most consider that proper control of a record changes over its lifetime as its audience and context change.

· Active records used in day-to-day work are the most likely to include sensitive private information, as these are often created as part of the interface between the State’s government and its citizens.

· Conversely, these day-to-day records are also the least likely to require widespread public access and the least likely to be individually deemed historically valuable. 

· These records should be kept secure, and while measures should be taken to comply with the FOIL law and other relevant legislation on open information, the foremost concern should be on privacy and security. 

· However, as these records grow older, their information becomes less sensitive and of more historic value, even if only to show general trends in how the government and the citizens have interacted over time.  As the information ages, the State should seek to place the records in as open a state as possible.

· Additionally, the State should consider that not all records produced in the same process should be kept at the same level of control.  While personal records must be kept private, the records describing the policies and procedures surrounding and creating those records should be more open to public access and scrutiny. 

· Bulk summaries of the business surrounding personal records should also be more open as they provide a way to measure the performance and efficiency of the State’s government.

5.5
Questions 6-12:  (general response)

We agree that it is unlikely to be possible to define a single interoperable standard.  Hence, the only viable approach is one that assumes heterogeneity of formats with migration between them as appropriate.  This allows for:

· Changes in technology over time.   OOXML and ODF are likely to change (i.e. have new versions) with time and will be themselves become obsolete one day.

· Even if the State could mandate a standard internally, it will receive documents from individuals or organizations that use other formats so it will still face a heterogeneity problem.

However, the State also can’t commit to providing facilities to translate any format into any other.  Instead, a migration framework is needed into which tools can be plugged as they become available and are deemed to be cost-effective.  Such frameworks are currently being developed for solutions in the UK and Europe.

5.6
Question 6:  Is this the correct definition of interoperability which the study should be using? If not, please provide a better, alternative definition.

· The State’s definition of interoperability is a good starting point, although it should be noted that it also includes the ability to share data across user groups and agencies and with the public. 

· This needs to take into account different system environments and different user environments, as well as the ability for users with different purposes to use the same data without modification. 

· The State should also recognize that interoperability is the end state of a process, and that one way to achieve it is to build custom interfaces and software. 

· If the State limits itself to only buy products that already operate together without modification, it limits its software procurement options in ways which are not long term viable. 

· In practice, the State will need to do some work to build toward interoperability.

5.7
Question 12:  Other than in the office suite context, in what other ways does the State need to be concerned about electronic records interoperability?

· The State needs to be concerned about electronic records interoperability beyond the office suite context because while the majority of State records are created using office suite software, the information that fills these documents often comes from outside the office suite environment. 

· That is, the interoperability of electronic documents does not imply the interoperability of electronic data. 

· This is particularly true for active records, where data cannot be statically incorporated into an electronic office suite document format and must instead be included dynamically (as done when incorporating data from a relational database) or included by referring to an outside object (as done when pointing to web pages, GIS, or other large or interactive formats). 

· If the underlying data does not also conform to CIO/OFT’s recommendations on interoperability, the documents generated from them cannot conform. 

· Additionally, the State needs to support highly specialized data formats as documents and records in their own right, so excluding them from interoperability concerns is counterproductive.

5.8
Question 13:  Given the existence of tens of thousands of e-data formats, the increasingly dynamic nature of electronic documents, and a preference toward more open formats in other realms besides office suite formats, what type of an approach or mechanism should be used within the State to further the existence of openness in all relevant formats?  Please describe with specificity.

· In order to further openness in all data formats, the State should provide backing for formats they require by participating on the standards committees. 

· The State should prioritize pushing for essential formats and kick off efforts on those formats if necessary.

5.9
Question 14:  Is CIO/OFT's proposed focus for this study appropriate?  (That is, conceptualizing three types of “access,” and focusing on office suite formats as an illustrative example).  If not, please describe with specificity the approach which you recommend CIO/OFT should take.

· While CIO/OFT’s focus on office suite formats is illustrative and demonstrates the problems and concerns surrounding electronic records, it is also a limiting point of view. 

· While office suite document formats comprise the majority of State records and are thus an important use case for the State to consider, office suite formats are also already among the more interoperable formats in existence. 

· Additionally, office suite formats are something of a default format for human-generated electronic information. 

· While it is certainly worthwhile to ensure that this information is given its proper consideration, data in non-office formats should not be ignored. 

· It is often this data which is of high value in all forms of access, and it is created and kept in a non-office format for the specific reason that the information is more readily accessible and meaningful in that format. 

· Given that there are many of these more specific formats and that most are not trending toward open formats, approaches developed in working with office suite formats may not be applicable to the larger world of electronic data. 

· A better approach for CIO/OFT to take would be to focus on how to handle data formats in general, with office suite documents forming a simpler, more specific case.

· Since Office type documents can include almost anything embedded within them, the generic case will have to be dealt with unless you limit yourself to simple Office documents within the archive.

5.10
Question 15:  What is the “problem” that this study should be addressing? Please define with specificity exactly what the State should be trying to solve.
· The State should be addressing the problem of preserving the context, content, presentation, and behavior of records in all life cycle states for all data types.

· The State needs to define the roles of provenance and authenticity and determine how are they can be guaranteed. 

· The State needs appraisal procedures applicable to electronic records in order to decide what records make the transition from active status to archival status. 

· There should be an understanding now of what types of records will need to be created, used, and archived in the future.

Record keeping of paper-based material has been going on for many centuries.  However, the advent of digital material has introduced a couple of key new challenges:

· The most obvious is that in order to interpret a record it is necessary to have an appropriate technical environment.  This means that there must be application software to interpret the file’s format, an operating system on which the application software can run and hardware for the operating system.  Any element of this stack of technology can become obsolete within the lifetime of the record, which means that some form of remedial action would be needed to allow the record to still be rendered.  Hence, digital preservation faces the challenge of maintaining an authentic record despite inevitable changes in the technology on which the original manifestation of the record relied.

· A more subtle challenge is that the digital record breaks the link between conceptual and physical structure of a record.  This is best illustrated by examples.  Consider a paper record in a box: in order to access the record someone has to open the box and turn through all the pages to reach the material they want.  In other words, the conceptual structure encountered by a user is tied to the physical structure.  Now consider a digital record of a Web page.  Its physical structure is a collection of files but the user’s conceptual interaction with these files is indirect: via some software (e.g., a browser).  The end user does not need to know where the files are located, may have no idea of the structure and, indeed, typically will not even have permission to see the file structure on a remote Web server.  Hence, the conceptual and physical view of a record can be (and often are) very different.  The job of preservation is to preserve the user’s conceptual view.

If these two challenges are pieced together, it can be seen that digital preservation needs to preserve the user’s conceptual view of a record, which may be only be [sic] loosely linked to a physical structure, which (in turn) is subject to change owing to technical obsolescence. 

5.11
Question 22:  How valid is this concern?  Is re-writing of custom in-house software also needed (and has it been needed in the past) for migration between different versions of office suite software?

· The concern that custom software applications will need to be rewritten during a migration is valid whenever custom applications exist and there is an enforced migration to a platform that does not support the technologies those applications are built in. 

· Without a migration strategy in place for these applications, the information contained in them will be lost in the switch to the new platform. 

· ActiveX in particular is a problem, as it is tied deeply into Windows and is already being phased out. 

· This technology requires a full migration strategy that includes determination of which representations of it are authentic and which are not.  These migrations are already known to be necessary. 

· A prime example is VB script or template needing update when upgrading from one version of Office to another.

5.12
Question 24:  What weight, if any, should the State give to the fact that a particular format has been accepted by a standards body?  In affording that weight, what elements should the State consider?

· The most important thing the State can do is to provide a framework to deal with evolution of standards. 

· While “de jure” standards change incrementally and “de facto” standards change rapidly in response to the market, the fact remains that both change.

5.13
Questions 35 & 36:  (General Response)

The costs of migration might be over emphasized.  These are presumably based on a 100% migration policy (i.e. migrate everything in a “rip and replace” approach).  However, if the State alternatively invests in a centralized migration (and obsolescence monitoring) service, it may not be necessary for every document to be migrated over time.  Instead, only active documents need be migrated with the option to use such a service to migrate less active documents at any point in the future if they become active again.  This can be supplemented by only migrating archived documents at the point an access request is made.

5.14
Question 44:  Is it true that setting an office suite software format standard would be premature because other more interactive platforms will soon be surpassing in usage ODF- and OOXML-using software?  Please explain.

· It is not premature to set a standard for office suite software as it exists now, even if more interactive platforms will surpass them, as the State has a responsibility for the records it is creating, using, and preserving now. 

· However, the State should also be open to and able to support the evolution of standards over time. 

· Setting an office suite standard today and demanding complete conformity to it will deny the State the benefits of better formats and better standards as technology progresses. 

· Instead, a good strategy would be to focus on how to handle many evolving data formats over time, while setting standards along the way in order to increase conformity prior to the time of preservation and reduce the proliferation of data formats and the operational costs that the State needs to deal with.

· In general it is important to be able to support a heterogeneous set of formats rather than specifically considering the move from MS Office based formats to open document formats. 

5.15
Question 52:  Are there implications for record production in electronic discovery arising from having chosen particular document formats?  If so, what are they?

· Implications for discovery based on particular document formats definitely exist. 

· Users are absolutely limited to what their discovery tools can read and are practically limited to what their discovery tools can index. 

· Users are also limited by what tools they have at hand to manipulate they data they retrieve. 

· Original formats can be problematic if they are too geared towards specialized software, while open formats can be problematic if they are not supported enough by mass market software. 

· Another implication is that if metadata and description are not generated and stored along with the record, there is a large operational cost to having to generate that information in response to an impending lawsuit. 

· Naturally, there are security concerns around discovery as well.  Any discovery tools needs to work in accordance with the security framework around the records. 

· If the State needs to support redaction to aid in discovery, the problem becomes more complicated.

5.16
Question 53:  For archived electronic records, is PDF/A an acceptable format in which to preserve such documents?  If not, please describe its deficiencies?  Also, please recommend alternatives.

· PDF/A is an acceptable format for some, but certainly not all, electronic records. 

· Even for those records where it is an acceptable format, a different format may be both acceptable and better. 

· PDF/A’s static nature, as noted by CIO/OFT, is a problem for dynamic documents.

5.17
Question 54:  Are there any compatibility issues with litigation support software which could arise if the State were to choose particular document formats?  If so, please describe in detail.

· Compatibility with established tools is a problem if those tools do not work with the mandated document formats. 

· Another possible issue is if the formats are compatible but the improved accessibility means that unmodified existing tools generate too many false positives.

5.18
Question 58:  What factors or elements determine best "quality" in the formatting of electronic records?  Please list all of those which you believe a "best value" determination should take into account, including the "quality" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "quality"?

· A high quality format for a record at a given life cycle state allows for the work or access that needs to be performed on or with that record in that state to be performed. 

· It is implemented by software products that help perform that business. 

· It has defined strategies for transforming from the format of the previous life cycle state and transforming to the format of the next life cycle state. 

· It supports the preservation of context, content, presentation, and behavior for the records it encodes.

5.19
Question 60:  What factors or elements determine best "efficiency" in the formatting of electronic records?  Please list all of those which you believe a "best value" determination should take into account, including the "efficiency" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "efficiency"?

· An efficient format for a record at a given life cycle state reduces its size or speeds up its performance. 

· A fully self-describing open format may be ideal for long term preservation, but too large to store or too slow to interpret for day-to-day use. 

· Over the long term, the preservation format is preferred because only it meets the long term needs, but in the short term, a smaller, more directed format may be a better choice for active records. 

· Efficiency also comes into play when migrating records to the format. 

· More efficient formats have lower software, hardware, and operational costs in transforming to that format.

5.20
Question 63:  What other issues has this RFPC omitted which the State should be considering as it conducts this electronic records study?  Please describe these additional issues with particularity, and any recommended approaches.

The RFPC places a very strong emphasis on office based documents.  While this is no doubt the largest and probably the most important category of record produced by the State, a more generic solution looking at all types of records (databases, web sites, video, audio etc.) might be more appropriate.  An approach similar to that taken on both the ERA program and in our solutions for the UK, that lays down an extensible framework to facilitate the management of many different record types over time is more favorable.  

5.21
Question 64:  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data, should the State require in its procurement contracts that the source code for that software be shared with the State, i.e. through "open source" or "shared source" licensing?

· License to source code is unnecessary when open or standard formats are available. 

· If the data produced conforms to a standard, there is no need to know how it was produced. 

· Even if the data is in proprietary format, if there’s a known way to migrate to a standard format, there is no issue. 

· However, with a more complex format, there is more potential for an obsolescence problem. 

· Even in this case, though, access to the source code does not provide much good.  If the binary application that created the unreadable records does not work on future systems, the State would need to find someone to do the “upgrade” work. 

· If the State finds itself in this situation, this work is necessary, but working on preventing the problem should prove more cost-efficient. 

· Source code licensing is something to negotiate on an as needed basis and not upfront on every software procurement contract, as mandating this is going to be a problem for a lot of commercial vendors, decreasing the State’s choice in software procurement.

5.22
Question 65:  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data should the State require in its procurement contracts that the source code for that software be escrowed so that the State can access the source code when such access is the last reasonable option for the State to be able to access and read its e-data?

· Although placing code in escrow is likely to reduce vendor intractability in comparison with source licensing, it has the same overall problems as described in the response to the previous question.

5.23
Question 66:  In the procurement process, should the State place less emphasis on openness of creation software and focus instead on being able to convert or migrate records to an open format at the time of preservation?

· Yes, the State should place less emphasis on openness of creation software and focus instead on the ability to convert or migrate to open formats at the time of preservation. 

· Emphasis on openness of creation software has two negative effects. 

· The first is that requiring that creation software save records in an open format limits the choice of creation software to only those products that save in that format. 

· The second is that even if there is an acceptable software product which saves in the open format, that format may not be well-suited to day-to-day access needs – for example, if the format requires complex translation to go from stored data to application data, the result may be too slow and unresponsive for everyday use. 

· Depending on the data format, the gain in interoperability may be worth the possible losses in product selection and performance, and openness in creation software would be worth pursuing. 

· However, a long term preservation strategy for all data formats, and having the ability to migrate to open formats at preservation time provides the long term advantages and archiving without negatively impacting day-to-day activities for little or no temporary gain.

5.24
Question 67:  Should CIO/OFT certify one particular office suite standard provisionally, but with the flexibility to change that recommendation if future iterations (or other standards) provide sufficient or better functionality or easier translation to the new standard?

· CIO/OFT could certify a standard when there is a net gain from doing so. 

· CIO/OFT should not mandate any particular standard.

· However, for any standard that CIO/OFT certifies, there should be an understanding that the State needs the ability to work with non-preferred formats adopted by agencies prior to the certification and the flexibility to adopt different standards in the future in response to technological progress, changes in the software market, and changing needs of the State. 

· It would also be possible for CIO/OFT to certify a small set of standards in order to provide agencies with flexibility while still moving toward the going of cross-agency conformity.

5.25
Question 71:  Is recommending no changes to existing State practices a viable option?  What would the State risk from recommending no changes to existing practices, and what would the State gain from so refraining?

· The only real gain to maintaining current practice is that the State will not need to spend any money on it upfront. 

· The risks are exactly what the State is trying to solve:  unreadable data, non-interoperable formats, and no long term preservation strategy for State records. 

· These risks will cost more in the long term, so keeping with the current practices is not a viable option.

5.26
Question 72:  Would a program piloting the usage of ODF office suite software to determine its viability for the State's electronic record needs be a viable recommendation from this study?  If not, what are the objections to this?  If so, what specific recommendations can you offer for the design of such a pilot program?

· Having a single program pilot the use of ODF office suite software would not significantly help determine its viability for the State’s electronic records. 

· In a setting with a single program, the ODF standard just becomes one office suite standard among many office suite standards interacting in active use. 

· In order to truly determine the viability of ODF software, the State could pilot its use on multiple related programs, each using a different ODF-based software suite. 

· This would give a better idea of how ODF supports interoperability across projects and across software products.

· It will still also be necessary to develop the pilot with a view to evolving to different formats beyond ODF.

5.27
Question 73:  Is it a viable solution for long-term access to electronic records that rather than migrating electronic data to new technologies and document formats, State government should archive electronic record capable hardware and should seek to make various iterations of software available for the long-term as a safeguard against obsolescence and to facilitate access to electronic records?  Why, or why not?  If you believe this is viable, then please describe measures to effectuate same.

· Hardware archiving is not a viable long term solution because it introduces many points of failure into the long term access plan. 

· While migration requires more work upfront in order to find formats suitable for preservation and perform any necessary transformations to the electronic records, it produces records that are in a known, well-tested state. 

· Archiving hardware makes access to the State’s records dependent on the continued functionality of that hardware long past its expected lifetime. 

· The cost of maintaining this hardware increases dramatically over time, as new hardware must be acquired all the time and as old hardware becomes increasingly more expensive to repair. 

· Dependencies on archived hardware also greatly reduce public accessibility to records, as the hardware is only available at one location. 

· In contrast, migration allows for the information to be served in formats that are accessible by whatever means the current technology allows, making it location independent.

5.28
Question 74:  Some commentators have suggested that governments should create or participate in centralized record management systems consolidating the electronic record systems of different agencies.  CIO/OFT is aware of the development of certain nascent comprehensive systems using, for example, grid-based technologies.  (See, for example, http://chronopolis.sdsc.edu/).  Would the creation of or participation in centralized record management systems consolidating the electronic record systems of different agencies be appropriate for New York State?   If so, please describe recommendations for its design.

· For active operational data, consolidation (in terms of centralization) is unnecessary and potentially harmful, as records from diverse sources may suffer from being forced into a single environment. 

· On the other hand, the consolidation would provide better cross-agency services such as searching and security. 

· Therefore a common architecture and framework to encompass different agencies and provide consolidated data interfaces is the most flexible way forward

· Archival data clearly benefits from a common approach, as the number of environments from which records are drawn decreases from many to one, and cross-agency archival policy can be enforced early.

___________________________________________________________________

Appendix A
Safety Deposit Box

Tessella are world leaders in digital archiving through projects with the National Archives of the UK, USA, the Netherlands and Malaysia and with other customers (including the British Library).

As a result of this experience, Tessella have in place a set of technologies:  the Safety Deposit Box (SDB) that, along with appropriate customization and process development, can solve the digital archiving problems of wide variety of organizations.  Customized versions of SDB are currently in use at three pioneering organizations and the following sections show how SDB could be used to solve your digital archive requirements.

A.1
Safety Deposit Box Overview

The functions within SDB and how these integrate within a typical customer solution is shown in the diagram below.
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Key Components

· External Systems:  The current information stores the hold data that is required for archiving. 

· Users:  All stakeholders who require to interact with either the existing systems or the archive.  This includes users, system administrators, data managers etc.

· Connectivity Layer:  The layer that binds the system together

· Applications:  The key functions of the system, for example ingest, system administration, resource discovery etc

· Active Preservation:  The unique module that manages the information so that it can be accessed long into the future. 

· Storage:  The storage of the bulk data (usually files) and metadata 

A.1.1
Links to External Systems
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· Active Systems.  These are the feeder system to the archive that the users us on a day-to-day basis.  This includes document management systems, lab data management systems, CAD systems, workflow systems, and email.  The simplest feeder system are the files held on a file system, shared or otherwise.  Active Systems are characterized by their regular access by users and the ability of users to directly or indirectly change their contents.

· Archiving Business Rules:  These control the transfer of data between the external systems and the archive.  Because these are usually specific to the organization they are very often bespoke developments.

A.1.2
Connectivity Layer
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· Web Services Interface.  All functions within the system are accessed via a Web Services layer.  Many of these are published externally to allow third party applications to access them directly.

· Web Browser GUI.  SDB contains its own web-based interface that allows users to access the archive from within a normal web application.  This may be modified to access some of the customized interfaces (for example to read certain file locations or to restore files to a specific area) or to add a corporate look and feel.

· Active Systems Interface.  To allow seamless integration between the existing active systems and the archive, a systems interface can be developed to sit between the existing or new systems and the archive functions.  This allows direct ingest into the archive, for example when a user hits an “archive” button in the application, or automatically, for example when a document reaches a particular status.  This interface also allows browse, search and restore directly into the active system.  Whilst based on the framework from other implementations, these interfaces are often delivered specifically for each customer to fit their own applications. 

SDB Applications 
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· Ingest.  This important component processes all information that arrives at the archive.  Using a configurable workflow, it can access the Active Preservation module to identify file formats, extract content-based metadata using customer-supplied tools and performs basic file validation.  The system comes with standard tools to do this but can be extended to incorporate customer specific operations such as handling specialist file formats.  The ingest module links to the Active Preservation module to perform any preservation tasks during ingest.

· Resource Discovery.  This is a set of tools to allow users to navigate the data hierarchy and to search the data store for the objects they require.  The searches allowed are defined by the indexing policy adopted and can include some or all of the metadata fields or within the content of certain document classes.  Files, file collections or complete records can be restored to file locations or if the interfaces are provided to within Active Systems.

· System Management.  A set of functions are provided to manage the system and its contents.  These include data access, contents management (e.g. retention policy) and managing the Active Preservation rules and tasks.

· Retention Schedule Engine.  This module, currently planned for development, manages the contents of the archive.  Records will be deleted manually or when triggered by a time event.  A customer defined workflow will be followed to ensure the correct authorization is received before information is deleted.

A.1.3
Active Preservation
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This unique module contains a number of world leading functions that ensure information is available forever.  This includes characterizing files in ingest to get the information required to preserve them, a policy engine to use this information to decide what to do with each file, and a set of preservation tools to migrate legacy formats to ones accessible by current software.  This migration can be performed on ingest, when triggered at a certain date or manually by the administrator.  A set of characterization and migration tools are provided but can be extended to incorporate specific customer formats.

A.1.4
Information Storage
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· Metadata.  This stores the metadata relating to individual file objects and to records and record sets.  Metadata is stored within XML schemas defined in a metadata library.  This enables different metadata schemas to be used in a controlled way with different record sets.  The schema library also contains style sheet information to provide tools to display and edit the metadata.  The metadata also describes the relationship between records, record sets and the various files comprising digital objects.

· Files.  The digital objects are usually held in files, although there may be a many to many relationship between files and objects (for example web pages).  Bulk file storage is delegated to off the shelf systems such as large disk based storage or disk-tape virtual file stores.  Facilities exist to check the files have not been tampered with following creating.  Because of the work of the active preservation module, the original file loaded may exist in many different forms (called manifestations) each holding the same information in different file formats. 

· Access Rules.  The access rules define which users or groups of users can access the records, record sets and files within the archive.  These rules may be managed within the system or synchronized with an external user authentication system.

A.1.5
Physical Architecture

SDB is designed to fit in with corporate hardware architectures.  In particular the provision of bulk data storage is left to third party systems.  This allows the use of current bulk storage systems.  A simple view of the system is as follows:
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 A.2
Safety Deposit Box Roadmap

The Safety Deposit Box is a supported system with an active user base.  It is installed at the following sites:

· UK National Archives.  SDB was mainly developed with the National Archives and has been in use there since 2005.

· British Library.  SDB is being used here to provide an Electronic Journals Archiving system, adding complex transfer and integration with existing replicated data sites.

· Arkib Negara (the National Archives of Malaysia).  SDB is being rolled out presently and will be fully integrated with TRIM as the primary feeder system.

In addition, SDB is the preferred system for two further European government archives and is expected to make significant sales in the coming year.  By using SDB, organizations will obtain the benefit of several million pounds worth of investment by national archives and libraries as well as the potential benefit of future investment.

Many of SDB’s features are provided via extensible frameworks into which additional tools can be plugged (e.g., extra characterization tools, extra migration tools etc.).  We anticipate that further tools of this type will be created both proactively via Tessella’s investment, collaboratively (e.g., by Tessella’s involvement in the EU-funded PLANETS project, http://www.planets-project.eu) and via specific customer requests.

13. Netrics Inc.:  Friday 1/18/08 12:07 PM
RE: Response to General Question #14 - RFPC # 122807 Request for Public Comment - A study concerning electronic record policy for New York State.

To the NYS Office of the CIO and OFT: 

On behalf of Netrics I extend my appreciation to the NYS CIO/OFT for encouraging stakeholder input regarding the mechanisms and processes for obtaining access to and reading electronic data so that such data can be created, maintained, exchanged, preserved, and applied to enhance operational efficiency and improve citizen satisfaction.   

NYS has defined and is implementing an Enterprise Architecture to support the business and program priorities of the State.  The foundation of this multi-tiered architecture is the Information Layer which will facilitate information-sharing across the enterprise through data standardization and integration.  Information is an enterprise asset and ensuring the accuracy of the information is ‘mission critical’ for all State, City, and Local government initiatives including the governance of electronic records.  

Enterprise data is plagued by errors and the situation is worsening according to a 2007 Gartner Group analysis that indicates over 25% of critical data within large enterprises is flawed, meaning the  information is inaccurate, incomplete or duplicated.  In 2006, Ted Freidman, Vice President at Gartner estimated that "between now and 2008, more than half of data implementations will fail due to lack of attention to data quality issues".

NY State provides a broad array of information based services to its citizens and in order to meet the expectation levels of constituents it is essential that all data in ERM systems be accurate.  A challenge is that intra and inter-Agency projects are often stymied by data originating from multiple, independently managed databases making it difficult to match and link records from Agencies that may span City, County, State, and Federal systems. 

Netrics proposes that provisions for assuring data accuracy be incorporated into the policies for electronic records management in NYS and that resources be allocated to achieve the highest levels of data quality.   Additionally, we suggest there is immediate urgency for each Agency to design and deploy a data cleansing initiative today to help ensure the success of tomorrow’s Statewide ERM initiative. 

Thank you for the opportunity to submit this response and should you have any questions or need additional information please feel free to contact me directly.  

[INDIVIDUALLY IDENTIFYING CONTACT INFORMATION REDACTED]

14. TwentySix New York:  Friday 1/18/08 12:13 PM
I am writing in response to your Request for Public Comment on  document formats.  My company 26 New York provides enterprise integration, custom applications, and collaboration solutions here in  New York.  From reading the questionnaire I am very concerned that  the State is considering creating a mandatory, sweeping change to the way the State government creates and manages electronic documents, without consideration to cost, impact, or scope. 

As a long time technology specialist, I am well aware of the benefits of new innovation, and the speed at which innovative products can alter the landscape of business, government and society.  Every day I deal with a mixture of standards based technologies, proprietary software and open tools.  Simply put, it is my job to stay on the cutting edge. 

Existing practices create choice in the marketplace.  Agencies employ the e-document tools of their choice to meet their needs.  And this customer-driven dynamic creates opportunity - opportunities for businesses like mine.

I fully appreciate that the State wants to assure it can access - and the public can access - State documents for the long term.  But ultimately this assurance will come from multi-layered solutions that provide multiple points of access.  It seems strange to me that this RFP focuses so heavily on documents created by office application software, when, contrary to the RFPC assertion, the vast majority of data held by the state is within databases.  Key state documents are not stored as individual files, but rather as records in vast tables - documents like drivers licenses, tax records, property assessments are all created as reports, not word documents. 

The costs associated with retooling and retraining all state employees to manage documents with applications written to support  ODF are significant.  Moreover, thousands of man-hours would have to be spent creating new templates and document retention systems for the systems that currently rely on the ubiquitous .doc format.   But probably the worst aspect of such a change is that it would remove the ability of Agency CIOs to make decisions based on what would best serve their customers and workers.   Accessibility, specialized scripts and custom templates have been developed within every agency to provide the best tools for the citizens.  To tear down that existing infrastructure without giving key Agency stakeholders a voice is a huge mistake. 

I urge your department to reject any kind of sweeping change that removes choice, damages opportunity for small business, and prevents key stakeholders from making decisions that best meet their unique needs.

15. Oracle:  Friday 1/18/08 12:25 PM
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Section 1: About Oracle

Three decades ago, Larry Ellison saw an opportunity other companies missed when he came across a description of a working prototype for a relational database and discovered that no company had committed to commercializing the technology.  Ellison and his co-founders, Bob Miner and Ed Oates, realized there was tremendous business potential in the relational database model—but they may not have realized that they would change the face of business computing forever. 

With the agility of a much smaller company, Oracle has proved throughout its history that it can build for the future on the foundation of years of innovation, intimate knowledge of its customers' challenges and successes, and the best technical and business minds in the world.  The company has shown both the ability to leverage its immense size and strength to serve its customers, as well as the capacity to make decisions that upend conventional wisdom and take its products and services in new directions.

After 30 years, Oracle remains the gold standard for database technology and applications in enterprises throughout the world:  The company is the world's leading supplier of software for information management, and the world's second largest independent software company.  Oracle technology can be found in nearly every industry, and in the data centers of 98 of the Fortune 100 companies.  Oracle is the first software company to develop and deploy 100 percent internet-enabled enterprise software across its entire product line:  database, business applications, and application development and decision support tools. 

It is innovation that drives Oracle's success. Oracle was one of the first companies to make its business applications available through the internet—an idea that is now pervasive.  With the release of Oracle Fusion Middleware, Oracle has begun debuting new products and functionality that reflect the company's goal:  connecting all levels of enterprise technology to help customers access the knowledge they need to respond to market conditions with speed and agility.  Today, Oracle Real Application Clusters, Oracle E-Business Suite, Oracle Grid Computing, support for enterprise Linux, and Oracle Fusion all fuel a commitment to innovation and results that has defined Oracle for thirty years. 

About Oracle Electronic Content Management Products

Oracle content management  products consists of a variety of technologies targeted towards a variety of content management issues and challenges involving the creation, collaboration, distribution, and consumption of unstructured data.  Though this response focuses on one of those products, Universal Content Management, the suite of Oracle content management offerings consist of five primary products, each addressing a different critical need and targeted use.  These are described following.

Oracle Universal Content Management

Oracle Universal Content Management (UCM) is one of our flagship products and offers both an application as well as the infrastructure for managing nearly any type of unstructured data.  Though the product can be used for a variety of purposes, the key areas of focus within this product include document management, web content management, digital asset management, and corporate retention or records management.

100% web based and built upon industry standards, Oracle Universal Content Management is a web services oriented architecture (SOA) product designed to manage large amounts of content and scale to the most demanding requirements.  The core architecture is built upon platform independent JAVA and provides both core library services as well as advanced features such as automatic file conversion (e.g. PDF, HTML, XML, etc.), web based contribution forms, user personalization, strong workflow and collaboration features (e.g. such as online discussion threads and automatic email notifications), and many other features.  Core library services included in the product are check-in, check-out, full life cycle file management, security, version control, and workflow.

Capable of managing nearly any type of file content, the system also provides file conversion support of over 400 common file formats into a web viewable format – allowing users to view content quickly and easily without having to download file content or open the file in the originating application.  The products web content management features allow organizations a strong platform for building intranets, secured extranets, as well as internet sites.  This function features in-context editing, automatic file conversion into all popular web formats, and controls for managing and developing web sites.

Oracle Content Database

Oracle Content Database (ContentDB) is our entry product for organizations needing only basic content management features but searching for an easy to use and simple method of managing files or doing file server consolidation.  Similar to our Universal Content Management offering, it also offers a strong array of library services including check-in/check-out, security, and version control.

Oracle Information Rights Management

Oracle Information Rights Management can be deployed either standalone or in conjunction with our other content management products and focuses on the physical ‘sealing’ or protection of file content.  Perfect for any organization with sensitive data or intellectual property issues, this product can be used to control who can view, edit, print, and even copy from protected content.  Through a license caching feature, the product can secure content regardless of whether a user accesses the data either connected or unconnected to the network which makes it a perfect solution for securing data both inside as well as outside the organization. 

Oracle Universal Records Management

Oracle Universal Records Management is based on the same core technology as our Universal Content Management product and is an 100% web based DOD 5015.2 certified records management system.  Key features include physical as well as electronic records management, automated review and disposition notifications for content subject to action, strong auditing capabilities, flexible file plan hierarchy, multiple file holds, and the ability to easily and quickly create both simple and multi-stepped dispositions.  A major advantage of the system is its ability to provide file/record management for content both inside as well as outside of the application through its agent technology.  This technology, unique to Oracle Universal Records Management, allows organizations to use its centralized policy engine to manage files ‘in place’ in external systems such as file servers, Microsoft SharePoint servers, electronic email systems, as well as Oracle Universal Content Management servers. 

Oracle Image and Process Management

Oracle Image and Process Management is an imaging application specifically targeted towards imaging integration with various financial applications, ERP systems, HR applications, and other backend legacy systems.  Application uses of the product include but not limited to automating accounts payable or receivable processes, imaging support for employee expense reimbursement, and integrating contracts and other scanned documents into existing CRM or ERP applications.

Commentary for Part 1

Question 1.  Contact Information: 

[INDIVIDUALLY IDENTIFYING INFORMATION REDACTED]

Question 2.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records in order to encourage public access to those records?

Electronic records should be made available via public access through via the NYS Website a search interface provided to the registered “public” user.  Ideally the records would be stored and administrated in a central repository that enforces strict permissions, all records that are enabled for public access will be searchable, viewable and downloadable by the public domain group.  Access rights are are managed through the records system the records system must be able to deliver a complete audit of activity (View, Download, etc).  If the records are physical records the systems must be able to process a request for copy process, for approval of copy with notification and instructions for the requestor. 

Question 3.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records to encourage interoperability and data sharing with citizens, business partners and other jurisdictions?

The State of NY should enable discussion forums associated with the records displayed on the public site for general comment and consideration.  In addition,  related forms for commentary or submission could be attached that may enable a review process or approval process triggered by the submission of the form data.  Consider that the completion of the process might result in a record created that would have to be managed.   

It is all suggested that collaborative sites are created for a specific community group to “meet on line to discuss, collaborate, process certain issues topics, interests, etc”.  Technology like Web logs (Blogs), Wiki’s, Forums, and Business processes can be used to facilitate such activity.  Ideally this would be managed through Electronic Content Management Infrastructure.

Question 4.  What mechanisms and processes should the State of New York implement to encourage appropriate government control of its electronic records?

Initially a complete set of Records Policies and Guidelines that includes retention schedules and dispositions needs to be established.  Once established content needs to be organized some may exist in physical form this content should be scanned and prepped for import into a chosen platform.  Other “Electoronic systems” may already be in place these systems should be evaluated for retirement, the ones retired would need a migration strategy established.  The remaining systems need to be defined for a manage inplace strategy.  This would be the most cost effective approach.  In evaluating ERM vendors it is important to decide whether the selected technology will be net new, meaning a clean load (expensive from a services perspective) or a manage in place, meaning some systems remain and any new records live in the new ERM system and RM policies are Managed and administrated from the new system.

Question 5.  What mechanisms and processes should the State of New York consider for encouraging choice and vendor neutrality when creating, maintaining, exchanging and preserving its electronic records?

The best approach is to insure that the requirements for the Records system are completely deifined.   It would be helpful to under stand the State’s file plan so the fendors can demonstrate their compliance with the File plan and disposition schedule, ease of import, sample records, and definition of records type.  Develop a set of weighted evaluation criteria that best describes the needs of the organization.  The most critical information that can be provided is a clear definition of the records from the State.  Most organizations have records in a variety of locations and types, some will need to be managed “in-place”.  Although it important to have vendor neutrality it is critical to the success of the deployment to have vendors that can support a federated approach to managing, preserving and maintaining records.  In establishing criteria for Vendor selection insure that vendors are flexible in configuration of rules and have functional discovery capabilities as a core service.

Question 6.  Are there mechanisms and processes the State of New York should establish that are specific to the management of its electronic records in its various life cycle stages (creation, maintenance, exchange, preservation and disposal)?

Yes the State of new York should develop a file plan relative to it’s records.  This can coinside with the deployment of a system, but is the most critical element of the project.  The critical success factor is a clear understanding and organiziation of the State’s records.  Organize electronic and physical records so that they can easily discoverable.  This effort will be important and be invaluable when it comes to implementation of a system.  The records should then be classified with appropriate policies (life cycle rules) applied.  Electronic record content is increasing at an exponential rate because commercial and public organizations now conduct most of their day-to-day business via electronic data transactions and the associated creation, receipt or paper-toelectronic conversion of document content.  The following types of information are major contributors to this tsunami-like surge in the volume of electronic records:

General Purpose Record Content, including e-mail, created across the enterprise in the regular course of business by administrative and knowledge workers

Project Record Content, including collaborative records, created for internal and external delivery

Web-based Record Content published on internal/external portals,

Transaction and Workflow Record Content created or received in support of business applications, regular work processes or published on Intranets

Transaction “Data” Records received or output from business applications.

Consider DOD 5015.2 Chapters 2 and 4 as a guideline in developing the Records strategy and organize records with the focus on electronic discovery.

Question 7.  How should the State address the long term preservation of its electronic records? 

For disposition purposes, records and non-record content items are categorized into nonpermanent, permanent, and subject to review.  Most records and non-record content items fall into the non-permanent category.  Non-permanent items are usually destroyed after a retention period.  Permanent records are deemed important for continued preservation and are retained indefinitely (for example, because of their historical significance).   Permanency does not apply to non-record content.  Records and non-records content items can be scheduled for periodic reviews. This can be used for DoD Vital Review of records.  Consider converting (ideally in the RM system automatically) to an accepted long term-format secure like PDF.
What should the State consider regarding public access to such archived content?

Public access should only be granted to ‘approved’ records.  It would be important to establish a review and approval process for records classified as public.  Appropriate access should be automatically established when a records has transitioned into public status.  It would be advantage to leverage the taxonomy or metadata of a system to highten the security with supplemental markings, so that the general Public group can be furthure [sic] segmented.

Question 8.  What changes, if any, should be made to the government records management provisions in New York Statutes?  (Please reference those laws which are cited here:   http://www.archives.nysed.gov/a/records/mr_laws.shtml).

Question 9.  What constraints and benefits should the State of New York consider regarding the costs of implementing a comprehensive plan for managing its electronic records?

A number of market trends have made records management, retention management, e-discovery, and litigation functions increasingly daunting and complex for organizations.  First, digital content is growing exponentially across numerous repositories and applications, including content management applications, file servers, portals, Web sites, and enterprise applications.  At the same time, e-mail has become a primary communications tool, forcing businesses to find ways to deal with the risks and storage issues surrounding the resulting enormous volume of content.  The burden to comply with regulations, such as the Sarbanes-Oxley Act, the Health Insurance Portability and Accountability Act (HIPAA), and U.S. Securities and Exchange Commission 17a, continues to grow, leading companies to spend heavily on applications to control information retention and disclosure.  Lastly, there exists a critical need to optimize search technologies in which companies have invested to provide employees with better access to expanding amounts of enterprise content.  Although organizations have deployed useful tools, such as e-mail archiving, compliance applications, enterprise search, and high-volume storage devices, to address the aforementioned challenges, they have not achieved the desired results 

Lowering E-Discovery Costs Through Enterprise Records and Retention Management concerning records and retention management.  The reason is there has not been a solution that allows them to apply a unified, defensible records and retention policy to content in multiple repositories and multiple applications across the organization.  Many enterprises currently have no real records and retention rules; and the ones that do, often apply them only to physical records or to a small subset of electronic records stored within designated records management systems.  Even to this small subset of records, enterprises often end up applying the rules inconsistently due to the siloed nature of the systems involved.  And when it comes to storage devices, enterprises usually create rules using a limited feature set that encourages the formulation of legally indefensible retention policies, such as those based on content size.  At the very least, lacking a unified retention policy represents a missed opportunity for enterprises to manage risk, lower costs, and reduce content “clutter” for end users.  More likely, because an inconsistent application of a policy is worse than having no policy at all, it undercuts the legal and compliance drivers that often spur records and retention management initiatives.  

Many organizations (Public and Private) discuss preparing for discovery, but most businesses over US$100 million in annual revenue are involved in litigation.  The average organization over US$1 billion in annual revenue is involved in more than 140 lawsuits.  Discovery is not a one-time event that enterprises must prepare for; rather, it is an ongoing process.  Recent judgments have made it clear that all electronic information in an organization is discoverable.  And the newly amended U.S. Federal Rules of Civil Procedure (effective December 2006) have stated emphatically that electronic content is just as subject to discovery as paper documents.  Records/Artifacts can be anywhere that is why it is important to take a federated approach.

E-Discovery Is Costly 

During the process of e-discovery, enterprises must follow several steps, including 

Collect 

Collect content for discovery 

Log and copy content 

Prepare 

Restore backups and data extraction, deduplicate 

Organize documents by custodian, concept, keyword, batch, or other methodology 

Review 

Have lawyers and paralegals read through content to determine what is relevant to the   case. 

Produce 

Output data to a usable format such as PDF 

Gather content for transmission to court and opposition 

Each of these steps is costly.  For example, just the process of legal review of the content can run up to US$2,000 per gigabyte of content. A well-known example illustrates the cost of discovery:  To convince business unit leaders of the necessity of an effective document retention system, DuPont’s legal department conducted an internal cost assessment of a three-year response to a single discovery request.  DuPont reviewed 75 million pages of text during the three-year period, and found more than 50 percent of the documents were kept beyond their retention period.  The cost of reviewing those documents past their retention periods amounted to US$12 million.

Question 10.  What should the State of New York consider regarding the management of highly specialized data formats such as CAD, digital imaging, Geographic Information Systems and multimedia?

“Records include all books, papers, maps, photographs, machine-readable materials, or other documentary materials, regardless of physical form or characteristics, made or received by an agency of the United States Government under Federal law or in connection with the transaction of public business and preserved or appropriate for preservation by that agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures, operations, or other activities of the Government or because of theinformational value of the data in them”… DOD5015.2 Chapter 2

Depending upon the storage requirements and accessibility these types of records should either be managed in-place meaning they stay in the current location and have RM rules applied or they can be migrated into the RM system of record.  However if they meet the “record” criteria then they must be classified with the appropriate retention policy.

Question 11.  What constraints and benefits should the State of New York consider regarding potential savings or additional costs associated with the management of defined electronic record formats?   

Please refer to the attached whitepaper for a clear understanding of potential costs and benefits.

Question 12.  What existing policies and procedures in the private or public sector for the management of electronic records would be appropriate for the State of New York to examine? Please cite specific examples.

ARMA is a great source of information and best practices for developing and understanding accepted policies and procedures.  http://www.arma.org/standards/index.cfm.   Also as mentioned before the DOD 5015 standard is almost the de facto standard in the industry as well as ISO 15489. 

Question 13.  Are New York State’s existing standards, regulations and guidelines regarding records management adequate to meet the challenges of electronic records retention?  How should these standards, regulations and guidelines be changed?

Not available for comment

Question 14.  What else should the State of New York consider about this subject? 

In determining the content viewed as “records” be sure to evaluate all of the internal processes and procedures that are related to content both structured (ie documents) and unstructured (transactional).  Consider Discovery of information an area of substantial risk and cost.  Understand the “Rules of Civil Procedure” relative to discovery.

Commentary for Part II (Detailed Questions)

Question 1.  Are the distinctions described in Part I of this RFPC between the definitions of electronic data, documents, and records useful?

Yes the outline of distinctions coinside with uniform definitions covered in different standards like DOD5015 and ISO.

Are there any specific elements or distinctions in those terms which CIO/OFT should be taking into account?

The only area that did not seem to be covered was the definition and description of Physical Records like Microfiche, Tape, Paper, Offsite storage etc. 
Question 2.  Is the description in Part I of this RFPC of three types of access needed for electronic records – day-to-day utility access; ancillary active record access; and historical access – a realistic and useful conceptualization of the main uses of electronic records?  If not, please describe with specificity recommendations for alternative methods for conceptualizing the study's issues. 

Yes, the accessibility covered typical interaction and provides a basis for a community security model that would extend the basic access described in part one.  In a real-world implementation it would be beneficial to incorporate the lifecycle of users in the records deployment.  Access rules should typically begin when an object has transitioned out of draft to a ‘record’ state defined by the organizations policies.  In general, A record is any content item whose disposition and location must be tracked and maintained according to your organization’s requirements.  Supplemental marking can be used on object sets to futhure control accessibility beyand basic permissioning models.  During the case of a Legal hold accessibility should potentially be limited to view only or accessibility removed depending upon the situation.  In all cases, records are only destroyed in accordiance with policy all evidence of interaction must be preserved.

Question 3.  Does the use of particular office suite formats such as the Open Document Format (ODF) or Office Open XML (OOXML) raise any security or privacy implications and, if so, what are they?

No In fact, there are security mechanisms in place to control access beyond the firewall.  IE Oracle’s Information Rights Management suite ensures that accessibility rules are maintain even when documents are downloaded from the system of record.  See the attached Datasheet Oracle IRM for additional information. 

Will accessibility to electronic records through the FOIL process be affected by adoption of either  format, and if so, how?

Accessibility should not be an issue if the Records Management system has rendering capability.  This would allow the consumer to gain access in predetermined formats rendered from the origninal.  Ideally the chosen platform should have this capability native to avoid interaction with third party components that may add complexity to the system.

Will the rapidity of response required by recent updates to the FOIL law be  affected? 

Not to our knowledge.

In terms of appropriate “government control” of electronic records, what factors or concerns should the State be addressing? 

Factors to consider on the distributions have to do with the expiration of access and data leakage.  Documents that are relaeased may need to be released in a redacted form or may need to have rights mangaged in the document itself.  Reporting and auditability needs to be inplace should also be taken under consideration to manage and monitor “government control”.

Question 6. Is this the correct definition of interoperability which the study should be using?

It seams that this is an adequate “high-level” definition of unstructured data interoperability. 

If not, please provide  a better, alternative definition.  

NY State should consider interoperability at all levels from standardizing forms, data consolidation where it makes sense, OS compatability, leverage of Structured content (transactional), where appropriate.

Question 7. Is this the correct definition of "openness" and "open standards" which the study should be using?  If not, please provide a better, alternative definition. 

Yes, the only other component that might be added is that the standard is open to proliferate the development of business solutions based on the standard promoting integration, and interoperability.

Question 8. For State agency respondents in particular:  What percentages of your electronic records (using the term generally) consist of office suite records?  What other types of electronic records, such as those in online information systems, GIS systems, etcetera does your agency create?  What percentages do those other records consist of?  How did you determine this?

Not available for comment

Question 9. Is Gartner's prediction correct?  What predictions have been made about other formats? 

Question 10. Will the usage of ODF among those individuals and entities with whom the State interacts be so great that failing to provide the NYS workforce with the capability of using ODF will cause NYS  interoperability problems?

There is always be the potential that a standard is not “globally” adopted.

If so, if the State did not adopt the ODF format, what would be the best method to ensure interoperability with ODF documents received by the State from others?

The best way to manage and maintain content interoperability is to insure that the system of record, or record repository has renditioning capability so that multiple formats of the native document can be provided. 

Question 11. For office suite formats, which governments have adopted ODF exclusively?  Which governments have adopted OOXML exclusively?  Which governments have adopted both formats?  What other formats for office suite software besides ODF and OOXML have other governments adopted? 

Not available for comment

Question 12. Other than in the office suite context, in what other ways does the State need to be concerned about electronic records interoperability?

Other specialized formats such as CAD drawings, Visio, certain image formats would benefit from a rendition engine.   Electronic form data could potentially cause interoperability issues as the form data maybe a record once submited into a process.  Part of the approval process might include a step that rendes HTML data to a secured format like PDF.   

Question 13. Given the existence of tens of thousands of e-data formats, the increasingly dynamic nature of electronic documents, and a preference toward more open formats in other realms besides office suite formats, what type of an approach or mechanism should be used within the State to further the existence of openness in all relevant formats?  Please describe with specificity. 

Oracle Universal Records Management is the first product that empowers organizations to apply records and retention policies as well as legal discovery and holds to all relevant content across the enterprise—from e-mail attachments and content stored in file servers to physical records in a warehouse.  It defines, manages, and executes these records and retention policies for all enterprise content from a single server and on a U.S. Department of Defense 5015.2-certified records management platform. 

Oracle Universal Records Management facilitates the application of litigation or audit holds by freezing content across the enterprise and makes it easier to locate information during legal or audit discovery.  In addition, it gives companies the ability to harness investments made in other technology systems by using an dapter architecture to enforce retention policies and schedules in each content repository across the organization.  Oracle Universal Records Management can apply records and retention schedules and litigation holds to content located in nearly any repository or application.  This “in-place” functionality allows companies to leave content in its existing location, rather than moving it to a central repository for records and retention management.  The net benefit: companies can apply rules directly to content where it resides without interfering in how end users access that content—addressing one of the key impediments to user adoption throughout the enterprise.

Question 14. Is CIO/OFT's proposed focus for this study appropriate?  (That is, conceptualizing three types of “access,” and focusing on office suite formats as an illustrative example).  If not, please describe with specificity the approach which you recommend CIO/OFT should take. 

Question 15. What is the “problem” that this study should be addressing?   Please define with specificity exactly what the State should be trying to solve. 

The study is focused on the core problem that touches on many related topics like Storage management, Identity management (personnel lifecycle), data compression, de-duplication of content, data consolidation, mordernization, failover, data security to name a few.

Question 16. If determinable, what percentages of current formats do you have in your systems, e.g. what percentage of your digital data is in the common office suite formats, e.g.  .doc format?  .xls format?  .ppt format?  .rtf?  .pdf?  .html?  .txt?  .wpd? etcetera.  

Content storage percentages vary across deployments.

To what degree have you already migrated to XML-based formats such as .docx, .xlsx, .pptx, .odt, .ods, or .odp, or what are your plans to do so?

Our system supports all file types from a storage perspective there are no restrictions.  The above file types are supported currently in the Oracle Suite.  

What tools do you use to determine the mix of formats being used within your systems? 

Reports are easily generated to return the result set of formats, format is a reportable metadata field.

Question 17. Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, of exactly which customer requirements are best met by OOXML. 

Not available for comment

Question 18. Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, exactly which customer requirements are best met by ODF.

Not available for comment

Question 19. As a customer of office suite software, the State has a requirement that software support the State’s  day-to-day operational functions.  Which office suite format would be best for this day-to-day utility:  OOXML, ODF, or another format?  Why?  What specific features for this purpose does one format  have that the other(s) are missing?

Not available for comment Oracle is format independent 

Question 20. As a customer of office suite software, the State has a requirement for that software to support the State’s need in office suite software for long-term preservation and production of electronic records.  Which format would be best for this function, OOXML, ODF, or another format?  Why?  What specific features, for this purpose, does one format have that the other(s) are missing? 

It is Oracle’s opinion the storage mechanism should provide flexibility so that formats can evolve as standards evolve, renditioning capability extends the life of obsolete formats 

Question 21. As a customer of office suite software, the State has a requirement for that software to support the State’s need in office suite software for the identification, production, and examination of electronic records for electronic discovery purposes in litigation, or in response to FOIL or investigatory or audit requests.  Which format would be best for this function, OOXML, ODF, or another format?  Why? 

Oracle does not put any restrictions on format.  Format does not hamper discoverability 

What specific features, for this purpose, does one format have that the other(s) are missing?

Not available for comment

Question 22. How valid is this concern?  Is re-writing of custom in-house software also needed (and has it been needed in the past) for migration between different versions of office suite software?  

It is a concern that needs to be analyzed to determine what information can be managed in-place, to minimize the effort level and cost to update applications.  In most cases the office suite will support early versions, to the extent it can’t the Enterprise Content Management System should provide capabilities to convert the formats to a viewable type.

Question 23. For State agency respondents, please quantify if possible the types and amount of custom applications which would need to be re-written in your agency, and the cost.

Not available for Comment

Question 24. What weight, if any, should the State give to the fact that a particular format has been accepted by a standards body?  In affording that weight, what elements should the State consider?

It definitely should be considered with the recommendation move slowly before adoption.

Question 25. For office suite software, would standardization by the State on the usage of a single format promote or stifle competition in the IT marketplace?

It certainly would limit the playing field relative to Office Productivity tools and may lock you into a technology that someday may evolve into another format.  However it is not relevant to the Oracle Enterprise Records Management System because it is agnostic to format.

Question 26. If standards were developed regarding the creation of electronic records in State government, how would they be enforced and who would be or should be responsible for enforcing them?

Standards could be enforced with automation of content type through a business process review to insure compatability of guidelines that would probably stifle productivity and should only be applied to essential documents.  A sampling approach and education of policy and procedure may be the most non evasive way to administrate such an undertaking

Should NYS Archives be given enhanced enforcement authority? 

Not available for comment

Question 27. What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g. vendors) if the State were to mandate a single document format for State agency use?

Not available for comment

Question 28. What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g. vendors) if the State were to allow agencies to employ multiple document formats?

It is hard to speculate the costs, one benefit would be flexibility from a creation perspective.  A single consumption format may be the best alternative.  This concept allows creation in the tool of choice once the object becomes a record it is then published to a standard format for consumption. 

Question 29. Which option is the most cost-effective?  Why?  

With out a detailed analysis it is pure speculation 

Question 30. Is the observation correct, or not?  Please support your conclusion with specificity.

This is probabaly the case in some instances for the simple fact that the OOXML standard is not widely adopted in the Industry (Public or Private)

Question 31. If you or the entity with which you are affiliated as part of the ECMA or ISO standardization process submitted formal comments requesting changes to the OOXML standard, please list those changes which you requested.

Not available for comment

Question 32. If you or the entity with which you are affiliated as part of the ISO standardization process submitted formal comments requesting changes to the ODF standard, please list those changes which you requested.

Not available for comment

Question 33. What are the specific reasons why a vendor can not or will not directly support the OOXML format?  What impediments are there to doing so?  What, specifically, prevents a vendor from fully adopting the OOXML format natively, and what would need to occur for a vendor to be able to do so? 

Not available for comment

Question 34. What are the specific reasons why a vendor will not directly support the ODF format?  What impediments are there to doing so?   What, specifically, prevents a vendor from fully adopting the ODF format natively, and what would need to occur for a vendor to be able to do so? 

Not available for comment

Question 35. To what extent does the WordPerfect to Microsoft Office transition serve as a viable migration model?   Describe the elements of that transition, and how they relate to current needs.  On this question we would be particularly interested in hearing from or being directed to the studies of subject matter experts capable of providing a comprehensive historical analysis and a comparison to current scenarios.

Not available for comment

Question 36. If New York State agencies were to migrate to ODF-based office suite software, what specific measures going forward would constitute an optimum migration strategy for those State agencies?

It seems apparent existing documents that are outside the standard format could be ingested into a content management system like Oracle UCM.  Upon ingestion the system would render the objects to an acceptable format typically PDF. 

Question 37. Are those studies finding actual cost savings after converting to ODF valid, or are they faulty?  If faulty, in what manner are they deficient?   What counter-examples of studies exist that considered not just licensing costs but also ancillary costs and demonstrated actual increased costs after migration to the ODF format? 

Not available for comment

Question 38. What studies have found actual lower costs after migrating to OOXML?  What studies have found actual higher costs after migrating to OOXML?   For these various questions about studies, CIO/OFT is less interested in studies which predict certain cost effects.  Instead, we wish to learn about studies quantifying cost savings or increases actually incurred after adoption of either respective office suite format. 

Not available for comment

Question 39. What are the key issues which CIO/OFT's study should be addressing concerning electronic records and assistive technologies?

Insure the 508 compliance for accessibility with any Records Management system 

Question 40. Which format currently will better facilitate access to electronic records through the use of assistive technologies?   Which is best positioned to provide such access in the long term? 

Not available for comment

Question 41. Would adoption of ODF be acceptable if conversion to other formats was available which allowed usage of assistive technologies existing on that platform? 

Not available for comment

Question 42. Should the State be engaging in an initiative similar to that described in the Massachusetts MOU?   If so, please provide a description with particularity. 

Not available for comment

Question 43. Who are the relevant stakeholders most conversant with issues related to document formats and assistive technologies?

Not available for comment

Question 44. Is it true that setting an office suite software format standard would be premature because other more interactive platforms will soon be surpassing in usage ODF- and OOXML-using software?   Please explain.

Not available for comment

Question 45. Is it true that setting an office suite software format standard would be premature because (a) ISO-standardization has yet to fully play out for the OOXML format, or (b) ODF format is undergoing revisions?   Please explain.

Not available for comment

Question 46. What factors would define the appropriate timeframe within which CIO/OFT should recommend a particular electronic record format or formats?  When could this optimally be done?

Not available for comment

Question 47. If CIO/OFT were to recommend the adoption of a particular office suite format standard or grouping of standards, how much advance notice would be sufficient to enable vendors and the State to adopt the new standard?  Please explain. 

Not available for comment

Question 48. Is this a legitimate concern?  Are there other IP promises which CIO/OFT should be evaluating besides the Open Specification Promise and the OpenDocument Patent Statement? 

Not available for comment

Question 49. Are there other intellectual property issues which software providers or users should be concerned with in relation to either or both the OOXML and the ODF formats, and if so, what are they?  Is there any possibility that the State, as an end user of software, could face litigation over format-related intellectual property issues? 

Not available for comment

Question 50. If such concerns do exist, how can the State as an end-user best protect itself from liability for using one or the other of the formats?   What methods should the State adopt to ensure that intellectual property matters do not limit the State's ability to preserve and provide access to State information of enduring value.

Not available for comment

Question 51. How can and should the State, as a governing body, best protect its citizens, individual, governmental and corporate, from intellectual property liabilities in relation to electronic records?

Implementing a system the employs strong security mecanisms, like supplemental marking, rights management, and access control. 
Question 52. Are there implications for record production in electronic discovery arising from having chosen particular document formats?   If so, what are they?

Not available for comment

Question 53. For archived electronic records, is PDF/A an acceptable format in which to preserve such documents?   If not, please describe its deficiencies?  Also, please recommend alternatives. 

To the best of our knowledge that is the defacto standard.  http://www.pdfa.org/doku.php?id=pdfa:en:pdfa_whitepaper 
Question 54. Are there any compatability issues with litigation support software which could arise if the State were to choose particular document formats?

Not that we are aware of a resouce for guidelines is: http://www.ediscovery.org/litigation-support/table_of_contents.htm    

Question 55. Should other formats be considered besides ODF or OOXML?  If so, which formats, and why?

Not available for comment

Question 56. How valid are the criticisms of OOXML?  What are its most significant strengths and weaknesses?

Not available for comment

Question 57. How valid are the criticisms of ODF?  What are its most significant strengths and weaknesses?

Not available for comment

Question 58. What factors or elements determine best "quality" in the formatting of electronic records?  Please list all of those which you believe a "best value" determination should take into account, including the "quality" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "quality"?

Not available for comment the Oracle URM is format agnostic 

Question 59. What factors or elements determine best "cost" in the formatting of electronic records?  Please list all of those which you believe a "best value" determination should take into account, including the "cost" applicable at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "cost"?

Not available for comment the Oracle URM is format agnostic

Question 60. What factors or elements determine best "efficiency" in the formatting of electronic records?  Please list all of those which you believe a "best value" determination should take into account, including the "efficiency" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "efficiency"?

Not available for comment the Oracle URM is format agnostic

Question 61. Part of determining the "responsiveness" and "responsibility" of bidders on State technological procurements relates to concerns that maintenance and support for those procurements remains available, robust, and within specific timeframes (e.g. ability to contact and receive assistance 24/7).  To what extent should the State be concerned, or reassured, about the availability and reliability of maintenance and support from vendors of OOXML format-using software?   To what extent should the State be concerned, or reassured, about the availability and reliability of maintenance and support from vendors of ODF format-using software? 

See the attached Oracle Maintenance and Support overview
Question 62. In terms of the procurement of software for the creation and retention of office suite records, please list all of the objective criteria which State government should always consider as part of any office suite software "best value" analysis. 

Please refer to the attached ISO and DOD5015 standards guideline.

Question 63. What other issues has this RFPC omitted which the State should be considering as it conducts this electronic records study?   Please describe these additional issues with particularity, and any recommended approaches.

The study seems to be focused soley on Office content, consideration of eMail, Instant Messaging, Structured transactional content, images, voice, and video need to be addressed.

T. Possible Recommendations:  Would adoption of any of the following options render the need for adoption of particular formats for creating electronic records less compelling, and if so, how?  How viable are any of the following alternative options?  Can you suggest (with specificity) any other possible recommendations which CIO/OFT should be considering?  Are there alternative approaches which other jurisdictions have adopted which CIO/OFT should consider?

Not available for comment

Question 64. For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data, should the State require in its procurement contracts that the source code for that software be shared with the State, i.e. through "open source" or "shared source" licensing?

Typically these terms are negotiated as part of the license agreement not all vendors will participate.

Question 65. For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data should the State require in its procurement contracts that the source code for that software be escrowed so that the State can access the source code when such access is the last reasonable option for the State to be able to access and read its e-data?

Typically these terms are negotiated as part of the license agreement not all vendors will participate.  Fiscal stability of a vendor should be evaluated during the procurement cycle.

Question 66. In the procurement process, should the State place less emphasis on openness of creation software and focus instead on being able to convert or migrate records to an open format at the time of preservation?

Yes that offers the most flexibility for an organizations perspective.

Question 67. Should CIO/OFT certify one particular office suite standard provisionally, but with the flexibility to change that recommendation if future iterations (or other standards) provide sufficient or better functionality or easier translation to the new standard?

Not available for comment.

Question 68. Should the State provide encouragement for proprietary software vendors to support more open formats?  If so, what would be the most effective means for the State to do so (e.g. direct financial incentives; State preferences for the usage of more open formatted software whenever the functionality of the software exceeds the user base's needs; other)?  What advantages or what problems would be presented by this approach?

Not available for comment.

Question 69. Should the State encourage any software providers who have incorporated the most open formats within their software to improve the software's other functionality so that it becomes more feature-rich and becomes a more viable alternative to software which does not adopt the most open available formats?  (e.g. direct financial incentives; funding of research centers; other)?   What advantages or what problems would be presented by this approach?

Not available for comment.

Question 70. Some governmental jurisdictions have required that the usage of fully open formats within software must be an element which is evaluated whenever that jurisdiction is assessing the "best value" available when procuring software.  In its procurement laws or regulations, should the State specifically require when purchasing software an evaluation of format openness as part of the "best value" analysis performed by State agencies?  If so, should the requirement be to define and compare best value in functional capabilities of the software today versus best value of the software towards long-term preservation?

Not available for comment.

Question 71. Is recommending no changes to existing State practices a viable option?  What would the State risk from recommending no changes to existing practices, and what would the State gain from so refraining?

Not available for comment.

Question 72. Would a program piloting the usage of ODF office suite software to determine its viability for the State's electronic record needs be a viable recommendation from this study?  If not, what are the objections to this?  If so, what specific recommendations can you offer for the design of such a pilot program?

Not available for comment.

Question 73. Is it a viable solution for long-term access to electronic records that rather than migrating electronic data to new technologies and document formats, State government should archive electronic record-capable hardware and should seek to make various iterations of software available for the long-term as a safeguard against obsolescence and to facilitate access to electronic records.?  Why, or why not?  If you believe this is viable, then please describe measures to effectuate same.

Yes.  This allows the organization to keep infrastructure in place and manage records in place minimizing migration and procurement costs.  It is critical that a Federated Records Management system is the infrastructure for this approach to work.  Please see the attached Whitepaper for an overview of the concept.  

Question 74. Some commentators have suggested that governments should create or participate in centralized record management systems consolidating the eCIO/OFT is aware of the development of certain nascent comprehensive systems using, for example, grid-based technologies.  (See, for example, http://chronopolis.sdsc.edu/).  Would the creation of or participation in centralized record management systems consolidating the electronic record systems of different agencies be appropriate for New York State?

Oracle believes that is that is the most viable and cost effective approach.   If so, please describe recommendations for its design.  See the attached RM solution overview document for details.

Question 75. Please provide any other suggested alternative approaches and describe which approach you believe would be best for the State, and why.

Not available for comment.
[Attached with Oracle's submission were five items which are available online:

Addition # 1.  "ELECTRONIC RECORDS MANAGEMENT SOFTWARE APPLICATIONS DESIGN CRITERIA STANDARD:  DoD 5015.02-STD" (April 25, 2007):  http://www.dtic.mil/whs/directives/corres/html/501502std.htm 

Addition # 2.  "ISO 15489-1:2001:  Information and documentation -- Records management -- Part 1: General" (2001):  http://www.iso.org/iso/catalogue_detail?csnumber=31908 

Addition # 3.  "ORACLE DATA SHEET:  ORACLE INFORMATION RIGHTS MANAGEMENT" (2007):  http://www.oracle.com/products/middleware/content-management/docs/information-rights-management-datasheet.pdf 

Addition # 4.  "ISO 15489-2:2001:  Information and documentation -- Records management -- Part 2: General" (2001):    http://www.iso.org/iso/catalogue_detail?csnumber=35845 

Addition # 5.  "Lowering E-Discovery Costs Through Enterprise Records and Retention Management:  An Oracle White Paper" (March 2007):  http://www.oracle.com/products/middleware/content-management/docs/records-retention-whitepaper.pdf 

Also attached were two items which do not appear to be available online:

Hard Copy # 1.  "Oracle General Maintenance Support Policy" (undated):

General Maintenance/Support policy

1.  Maintenance:  Vendor must provide details of their product maintenance policies and procedures.  It should include, but not be limited to, descriptions of upgrade schedules and emergency fixes.  Vendor and CUSTOMER responsibilities must be clearly stated. 

Response:  Oracle Support customers receive rights to future product releases, product upgrades, security updates, and patches and fixes, as well as tax, legal and regulatory updates.  While there is not a set schedule for Oracle Applications software releases, major releases are typically every 12 to 18 months, with interim releases (minor releases) as necessary.  Major releases typically include large enhancements to the application components or significant technology enhancements.  Minor releases contain the previous release thus allowing customers to skip intermediary releases and apply the latest release when ready.  Patches are released based on platform and footprint.  

Oracle has several kinds of releases and patches that include Maintenance Pack, Family Pack, and “One-off” Patch.  A Maintenance pack is a consolidation, or bundling, of patches from product areas within Oracle Applications.  Maintenance packs may introduce new functionality in product areas, contain new versions of software modules, provide enhanced product releases, and fix deficiencies.  This type of patch contains all of the product specific family packs for the specified release version.  A Family Pack is also a consolidated set of patches specific to a product family area, such as AOL, HRMS, or MFG/SC.  Family Packs are cumulative, may introduce new functionality in specific product areas.  The functionality changes included in the Family Packs are included in subsequent Maintenance Packs.  A "one-off" patch addresses a single fix or enhancement.  One-off patches are usually issued when an issue requires an immediate code change that cannot wait for distribution in any other form.

All upgrades, releases, and patches are made available through Oracle’s support Website, MetaLink.

It is the responsibility of Customer personnel responsible for supporting the solution to establish an account on MetaLink and to become familiar with navigating the knowledge base, setting up alerts, submitting support requests, etc.  Oracle offers regualr web seminars on the use of MetaLink which are advertised on the MetaLink home page.  Customers can request a personalized seminar through their account representative. 

The request for an emergency fix or “one-off” patch would be initiated by Customer by submitting a support request via MetaLink.  The decision to provide an emergency fix would be based on several factors including but not limited to the inability to provide a workaround ….
2.  Support:  Vendor must provide details of their support policies and procedures.  Please respond separately for business hours support and off hours support.  It should include, but not be limited to:  the number of support hours included annually, the level of staff available to answer questions, the “not to exceed” response times and escalation criteria and procedures.  Vendor and CUSTOMER responsibilities must be clearly stated.  The plan shall also identify whether application support is to be conducted from within the State’s network backbone or from an external source outside of the State’s firewall systems which must be done using the State VPN. 
Response:   Oracle Premier Support, our next-generation support, allows you to drive more value from your Oracle technology and applications.  Oracle’s support organization remains unmatched in breadth of knowledge, size and scale, with 7,500 Support Service professionals and 15,000 developers ready to provide you comprehensive product, technical and problem-solving expertise, globally.  With greater IT efficiency and exceptional operational and infrastructure management and support, Oracle Premier Support delivers more and helps keep your business moving forward.  Oracle Premier Support provides customers with:

· Global Support Infrastructure (http://www.oracle.com/support/premier/global-support-resolution/index.html):  Access state-of-the-art online support tools and our Global Support Center anytime, anywhere.

· Proactive Automated Support (http://www.oracle.com/support/premier/advanced-support-technologies/index.html):  Run your systems more efficiently with the industry's most advanced support technologies.

· Ecosystem Support (http://www.oracle.com/support/premier/technology-leadership.html) :  Oracle's vision, along with our innovative product and support roadmap, are designed to ensure your technology future.

· Product Enhancements and Updates (http://www.oracle.com/support/premier/continuous -product-enhancements.html):  Oracle Support customers receive rights to future product releases, product upgrades, security updates, and patches and fixes, as well as tax, legal and regulatory updates. 

As stated above, Oracle Premier Support is available 24X7.  Typically, Customer would request support via Oracle’s Support Portal, MetaLink, by completing a Service Request.  Alternatively a request can be made via the phone.  The process is the same for business hours and off-hours service requests. 

Customer personnel requesting support are expected to be able to articulate the issue/problem that is being experienced and to provide the Oracle support representative with the information requested. 

Oracle Premier Support does not limit  the number of service requests a customer places or a cap on the number of technical support hours.

Escalation Procedures 

Oracle Technical Support Policies are available online at http://www.oracle.com/support/collateral/oracle-technical-support-policies.pdf.  

Oracle Lifetime Support

Oracle Lifetime Support - From Five Years to Forever

Expect Lifetime Support

Maximize your support investment, unlock the full value of your Oracle products, and control your upgrade strategy—with the industry's leading support policy.

Simple, predictable, flexible, and the most comprehensive support policy available, the Oracle Lifetime Support Policy helps drive your business success.  Oracle's industry-leading support policy covers your entire technology environment, from database to middleware to applications—an industry first, only from Oracle.

With Oracle Lifetime Support, you know up front and with certainty how long your Oracle products are supported.  The Lifetime Support Policy provides access to technical experts for as long as you license your Oracle products and consists of three support stages: Premier Support, Extended Support, and Sustaining Support.

Premier Support

Premier Support provides you with maintenance and support of your Oracle Database, Oracle Fusion Middleware, and Oracle Applications for five years from their general availability date. 

You benefit from:

· Major product and technology releases 

· Technical support 

· Updates, fixes, security alerts, and critical patch updates 

· Tax, legal, and regulatory updates 

· Upgrade scripts 

· Certification with new third-party products/versions 

· Certification with new Oracle products 

Extended Support

Extended Support lets you stay competitive, with the freedom to upgrade on your timetable.  It provides you with an extra three years of support for specific Oracle releases for an additional fee.  You benefit from:

· Major product and technology releases 

· Technical support 

· Updates, fixes, security alerts, and critical patch updates 

· Tax, legal, and regulatory updates 

· Upgrade scripts 

· Certification with existing third-party products/versions 

· Certification with new Oracle products 

Extended Support may not include certification with new third-party products/versions.

Sustaining Support

Sustaining Support puts you in control of your upgrade strategy.  With Sustaining Support, you will receive technical support, including access to our online support tools, knowledgebases, and technical support experts.  You benefit from:

· Major product and technology releases 

· Technical support 

· Access to Oracle MetaLink/PeopleSoft Customer Connection/Siebel SupportWeb 

· Pre-existing fixes for your solution 

Sustaining Support does not include:

· New updates, fixes, security alerts, and critical patch updates 

· New tax, legal, and regulatory updates 

· New upgrade scripts 

· Certification with new third-party products/versions 

· Certification with new Oracle products 

For more information, please visit us at http://www.oracle.com/support/index.html. 

**********************************************

Hard Copy # 2.  "Oracle Universal Records Management Overview" (Microsoft Powerpoint presentation 2007):

Slide 1:

Oracle Universal Records Management Overview (2007)

Slide 2:

Oracle Universal Records Management:  Reducing Risk by Leveraging Your IT Investment

Slide 3:

Agenda

· Litigation and Discovery Risks

· Business Issues and Practices

· Content Growth and Management – How to control growth

· Retaining Effective Content – How to manage what to retain

· Risk Mitigation – How to remove what you do not want to retain

· Closing Remarks

Slide 4:
Oracle Fusion Middleware
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Slide 5:

Situation Today:  Content Growth

· Companies are generating tremendous amounts of content …

· And those growth rates are themselves growing

· Email

· Instant Messaging

· Microsoft Office (Word, Excel, PowerPoint, etc.)

· Web Content

· Reports

· Collaborative content

· Most of the content is (at best) redundant, and (more likely) outdated or counterproductive

Slide 6:

Situation Today:  Content Volume Issues

	Audience
	Issues

	 USERS
	· Amount of time searching for content

· Outdated / uncontrolled content, leading to poor decisions

	 IT
	· Cost of finding & implementing technologies to cope 
   (search, storage, content management, archiving / backup)

· Labor costs - implementation and maintenance

· IT often designing content retention policies 

	 LEGAL
	· Discovery extremely costly

· Discovery cost (roughly) proportional to volume of content

· Risky to keep information that should be eliminated 
   (issue during discovery)


Slide 7:
Situation Today:  Discovery 

· Almost everything electronic is discoverable

· “Today it is black letter law that computerized data is discoverable if relevant." 
Anti-Monopoly, Inc. v. Hasbro, Inc., No. 94CIV2120, 1995 U.S. Dist. LEXIS 16355 (S.D.N.Y. 1995) 
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Situation Today:  Discovery

· Almost everything electronic is discoverable

· Discovery difficulty is not a valid excuse

· “Deficiencies in the retrieval system… cannot be sufficient to defeat a good faith request to examine relevant information.” “If a party chooses an electronic storage method, the necessity for a retrieval program or method is an ordinary and foreseeable risk.”
Kaufman v. Kinko’s Inc., 2002 WL 32123851 (Del. Ch. 2002) 
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Situation Today:  Discovery

· Almost everything electronic is discoverable

· Discovery difficulty is not a valid excuse

· Discovery cost is generally not a valid excuse

· Plaintiff sought 800 backup tapes from Toshiba claimed cost of processing tape (analyzing data, identifying and restoring files, searching, producing specified data) would have been $1.5 to $1.9 million. Toshiba asked plaintiff to split or cover the cost. Trial court ordered Toshiba to produce at their own expense.
Toshiba v. Superior Court of Santa Clara County, 124 Cal. App. 4th 72 (Cal App. 2004). 

Slide 10:
Situation Today:  Discovery

· Almost everything electronic is discoverable

· Discovery difficulty is not a valid excuse

· Discovery cost is generally not a valid excuse

· Spoliation can be extremely—even fatally—costly

· Adverse inference instruction contributed to $1.45 billion judgment against Morgan Stanley. Finding Morgan Stanley grossly negligent in failing to produce Emails, overwriting Emails after twelve months in violation of an SEC order, failing to conduct proper searches for back-up tapes that may have contained Emails, and failing to notify plaintiff or the Court when it discovered new Emails. 
Coleman Holdings v. Morgan Stanley & Co., No. CA 003-5045AI, 2005 WL 674885, at *9-10 (Fla. Cir. Ct. March 23, 2005). 
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Content Retention Principles

· Don’t retain more content than is necessary

· “There is nothing wrong with a policy of destroying documents after the point is reached at which there is no good business reason to retain them.”
Arthur Andersen, LLP v. United States, 125 S. Ct. 2129, 2131–35 (2005); Fidelity Nat. Title Ins. Co. of New York v. Intercompany Nat. Title Ins. Co., 412 F.3d 747, 750 (7th Cir. 2005)
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Content Retention Principles

· Don’t retain more content than is necessary

· Apply policies consistently and universally

· “Destruction of data pursuant to valid document retention policy” did not warrant spoliation sanctions
Hynix Semiconductor, Inc. v. Rambus, Inc., No. C-00-20905 RMW (N.D. Cal. Jan. 4, 2006).
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Content Retention Principles

· Don’t retain more content than is necessary

· Apply policies consistently and universally

· Apply legal holds promptly and universally

· Courts have demonstrated little toleration for spoliation. (Enron, etc.)
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Content Retention Principles

· Don’t retain more content than is necessary

· Apply policies consistently and universally

· Apply legal holds promptly and universally

· Enable the right people to design the policies

· Policies should make sense from a risk management, legal, and operational standpoint

· Get IT out of the business of making retention policies
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Yet:  Recent Records Management Survey:

· 65% of records management professionals did not include electronic records in "legal holds" 

· 46% of records management professionals did not have a formal policy for implementing "legal holds"
Slide 16:
Records Management

· Regulatory Forms

· Communications

· Permits/Licenses

· Insurance Policies

· Policies and processes to govern the process of retaining and destroying content
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What is the Difference Between Records Mgmt. and Retention Mgmt.?


[image: image12.emf]What is the Difference Between 

Records Mgmt. and Retention 

Mgmt.?

RECORDS 

MANAGEMENT

RETENTION 

MANAGEMENT

OBJECTIVE

Preserve archival copy  

to comply with regs or 

for historical record

Eliminate content where risk, 

cost, or inefficiency outweighs 

its value

RULES

Specify how long 

content must be kept

Retention rules specify point 

after which content must be 

reevaluated or destroyed

Limited set of fixed 

content (5-10%)

All remaining content—can 

be changed or deleted 

(90+%)

CONTENT

APPROACH

Move records to 

separate application

Manage content in-place 

and move records if desired


Slide 18:
Retention Management
What is a Policy?

· Records & retention policies combine events & actions

· Events

· Content expired (e.g. a contract)

· Usage statistics (e.g. document not accessed in 6 months)

· Business event (e.g. environmental impact filing)

· Content life cycle event (e.g. new revision checked in)

· Actions

· Delete


Move

· Notify author

Delete Revisions

· Archive


Revise
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Oracle Universal Records Management

Slide 20:
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Oracle Universal Records Management:  Records and Retention Management 
Evolution

The “Ideal” Solution
Don’t just cope, fix it

· Universal: Address root cause - catalog and apply retention policies and holds to all content

· Regardless of location

· Regardless of whether it is a record or not

· Regardless of whether it is electronic or physical

· In-place: Apply holds and retention management actions in-place 

· Minimize impact on users

· Reduce issues associated with moving electronic content

· Leverage existing applications

· Flexible: Features needed for all content, not just records

· Retention triggers based on calendar, event, usage, revision

· Retention actions: Delete, move, alert, create 
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The “Ideal” Solution:  Benefits

· Reduce the risk of keeping too much or too little information

· Reduce cost of discovery

· Support regulatory requirements

· Reduce clutter so that users can do their jobs more effectively

· Reduce storage and backup costs

· …All while applying legal holds
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Oracle Universal Records Management:  Summary

· Records and retention management across the enterprise

· Framework extends RM practices to any repository

· In-place management of content

· Single console to create and administer

· Retention and disposition rules

· Holds and discovery

· Electronic and physical records

· Proven, defensible system provides full audit trail and certificates of destruction

· DoD 5015.2 Chapter 2 and Chapter 4 certified

· Hot-pluggable support for Oracle and third-party repositories, security solutions and enterprise applications
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Closing Remarks

Slide 27:

Additional Information

Technical Deep Dive - Understanding Oracle Universal Records Management Adapters

Slide 28:

Oracle Universal Records Managemenet

· Single web-based administrative interface

· Immediate, enterprise-wide holds

· Customizable user roles

· Simple drag and drop contribution from email or file system folders

· Built-in file conversion

· Audit and review
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Universal Records Mgmt Adapters

· Pre-built adapters

· URM Generic Adapter

· Symantec Enterprise Vault

· Microsoft SharePoint 2003

· Oracle UCM

· Microsoft SharePoint 2007 <Coming Q1 FY 2007>

· Oracle I/PM  <Coming Q1 FY 2007>

· File Systems <Coming Q2 FY 2007>

· Oracle ContentDB <Coming Q2 FY 2007>

· EMC/Documentum <Coming Soon>

· <More Coming>
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Understanding Generic Adapter Extensions

· Generic adapter provides most of what you need to extend URM policies to any repository 

· Java

· .Net 

· Generic adapter extensions

· Part of your enterprise deployment, runs on any repository where you need records and retention management

· Developed based on target repository knowledge

· Proven and tested

· Documentation and sample adapter code shipped with framework

· Generic adapter ships with adapter administration tool

Slide 34:

[image: image19.emf]What Does the Generic Adapter 

Extension Implement?

• Interfaces from the 

Generic Adapter that

• Listen to events in the 

repository

• Perform search 

operations

• Perform delete items

• Place holds on items

 

Slide 35:

[image: image20.emf]Levels of Support Capabilities

•

Each repository has some level of feature support

• Analyzing it’s capability ahead of time helps to understand it’s 

support level

Identifying 

Content

Processing 

Content

Freezing 

Content

Deleting 

Content

Retrieving 

Content

Can the target repository identify each content 

item uniquely?

Can the target repository process the content to 

enable metadata discovery?

Can the target repository hold a content item 

from being deleted?

Can the target repository enable an item to be 

deleted via the API?

Can the target repository retrieve the content?

Enables URM to track content 

item

Enables URM to match 

content to business rules

Enables URM to place 

freezes and legal holds

Enables URM to perform 

disposition functions

Enables URM to retrieve the 

content for search/discovery

Catalog

Dispositions

Holds

Levels

 

Slide 36:
Steps for Creating URM:  Generic Adapter Extensions

· Analyze target repository/application

· Questionnaire provided

· Determine target repository/application API

· Java, .Net, Web Services

· Select the appropriate URM generic adapter

· Java vs. .Net

· Reference sample adapter code during development

· Use Oracle Technology Network (OTN) discussion forums to interact with adapter developers

Slide 37:
Development Estimates for Generic Adapter Extensions

· Factors that determine development estimates

· Familiarity with target repository/application API and functionality

· Familiarity with Java or .Net languages

· Estimates significantly decrease after extending generic adapter framework for one or two repositories 

· Only variable will be target repository / application API

Slide 38:
Additional Information (Questionnaire)

Slide 39:
Key Questions for Analyzing  Repository / Application

· Search and uniqueness of content

· Does the repository support searching based on timestamps?

· Does the repository provide (or can the adapter construct from what the repository does provide) a unique ID for each item?

· Is the unique ID, provided or constructed in less than 255 characters?
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Key Questions for Analyzing Repository / Application (cont.)

· Processing in Adapter

· Does the repository support paging its search results?

· Does the repository support multiple internal schemas?

· If the repository supports multiple internal schemas, does it provide methods to discover all of the schemas which exist?

· If the repository supports multiple internal schemas, does it support the same item being in more than one at once?

· Does the repository expose methods which can be used to discover the exact fields for a given schema, or can the fields be hard-coded?

Slide 41:
Key Questions for Repository / Application

· Adapter functionality

· Does the repository support deleting items?

· Does the repository support retrieving item content in some format? (Word files, Outlook message files, PDF files, etc)

· Does the repository support the concept of freezing a document to lock it against all revisions/deletion, and thawing the document again?

· Does the repository provide thread-safe access for all features it supports?

16. KPMG:  Friday 1/18/08 12:57 PM
Question:

Question 2.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records in order to encourage public access to those records?  

KPMG Response:

The State of New York will need processes governing the entire record life cycle with the goal of creating records which are accessible and readable for the records life span.  With this in mind it is important to collect/create the appropriate metadata during the creation of the record; this might include information such as record title, record date, subject and key words.  These would facilitate the searching of the records.  To assist with long term accessibility, a format for the records which is universal and available for long term use will need to be identified.  For example records stored in native format, such as Microsoft Excel 2003 might not be accessible in the future due to software changes.  A review of the available formats and a long term plan for record migration (if necessary), will need to be developed.  A delivery/viewing system will need to be identified and configured to best suit the public needs for viewing.  Development of a user guide will further assist the public’s use of the system.  Policies and procedures governing the use of these records need be developed to define the rules of use.  Depending on the type of records and the necessary approval need to view the records, the system will also need a process for approval and documentation.

Question:

Question 4.  What mechanisms and processes should the State of New York implement to encourage appropriate government control of its electronic records?         

KPMG Response:

The State of New York will need a robust Records Management program, assisting with the classification of records, by type and by security/privacy levels to administer the appropriate controls.  Controls will be defined by the classification and security/privacy levels of the records.  The controls would include measures ensuring 1) the physical security of records (this includes any records (or copies of records) held on laptops), 2) the accessibility or restricted accessibility of records, 3) the appropriate destruction of records.  Process governing the control of records would encompass the entire records life cycle, beginning with the creation of the records through to the destruction or permanent retention of records.

17. EMC:  Friday 1/18/08 1:32 PM
Reference:  Request for Public Comment - 

A study concerning electronic record policy for New York State.

Dear Ms. Sickle,

EMC is pleased to submit the following response to New York State – Office for Technology. Electronic record policy and discovery is a critical focus area for EMC. Under the direction of EMC Associate General Counsel, Andrew Cohen, EMC built a team of lawyers, technologists, and records management specialist’s that work with customers every day to discuss and meet their e-discovery and compliance challenges. Team members are experts in their field and active participants in many industry best-practice groups including the Sedona Conference and EDRM, and are frequent speakers at all national conferences writing on these issues for national and industry-specific publications. 

EMC provides New York State – Office for Technology a broad range of products and services that could address your individual needs for eDiscovery.  Our experience has shown that the best solutions are determined after understanding your specific risks and concerns about eDiscovery, based upon factors including risk assessment, culture, IT infrastructure and other requirements.   

We hope that you will find our response informative and permit us to take the next step with you in your selection process. 

Respectfully submitted,

[Identifying Information REDACTED]
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Executive Summary

EMC is pleased to respond to the State of New York’s RFPC concerning electronic record policy.  EMC recognizes that every customer has a diverse solution set due to varying business needs and the pace at which technology changes.  Therefore, EMC develops products based on an open architecture whenever possible with interoperability in mind.  All products can easily integrate with other vendor solutions and support a very wide range of formats. 

The Government has very diverse lines of business ranging from Healthcare to Public Safety to Environmental concerns.  Each with its own set of regulations and policies, as well as federal and local reporting requirements.  These varied and complex rules in conjunction with government structure make it extremely difficult to appropriately collect, track, maintain and retrieve records efficiently.  EMC proposes process and technology solutions that respect the boundaries of government while allowing a standard architecture to deliver records, documents and data timely and securely regardless of format.

EMC has provided responses to Section I questions and has also provided corporate and product overviews so the State of New York can further understand how EMC contributes to and uses industry best practices to deliver cost effective technology solutions for your business needs.
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General Questions

When the phrases “records management” or “management of electronic records” are used in this RFPC and in the study, those phrases shall mean "the planning, organizing, directing, controlling and other activities needed for effective records creation, records maintenance and use, and records disposition.” 8 NYCRR: Regulations of the Commissioner of Education, Part 188.

With those caveats in mind, please respond to the following general questions:

Question 1. Contact Information: Please provide name, organizational affiliation if any, and means for contacting you (e.g. e-mail address, street address, phone number). Contact information collected in Question 1 will not be displayed on a public website.

EMC Response:  [INDIVIDUALLY IDENTIFYING INFORMATION REDACTED]

Question 2. What mechanisms and processes should the State of New York establish for accessing and reading its electronic records in order to encourage public access to those records?

EMC Response:  EMC recommends that the State of New York should establish a technology standard for capturing and scanning electronic records.  

Storing paper documents in file cabinets or shipping boxes full of paper documents to a warehouse, and leaving emails and other electronic data to lay dormant on multiple users’ computers, or within isolated business repositories is a complacent storage method that is difficult to search and places valuable content at risk. 

Technology solutions available today can replace stagnant and disjointed storage “silos” with a secure and searchable online active archive. 

Creating an archive allows the State of New York to: 

· Transform paper-based storage into an accessible resource. 

· Capture data on arrival, immediately archiving documents while preparing content for later use in business systems. 

· Protect documents from being overwritten by versioning documents and tracking changes to each author. 

· Secure each document with a digital fingerprint and unique address. 

· Search and retrieve content quickly from a central online repository that correlates corresponding documents together. 

· Maximize network bandwidth by relocating archived documents out of a business’s primary production environment. 

EMC’s Archive Services for Imaging is built on shared services for capturing, classifying, retaining, migrating and securing all types of content including paper documents, email, web content, images, rich media and more.

Digitizing State records and creating a web interface to obtain access to government records will save time and money by delivering the information in a timely and automated fashion.

Question 3. What mechanisms and processes should the State of New York establish for accessing and reading its electronic records to encourage interoperability and data sharing with citizens, business partners and other jurisdictions?

EMC Response:  EMC recommends that the State of New York should consider tools and applications that utilize web services to encourage interoperability and data sharing.  Content management applications that use web services APIs make it easier for users to integrate with non-content management applications by using simple language: Create Object, Find User, and by eliminating product-specific methods of accomplishing tasks: universal content transfer.  Ultimately this will enable citizens, business partners and other jurisdictions to easily access the data they need in the appropriate time frame.

Question 4. What mechanisms and processes should the State of New York implement to encourage appropriate government control of its electronic records?

EMC Response:  EMC recommends that the State of New York should consider a comprehensive compliance infrastructure to ensure appropriate control of electronic records.  This infrastructure would include the following components:

· Records Management

· Electronic Signatures

· Security

· Retention Management

· eDiscovery

· Audit logs

These component provide the foundation to enable regulatory compliance, financial compliance, and best practices

Question 5. What mechanisms and processes should the State of New York consider for encouraging choice and vendor neutrality when creating, maintaining, exchanging and preserving its electronic records?

EMC Response:  The vendor community has begun to address the need for long term archiving and preservation of records by participating in various organizations and working jointly to create standards for long term archive and data assess.  EMC teamed with The Storage Networking Industry Association (SNIA) to host the first ever demonstration of multi-vendor solution interoperability enabled via the eXtensible Access Method (XAM -pronounced “ZAM’)) specification.  Developed by EMC and other industry leaders in collaboration with SNIA to be a new technology standard, XAM is a software framework for fixed content storage solutions that enables multi-vendor solution interoperability, data portability, and automated Information Lifecycle Management for long term records retention and regulatory compliance.  This new interface (initially APIs) gives applications a standard interface and metadata to communicate with object storage devices such as those characterized as “Fixed Content Aware Storage” to achieve interoperability. 

The State of New York should make sure that any solution selected for the long term data retention should be based on standards that are jointly developed among the vendor community to prevent against technology obsolescence and limited flexibility based on selection of a proprietary solution. 

As for actual process flow mechanisms, we would recommend implementing an Information Lifecycle Management Strategy (ILM) for data management and retention (See response to question 6).

Question 6. Are there mechanisms and processes the State of New York should establish that are specific to the management of its electronic records in its various life cycle stages (creation, maintenance, exchange, preservation and disposal)?

EMC Response:  Information lifecycle management (ILM) is a powerful IT strategy based on the simple fact that all information is not created equal. Today’s urgent e-mail is more important than last year’s staff memo.  Over time, the value of information keeps increasing or decreasing. That urgent e-mail may become a critical element for legal discovery or just more data cluttering your storage infrastructure. Based on its changing value to your organization, your information requires different levels of accessibility and protection.  That’s ILM.
Get the Most Business Value From Your Information

With ILM, you get the most value from information at every point in its lifecycle. ILM lets you access and mine information to enrich and streamline business processes, identify new revenue opportunities, and remain competitive. It helps you keep your TCO low by optimizing your storage—recognizing that you can’t afford to treat all information the same anymore. And ILM ensures fast access to the critical information that your people—or possibly regulatory agencies and lawyers—need immediately

ILM is more than an innovative IT strategy. It provides the speed and flexibility their businesses need to compete.  ILM can help you meet today's critical IT challenges (http://www.emc.com/ilm/choices/index.jsp?openfolder=all), from regulatory compliance (http://www.emc.com/solutions/compliance/index.jsp) to backup and recovery (http://www.emc.com/solutions/bura/backup/index.jsp).  It can help you reduce costs, streamline processes, and bring new control to your escalating volumes of information.  ILM will also prepare you for the future with solutions (http://www.emc.com/solutions/#?tab1) that grow and evolve with your business needs.

ILM is most efficiently integrated into any organization in three phases (http://www.emc.com/ilm/phases/index.jsp?openfolder=all).  The State of New York can begin using ILM to increase the business value of your information—and to reduce costs.  The first step would be to identify and implement the initiatives that mean the most to your organization—whether you need to focus on consolidation, business continuity (http://www.emc.com/solutions/continuity/index.jsp), optimizing Microsoft Exchange (http://www.emc.com/solutions/microsoft/index.jsp), or other critical challenges.

The Three Phases of Information Lifecycle Management

Choose Where You Want to Start—Depending on Your Business Needs

Implementing an information lifecycle management (ILM) strategy needn’t require a major corporate effort or financial investment.  Many targeted ILM initiatives contribute to an overall reduction in the cost and complexity of managing information over time. 

Implementing Your ILM strategy: A phased Approach

From experience with implementations of all sizes, we’ve learned that ILM strategies are implemented most efficiently in phases—so you can focus on the initiatives that matter most to your organization: ILM offers a Phased approached. 

Figure 1:  Phase 1 - Phase an ILM strategy into your organization by establishing a tiered infrastructure 
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Figure 2:  Phase 2 - Tapping the tiered infrastructure for a key application
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Figure 3:  Phase 3 - Extend ILM across Multiple Applications
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Turning Theory Into Practice

These phases represent the logical progression of ILM within an organization. To see how enterprises across all industries—and around the world—are using ILM to reduce the cost and complexity of managing information, consult our extensive EMC ILM Library.

Information lifecycle management (ILM) is a broad-reaching strategy driven by clear business needs. It streamlines and speeds critical processes—from business continuity protection to consolidating your storage infrastructure for maximum efficiency. 

Question 7. How should the State address the long term preservation of its electronic records? What should the State consider regarding public access to such archived content?

EMC Response:  The State of New York should consider implementing an archiving strategy driven by business rules based on new and established policies.  Performance and security should be considered when instituting information lifecycle management with an archiving strategy.  When data is not in use, it should be moved to lower cost storage during its’ required retention life.  Upon archival, the medium chosen for the data to be stored on will be determined by the response time required by a data request.  If the State of New York is going to implement an online records request application, business rules and an approval process need to be established. 

EMC has solutions to assist the State with securely provisioning archived content to for authorized individuals throughout every step of the process.

Question 8. What changes, if any, should be made to the government records management provisions in New York Statutes? (Please reference those laws which are cited here:   http://www.archives.nysed.gov/a/records/mr_laws.shtml).

EMC Response:  EMC would be happy to partner with New York State in the future as you modify the statutes and implement the associated programs.

Question 9. What constraints and benefits should the State of New York consider regarding the costs of implementing a comprehensive plan for managing its electronic records?

EMC Response:  A governance group would need to be created that would include members of the Executive Department and the Department of State’s office, at a minimum.  We would also recommend members of the Judicial and Legislative branches of government and that legislation is filed to create the group with a defined charter. 

This group would define the business rules associated with managing the electronic records that can then be automated with technology.  If the governance group can not be formed legislatively, it will be difficult to attain the comprehensive plan; including the business rules.  The cost savings is achieved through automation and managing the data appropriately at each stage of its lifecycle.  

The partnership between the Office of the CIO and the Department of State’s Office is critical to the success of a digital archive project.  Through the governance group suggested above, a seamless ownership transition can occur at the archive or purge decision point.  If a record needs to be archived, it then becomes managed by the Department of State and can be electronically stored anywhere instead of printing the record and sending it to the archives.

Question 10. What should the State of New York consider regarding the management of highly specialized data formats such as CAD, digital imaging, Geographic Information Systems and multimedia?

EMC Response:  A simple, scalable, secure storage solution for cost-effective retention, protection, and disposition of a wide range of fixed content—including X-rays, voice archives, electronic documents, e-mail archives, check images, and CAD/CAM designs should be considered for managing highly specialized data formats. Exceptional performance, seamless integration, and proven reliability are a must.  EMC’s Centera product is the online enterprise archiving standard for virtually any application and data type.

Question 11. What constraints and benefits should the State of New York consider regarding potential savings or additional costs associated with the management of defined electronic record formats?

EMC Response:  The State of New York should consider how the records are stored to prevent against technology obsolescence and the bottlenecking associated with the use of proprietary technologies.  The data should be stored in a framework that is not locked into a specific application to restore the data.  The use of meta-data and unique identifiers enables the content to be stored in its true form and independent of any application, thus securing that the data will always be accessible regardless of the longetivity of said application.  

Another consideration is data migration.  With technology evolving as rapidly as it is today, it important to consider how data would be migrated from older platforms to newer platforms as those platforms is retired by the manufacturers.  If there is no automated migration process for the implementation of refreshed storage platforms, then a manual migration would be necessary and this would become extremely costly especially as the archive grows over time.  Storing the archive on tape or optical based solutions does not address this migration concern, as these platforms would require extensive migration service engagements to transfer the data to the newer platforms.

Another consideration with records retention that has major cost implications is the storing multiple copies of the same data.  In many cases, especially with fixed content, there are multiple copies of the same file in existence.  Any technology used to house the archive should be equipped with the ability to save only one copy of the information (single instance storage) and provide a pointer for all other references to the same file.  This capability exists today and is achieved through the use of meta-data and algorithms to create a unique identifier for each record.  If this capability is not implemented then the storage and management costs to house the archive will grow as exponentially as the data itself.  

The solution should support all major platforms including: Microsoft Windows NT, Windows 2000, Windows 2003 Server, and Windows XP Professional, as well as Solaris, Linux, HP-UX, UNIX, iSeries, and z/OS mainframe platforms.

A simple, scalable, secure storage solution for cost-effective retention, protection, and disposition of a wide range of fixed content should be implemented to achieve cost savings.  Online enterprise archiving with exceptional performance, seamless integration, and proven reliability can be implemented for virtually any application and data type.  Automating policies and business rules for fixed content will lower the total cost of ownership by eliminating paper and human intervention at every step for decision making. 

This functionality is not available in tape, optical or traditional disk solutions.

The State of New York’s applications should no longer have to track the physical location of stored information. Instead a unique identifier can be created, based on content attributes, which applications can use for retrieval.

EMC’s Centera solution offers these capabilities.

Question 12. What existing policies and procedures in the private or public sector for the management of electronic records would be appropriate for the State of New York to examine? Please cite specific examples.

EMC Response:  EMC would recommend utilizing the NASCIO relationship to understand what other states are doing in the area.  EMC will suggest to the NASCIO team that this should be a topic at the next conference and can facilitate discussions with customers in other states.

Question 13. Are New York State’s existing standards, regulations and guidelines regarding records management adequate to meet the challenges of electronic records retention? How should these standards, regulations and guidelines be changed?

EMC Response:

EMC would be happy to partner with New York State in the future as you modify the statutes and implement the associated programs.

Corporate Capabilities

EMC Corporation is the world leader in products, services, and solutions for information management and storage. We are a trusted provider of information infrastructure; helping organizations of every size around the world keep their most essential digital information protected, secure, and continuously available.

We are among the 10 most valuable IT product companies in the world. We are driven to perform, to partner, to execute. We go about our jobs with a passion for delivering results that exceed our customers’ expectations for quality, service, innovation, and interaction. We pride ourselves on doing what's right and on putting our customers' best interests first. We lead change and change to lead. We are devoted to advancing our people, customers, industry, and community. We say what we mean and do what we say. We are EMC, where information lives.

We help enterprises of all sizes manage their growing volumes of information—from creation to disposal—according to its changing value to the business through information lifecycle management (ILM) strategies. We combine our best-of-breed platforms, software, and services into high-value, low-risk information infrastructure solutions that help organizations maximize the value of their information assets, improve service levels, lower costs, react quickly to change, achieve compliance with regulations, protect information from loss and unauthorized access, and manage and automate more of their overall infrastructure. These solutions integrate networked storage technologies, storage systems, software, and services.

Helping customers get the most value from their information

Our Mission

Our mission is to help organizations of all sizes get the most value possible from their information and from their relationships with our company. We are a top-tier technology product company and the world leader in systems, software, services, and solutions for building and managing secure and flexible information infrastructures.
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Hopkinton, MA 1748

508-435-1000
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Corporate Profile

EMC Corporation is the world leader in systems, software, services, and solutions for building and managing intelligent, flexible, and secure information infrastructures. We help our customers maximize the value of their information assets by implementing and accelerating powerful Information Lifecycle Management (ILM) strategies. With ILM, our customers can manage information efficiently for the most business value—at every point in the information lifecycle and at the lowest cost.

EMC – A world-leading technology company dedicated to ILM and next-generation information‑infrastructures

EMC Public Sector

EMC helps a wide range of public sector organizations—local and national, small and large, around the world—transform government with innovative information communications technology.

Modernize your IT infrastructure to optimize information access and value

EMC—working with our network of experienced partners—provides complete, intelligent information infrastructure solutions based on a clear vision for how technology can improve governmental operations. Strengthen overall capabilities related to government preparedness. Reduce costs and boost operational efficiency. Manage and protect content more effectively.

Here is a list of areas where EMC can help you transform your organization:

· Revenue, Finance, and Taxation – Optimize financial systems while protecting sensitive data.

· Regulatory Compliance – Track, monitor, and enforce compliance with critical regulations.

· Public Health – Provide improved service delivery while increasing efficiency.

· Public Safety and Justice – Increase preparedness by updating your technological infrastructure and aligning related functions.

· Education – Support efficient delivery of quality education services

· Transportation, Planning, and the Environment – Create an efficient infrastructure to support planning-intensive processes. 

· Social/Human Services and Benefits – Deliver high-quality, workflow-based services while maximizing efficiency and cost savings.

· Defense and Intelligence – Create a comprehensive, integrated IT infrastructure for gathering, sharing, and protecting critical intelligence

Focus on your most critical challenges

Our solutions combine systems, software, services and support to help organizations like yours focus on these critical challenges:

· Improving the quality of services – Deploying new services, creating easy access to needed information, reducing risks—these are just some of your potential challenges. Connect with constituents and other groups with powerful online interfaces, enabling faster response and new levels of self-service. With e-portals, call centers, online information kiosks, and more, EMC helps you reach out with critical information and updates.

· Optimizing functions and processes – Streamline, automate, and consolidate core processes—from HR to payroll to legal to procurement. Bring new efficiency to content management, cross-functional data sharing, automation, and other processes—such as replacing paper-based processes with all-digital workflows. We’ll help you access, search, and share diverse information more easily. And we enable you to protect this information with solutions for managing, backing up, and archiving any amount of data.

· Enhancing your IT infrastructure – With EMC solutions, you can consolidate older systems and isolated applications, add monitoring and management to critical network environments, develop lifecycle management practices, and achieve greater cost-effectiveness. A modernized information infrastructure lets you consolidate for greater efficiency and improve citizen services.

Solution Briefs available for more information:

· EMC Centera Archive Solutions for State & Local Governments
· Content Archival & Retrieval with EMC Documentum
· Crisis Management for Government
· EMC Documentum solutions for Government
· 911 Call Recording Solution with NICE
· Recovery Management
· Surveillance Analysis and Management Solution
Additional information available:

· EMC Perspective: Achieving Operational Excellence in Government
· EMC Secure Select Support
EMC Public Sector – Serve citizens better by sharing information, streamlining Information Technology, and optimizing processes

Revenue, Finance, and Taxation

Leading finance, taxation, and treasury groups of all sizes and nationalities rely on EMC solutions and consulting services to responsibly protect and share their financial data. Look to us for help optimizing the design and implementation of your organization’s tax, treasury, and other finance systems. And to more efficiently and safely manage, share, move, and protect your sensitive financial data.

Transform your financial processes

When faced with critical information management challenges—such as taxation collection, payment processing, e-government delivery, fraud reduction, intra-departmental processing, security, and more—you need to manage data effectively throughout its lifecycle. EMC provides best practices and proven methodologies to help you transform your financial processes. So you can more easily address the complexities of high data volumes, sensitive information, and data from diverse sources.

For example, with EMC’s powerful case management solutions, you can track taxation appeals, monitor agency or departmental transactions, document audits, and more. And we can also help your organization establish clear processes and policies for accessing, storing, backing up, archiving, and erasing financial information.

A wide range of solutions for managing your financial data

With solutions from EMC and our partners you can:

· Assess, evaluate, and plan a reliable, efficient architecture and network for your critical financial data.

· Consolidate multiple financial functions into a single, flexible, rules-based solution.

· Capture and store data efficiently, streamlining a wide range of citizen-based financial services.

· Comply with a wide range of regulations by handing financial data in a consistent, responsible manner.

· Consolidate disparate silos of information into a centralized infrastructure, providing more accurate, consistent information management.

Draw upon our unique combination of experience and proven solutions in regulatory compliance, consolidation, content management, backup and archiving, data protection, and other critical areas. With EMC solutions, your public sector organization can manage and protect financial data with optimal efficiency. And you can use your IT resources and budget to their best possible advantage.

Revenue, Finance, and Taxation – Bring new efficiency and accountability to any financial process

Regulatory Compliance

Governmental organizations at all levels need to create, establish, enforce, and monitor regulations—from environmental rules to financial regulations to project and grant accounting. Establishing and enforcing these mandates and regulations is a critical challenge that demands new, more effective methods of collecting, processing, protecting, and reporting information.

Establish efficiency systems for ensuring compliance

EMC provides comprehensive solutions and expert consulting services in all areas of regulatory compliance. We help you track activity and monitor compliance with regulations of all types. Our solutions enable you to collect, track, share, and consolidate compliance-related information in an efficient, cost-effective manner.

A wide range of solutions for regulatory compliance

With best practices and proven methodologies, we can help your organization create efficient systems for ensuring compliance. From e-Discovery to tracking to reporting, EMC and our partners provide the tools, technologies, and comprehensive solutions you need to:

· Collect compliance-related data from multiple sources.

· Share information quickly and safely across departments or organizations.

· Consolidate information for centralized monitoring and management.

· Store information securely for specified retention periods.

Draw upon our strengths and proven solutions in regulatory compliance, data collection, content management, backup and archiving, and other critical areas—to address your most critical operational requirements and information management challenges. With EMC solutions, your public sector organization can track and monitor processes with optimal efficiency—and to reduce costs while ensuring increased levels of compliance.

For more information:

· EMC Solutions for Compliance
· Enabling Regulatory Compliance through ILM
Regulatory Compliance – Enforce and monitor standards to ensure compliance

Public Health

Public sector organizations around the world are increasingly challenged by efficient delivery of public health services. With more citizens to serve—and faced with increasingly complex delivery systems—organizations such as yours often struggle to deliver health services in a timely, efficient, and cost-effective manner.

Bring new efficiencies and capabilities to your public health service delivery

By leveraging information communications technology (ICT) we can help you significantly improve service delivery and efficiency. And meet your most demanding information access, storage, and management challenges. Tap our public health knowledge and experience, innovative technologies, and proven solutions in: content management, collaborative case management, data sharing, information security, backup and archiving, data retrieval solutions, and more.

With EMC solutions for public health you can:

· Manage health-related information – Including documents, records, and cases—efficiently and safely throughout the entire information lifecycle.

· Deliver citizen-focused online services – Enabling rapid access to information and managing requests for assistance, claims processing, and more.

· Transform outdated processes and procedures – Transform outdated processes and procedures into integrated, user-friendly, and efficient systems—for improved service delivery and cost containment.

Benefit from our strengths and experience

Public health organizations around the world benefit from EMC solutions. Our strategic consulting methodologies draw upon best practices from a variety of engagements. With help from our global team of consultants specializing in healthcare information management systems—and our experience developing state-of-the-art delivery strategies—your organization can optimize service levels, fill delivery gaps, and reduce costs.

For more information:

· EMC Solutions for Healthcare-Life Sciences
Public Health – Provide and manage high-quality services more efficiently

Public Safety and Justice

Public safety and judicial responsibilities pose significant challenges at all levels across the public sector. Your organization needs an efficient, advanced information and communications infrastructure to keep citizens safe under a wide range of conditions—and to be prepared for any possible event—natural or manmade. Plus, the judicial process (i.e., courts, jails, probation) depends heavily on case management, security, information protection, and other capabilities.

Be prepared with EMC

EMC and our specialized partners can help your organization integrate, modernize, and automate—so you can improve services and respond more quickly to any challenge. We help law enforcement and public safety officers access the information they need—quickly and easily. Industry-leading business continuity solutions help key groups recover from power failures, storms, accidents, and terrorist attacks—keeping vital safety information accessible when it’s needed most. And advanced solutions facilitate crisis management among multiple departments and agencies—enabling seamless sharing of data, efficient project coordination, and rapid collaboration.

Establish new communication and collaboration

We help governmental organizations prepare and plan by sharing information seamlessly, protecting critical information, and establishing alternate access plans. And in situations when minutes matter, EMC mobile content delivery solutions can be used to transmit information and updates to wireless devices used by first responders, such as police, firemen, and public safety workers. And our surveillance analysis and management system (SAMS) enables efficient storage management, and analysis of surveillance data.

Manage cases efficiently and collaboratively

From local to national to international, all justice systems require efficient handling and processing. With collaborative case management, EMC provides new capabilities for records management—helping you bringing together data from diverse sources. Now multiple groups can communicate and collaborate more effectively—speed progress and boost efficiency.

With EMC information security solutions, sensitive information (including juvenile records, jail information, and court cases) remains safe and secure at all times. Our industry-leading storage, backup, and archiving solutions help you manage public safety and justice information throughout its entire lifecycle.

Solution Briefs available for more information:

· 911 Call Recording Solution with NICE
· Mobile Content Delivery
· Surveillance Analysis and Management Solution
Public Safety and Justice – Improve preparedness by strengthening your IT infrastructure

Education

Information management is central to effective functioning and delivery of the educational process—whether protecting valuable student records, providing collaboration tools for the sharing of university research data, or bringing innovative technologies to the classroom.

Improve the quality of your organization’s educational services

EMC is a trusted solutions provider for a range of institutions—from those promoting childhood learning to universities and beyond. Let our information and content management experts work with you to assess your needs and design efficient solutions for meeting them.

Together with our specialized solution partners, we help educational organizations worldwide supplement and enhance traditional teaching methods with new online capabilities. We also help deliver new efficiencies to administrative processes for improved student service.

Keep critical student information secure and accessible

With EMC you can keep your critical information network reliable and available to enable uninterrupted services and to maximize returns on your IT investment. We also help improve the effectiveness of core processes—from enabling online applications to more efficiently handling and processing student records to safely backing up and archiving student data. And with EMC you can protect critical student information, keeping it secure and accessible at all times with advanced business continuity solutions.

A smarter way to support education

Now you can bring new levels of automation to your IT infrastructure with our EMC Smarts family of resource management solutions. And our advanced, reliable solutions for content management and storage can support a department, an entire school—or an extensive university system.

Education – Support efficient delivery of quality education services

Transportation, Planning, and Environment

Manage information, content, and processes more efficiently to meet your most critical challenges—even with limited funding. EMC helps governments and agencies of all sizes establish and enforce clear policies and create efficient processes for addressing planning-intensive challenges.

Learn how we can help you to meet your organization’s mission by maximizing the value of your information—through an efficient information infrastructure:

Transportation – Manage massive amounts of data for safer, more efficient transportation

Plan, build, manage, and protect roads, subways, and other transportation systems. And be prepared for the possibility of terrorist attacks. Highly efficient EMC information storage management solutions can help you handle the high volume of data required to plan, operate, and monitor a transportation system. And our powerful Surveillance Analysis and Management System (SAMS) enables efficient storage, management, and analysis of the massive amounts of imaging data captured by surveillance systems.

Planning – Strengthen communication and collaboration capabilities

Provide critical services involving multiple public service organizations. With powerful content management solutions and best practices from EMC, you can enable new levels of collaboration and data sharing among key organizations, such as government representatives, police, fire, security officers, and disaster relief organizations. Planning for emergencies (natural disasters and terrorist events) adds a new degree of urgency. We can help you deploy best practices for preparedness—keeping your organization operating optimally under all circumstances.

Environment – Leverage advances in ICT to monitor, track, and enforce compliance

Monitor and enforce compliance with environmental regulations—such as air and water quality and protection of natural resources. Our solutions help you track and report on compliance, quickly and easily—using Information Communications Technology (ICT) to help your organization protect the environment. For example, you can integrate investigative casework, correspondence management, and other critical data with EMC’s case management solutions.

Transportation, Planning, and Environment – Bring your fixed content online for more business value

Social/Human Services and Benefits

Modernize your IT infrastructure—and deliver new levels of citizen services

Providing social services and benefits comes down to a central challenge—delivering high-quality services in a cost-effective manner. Now your organization can deliver exceptional services to more citizens, while optimizing your IT infrastructure and cutting costs. With EMC solutions you can consolidate, modernize, and streamline important functions—to effectively transform your IT infrastructure. The result: better information sharing, enhanced collaboration, and new efficiencies throughout your organization.

Optimize information access—and be prepared to manage growing amounts of data

EMC can help your organization ensure that all citizens have fast, easy access to information about services, program qualifications, and applicable processes and procedures. And as your programs expand and reporting processes become more complicated, we can help you be ready with a powerful, scalable IT infrastructure—that enables you to rapidly access and manage large amounts of detailed data.

Focus on your most critical IT challenges

Our advanced, reliable solutions for collaboration, consolidation, business continuity, content management, and more can help you transform core processes, your IT infrastructure—and your organization. EMC brings advances to information sharing between agencies and departments via collaborative case management—and we can help you more effectively back up, recover, and archive vital citizen data, as well as services and benefits information—all while protecting this sensitive data.

Social/Human Services and Benefits – Improve service delivery with an enhanced IT infrastructure

Helping a Wide Range of Customers Benefit from ILM

EMC works with organizations around the world, in every industry, in the public and private sectors—and of every size, from startups to the Fortune 500. Our customers include banks and financial services firms, manufacturers, healthcare and life sciences organizations, Internet service and telecommunications providers, airlines and transportation companies, educational institutions, public-sector agencies, and more.

Our Customers

Our customers turn to us for industry-leading products, services, and solutions that help them get the most business value from their information, improve service levels, position their organizations for growth and change, comply with regulations, and protect key information assets. Our expertise encompasses ILM, content and storage resource management, virtualization, information security, business continuity, and many other key business and IT capabilities.

Comprehensive Solutions for Today’s Business Challenges

We help our customers meet their critical business challenges with an industry-leading array of offerings:

· Systems – EMC is a top-tier technology company that offers the industry’s broadest line of tiered storage platforms and technologies—providing a comprehensive range of performance, scalability, functionality, and connectivity options. At prices to fit all budgets.

· Software – EMC offers the industry’s broadest, most robust line of information infrastructure software for addressing critical business challenges such as: archiving, backup and recovery, business continuity and availability, collaboration, content management, data mobility and migration, resource management, virtualization, and more.

· Services – EMC provides expert information management and storage services—including comprehensive consulting services, implementation and integration, onsite operational support, as well as industry-leading training and customer support.

· Solutions – Complete, best-of-breed information management and storage solutions combine EMC and partner products and services to address specialized industry and business and application challenges—as well as the needs of small and medium businesses and mid-size enterprises.

Advancing ILM

EMC is a trusted information infrastructure provider—due to our early and sustained focus on ILM, our core strategy. Now EMC is advancing ILM to a new level, enabling our customers to extract, archive, and access information across multiple applications.

Leading the Way

EMC in Leaders Quadrant for Storage Resource Management Software

Evaluation Based on Completeness of Vision and Ability to Execute

HOPKINTON, Mass. – March 22, 2007 – EMC Corporation (NYSE:EMC), the world leader in information infrastructure solutions, announced it has been positioned by Gartner, Inc. in the “Leaders” quadrant of the “Magic Quadrant for Storage Resource Management and SAN Management Software, 2007”† report. EMC addresses this market with its Resource Management portfolio, which includes EMC ControlCenter®, Smarts®, and VisualSRM™ software families.

Gartner describes market leaders as having “the highest combined measures of an ability to execute and a completeness of vision. They have the most comprehensive and scalable products. They have a proven track record of financial performance and an established market presence. In terms of vision, they are perceived as thought leaders, having well-articulated plans for ease of use, how to address scalability and product breadth.” (Gartner, Inc., "Magic Quadrant for Storage Resource Management and SAN Management Software, 2007", by Dave Russell and Robert Passmore, March 19, 2007)

EMC in Leaders Quadrant for Information Storage Services

HOPKINTON, Mass. – June 22, 2007 – EMC Corporation (NYSE: EMC), the world leader in information infrastructure solutions, announced that it has been positioned by Gartner, Inc. in the “Leaders” quadrant of the “Magic Quadrant for Storage Services, 2Q07” report. (1) Gartner Inc.’s Magic Quadrant positioned EMC based on its completeness of vision and ability to execute. According to the Gartner report, “leaders are performing well today, have a clear vision of market direction, and are actively building competencies to sustain their leadership position in the market.”

EMC in Leaders Quadrant for Enterprise Content Management

Evaluation Based on Completeness of Vision and Ability to Execute

HOPKINTON, Mass. – September 27, 2007 – EMC Corporation (NYSE:EMC), the world leader in information infrastructure solutions, announced it has been positioned by Gartner, Inc. in the “Leaders” quadrant of the “Magic Quadrant for Enterprise Content Management, 2007”† report. EMC addresses this market with its Documentum and Captiva family of products.

Gartner describes market leaders as having “the highest combined scores for their ability to execute and completeness of vision. They’re currently doing well and are prepared for the future with a clearly articulated vision. In the context of content management, they have strong channel partners, a presence in multiple regions, consistent financial performance, broad platform support and good customer support. In addition, they dominate in one or more technology or vertical markets. Leaders can deliver a comprehensive ECM suite by having all six core components and proven enterprise scalability.”†

Financial Information – Investing in Innovation

2007

Third Quarter Results

EMC Corporation (NYSE:EMC), the world leader in information infrastructure solutions, announced record third-quarter revenue and net income. EMC has now delivered seventeen consecutive quarters of double-digit revenue growth marked by strong, balanced execution across all its business lines and major geographies.

· Total consolidated revenue for the third quarter of 2007 was $3.3 billion, an increase of 17% over the $2.8 billion reported for the third quarter of 2006. 

· GAAP net income for the third quarter of 2007 was $492.9 million or $0.23 per diluted share, 77% higher than the GAAP earnings per diluted share of $0.13 reported for the year-ago period. GAAP net income for the third quarter of 2007 includes net gains of $115.2 million, primarily from the sale of six million shares of EMC’s interest in VMware to Cisco Systems. Excluding this item, net income was $377.8 million or $0.17 per diluted share, an increase of 31% year-over-year.

· During the quarter, EMC generated operating cash flow of $718 million; an increase of 57% compared with the same period a year ago and free cash flow of $475 million, an increase of 124% year-over-year.

Second Quarter Results

EMC Corporation (NYSE:EMC), the world leader in information infrastructure solutions, today reported record second-quarter revenue and strong profit growth marked by double-digit revenue growth in its systems, software and services businesses and across all major geographies. EMC has now delivered double-digit top-line growth for 16 consecutive quarters.

· Total consolidated revenue for the second quarter of 2007 was $3.12 billion, 21% higher than the $2.57 billion reported for the second quarter of 2006. 

· GAAP net income for the second quarter of 2007 was $334.4 million or $0.16 per diluted share, 33% higher than the GAAP earnings per diluted share of $0.12 reported for the year-ago period. 

· EMC generated strong operating cash flow of $622 million, an increase of 59%, and free cash flow of $422 million, an increase of 123%, compared with the same period a year ago. 

First Quarter Results

EMC Corporation (NYSE:EMC), the world leader in information infrastructure solutions, today reported record first-quarter revenue and strong profit growth. Highlights of the quarter included increased demand for VMware virtual infrastructure solutions and RSA information security software and accelerating growth in the company's Asia-Pacific and Japan operations. 

Total consolidated revenue for the first quarter of 2007 was $2.98 billion, 17% higher than the $2.55 billion reported for the first quarter of 2006. 

GAAP net income for the first quarter of 2007 was $312.6 million or $0.15 per diluted share, which included a $0.01 per diluted share tax benefit. GAAP earnings per diluted share for the first quarter was 36% higher than the GAAP earnings per diluted share of $0.11 reported for the year-ago period.

2006

2006 was the biggest revenue year in EMC’s 28-year history and its fourth year in a row of achieving profitable, double-digit revenue growth. Total consolidated revenues for 2006 were a record-setting $11.2 billion, and net income for 2006 grew to $1.2 billion, or $0.54 per diluted share. From 2003 to 2006, EMC’s total consolidated revenues have climbed 79 percent, and its net income has grown by 147 percent.

During 2006, EMC invested nearly $8 billion in the company with the expectation of increasing long-term returns for shareholders. We invested nearly $4 billion in research and development and strategic acquisitions, enabling us to strengthen our core capabilities, expand our powerful portfolio of innovative technologies and solutions, and extend our reach into new, rapidly growing markets.

Increasingly, we are conducting our investment activities in research and development and acquisitions on a global scale, and in 2006, we announced our intention to invest more than $1 billion in India and China to expand our presence in these quickly growing markets. Including this presence in Asia, EMC now has software development centers in Belgium, China, India, Ireland, Israel, Russia, and the United States.


In 2006, we exceeded our share repurchase goal for the year by using approximately $3.8 billion to repurchase 302 million shares and retire $125 million of convertible debt, reducing our outstanding shares by 11 percent by the end of the year. We believe that using our healthy cash resources to reduce overall share count is an effective way to return value to our shareholders, and we will continue these efforts in 2007.

The focus we have placed over the past few years on strategic planning, internal research and development, and targeted acquisitions has provided us with the industry’s most comprehensive, best-in-class product, solutions, and services offerings in four of the fastest-growing areas in IT: information storage, content management and archiving, information security, and server virtualization. In fact, we have organized our global business around these four segments.
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Strategic Acquisitions

EMC has acquired over 20 software companies over the last 5 years. Here is a list of some of the more strategic acquisitions:

Figure 1. EMC’s Recent M&A History
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Table 1. Some of the more strategic acquisitions

	Company
	Date
	Acquisition
	Result

	Data General 
	1999
	A leader in mid-range storage systems and software.
	The addition of DG’s CLARiiON technology paved the way for EMC to broaden its platforms family and offer a full range of networked storage platforms to address from the entry-level up to high-end.

	Softworks 
	2000
	A leading provider of enterprise data, storage and performance management software.
	Softworks IP became an important component of EMC’s ControlCenter software family, the Enterprise Storage Resource Market leader.

	Digital Bitcasting 
	2000
	A provider of MPEG-related software.
	Incorporated IP into EMC’s media solutions.

	Avalon Consulting Group
	2000
	A manufacturer of software to manage vast amounts of data in video and other rich media formats.
	Today, Avalon, an EMC company, is the market leader for data storage in the television broadcast industry.

	CrosStor
	2000
	A leader in high-performance software for networked storage systems.
	The IP obtained through the CrosStor acquisition has been integrated into EMC’s Celerra NAS systems.

	Terascape
	2000
	A leading provider of storage performance software, specializing in performance management for Oracle database environments.
	Terascape Software’s strengths in storage performance tuning and monitoring has been incorporated into EMC Workload Analyzer, one component of EMC’s Auto IS strategy.

	FilePool 
	2001
	A Belgium-based software company specializing in securing, filing and retrieving data.
	Basis for Centera, which is EMC’s fastest growing product and has shipped 4 petabytes in its first year of availability.

	Luminate
	2001
	Software developer specializing in performance monitoring software for storage-intensive applications and operating environments.
	Foundation for EMC Link, a hosted EMC offering that provides application-to-storage monitoring to simplify problem identification and analysis.

	Prisa
	2002
	A privately held supplier of storage area network (SAN) management software.
	Prisa's software, which is optimized for managing small to medium SAN environments, further augments EMC's ability to deliver automated networked storage capabilities from the entry level to high-end.

	Astrum 
	2003
	A privately held supplier of SRM software for multi-platform, mid-tier storage environments.
	Astrum’s software, which is optimized for automated file management, file level reporting and capacity utilization in small and medium networked storage environments, compliments EMC’s existing SRM software portfolio.

	Legato
	2003
	A worldwide leader in software solutions and services for information lifecycle management.
	The addition of LEGATO’s strengths in heterogeneous information protection and recovery, automated availability, and email and content management will expand EMC’s market-leading portfolio of open storage software.

	Documentum Inc.
	2003
	Documentum’s enterprise content management software allows organizations to proactively manage their unstructured content — from electronic documents such as Web pages and spreadsheets to medical records and audio/video content — and leverage that content to power business operations and gain competitive advantage.
	By incorporating intelligent content management with EMC’s market-leading open software for data protection, storage management, and information management, and market-leading networked storage platforms, customers will be able to better align their content with their information infrastructure based on its value over time.

	VMware, Inc.
	2003
	VMware's technology enables multiple operating systems — including Microsoft Windows, Linux and NetWare — to run simultaneously and independently on the Intel-based server or workstation and dynamically move live.
	The acquisition of VMware will play a key role in EMC's strategy to help customers lower their costs and simplify their operations by deploying virtualization technologies across their heterogeneous IT infrastructure to create a single pool of available storage and computing resources.

	Dantz
	2004
	A privately held supplier of backup and recovery software for small and midsize business (SMB).
	Dantz’s products provide advanced technology complementary to EMC’s in disk-based backup and recovery. The addition of Dantz will help EMC further extend its reach and offer customers products that span the entire backup and recovery market, including the fast-growing SMB segment.

	SMARTS
	2004
	A fast-growing, privately held technology leader in event automation and real-time network systems management software.
	SMARTS will enable EMC storage management software to intelligently correlate, determine root case problems and present a plan of action for critical problems across the storage network.

	Rainfinity
	2005
	A privately held company with customers spanning a variety of industries, such as financial services, manufacturing, and technology.
	Rainfinity, with its patented Network File Virtualization technology, enables non-disruptive data movement in multi-vendor NAS environments reinforcing EMC’s position as a technology leader in virtualization.

	Captiva
	2005
	A leading provider of input management solutions which provides for the conversion, indexing and processing of paper-based information to digital formats.
	Captiva’s market leading products transform costly and inaccessible paper records into instantly usable electronic business information, resulting in faster business processes and more accurate and timely response in regulatory compliance situations plus automating information lifecycle management (ILM).

	Internosis
	2006
	A privately held IT services firm that specializes in IT strategy, application development, IT infrastructure and managed services for MS environments.
	Internosis will significantly expand EMC’s services reach and capabilities, help to further accelerate customer adoption of information lifecycle management solutions, and improve on our ability to provide specialized services and complete solutions for our customer’s rapidly growing MS-based environments.

	Authentica
	2006
	A privately held Lexington, MA-based provider of digital rights management (DRM) technology.
	Authentica augments Documentum’s industry-leading security capabilities and will allow Documentum and eRoom users to maintain the same control over – and audit access to-content distributed outside the Documentum environment, outside the corporate firewall, and over the Internet.

	Interlink
	2006
	A privately held North American-based IT professional services firm that specializes in application development, IT infrastructure, enterprise integration, enterprise content management and customer relationship management for Microsoft environments.
	Interlink’s portfolio of services and solutions complements EMC’s existing Microsoft services capabilities around strategy, infrastructure and application development and managed services. Interlink also adds specific expertise related to Microsoft Dynamics customer relationship management software.

	Kashya
	2006
	A privately held provider of enterprise-class data replication and data protection software.
	EMC is enhancing the market’s broadest set of capabilities for virtualizing and safeguarding the world’s information by combining Kashya’s rich portfolio of heterogeneous replication software with our industry leading virtualization and continuous data protection technologies.

	nLayers
	2006
	A privately held company leading the industry in application discovery and mapping software.
	nLayer further expands EMC’s resource management portfolio, enhancing EMC Smarts’ ability to conduct automated comprehensive root-cause and impact analysis across all technology domains – including networks, applications and storage.

	ProActivity
	2006
	A privately held provider of content management software for business process management (BPM).
	ProActivity’s patented design solution provides customers with the tools they need to optimize end-to-end processes and are complementary to EMC Documentum process modeling, process execution and process integration capabilities.

	Verid, Inc.
	2007
	A privately held information security technology leader based in Florida that delivers knowledge-based authentication solutions to millions of users worldwide, through some of the largest consumer-facing financial institutions, telecom providers and retailers.
	The addition of Verid marks a significant enhancement in EMC's commitment – through its RSA division – to providing protection, visibility and business acceleration at every point of the user verification process. RSA is now strongly positioned to offer continuous security: starting with the initial user identity verification and maintaining perpetual vigilance throughout the lifecycle of the relationship, across the various channels of user interaction.

	Tablus Inc
	2007
	A leading provider of data loss prevention solutions based in San Mateo, California.
	The Tablus solution will add industry-leading data discovery and classification, monitoring, and data loss prevention capabilities to RSA’s data security portfolio, helping to enable the company to better meet the market’s need for information-centric security by: finding and identifying sensitive data; preventing that data from “leaking” outside the organization; and simplifying the management of data security through policy-driven controls.

	BusinessEdge Solutions
	2007
	A growing, privately held, industry-focused business and technology consulting firm headquartered in the United States
	The new information management services practice, a critical element in EMC's professional services growth strategy, will help its largest customers in key industry verticals get the most business value from their information and drive business impact from their information management investments.

	Berkeley Data Systems, Inc.
	2007
	A privately-held provider of online information backup and recovery services.
	Berkeley Data Systems provides Mozy - the industry’s premier online subscription services for the protection of data that resides on desktops, laptops and remote office servers.


Total Customer Experience (TCE)

EMC’s customers have the right to expect quality and service worthy of a global leader. As a company, EMC is committed to creating the most positive Total Customer Experience (TCE) in our industry.

Our Challenges

As your IT environment and your business become more complex, so does EMC’s solutions. EMC faces the same challenge as our customers—to maintain and improve quality in the face of this ever-growing complexity. EMC’s approach to this challenge is a company-wide commitment to consistently exceed our customers’ expectations through a Six Sigma-oriented total customer experience program. This global effort is designed to make certain that EMC research, manufacturing, sales, implementation, and services keep pace with your information management requirements.

EMC’s TCE commitment involves:

· Improving development, manufacturing, and service processes to serve you better

· Establishing and standardizing continuous dialog with customers

· Adding resources to serve you better

Our goal is to be the best TCE in our industry, built on direct participation by the customers we serve

Improving Processes

TCE begins with internal processes associated with product development, manufacturing, and customer service. By applying Six Sigma discipline to these processes—Six Sigma is the analytical structure that promotes consistency by minimizing deviations from quality standards—we build customer-related metrics into our standards of performance and success. This translates into new processes for technical escalation and solution development that resolve customer issues quickly and guide new offerings.

Beyond internal business readiness, TCE influence is changing the way EMC does business in the field. TCE guides pre-sales activity from both our Technology Solutions and Sales teams, through implementation to post-sales service and consultation, to make sure that you have immediate access to the resources you need to resolve issues quickly.

Continuous Dialog

Success with TCE—for EMC and for our customers—depends on communications. By creating and standardizing ongoing dialogs with customers, we can measure EMC’s progress and corporate performance in terms of your feedback and success.

Through regular interaction and business reviews we will learn directly from you what we’re doing well, where we can improve, and what you need in the future to continue managing your rising tide of information. You will have a direct link to senior EMC management, should you need it, augmenting your day-to-day contact with our sales, services, and training organizations.

Adding Resources

As the TCE initiative takes root throughout EMC, we have already increased our investments in customer service and the systems that help you do business with EMC. Through our TCE-driven dialog with you and other customers, we will learn where future investments need to be made. By focusing all of EMC on your needs and circumstances, EMC’s TCE initiative guides investments company-wide, giving our customers:

· Consistent product stability and quality.

· The ability to manage complexity.

· Responsive services and support.

· Maximum value from your information lifecycle management (ILM) investments.

· A trusted, consultative partner in EMC.

From you, we ask only that you participate in our customer dialog process and business reviews, and give us honest feedback on how we’re doing and what you need from EMC.

Our Promise

Our TCE promise to you is four simple points:

· We will deliver the highest-quality products, solutions, and services.

· We will drive simplicity in every aspect of our relationship.

· We will set the right expectations.

· We will always follow through on our commitments.

A Worldwide Presence

Established in 1979 and based in Hopkinton, Massachusetts, EMC is represented by more than 100 sales offices and distribution partners in more than 50 countries—and has the world’s largest storage-dedicated direct sales and service force. Many of the world’s major computer companies resell EMC systems and software, including Dell, NEC, Fujitsu Siemens, Unisys, Groupe Bull, and NCR. To better serve our customers, EMC has also formed alliances with leading software, networking, and services companies—including Cisco, Microsoft, SAP, Oracle, Accenture, and EDS.

EMC products are manufactured and developed in Massachusetts, North Carolina, California, and Ireland. In addition, EMC has R&D facilities in Massachusetts, North Carolina, Belgium, China, France, India, Israel, and Japan—with customer support centers in Australia, Massachusetts, Ireland, and Japan. EMC holds the most stringent quality management certification from the International Organization for Standardization (ISO 9001), and its manufacturing operations hold an MRP II Class A certification.

EMC currently has in excess of 1200 granted patents worldwide. These patents cover EMC’s many innovations, including the hardware and software technologies used in its diverse product offerings. For example, EMC has patents that cover remote and local mirroring, caching, internal communications on the storage system, zoning, access control, arbitration schemes, and controller architectures. We also have over 1200 pending patent applications and a very active patent filing program.

EMC employs more than 27,000 people worldwide, including about 8,000 in Massachusetts. The company’s stock is traded on the New York Stock Exchange under the symbol EMC and is a component of the S&P 500 Index.
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EMC Energy Efficiency Advantages
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Today’s data centers face critical energy issues—power and cooling limitations, high energy demands and costs, and even outages from overburdened power grids. Meanwhile, data growth continues to increase. EMC can help—with the advanced tools and services you need to optimize energy efficiency in your data center.

Optimize for increased utilization and efficient power use

Conserving power means optimizing your entire infrastructure. Through your information lifecycle management (ILM) strategy, you get more value from your data. But ILM also helps you increase utilization, conserve power, and cut costs. EMC makes it happen with scalable tiered storage solutions, advanced software and tools, and innovative new services.

Get proven advice to maximize your data center efficiency

EMC Energy Efficiency Services can help you make your data center as power efficient as possible. Our experts leverage comprehensive methodologies to evaluate power consumption within your current infrastructure and develop effective strategies for maximum power savings and future expansion. Tap our best practices and unequalled global services experience to recommend and design an energy-efficient solution.

Benefit from energy-efficient storage design

Using advanced tools like the EMC power calculator, EMC experts help you to manage more data, more efficiently—while significantly reducing power and cooling costs. EMC storage platforms are designed to consume less energy per terabyte than alternative solutions. For example, in consolidated and tiered storage environments, the EMC Symmetrix DMX-3 950 reduces energy use by as much as 70 percent compared to alternatives.

Tap energy-saving software capabilities—from active archiving to virtualization

· Virtualization optimizes and consolidates servers, reduces IT costs, and enables lower energy consumption in your data centers. Powerful EMC virtualization solutions, such as VMware, can help you consolidate servers by a 20:1 ratio—increasing capacity utilization and eliminating unnecessary infrastructure. 

· Data and file mobility software—such as EMC EmailXtender, DatabaseXtender, and DiskXtender—lets you move data seamlessly to the right level of storage—enabling efficient tiered storage that saves power. 

· With backup, recovery, and archiving solutions you can move data from your production environment to cost-effective, power-efficient archives. And EMC Centera content addressed storage delivers active archiving and single-instancing of data—to streamline archiving and conserve energy.

And look to EMC for further innovations as we continue to invest heavily in research and development programs aimed at reducing your energy and cooling costs.

EMC Energy Efficiency Advantages – Reduce power and cooling costs by optimizing data center efficiency

Fast Facts

· In 2006, EMC’s Joe Tucci was named the top CEO in the IT hardware industry for the second straight year by readers of Institutional Investor. Tucci, who ranked #1 ahead of Apple’s Steve Jobs (#2) and Hewlett-Packard’s Mark Hurd (#3), was among the managers selected by more than 1,700 analysts and portfolio managers in the magazine's annual ranking of America’s Best CEOs.

· EMC grew its revenues 17% to $9.66 billion in 2005. During the year the company invested more than a billion dollars on research and development to drive the most prolific rollout of new products in the company’s history.

· According to IDC, EMC is the revenue share leader in the external storage systems and storage management software markets. EMC was also ranked #1 in revenue share in the following market segments: external RAID systems, networked storage systems, SAN systems, NAS systems, replication software, and storage resource management software. In the fourth quarter of 2005, EMC continued to outpace competitor growth in the iSCSI SAN and the backup and archive software segments.

· According to Gartner, EMC is the 2005 revenue growth leader among the nine largest content management software providers.

· In 2005, Gartner Group placed EMC at the top of the Leaders Quadrant in the following 2005 reports: “Magic Quadrant for Enterprise Content”, “Midrange Enterprise Disk Arrays”, “SRM and SAN Management Software” and “Storage Services”. The evaluations considered EMC’s vision and strategy together with the completeness, maturity, and interoperability of the company’s offerings.

· In September 2005, EMC was recognized as the primary storage provider for the largest commercial database identified in Winter Corporation’s TopTen Program survey—a 100.4TB Oracle database. Survey respondents also identified EMC as the most widely used primary-storage provider. And more than twice as many survey award winners named EMC as their storage provider compared with the nearest competitor.

EMC E-Lab Interoperability Navigator

EMC E-Lab™ Interoperability Navigator is an online query tool that provides direct access to comprehensive E-Lab interoperability information. This is the detailed knowledge generated by E-Lab testing of individual storage components and complete end-to-end configurations. EMC’s E-Lab pushes the limits of storage network product functionality, performance, and scalability. Then it provides customers with information access through E-Lab Navigator.

Historically, EMC communicated this information through a document called the EMC Support Matrix, or ESM. It is commonly known as the matrix and contains a wealth of interoperability information. However, E-Lab produces far more information than is practical to present in a single document and still be useful, so we have developed the E-Lab Interoperability Navigator.

Interoperability today

Today's IT environments incorporate products from many different vendors and sources with the possibility of millions of combinations. To take advantage of this breadth of products and to use the best product for the task at hand—whether servers, storage, operating system, or other components—it is critical to know:

· Which products have been rigorously tested with all of the others and are known to work properly.

· What configuration information and best practices are available to ensure that these products actually work together.

· Where you can turn to for support of a mixed-vendor installation The EMC E-Lab Interoperability Navigator can provide this information.

A window on E-Lab knowledge

In addition to the basic what-goes-with-what information, E-Lab Navigator provides access to a library of how-to guides and interoperability documents, such as:

· The EMC Networked Storage Topology Guide

· Host-connectivity guides for major operating systems

Links to the EMC document library

Using the E-Lab Interoperability Navigator

Getting Started

E-Lab Navigator is readily available at no charge to EMC customers and partners through the Powerlink™ portal. EMC is unique in freely offering this breadth and depth of information.

Learning to use E-Lab Interoperability Navigator

A complete set of tutorials and demonstrations is available from the top menu bar. This includes:

· An introduction and overview

· Using wizards and understanding support statements

· Using the advanced query and resolving conflicts

Wizards
Easy-to-use wizards give users a small number of predefined steps to easily access commonly used support information. Wizards include:

· Storage array wizard – Basic connectivity information.

· Software wizard – What software revisions have been qualified for what operating systems and revisions.

· Switch interoperability wizard – Interoperability information for Fibre Channel network products.

· SOE (Storage Operating Environment) wizard – What versions of EMC software have been qualified with EMC Enginuity™ and FLARE® software.

The Advanced Query

Where complete configurations or complex queries involving a large number of products are involved, E-Lab Navigator offers an advanced query function. With it, the user can add components to an online search cart and at any point submit the query for validation.

· Components can be added in any order, and the contents can be edited for resubmission.

· Supports what-if queries for existing configurations.

· The cart can be saved and retrieved to model future changes.

· The cart can be e-mailed to other users for reference.

· Support statement assistant provides guidance on how to correct a configuration when the components are not all compatible.

Small Matrices and Guides

About 5o smaller matrices—subsets of the primary document—are also available. These matrices concentrate on a specific operating system, storage array, server vendor, soft​ware product, or other specialty. They are very handy for offline use and portability since they are much smaller than the complete matrix.

EMC—the leader in interoperability

EMC continues to provide leadership to customers, partners, and competitors. Whether driving necessary features and capabilities into new technologies, stress testing configurations until they fail and understanding the failure modes, documenting the limitations of these configurations, or providing the best possible support to customers, no other storage company comes close to EMC. Customers can depend on EMC for continued leadership.

EMC E-Lab Interoperability Navigator – The single source for complete interoperability information

EMC Partners

To ensure our customers get the most value from their information infrastructure, we’ve created one of the industry’s strongest groups of business partners. We offer programs to help our partners deliver valuable solutions and services to their customers.

EMC partners who build infrastructures that speed time to market include:

· Authorized Services Network (ASN) – ASN partners, together with EMC, offer complete, end-to-end solutions and outstanding customer service.

· Authorized Training Partners – These partners have core competency in training delivery and have been qualified through the EMC Proven Professional program to deliver EMC instructor-led training at their facilities.

· Consulting Partners and Outsourcers – These partners expertise in the delivery of end-to-end solutions.

· EMC Software Partners – EMC content management & collaboration software partners provide expertise in the delivery of end-to-end solutions.

· Cooperative Support Alliances (CSA) – CSA agreements accelerate time to resolution for joint customers by formalizing the processes between EMC and other vendors—so you get a fast, coordinated response.

· Distributors – Distribution partners offer a variety of information technology products through their own network of partners that resell EMC products and services.

· EMC Select Program – This program provides best-in-class third-party hardware components that complete your end-to-end EMC storage solution—including tape systems, channel extenders, mainframe switches, and Host Bus Adapters (HBAs).

· EMC Smarts Value-Added Resellers (VAR) – VARs who resell EMC Smarts solutions and can help you select and design the IT management solution that meets your business needs.

· Global Alliances – Strategic partners with significant technology and market presence that work with EMC to deliver industry-leading differentiated solutions.

· Global Systems Integrators (SI) – Global SIs architect, integrate, implement, and deploy complex business systems.

· Server Alliance Partners – Large multi-national corporations that couple their server platforms with EMC hardware and software.

· Value-Added Resellers (VAR) – VARs resell EMC products and services and offer complete storage computing solutions for their customers.

· Velocity2 Technology & ISV Program Partners – These partners build solutions integrated with EMC platforms and develop applications that work with EMC technologies. The EMC Velocity2 ISV Partner Program is a best-in-class program that enables technology companies to build solutions integrated with EMC platforms and develop applications that work with EMC technologies. Benefits to program participants include technical support, access to training, application interoperability testing, and certification. Partners can market their integrations with EMC technology and participate in a wide range of joint marketing activities. In addition, by pursuing an OEM relationship with EMC, ISVs can explore embedding EMC technology in their own products to deliver even stronger, integrated solutions for their customers.

· Vertical Partners – These partners provide value-added industry solutions, including: healthcare, financial services, Telecommunications, Media & Entertainment (TME), and public sector.

Leverage our worldwide network of market-leading partners. Our software partners comprise select organizations that have the requisite expertise and innovative technologies to help our customers successfully address their information infrastructure.

EMC Partners – They help us provide best-of-breed solutions for your information storage and management challenges

Frequently Asked Questions

	Question
	Answer

	What does "EMC" stand for?
	The founders of EMC are Richard Egan and Roger Marino, the "E" and "M" behind the naming of EMC. "EMC Corporation" is the Company's full name.

	When was the Company founded?
	EMC was founded in Newton, Massachusetts in 1979.

	When was EMC incorporated?
	EMC was incorporated on August 23, 1979.

	When was EMC’s initial public offering and what was the opening price?
	EMC went public on April 4, 1986 at a price of $16.50 per share, or $0.23 adjusted for subsequent stock splits.

	What stock exchange is EMC traded on?
	EMC is traded on the New York Stock Exchange (NYSE). EMC was first listed on the NYSE on March 22, 1988.

	When does EMC announce quarterly earnings?
	EMC announces quarterly earnings four times a year, generally two to three weeks following the end of each quarter. To find the scheduled date for the next earnings announcement, please refer to the EMC Investor Relations Events Calendar

	How can I view EMC's latest financial reports?
	EMC posts all filings to the U.S. Securities and Exchanges Commission (SEC) Web site as well as on the EMC Investor Relations Web site. EMC's latest 10Q (quarterly) and 10K (annual) financial filings can be found here.

	How can I get a copy of EMC's financial filings?
	In addition to printing or downloading the filings available on the EMC Investor Relations Web site, you can order a copy of recent financial filings online. Additionally, you can visit the SEC's financial filings Web site.

	How can I get a copy of EMC's annual report?
	You can order a printed copy of EMC's Overview online. Additionally, you can view online versions of the overviews and annual reports from previous years.

	Where can I find historical financial information about EMC?
	Historical financial information about EMC can be found on the EMC Investor Relations Web site under the section titled Financial Highlights.

	Who are EMC's independent accountants?
	PricewaterhouseCoopers LLP served as the independent auditor for EMC's Form 10-K filing for the Fiscal Year ending December 31, 2005.

	How many shares of EMC stock are outstanding?
	As of December 31, 2005, EMC has approximately 2.38 billion shares outstanding.

	What is EMC's Committee on Uniform Securities Identification Procedures (CUISP) number?
	EMC's CUSIP number is 268648102.


Our Brand: Where information lives.

The EMC Brand is based on a Promise. Customers rely on us to bring their information to life. We deliver on this promise by providing the information management products, solutions, and services they need to meet and exceed their most demanding business and IT challenges. One we'll continue to honor and build upon—for customers the world over.

Our company rallies behind this promise to help your organization—and others of all sizes—manage more information, more effectively than ever before. We do this by helping you implement the information lifecycle management strategy that's right for you. So you get the most value from your information, at the lowest TCO—at every point in the information lifecycle.

Advertising—One of the Most Visible Brand Expressions

EMC and our partners provide the widest array of solution choices to help you meet your most demanding challenges. See how you can benefit from these solutions through our latest advertising campaign. Our goal: to help you better understand your top challenges so you can make informed, confident IT purchasing decisions, and bring your information to life.

Awards and Recognition

2007

EMC Honored among Best Places to Work by Triangle Business Journal

October 3, 2007 – For the third consecutive year, the Triangle Business Journal has named EMC one of the top companies to work for in North Carolina’s Research Triangle area. The award honors EMC for creating a positive work environment that attracts and retains high-performing employees through a combination of company culture, working conditions and benefits.

Additionally this year, EMC was named a “Top Entry-Level Employer” by CollegeGrad.com and a “Best Employer for Healthy Lifestyles” by The National Business Group on Health. For the fourth consecutive year, EMC was recognized by Training Magazine as a top-ranking learning and development organization among technology companies.

“EMC has been honored as one of the Best Places to Work in the Triangle because of our commitment to the employees’ experience,” said Bob Hawkins, Vice President of North Carolina Operations at EMC. “We are proud of the vibrant, fast-paced environment where innovation, inclusion and career-long development are valued. We have a culture of success, accomplishment, recognition and celebration, and our employees feel the pride of being a part of one of the most important IT companies in the world.”

“Employees are proud to work for companies that are about more than business,” says Charlene Grunwaldt, Triangle Business Journal Publisher. “And, the results show how creating the right work environment can create powerful business advantages.”

EMC’s first North Carolina facility opened in November 1977 as part of Data General Corporation, a major supplier of storage and enterprise computing solutions. It joined EMC operations in 1999 when EMC acquired Data General. Today, EMC operates five sites in North Carolina: a research and development facility in RTP, a manufacturing plant in APEX, and sales and services offices in Charlotte, Greensboro and Raleigh. These facilities play a crucial role in enabling EMC to deliver information infrastructure technology and solutions to customers around the world and carry its reputation as a leader in information management and infrastructure.

CLARiiON Team Captures 2006-2007 TCE Excellence Corporate Award

Team recognized at Quarterly Meeting on August 22, 2007

At the Q207 Quarterly Meeting, Ralph Specht, VP of the Total Customer Experience PMO, announced that the CLARiiON team won EMC’s 2006-2007 TCE Excellence Corporate Award.

In presenting this first annual company-wide TCE award, Ralph said, “The nominating committee selected the CLARiiON team for its outstanding cross-functional work and ‘One EMC’ behavior. Over a two-year span, the team devised innovative ways to strengthen customer relationships and establish best practices and standards that are now being used on all EMC platforms.”

The CLARiiON team engaged Global Services, Technology Services, Engineering, and Lean Six Sigma to help determine the root cause of problems and improve products from the customer’s point of view. The team’s attention to the “voice of the customer,” along with exceptional execution, resulted in product differentiation, a competitive advantage, and stronger relationships with customers.

The Finalists

There were two finalists for the TCE Excellence Corporate Award. Technology Consultant Dietrich Klein and core team members Jan-Ulrich Maue and Andreas Priessnitz created the EMC Life! Solution Center in Munich, Germany, which allows customers to experience firsthand EMC products and solutions. Dietrich says the lab also facilitates cross-functional cooperation and makes One EMC a reality.

The Atradius Project in the UK and Ireland, led by Tadgh Concannon, Nadeem Javed, Toby Armfield, Simon Barnett, and Kim Thomsen, helped move EMC from a technology provider to strategic partner by ultimately developing the EMC EmailXtender product family into a multimillion-dollar EMC solution. The team achieved this goal by listening and responding to customer needs, and executing cross-functional, multi-disciplinary initiatives.

TCE Recognition Program

Announced in October 2006, the TCE recognition program gives all employees an opportunity to be recognized for the actions they take to demonstrate EMC’s commitment to consistently exceed customers’ expectations for quality, service, innovation, and interaction. 

Winners of the annual TCE Excellence Corporate Award are selected from the pool of TCE Achievement Award winners. To date, more than 100 individuals have been recognized for their work on behalf of customers. For more information, visit the TCE website at http://www.channelemc.isus.EMC.com/tce 

EMC jumps to third place in Training Top 125 – At a black-tie gala, the winners of the coveted Training Top 125 were announced. EMC has been recognized as an industry leader in training for the fourth consecutive year. This year, EMC leaped to third place in Training magazine’s Training Top 125 (formerly Top 100), up from #37, its previous highest position, in last year's ranking. More than 1,000 global companies vied for this prestigious annual recognition. Competitors range from giants such as IBM, Pfizer, and AT&T, to small, regional, high-growth players. Employees from EMC Education Services, EMC University, and Executive Development collaborated on EMC’s award-winning submission. February 26, 2007

EMC Documentum Software Honored with Readers’ Choice and ACE Awards at the AIIM Conference – 

EMC’s Enterprise Content Management (ECM) software solutions were honored as winners of the Readers’ Choice Awards by E-Doc magazine, as well as the ACE Awards by ECM Connection. EMC received the awards at the annual AIIM Conference and Exposition in Boston, Massachusetts.

The awards recognize the best products in the enterprise content management (ECM) industry as selected by the readers of AIIM E-Doc magazine. EMC won Readers’ Choice Awards in four categories:

· The EMC Documentum platform was honored in the ECM Suites category

· The Documentum Records Manager solution won in the Records Management category

· Documentum ECI Services for Google was honored in the Search category

· The Documentum Digital Asset Manager and Web Publisher solutions won in the Web Content Management category.

In addition to the E-Doc Readers’ Choice Awards, EMC received the ACE Award by ECM Connection in the government industry for its efforts in promoting the education and adoption of ECM technologies within the industry. The ACE Awards are given to hardware and software vendors who provide innovative and feature-rich product offerings; produce information-rich materials that educate end users and partners on ECM; and deliver quality training, consulting and technical support services. EMC was selected for the ACE Award because it successfully demonstrates each of the criteria within the government vertical. EMC was also selected by the judges of the ACE Awards as a finalist in the healthcare and financial services categories.

EMC customers were also recognized at the AIIM Conference:

· DLA Piper, a global legal firm, was recognized as a finalist for the Carl E. Nelson Best Practices Awards for its use of Documentum eRoom collaboration software. The secure collaboration software is saving DLA Piper, its clients and co-counsel approximately 15,000 hours annually by enabling proactive contract management and streamlining payments and invoice processes—all while meeting rigorous confidentiality and security requirements.

· CMC was named a finalist for the Best Practice Award from AIIM for its use of EMC Documentum and EMC Captiva® InputAccel® software for the capture and management of various content types throughout its organization. CMC provides a variety of services to financial institutions and retailers with credit and debit card programs. The company is using Documentum to manage and store customer transaction reports, audio recordings of customer calls into the call center, customer correspondence and other information. CMC selected Documentum software because its encryption capabilities help protect customers’ financial information. CMC is also leveraging Captiva document capture technology to capture data from the more than 70,000 pages of paper correspondence it receives monthly. April 18, 2007
2006

EMC Corporation, the world leader in information management and storage, today announced that EMC Documentum 5.3 enterprise content management (ECM) platform has been awarded the Common Criteria (CC) certification for meeting the security requirements as defined by the Common Criteria Evaluation and Validation Scheme (CCEVS). The Common Criteria certification is a globally accepted standard for evaluating the security features and capabilities of information technology products.

EMC Corporation, the world leader in information management and storage, today announced that two key products in EMC’s information lifecycle management (ILM) portfolio have been selected by the editors of InfoWorld Magazine for the “2006 Technology of the Year Awards.” EMC Invista was awarded “Best Storage Virtualization,” and the Documentum 5 Enterprise Content Management (ECM) platform was named “Best Enterprise Content Management Solution.”

2005

EMC CEO Joe Tucci advanced to the number 14 spot on the Computer Reseller News (CRN) list of the Top 25 Executives. For 23 years, CRN has selected the Top 25 influential executives that represent an important aspect of the industry.

Gartner, Inc. positioned EMC in the “Leaders” quadrant in the “Magic Quadrant for Enterprise Content Management, 2005” report, based on the completeness of EMC’s vision and ability to execute that vision. Companies listed in the “Leaders” quadrant are described as performing well today, having a clear vision of market direction, and actively building competencies to sustain their leadership position in the market.

EMC Corporation was recognized as a leader in “The Forrester Wave: Enterprise Content Management Suites, Q3 2005” report. Forrester recognized EMC as a leader based on the strength of EMC’s enterprise content management (ECM) strategy and EMC Documentum product offering. October 2005

VMware, Inc. received the Software Development Magazine Readers’ Choice Award in the Most Innovative Tool category for the VMware Technology Network (VMTN). October 2005

SQL Server Magazine gave EMC products and solutions top honors in the magazine’s Readers Choice Awards program across these categories: 

· EMC CLARiiON family, voted Best Fault-Tolerant Storage Solution.

· EMC/Dell SANs, voted Best Storage Area Network Solution.

· EMC CLARiiON family, voted Best Direct-attached Storage Hardware.

· EMC/Dell information protection and recovery software – including EMC Replication Manager, SnapView, SANCopy and Visual SAN – voted Best Replication Solution.

· EMC Centera, voted Best Database Backup/Recovery Hardware.

· EMC Dantz Retrospect was honored by PC World with a 2005 World Class Award for backup software. June 23, 2005

Users at the Storage World Conference named EMC Centera content addressed storage (CAS) system as the Most Valuable Product (MVP) in the Compliance and Retention Category for the second consecutive year. This is the only industry awards program in which the winners are chosen solely by end-users. June 20, 2005

EMC Corporation was named General Motors Supplier of the Year for its overall business performance in providing GM with world-class products and services. In 2004, EMC software, systems and services enabled General Motors worldwide to reduce costs by 20% and maximize information availability. June 16, 2005

EMC Corporation received the AIIM “Best of Show Award” at this year’s AIIM Conference and Exhibition. Through rigorous evaluation from a panel of industry experts, EMC Documentum eRoom 7.2 was selected as the “Best Collaboration Software.” June 3, 2005

EMC Corporation was the recipient of the 2004 Product of the Year award from Technology Marketing Corporation’s Communications Solutions Magazine (www.tmcnet.com/comsol) for the EMC Smarts Business Dashboard product June 3, 2005

EMC Corporation received a 2005 Well-Connected Award from CMP Media LLC’s Network Computing magazine. The editors recognized EMC CLARiiON DL300 Disk Library (CDL) for excellence in enterprise storage networking over other solutions because of its ease of management and overall completeness. May 5, 2005

VMware, Inc.’s VMware ESX Server was named the winner in eWEEK’s Fifth Annual Excellence Awards program, in the System and Application Management category. The VMware ESX Server was recognized for its innovation and leadership in the virtual infrastructure market. April 2005

EMC Corporation was the #1 provider of storage software for the fifth consecutive year in 2004, according to a report released by IDC. EMC extended its worldwide storage software lead last year to 30.9% revenue share, growing revenue faster than the next four closest competitors. In the fourth quarter, #1 EMC led with 31.7% revenue share, growing storage software revenue more than twice as fast as #2 VERITAS and #3 Computer Associates, who both lost share compared with the year-ago quarter. March 14, 2005

EMC Corporation led in worldwide external RAID storage revenue for the eighth consecutive year in 2004. According to a new report from IDC, EMC also regained its lead in worldwide revenue for all external disk storage systems last year. In the fourth quarter, #1 EMC grew its portion of that market for the sixth consecutive quarter, gaining more share than any of the next six largest suppliers. March 4, 2005

VMware, Inc. received the InfoWorld 2005 Technology of the Year award for its VMware ESX Server. The InfoWorld Technology awards recognize significant technologies that promise to make the greatest impact on enterprise IT strategies and best exemplify the implementation of those technologies. January 2005

EMC Corporation was honored by automotive giant DaimlerChrysler AG with the Global Supplier Award in the General Goods and Services category. Recognized for its performance in quality, system cost, technology and delivery, EMC was presented with the award during the 2005 North American International Auto Show in Detroit, Michigan. January 2005

Industry leadership and customer commitment

Product Overviews

Backup, Recovery, and Archiving

With the right solution, the processes of backup, recovery, and archiving can complement each other—to help streamline and improve IT and business operations. Since these challenges are closely interrelated, your organization benefits most from a comprehensive, cost-effective approach to solving them.

With EMC you get complete solutions that help you keep your data safe and meet recovery requirements—all while reducing costs. You can dramatically improve efficiencies by creating an online, active archive of non-changing data assets as you focus backup efforts on actively changing data. And you get tiered performance and recovery service levels, software to automate data movement, a full range of services, and more.

Backup and Recovery Solutions

Improve reliability, performance with disk-based backup/recovery.

Archiving Solutions

Create and activate online archives for accurate, long-term information retention and retrieval.

Match Tiered Protection Levels with Information’s Business Value

By combining disk-based backup and online archiving, EMC helps you improve efficiencies throughout the entire information lifecycle. Tiered protection and storage keep your data assets safe and highly available—and on the most cost-effective storage—throughout these three critical processes.

Are You Backing Up Files That Haven’t Changed?

Efficient and reliable backup and recovery can be a struggle for organizations dealing with exponential data growth. Are you spending time and resources backing up files that haven’t changed? EMC helps you avoid needless backups by moving digital assets into an online archive if they’re not being updated. This approach lets you focus on efficiently backing up new content and updated operational data—while archiving unchanged, infrequently accessed files.

How You Benefit

· Faster backup and restores: Reducing the amount of data being backed up—and using disk-based backups—accelerates the entire process.

· Improved production performance: Freeing up space on your production system enhances performance.

· Increased control: Ensure key data is protected with policy-based management of information retention/deletion.

· Increased efficiencies: Eliminate needless backups by moving inactive information into an active archive.

· Reduced costs: With more efficient tiered storage utilization, infrastructure costs are better matched to the changing value of the information over time.

EMC solutions integrate with the e-mail applications, file systems, and databases that support your business. And with EMC you can choose from a complete family of services to help you assess, implement, and manage your backup, recovery, and archiving environment. 

EMC Centera

Enable compliance, minimize legal risk, and reduce costs with EMC compliance and enterprise content management solutions. Our tiered storage platform solutions—including EMC Centera content addressed storage systems for active archiving—enable you to safely and cost effectively build the information infrastructure you need to meet current and future compliance demands.

· E-mail Archiving Solutions – Meet compliance challenges—and increase efficiencies—with a customized archiving solution.

· Records Management Solutions – Centralize online document and records management—and automate processes for regulatory compliance. 

· eDiscovery Solutions – Easily locate records for electronic discovery requests—at lower costs, and while minimizing liability risk.

EMC’s focus on information lifecycle management (ILM) throughout our tiered storage, applications, and business continuity offerings—enables unified, centralized management of all your information types—everything from business applications and documents, to e-mail and Web content. Thus, compliance becomes an integral component of business and IT best practices.

With the recent focus on electronic discovery and compliance, much of it driven by the broad amendments to the Federal Rules of Civil Procedure in December 2006, many so-called eDiscovery “solutions” have appeared on the market. The reality is that e-discovery is a complex process that is best met through a combination of proactive information management infrastructure along with repeatable processes and eDiscovery tools.

There are many models for evaluating the electronic discovery process. One of the best and most widely accepted is the Electronic Discovery Reference Model (www.edrm.net), created by an independent third-party and represented in the following diagram.





A significant part of effective electronic discovery – focusing on managing, identifying and analyzing “electronically stored information” (ESI) -- requires planning and repeatable, efficient processes. Best practices in this area include the formation of cross-functional teams (usually consisting of at least IT, Legal, Records Management) to address electronic discovery issues; the creation of an ESI Source Map to identify repositories that may contain potentially responsive information; and a review of how information is managed, stored and responsibly disposed of within the enterprise.

eDiscovery Solutions

Is your organization prepared to meet new obligations for eDiscovery under the December 1, 2006 changes to the Federal Rules of Civil Procedure? Businesses today are incurring millions in fines, losing countless hours, and suffering damaged reputations for their inability to respond—or to respond quickly enough—to litigation requests for electronic evidence.

Minimize your risk of non-compliance

With an EMC eDiscovery Proven Solution you can respond to eDiscovery demands quickly and cost-effectively—and significantly reduce your risk and liability. This innovative solution integrates all the components necessary for a flexible, scalable eDiscovery infrastructure that proactively addresses eDiscovery requirements including: efficient, high-performance tiered storage systems, e-mail archiving, search and content management software, and specialized services.

With this solution you can:

· Speed search and retrieval for e-records with business, legal, and regulatory value.

· Verify compliance through audit trails—to protect your organization from liabilities including severe fines, damaging press, and potential criminal investigations.

· Centralize, simplify, and reduce e-records management costs, and more.

Protect your organization with secure message archiving, and complete auditing and reporting capabilities

EMC Centera content addressed storage systems and EMC CLARiiON networked storage systems (with ATA drives) provide the scalable foundation you need for an advanced data storage and content archiving solution. EMC eDiscovery solutions enable you to protect your organization with a secure content archive—with full audit and reporting capabilities for all your e-records.

For automated e-mail capture and retention, EMC EmailXtender provides an enterprise-class system for retaining and managing e-mail. Messages are captured in real-time, fully indexed, and migrated from the message server to a centralized archive—enabling lower storage costs, improved performance, and faster backup/recovery. EmailXtender stores messages in their original form in a complete and tamper-proof archive ensuring authentic records that can stand up in court.

For Legal Hold requirements, EMC Documentum Enterprise Content Integration Services enables federated search and data collection. And EMC Documentum Content Management solutions provide legal matter management and sophisticated records management for unstructured content e-records.

Reduce the costs of recovery and legal discovery

EMC’s eDiscovery solutions eliminate the costly, inefficient practice of relying on backup tape for e-records archiving. With EMC networked storage, you can respond rapidly to requests from government agencies, internal audit, and legal discovery teams. And you can easily set and enforce policies for disposing of e-records at the end of required retention periods.

Adapt to new regulations and content types

Easily address new regulations and requirements as they emerge. With EMC eDiscovery solutions, you can extend retention periods, alter policies, and accommodate additional content repositories.

eDiscovery Solutions – Easily locate, protect, and produce electronic records

EMC Assessment for Retention and eDiscovery

Managing, finding, preserving, and producing electronic information for litigation and regulatory requirements are key business challenges for companies of all sizes, across all industries. Changing federal court rules and heightened scrutiny from regulators make an effective eDiscovery response plan a critical business requirement.

However, many organizations lack the technology and processes to proactively manage information to support eDiscovery requirements. As a result, organizations are frequently forced into a reactive posture, paying a high price to manage an inefficient and time-consuming process fraught with risk.

eDiscovery preparedness

The EMC Assessment for Retention and eDiscovery service helps companies proactive​ly manage information to better prepare for eDiscovery and support today's information-driven businesses. The critical areas where businesses often have the most difficulty, electronic mail and documents, are the primary focus of the service.

EMC's approach

EMC's proven expertise and documented service methodologies are central to every EMC service engagement. EMC service professionals apply experience, expertise, and best practices from countless engagements to enable a proactive response model that delivers cost savings, risk reduction, and increased responsiveness for current and future litigation events.

EMC assesses organizational, process, and IT system capabilities to develop a profile of your ability to manage information in support of electronic discovery. EMC compliance specialists work with you to understand and evaluate your capabilities against a range of organizational and information technology best practices.

Organizational preparedness factors:

· Records management policies and procedures

· Legal/records hold policies and procedures

· Relevant organizational and management structures

· Legal and IT department processes related to eDiscovery

· Relevant audit materials and processes

· Relevant compliance materials and processes

· Relevant training materials and processes

Information technology preparedness factors:

· E-mail system servers

· E-mail retention, backup, recovery, and archiving practices

· Instant messaging systems

· Desktop and laptop computers, shared drives, and file shares

· Most common document formats, including word processing, spreadsheets, presentations, and user-generated PDFs

· eDiscovery search tools

· eDiscovery data segregation and protection systems and tools

Service deliverables

At the end of the engagement, you will better understand how your information technology infrastructure decisions affect your eDiscovery response capabilities. You will also receive a set of formal recommendations including:

· Observations regarding gaps between your current capabilities and industry best practices

· Recommendations delivered in a practical, prioritized, risk-adjusted framework to help you immediately begin closing those gaps

By outlining steps you can take to move from an expensive, reactive approach to eDiscovery to a pro-active response model, the EMC Assessment for Retention and eDiscovery delivers cost savings, risk reduction, and increased responsiveness for cur​rent and future events.

EMC Assessment for Retention and eDiscovery – Cost savings and risk reduction while helping you gain more value from your information

EMC and RSA Security

RSA, the security division of EMC, has a series of new initiatives and products designed to make information security a reality for organizations worldwide and help them solve their most sensitive and complex security challenges.

RSA-enabled security integrated with EMC Symmetrix DMX-3 storage system

EMC and RSA have unveiled new security features that distinguish the market-leading EMC Symmetrix DMX-3 enterprise storage platform as the most secure high-end storage array in the industry.  Among the security features being introduced today:

· Symmetrix Service Credential – Secured by RSA - This feature secures the actions of service personnel on Symmetrix DMX-3 systems, in order to protect and preserve the integrity of the information it stores. This new feature requires authentication of users accessing the Symmetrix service processor using encrypted credentials and individual passwords then authorizes their actions and prevents unauthorized actions.

· Tamper-proof Audit Log – With this feature, data center managers and administrators can securely record and track all service or management activities on a Symmetrix DMX-3 system, including those that could impact the integrity of the information stored within. The new enhancements to Symmetrix Audit Log and Solutions Enabler software ensure that service and host-initiated actions are recorded in a tamper-proof log.

· EMC Certified Data Erasure – EMC has enhanced its disk erasure technology with the new Certified Data Erasure capabilities for Symmetrix DMX-3 systems. By ensuring that all information on failed drives is securely erased before they are removed from the system, customers minimize the risk of sensitive data leaving the premises. Adhering to Department of Defense (DOD) specification 5220.22-M, data on failed disk drives is erased within the system and an auditable record of data erasure is provided to the customer. Additionally, EMC Global Services today is unveiling the Certified Disk Erasure Service for disk drives that are removed from EMC storage systems, ensuring comparable security across EMC's portfolio of storage systems.

EMC is also introducing new capabilities designed to optimize Symmetrix DMX-3 system performance, flexibility and resiliency. They include:

· Support for 4 GB/s Fibre Channel and FICON Connectivity – Available for new and existing Symmetrix DMX-3 systems, customers can now choose 4GB/s connectivity, or mix and match 2 GB/s and 4GB/s channel directors to gain additional connectivity options. 

· Support for RAID 6 – EMC now offers RAID 6 protection for Symmetrix DMX-3, providing a wider selection of data protection choices for customers.

· Dynamic Cache Partitioning – This feature enables users to segregate memory resource allocation on a Symmetrix system into as many as eight dynamic partitions for different applications. Easy to deploy and manage, partitions can be expanded or contracted according to policies in order to maximize performance during peak workloads while providing isolation between applications. 

· Symmetrix Priority Controls – Users can manage multiple application workloads and priority levels for device groups, assigning priority levels based on service level requirements to assure faster response times for higher-priority applications. 

· SRDF®/A Reserve Capacity – With this enhancement, SRDF/A software safeguards continuous remote replication operations by buffering in-transit data to disk during temporary outages and/or network congestion. 

EMC and RSA expand growing information-centric security services portfolio

EMC and RSA are expanding the portfolio of information-centric services with three new security services to help customers classify their data according to business risk; maintain confidentiality and privacy of sensitive corporate data; and cost-effectively manage security-related information for compliance and security audits.

Among the new information security services being introduced today and available through the RSA Security Practice within EMC Global Services:

· Classification for Information Security is a consulting service that classifies levels of sensitive information in a customer environment. Appropriate levels of information security are matched with the needs of the business through tailored interviews, EMC data discovery tools and analysis of information characteristics. This consulting service aligns information based on different security sensitivities at different stages of its lifecycle, helps customers achieve predictable handling of information based on security requirements and avoids the expense of overprotecting information that is not sensitive.

· Design and Implementation for Storage Encryption is a service designed to ensure that a customer has an end-to-end data-encryption solution for adequately securing data in a tape backup, on a Fibre Channel-based storage array or in an IP-network environment. With encryption appliances from EMC Select Partners, the Design and Implementation for Storage Encryption service will deliver an appliance-based encryption solution, with key management integrated into a customer's storage environment. This design and implementation service complements the enterprise database and application encryption solutions and services from RSA, as well as helping to protect proprietary data, comply with data-security regulations and reduce the complexity of encryption implementation and management.

· Design and Implementation for Security Information Management provides a consolidated collection, management, reporting, analysis and storage system for security-related events and data. This service integrates appliances from the RSA enVision product line with EMC Centera and EMC Celerra networked storage solutions into customer environments helping to more cost-effectively manage security information and events to assure security policy effectiveness and ease the burden of compliance.

EMC and RSA Security – Making information security REAL

EMC Documentum Process Suite

More than just a workflow automation tool, this suite provides capabilities to take processes from initial discovery, modeling, and analysis through operational execution, running in both high-volume transactional and complex collaborative applications. In addition, real-time monitoring allows process performance to be used for diagnosing and correcting issues as they occur as well as for feeding information back into analysis and simulation for continuous process improvement.


Design Environment Products

· Documentum Business Process Analyzer – Supplies business-level process design and analysis capabilities.

· Documentum Business Process Manager – Allows the easy implementation and deployment of business processes running within and outside of the EMC Documentum platform.

· Documentum Business Process Navigator – Allows process information to be shared across the organization.

· Documentum Business Process Simulator – Provides the ability to test process performance before going into production.

· Documentum Process Integration Package for Visio – Integrates Microsoft® Visio® with Business Process Analyzer.

Production Environment Products

· Documentum Business Activity Monitor – Provides real-time information on process performance.

· Documentum Process Engine – Executes, monitors, and manages business processes and work queues.

· Documentum Business Process Services – Enables the integration of EMC Documentum process, content, and repository services with external systems and applications.

· Documentum Process Connectors – Integrates business process management and modeling applications, rules engines, and auditing, analytics, and reporting tools with our Process Engine, Business Process Manager, and Business Process Analyzer.

· Documentum TaskSpace – Retrieves documents for high-volume transactions such as loan origination processing, accounts payables, and claims processing.

EMC Documentum Process Suite – Delivers breakthrough technology to improve employee productivity and operational efficiency across the organization

EMC Captiva Family

Captiva is the leading provider of document capture software and enterprise input management solutions. These solutions are designed to optimize the delivery of mission-critical information into an organization, transforming paper and electronic forms and documents into accurate, valuable data that can be stored and quickly accessed to speed daily operations, reduce costs, improve customer relations and meet ongoing compliance initiatives.

Captiva has developed a comprehensive suite of document capture software and input management solutions that meet the needs of organizations large and small and can readily scale from one department to an entire, global distributed enterprise. These solutions range from toolkits that enable organizations to develop their own custom input management solutions, to off-the-shelf solutions that can be immediately deployed—to customizable enterprise solutions that readily integrate with ECM, ERP and legacy systems, among others.

All Captiva solutions feed an organization’s information systems faster, more cost-effectively and with greater accuracy than traditional data entry alone—and most Captiva customers boast a complete return on investment in as few as 12 months.

Captiva solutions include: 

Enterprise Products

· FormWare – Award-winning forms processing solution.

· InputAccel – Customizable document capture solution.

· InputAccel for Invoices – Invoice capture solution to accelerate the invoice process.

· eInput – Distributed capture solution ideal for remote capture.

· Archive Services for Imaging – Captures paper and electronic documents, making information immediately accessible in a secure, scalable online archiving solution.

· Digital Mailroom – Capture and classify all incoming paper and electronic documents from one location.

· Input Management Console – Browser-based analysis and reporting tool for your Captiva and ECM solutions.

· b-Wize MAIL – Lower volume mailroom solution to capture and classify all incoming paper and electronic documents from one location.

· b-Wize MONEY – Capture checks, payment slips, deposit forms, POs and coupons to accelerate the remittance process.

· b-Wize INVOICE – Lower volume invoice capture solution.

· b-Wize FORM – Lower volume forms processing solution.

Healthcare Products

· ClaimPack – Claims processing solution for CMS-1500, UBs and dental claims.

· InputAccel for EOBs – Input management solution specialized for Explanation of Benefits (EOB) form processing.

· ClaimsEditor – Clinical compliance and claims editing tool for healthcare providers.

· FirstPass – Browser-based clinical claims editing solution for healthcare payers.

· CodeLink – Award-winning medical coding software.

· UCR Databases – Usual, customary and reasonable fees for medical services in the U.S.

· Knowledge Products – Comprehensive source for healthcare database requirements.

Off-the-Shelf Document Capture Software Products 

· QuickScan Pro – Single workstation, out-of-the-box document and data capture solution.

· InputAccel Express – Multiple workstation, out-of-the-box document and data capture solution that can grow as your document capture needs grow.

Technology Products 

· Dispatcher – State-of-the-art classification engine for document identification.

· ISIS – Award-winning, industry standard in high-level scanner drivers.

· PixTools – Suite of SDKs that enable developers to build custom enterprise input management applications.

Captiva – The leading provider of document capture software and enterprise input management solutions

Centera FileArchiver

Centera FileArchiver delivers policy-based data management and movement from EMC Celerra NAS systems directly to EMC Centera CAS active archives—for improved efficiencies and reduced costs in NAS environments.

Used together with the EMC Celerra FileMover API, EMC Centera FileArchiver delivers policy-based data management and movement with zero data loss. Centera FileArchiver identifies and transparently migrates static data from EMC Celerra NAS systems directly to EMC Centera content addressed storage system (CAS) archives. It has built-in, orphaned-file support so you can consistently monitor file availability on NAS file systems and ensure access to archived files—even if the NAS file systems need to be restored from backup.

Centera FileArchiver is available via simple, affordable licensing—independent of capacity utilization. This enables users to significantly improve efficiencies and reduce costs in NAS environments.

Improve management of file server environments

· Increase storage utilization, data availability, and security—while reducing management costs.

· With policy-based file archiving, enforce internal governance policies and regulatory requirements for records retention and retrieval.

· Strengthen data retention policies for operational and legal discovery purposes.

· Shorten backup windows and accelerate restores by moving static files from NAS systems to CAS active archives.

· Reduce overall storage costs by storing files on the most cost-effective tiered storage platform.

Centera FileArchiver – Policy-based file management and movement for NAS files

Centera Seek & Chargeback Reporter

Simplify categorization, retrieval, and tracking of archived data: Centera Seek—an application within Centera's operating system—is a high-performance index and search engine enabling quick content searches. Use with Centera Chargeback Reporter to assign, manage, and identify categories of archived data—for fast, accurate searches and reporting.

Enhanced search and reporting functionality

EMC Centera Seek is a high-performance index and search engine enabling fast, efficient retrieval of archived data in your EMC Centera content-addressed storage environment (CAS). When EMC Centera Seek is combined with EMC Centera Chargeback Reporter-a software module used to assign, manage, and identify customized categories of archived data-storage administrators get fast and accurate search-and-reporting functionality even as archives grow. Both solutions leverage EMC Centera metadata values to simplify management of ever-growing archived data stores-with complete content authenticity.

Quickly and efficiently search, retrieve, and report on data contained in archives

EMC Centera Seek and Chargeback Reporter provide scalable capabilities for long-term maintenance of information archives. Use these solutions to:

· Ensure archives are accessible at any time for discovery requests, application migrations, inquiries, and legal holds.

· Enable rapid access, guaranteed authenticity, exploration, and exploitation of your entire archive.

· Manage capacity for better return-on-assets from your archive.

· Easily track usage across departments, applications, or other cost centers to meet service levels and support chargeback systems.

· Analyze consumption trends by categories of data type.

Implementation services

EMC Professional Services provides expert installation and configuration for your EMC Centera Seek and Chargeback Reporter environment. Services include:

· EMC Centera Seek and Chargeback Reporter installation.

· EMC Centera Seek configuration-based on customer requirements.

· Identification and creation of tracking categories for chargeback reporting.

· Training on creation, scheduling, and export of chargeback reports-as well as customized reporting.

· Identification and creation of custom tools that use the EMC Centera Seek API.

For more information:

· EMC Centera Seek Appliance spec sheet
Centera Seek & Chargeback Reporter – Simplify categorization, retrieval, and tracking of archived data
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http://www.oft.state.ny.us/oftnews/erecords-study.htm
Responses from the IBM Corporation - January 18, 2008

Part I - General Questions

The original source for these questions and other explanatory information is  http://www.oft.state.ny.us/oftnews/erecords-study.htm.

Question 1.  Contact Information [REDACTED]

Question 2.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records to encourage public access to those records? 

We suggest the state look at this matter in two separate but related ways:  A.  why standards/file formats for electronic records matter for accessing, maintaining, exchanging, preserving and reading by the public, and  B. how open standard file formats for electronic records are the key to enabling long-term public access as oppose to proprietary formats that have limited public access.

A.   Most of the electronic records today are created by office application software purchased, in the last 15years, in a “suite”:  a set of office productivity and applications for word processing, spreadsheets or presentations.  Worries over long term access to these electronic records are real.  Governments and their citizens are already needlessly struggling to open older electronic records.  If these records can be opened, they are sometimes completely indecipherable because the technical specifications used to produce them are not available.

To address this problem and ensure that the electronic records created by these “office suites” can be easily accessed and read by the public not only now but in the future, electronic records must be saved in a format that is fully known and supported by the widest possible range of applications – an open standard file format. 

Open standard document file formats emerged only recently for historical reasons.  Before the Internet, Office application software providers (for example, Corel /WordPerfect, IBM, Microsoft, Sun, etc.) used custom binary file formats to represent data in documents.  File formats stored or encoded the data into 1s and Os and then represented the data in user readable text, spreadsheet, and presentation applications.  Early in the PC era, major office application software providers made the specification information of the binary file format readily available.  In fact they encouraged other programmers to widely use the binary formats.

However, around 1999, sentiments changed on sharing binary format specification information (for a timeline on formats, see http://www.robweir.com/blog/2007/06/file-format-timeline.html).  The file format became viewed as a strategic tool, used to support the overall platform, not the user.  The file format was designed to preserve vendor lock-in and extend network effects.  Thus, the availability of the file format documentation to competitors was limited, as a matter of corporate policy. 

A specification such as one of the old binary formats differs from a standard for file formats, however.  A specification tells the plain facts of what a particular technology does without comment as to whether it is good or bad.  A standard for file formats, on the other hand, goes beyond mere description to promote a preferred way of achieving cross-vendor and cross-application interoperability.  Ideally a standard says, “This specification is good, we thought of the wider needs of the market, including other vendors and the consumer, and if we all implement this technically elegant specification then we all win.”  Less ideally for public documents, a standard could say, “this is what I’m doing, I control it, and you can’t interoperate with my technology without my say-so.” 

In other words, a file format standard goes beyond representing data of electronic documents to specifying the technical roadmap in sufficient detail so that others can read and write that same representation.  This specificity yields the ability to develop applications that use the standard to access and read the file.  When the standard is open, this will ensure public access.  Without these specific details, governments and the public lack appropriate control over their electronic records (the ability to open, modify, share and save documents without being locked in by a vendor).

The Internet demonstrated to the world the benefits of collaboration via XML, eXtensible Markup Language, an open specification for documents containing structured information.  XML was created by the W3C so that richly structured documents could be used over the web.  Office application software providers quickly saw the value of XML to address user’s needs for the data in documents to be created and exchanged on platforms and systems of different types, brands, architectures and of all varieties of shape and size.  That is, we need to apply the lessons of the standardization and the World Wide Web to the situation with open document standards.  The Web developed rapidly and successfully because it was not based on specifications derived from a sole vendor’s products.

B.  The question then is why are open standards for electronic record file formats so critical for public access? 

To answer that, we must first understand what open standards, as opposed to proprietary ones, are for file formats.  IBM strongly supports open standards:

http://www.ibm.com/ibm/governmentalprograms/ipos.html.
While openness is a continuum with various degrees, there is growing consensus that open standards are specifications that are openly documented and available, evolved collaboratively through standards organizations including consortia and implemented by multiple vendors. 
Clarity on these points is offered by many academics and government policies.  For example, Yale University Law School’s Internet Society Project recently produced a White Paper with a great maximal definition and minimal definition of openness highlighting openness in development, implementation and use (http://isp.law.yale.edu/static/papers/Open_Documents_and_Democracy.pdf).  Earlier, Harvard Law School’s Berkman Center published Roadmap for Open ICT Ecosystems in collaboration with 13 nations, which emphasizes that “openness allows any interested party to contribute to proposals” meaning that companies and individuals should have a seat at the table of any open standard setting organization (http://cyber.law.harvard.edu/epolicy).  United Nations Development Program’s primer on standards insists that an open standard be one with “no control or tie-in to any specific group or vendor (http://www.apdip.net/publications/fosseprimers/foss-openstds-withcover.pdf)” and recently launched a series of e-government toolkits on interoperability sharing open standards definitions from many countries and noting that all countries studies had principles of openness and many have a stated preference for open standards (http://www.apdip.net/projects/gif/launch).  Lastly, the European Commission emphasizes that an open standard must be “published and the standard specification document is available either freely or at a nominal charge” and “the intellectual property of the standard is made irrevocably available on a royalty free basis (http://europa.eu.int/idabc).”
What makes a standard an open one?  IBM takes the same view as Yale, Harvard, UNDP and the European Commission.  That is, IBM defines an open standard as one that has all four of the below qualities: 
♦Published without restriction; the standard is available at no charge or a charge that is reasonable in cost and can be reasonably administered by parties in the implicated industry. 

♦Made freely available for adoption by the industry; historically reasonable and non-discriminatory(RAND) and royalty free standards have co-existed.  Those standards essential for software interoperable in e-government services, and those essential to accommodate the open source community, should be royalty free.

♦Controlled by an open industry organization with a well-defined inclusive process for evolution of the standard.  This important condition guards against the possibility of an individual vendor modifying a standard with the intent of disadvantaging competing suppliers.

♦Implemented by offerings available in the market; having various vendors who offer solutions enables choice for procurers and longevity for users.

Furthermore, recent developments have shown that the organization creating the standard must be able to resist undue pressure by a dominant single party and its commercial business partners.  Open standards are developed in a balanced way by a community of equals with strong joint technical input. 

The open standard for file formats, Open Document Format (ODF), meets these all of these criteria.  In May 2005, the Organization for the Advancement of Structured Information Standards (OASIS) ratified ODF based on years of consultations among multiple vendors and interested individuals and the following year, the International Organization for Standardization (ISO) approved ODF as an International Standard.  ODF is really just a description of how you should write out the information in word processing documents, spreadsheets, and presentations should you ever need to put them on disk or, say, attach them to emails.  The same description also tells you that if someone gives you a document, spreadsheet, or a presentation and they tell you it is in ODF (perhaps via the file extension), then your software applications know what to expect when they read the file.

Using open standards for file formats is the only way that electronic documents can be created, maintained, exchanged, and preserved in a manner that encourages appropriate government and public access.  To further illustrate, let’s remember what proprietary formats are and the problems they cause for accessing electronic records.

Proprietary means that the specifications are developed by and controlled by a company and have not been made freely available for adoption by the industry.  The owner of this proprietary specification controls its interface with applications and operating systems, including when and how the interface changes, and whether, how, and who can adopt it.  The fact that file formats have been proprietary means that many governments depend on a single vendor’s file format to open, modify, share and save their documents.  Most governments, and the public, are “locked” into one way to access their electronic records.  A government should never have to ask a vendor’s permission to access its own information. 
Some vendors did and continue to do this, to exploit what economists call the “network effect,” the tendency towards adoption of a common platform owing to the intersecting interests and interdependencies of ecosystem participants, including consumers.  In our context, when many people use one format, others are more likely to adopt that format so that their documents can be read by as many people as possible.  In turn, these companies have been able to control programming specifications and document formats to protect their market positions. 

The increasing momentum toward open standards and development of powerful alternative approaches such as XML, Web services, HTTP, and HTML, is working against the ability to exploit proprietary interfaces for competitive advantage.  These competitive advantages will not be relinquished willingly, however.  One possible way a company might try to maintain their advantages is to find a “friendly” industry organization that will label their specification as being “open” when it is still really controlled by the company and tied to its products.  A government that wants to adopt an open standard must critically evaluate how open the standard truly is.  It is the openness of the standard–in its design, documentation and implementations–that will enable the desired long term access. 

Please consult the following resources for technical analysis on the openness of file formats (http://www.odfalliance.org/resources/Achieving_Openness.pdf ).  By implementing open standards, the era of electronic records being forever shackled to the applications that created them will end.  Using open standards for file formats, like ODF, will ensure long-term public access to read and use electronic records created by the government on a wide variety of office applications.

Question 3.  What mechanisms and processes should the State of New York establish for accessing and reading its electronic records to encourage interoperability and data sharing with citizens, business partners and other jurisdictions? 

To answer this question, we provide our perspective on two matters: A.  Our view of interoperability; and B.  Why open standards are critical for interoperability and data sharing. 

A.  Interoperability is the ability of information and communication technology systems, and the business processes they support, to exchange data with fidelity and to enable sharing and utilization of information and knowledge.  More fundamentally, interoperability is the means by which governments can link and meaningfully utilize the vast stores of information they possess, regardless of whether the information sits on one particular vendor’s hardware platform or one particular software vendor’s operating system or application suite.  For citizens, interoperability means they can provide, access, and utilize government information using the IT solutions of their choice.  Moreover, they can do this without being stymied by closed, proprietary hardware or software solutions that do not support open standards or being forced to purchase expensive products in order to access documents to which they have a fundamental right. 

B.  An open standard enables interoperability by helping to separate the information (electronic record) from the application that created it.  This information can then interact with other applications seamlessly and with fidelity without interference of any proprietary code.  Governments benefit from being able to make different applications work together fully, without any restrictions. 

Also, interoperability created by open standards ensures that local software developers can participate in selling to the government.  Small software developers can write software to run on various vendors’ platforms and consequently increase their potential market.  The developers are not wedded to a single vendor’s platform and thus have a potentially larger market to serve. 

Bringing this open standardization to electronic records enables interoperability and mechanism and processes for collaboration – for editing, interchange, storage and retrieval – in ways previously unimaginable.  For instance, in government and education, where vast stores of information are kept as public records or research documents, document access and sharing is a top planning priority.  In an environment where a single word processing application is widely used, organizations have largely defaulted to storing their documents in proprietary file formats.  A weakness of this approach is that if a user were to employ an application that does not use the same file format, then that user would not be able to efficiently collaborate and exchange data with colleagues.  In situations where different proprietary formats are used, the search, retrieval and reuse of vital business information stored in documents can become difficult if not impossible.

Standards should be adopted to encourage interoperability and data sharing - standards for long-term preservation, standards for system interoperability (SOA / Web Services), standards for records management and preservation: 

♦ISO 15489: http://www.iso.org/iso/catalogue_detail?csnumber=31908 
♦DoD 5015.2: http://www.dtic.mil/whs/directives/corres/html/501502std.htm 
♦MoReq 2: http://www.moreq2.eu/ 
♦Privacy Acts

♦HIPAA: http://www.hhs.gov/ocr/hipaa/  

Question 4.  What mechanisms and processes should the State implement to encourage appropriate government control of its electronic records? 

Governments should insist that the solutions they buy are based whenever possible on truly open standards.  Governments need not mandate technical standards.  Rather, they should participate as customers to the IT industry and identify their user needs in the industry-led groups that are developing global, open standards.  Many governments are taking steps to ensure their IT purchases adhere to standards of “openness.”  Government policies that insist on open, standards-based solutions are an appropriate way to achieve interoperability, prevent vendor lock-in and promote competition. 

IBM recommends adopting standards- and processed-based controls that automate adherence to policies for records capture, categorization, access control, retention management, and disposition.  We therefore recommend solutions built around the IBM Zeroclick and the IBM ECM Compliance offering.  Many government organizations are also adopting “big bucket” retention strategies to simplify retention management and reduce risks. 

Question 5.  What mechanisms and processes should the State of New York consider for encouraging choice and vendor neutrality when creating, maintaining, exchanging and preserving its electronic records?

As discussed in answers to the above questions, ODF should be the standard for file formats of electronic records that are created, exchanged, and preserved by the government.  ODF is the only open file format that ensures appropriate government control, access, and interoperability (as discussed in the above questions) and increases choice and promotes software vendor innovation.  Fully documented and freely available without restrictions for anyone to implement, the ODF format supports increased competition. 

ODF provides other important benefits for governments:

♦Efficient interchange of information among various parts of an organization and  among organizations

♦Greater choice and control over the search and reuse of documents and the intellectual property contained within them

♦Forward and backward compatibility and document data protection in perpetuity for end users

♦Help to create new, more competitive and creative organizational productivity and creativity tools

Developed and approved by OASIS in an open, inclusive and transparent process, ODF has no restrictions on its use in any software, be it customer-unique code, a vendor product or open source.  OASIS is a not-for-profit, global consortium that drives the development, convergence and adoption of e-business standards.  Founded in 1993, OASIS has more than 5,000 participants representing over 600 organizations and individual members in 100 countries, and has produced several Web services, security and e-business standards. 

Among the vendors represented on the board of directors during the development of ODF were IBM, Sun Microsystems, Nokia, Oracle, SAP, BEA and Microsoft®.  In 2002, OASIS established a technical committee to create an open, XML-based file format specification for office applications.  In 2005, the result of this work, Open Document Format for Office Applications v1.0, was approved by the Open Document Technical Committee as an OASIS Standard and submitted to ISO, the International Organization for Standardization, for approval.  This cross-stakeholder stewardship will help ensure that the specification continues to evolve according to industry and consumer needs.  Contributors to the OASIS ODF standard included a representative from the New York State Office of the Attorney General and a representative from the National Archive of Australia.

Having several vendors embrace ODF as a file format for their office applications provides freedom of choice for information technology purchasers by giving them the ability to choose among competing vendors’ applications without becoming locked in to any one of them for long periods of time. 

Software support for ODF has grown rapidly and now includes over 40 applications available on the market today , demonstrating that open standards really do provide choice.  We have shared a list below of our understanding of that support.  Other lists can be found at http://www.opendocumentfellowship.com/applications and http://en.wikipedia.org/wiki/List_of_applications_supporting_OpenDocument.

Text documents – word processors and collaboration tools (.odt)

♦AbiWord 2.4 (reading from 2.4, import and export from 2.4.2):  http://www.abisource.com/
♦Adobe Buzzword (web-based word processor with planned support for .odt):  http://www.adobe.com/special/buzzword/faq.html
♦ajaxWrite ( web-based word processor can read/write .odt):  http://us.ajax13.com/en/ajaxwrite/
♦Apple TextEdit (reading and writing):  http://www.apple.com/macosx/features/300.html#textedit
♦Babya bSuite 2008 (odt. support via built-in converter):  http://www.pr.com/press-release/48217
♦Corel WordPerfect Office X3 (opens .odt, full support planned):  http://www.corel.com/servlet/Satellite/us/en/Product/1191009902786
♦Google Docs (web-based application accepts/uploads documents in .odt):  http://www.google.com/google-d-s/intl/en/tour1.html
♦IBM Lotus Notes 8 Documents (supports .odt):  http://www-306.ibm.com/software/lotus/products/notes/productivitytools.html
♦IBM Lotus Symphony Documents (supports .odt):  http://symphony.lotus.com/software/lotus/symphony/home.jspa
♦Ichitaro (Japanese)(read/write support via plug-in, full built-in support from 2007):  http://en.wikipedia.org/wiki/Ichitaro
♦Haansoft Hangul (Korean suite; plans read/write support for ODF in 2009):  http://www.zdnet.co.kr/etc/eyeon/enterprise/0,39036961,39164305,00.htm
♦KWord 1.4+ (full native support since 1.5):  http://www.kde.org/
♦NeoOffice 2.0 Writer (OpenOffice.org 2.0.3 derivate):  http://en.wikipedia.org/wiki/NeoOffice
♦NextOffice 9.0 Writer (OpenOffice.org 2.0.2 derivate):  http://en.wikipedia.org/w/index.php?title=NextOffice&action=edit
♦OpenOffice.org Writer (full native support from 2.0):  http://development.openoffice.org/releases/2.3.0.html
♦Primesharing’s TeamDrive (collaboration tool; create, open, edit, exchange .odt files):  http://www.adtmag.com/article.aspx?id=21318
♦RedOffice 3.0 (Chinese suite with support for .odt from v3.0 and higher):  http://www.ch2000.com.cn/english/index.htm
♦SEPT-Solutions Mobile Office v1.2 (reads .odt on your mobile; support planned for editing/creating in .odt):  http://www.sept-solutions.de/English/office.php
♦Softmaker Office 2008 (reads/writes .odt):  http://www.softmaker.com/english/ofw_en.htm
♦Sun StarOffice 8 Writer (full native support for .odt):  http://www.sun.com/software/star/staroffice/index.jsp
♦Thoughtslinger (text editing collaboration software supports .odt):  http://www.thoughtslinger.com/index.php
♦Zoho Writer (an online word processor, can read/write .odt):  http://writer.zoho.com/jsp/home.jsp?serviceurl=/index.do
Spreadsheet documents (.ods)

♦EditGrid 2.0 (full support):  http://www.editgrid.com/site/learn/feature/spreadsheet
♦Google Docs (web-based spreadsheet application that accepts .ods):  http://www.google.com/google-d-s/intl/en/tour1.html
♦Gnumeric 1.7.14 (reads, writes .ods):  http://freshmeat.net/projects/gnumeric/?branch_id=22632&release_id=265190
♦IBM Lotus Notes 8 Spreadsheets (supports .ods):  http://www-306.ibm.com/software/lotus/products/notes/productivitytools.html
I♦BM Lotus Symphony Spreadsheets (supports .ods):  http://symphony.lotus.com/software/lotus/symphony/home.jspa
♦KSpread (basic support in 1.4.x, native support in 1.5 onwards for .ods):  http://www.koffice.org/kspread/
♦NeoOffice 2.0 Calc (OpenOffice.org 2.0.3 derivate):  http://en.wikipedia.org/wiki/NeoOffice
♦NextOffice 9.0 Calc (OpenOffice.org 2.0.2 derivate):  http://en.wikipedia.org/w/index.php?title=NextOffice&action=edit
♦OpenOffice.org Calc 2.3 (full support from 2.0, import-only in 1.1.5):  http://sc.openoffice.org/
♦RedOffice 3.0 (Chinese suite with support for .ods from v3.0 and higher):  http://www.ch2000.com.cn/english/index.htm
♦Sun StarOffice 8 Calc (full native support for .ods):  http://www.sun.com/software/star/staroffice/index.jsp
♦Tables 1.4 (for Mac OSX; imports .ods):  http://www.x-tables.eu/more/whatsnew.html
♦Zoho Sheet (imports, exports to .ods):  http://sheet.zoho.com/features.do
Presentation documents (.odp)

♦ajaxPresents (compatible with .odp):  http://us.ajax13.com/en/ajaxwrite/
♦IBM Lotus Notes 8 Presentations (supports .odp):  http://www-306.ibm.com/software/lotus/products/notes/productivitytools.html
♦IBM Lotus Symphony Presentations (supports .odp):  http://symphony.lotus.com/software/lotus/symphony/home.jspa
♦KPresenter (basic support in 1.4.x, native support in 1.5 onwards):  http://www.koffice.org/kpresenter/
♦NeoOffice 2.0 Impress (OpenOffice.org 2.0.3 derivate):  http://en.wikipedia.org/wiki/NeoOffice
♦NextOffice 9.0 Impress (OpenOffice.org 2.0.2 derivate):  http://en.wikipedia.org/w/index.php?title=NextOffice&action=edit
♦OpenOffice.org Impress 2.3 (full native support from 2.0):  http://development.openoffice.org/releases/2.3.0.html
♦RedOffice 3.0 (Chinese suite with support for .odp from v3.0 and higher):  http://www.ch2000.com.cn/english/index.htm
♦Sun StarOffice 8 Impress (full native support for .odp):  http://www.sun.com/software/star/staroffice/index.jsp
♦Zoho Show (imports .ods):  http://show.zoho.com/new.sas
Content management systems 

♦Alfresco ECMS 2.1 (through ODF Virtual File System):  http://www.alfresco.com/products/solutions/ecm/dm/
♦Apache Lenya:  http://lenya.apache.org/
♦Aykula DMS:  http://www.aukyla.nl/?page=ADMS
♦CPS Project:  http://www.cps-project.org/
♦eZ Publish:  http://ez.no/
♦Plone:  http://plone.org/
♦SiSU:  http://www.jus.uio.no/sisu/SiSU/1.html#summary
♦TYPO3:  http://typo3.org/
Moreover, ODF helps governments maximize their return on investments and performance.  A buyer who chooses ODF will have a strong negotiating position because it has more options – not only now, but in the future because its existing documents will not be shackled to a single vendor’s application.  Buyer choice not only lowers costs but gives end users more latitude to set requirements and performance criteria. 

Lastly, ODF will also spur innovation and creativity for the technology industry as a whole, since energy will be directed toward making better products based on the merits of the software rather than maintenance of a format control point that precludes multiple implementations from multiple vendors.  The open, collaborative process for ODF management helps ensure it will keep pace with change.  The economics of a community-driven, open and freely available specification means that any number of commercial and noncommercial entities can bring truly innovative functions to the market and can realistically pursue new and creative market opportunities.  As innovation occurs and technology develops, ODF can evolve accordingly.

Organizations should require electronic records management system (ERMS) technology to be standards-based, ideally architected upon an SOA / Web Services infrastructure for dynamic interoperability and exchange.  Centralized records policy administration and retention/disposition management should be achieved via federated services that leave content in native systems of record (SOR) while automating records capture and management. 

Question 6.  Are there mechanisms and processes the State of New York should establish that are specific to the management of its electronic records in its various life cycle stages (creation, maintenance, exchange, preservation and disposal)?

Best practice guidance through the record lifecycle is available from myriad standards sources, including ISO 15489, DoD 5015.2, MoReq 2, and more.  Trends in lifecycle automation to improve policy adherence and minimize organizational risk are reflected in the new versions of these standards.

For more information from an IBM product perspective, see the whitepaper “IBM FileNet Records Manager: Cost Effective Electronic Records Management, An Assessment”. 
http://www.merresource.com/pdf/ibm-filenetrm-wp2.0.pdf 

Question 7.  How should the State address the long term preservation of electronic records? What should the State consider regarding public access to such archived content? 

A government should never have to ask the vendor’s permission to access its own information.  As discussed in the answer to General Question 2, open standards are critical for long term access and preservation of electronic documents.  In regard to archived content, IBM would add that today, governments may no longer have many options or may have lost the ability to modify and save archived documents at some future date.

The headlines provide a recent example:  Microsoft decided to block support for some document formats in its Office 2003 product.  See the CNET article “Microsoft admits Office 2003 ‘support’” (http:// www.news.com/Microsoft-admits-Office-2003-mistake/2100-1012_3-6224917.html?tag=nefd.pop ) which said, in part:

The advisory, posted in December, told users that dozens of file formats had been blocked in the latest service pack for Office 2003–Service Pack 3 (SP3)–because they were insecure.

It provided a workaround for users who wanted to unblock the formats, but made the process complicated, requiring changes to the registry which could have made users’ PCs inoperable if they were applied incorrectly. 

There is no guarantee that this will not happen again, with MS Word or any other proprietary format.

Open standards can effectively ensure that a government document saved today will not be technologically locked tomorrow.  Without open standards, governments are tied to the technology, strategy and pricing decisions of a single supplier, sometimes without reasonable possibilities to find alternative vendors.  Open standards give governments and users control by no longer forcing unavoidable technology decisions on the businesses and citizens that need to interact with the governments and their documents. 

Open standards transfer control from industry to government and other users.  For example, the ability to see, use, implement and build from an open standard allows managers and users to exert more control to determine if and when they need to add functionality, swap components or fix bugs.  By relying on open standards, managers can decide when to upgrade and who provides software support.  They can replace suppliers or even implement upgrades in house.  In keeping pace with changing technology, governments gain control and become more efficient and effective in meeting citizen and taxpayer needs.

ODF is a good example of this: ODF-compliant information prepared using software from one vendor can be used by with any other software that complies with the standard.  No one vendor can arbitrarily change it.  This control provides a lot of protection for people who save their documents in ODF.

By providing an alternative to proprietary technologies, ODF allows governments to embrace an open-standards approach to managing vital electronic records.  It helps assure that end users, such as governments and their citizens, can access and share electronic records now and for generations to come without having to continue to pay unnecessary licensing fees to view or edit information stored in proprietary formats.  Organizations or individuals can deploy any word processing application, thereby giving them greater control of their documents by decoupling file formats from the applications used to create them, especially proprietary formats with accompanying limitations and restrictions.

ODF promotes long-term information retrieval by entrusting the format to an independent standards body that operates as a community.  In contrast, single vendor control has not guaranteed backward file format compatibility (again, see “Achieving Openness” at http://www.odfalliance.org/resources/Achieving_Openness.pdf to understand the differences in control among various standard bodies).  Adoption of ODF avoids reliance on the life span of a piece of software to maintain access to vital information.  Unfortunately, experience has shown the life span of a software application to be only a small fraction of the life span of critical electronic documents, such as birth or financial records.

In providing access to state archived records, in addition to format, the State should prepare for increasing requirements and standards for citizen privacy and freedom of information demands.  These requirements should lead state agencies to aggressively cease the use of physical / paper records by digitizing legacy records and enforcing policies to manage born-digital records in their native (or long term preservation) digital formats (vs. print and file practices). 

Question 8.  What changes, if any, should be made to the government records management provision in New York Statutes?  (Please reference those laws which are cited here: http://www.archives.nysed.gov/a/records/mr_laws.shtml).

IBM is not aware of any specific statutory changes that are needed at this time.  However, we would appreciate an opportunity to further comment on this question after review of the statutes.

Question 9.  What constraints and benefits should the State of New York consider regarding the costs of implementing a comprehensive plan for managing its electronic records?

When considering the costs of implementation, many different drivers come into play.  The most appropriate metrics will come from analyzing the long term benefits to users–government decision makers, office workers, the public, etc. – in their need to access, exchange and preserve documents.  The end users don’t see or care about formats.  They care about their documents and the people and processes that work with these documents.  The question for them is: What is the cost to exchange their documents with other users and business processes? In other words, what is the cost to interoperate? That is the metric that counts.

Several cost drivers come into play here:

· What are the choices and costs in application software necessary to author a document?

· What are the choices and costs in application software to receive or edit a document?

· Will others see the document as the author intended?  Or will there be fidelity loss from conversions?

· Similarly, what are the performance, security, stability, legal and licensing implications of introducing translation steps?

· How easy is it to program this document format?  In other words, what is the cost of business process integration?

At every state of this cost-driven, user-focused analysis, multiple formats raise costs and a single, open formats lowers them.  If the metric for interoperability is the “cost to interoperate,” then interoperability (and choice as well) is maximized when a single application-neutral and platform-neutral document format is natively supported by multiple applications at a range of price/function points.  Introducing even a single additional format into a business will escalate costs, degrade fidelity of document exchange, and reduce interoperability. 

Furthermore, open standards help ensure flexibility and efficiency for businesses around the world.  Specifically, ODF is cost effective because competition among applications that implement ODF will provide a variety of solutions (including open source solutions) at competitive prices.  This choice among products will also help citizens who will not have to buy a specific application to access government information – indeed, free-of-charge solutions are already available.  Thus, even if the State decides to spend a substantial amount of money on software supporting ODF, its citizens will not be forced to do so as well. 

Evolving compliance requirements demand a sound business and records management approach to utilize original digital documents in the business process and manage them through out their lifecycle, converting legacy physical / paper records to electronic documents.  The goal:  reduce the costs and risks of using and storing paper, while providing greater visibility into business processes and reducing the cost of compliance and risk management. 

Additionally, an electronic records management system should not require enterprise records to move from the native system of record (SOR) to a third-party records system - instead, a federated approach for managing records in place while applying centralized records policies, controls, and retention and disposition rules should be adopted.  The volume of information across disparate systems will only increase, and enterprise organizations must select flexible, dynamic compliance solutions that can grow organically and in tandem with such volume.

The IBM ECM platform helps decrease the risks associated with records management by providing automated controls to help ensure compliance across the enterprise.  IBM technologies can facilitate easy backup and greater user productivity, potentially saving millions of dollars by eliminating the paper shuffle.  In addition, automated records capture, classification and lifecycle management functions provide advanced auditing and monitoring tools to track various events—such as who used what content to support which business process, providing a key aid in discovery and auditing for compliance.

Question 10.  What should the State of New York consider regarding the management of highly specialized data formats such as CAD, digital imaging, Geographic Information Systems and multimedia? 

IBM has no specific recommendations at this time, but would appreciate an opportunity to comment on after further review.  However, we believe that moving to an open document format is the appropriate place to begin a state program for efficient management and retention of state records.

Question 11.  What constraints and benefits should the State of New York consider regarding potential savings or additional costs associated with the management of defined electronic record formats? 

As discussed in our response to General Question 8, ODF is cost effective because competition among applications that implement ODF will provide a variety of solutions, including open source solutions, at competitive prices.  Ironically, when there is not such competition, the State would be locked into a single vendor’s solution to access the State’s own information.  This choice among products will also help citizens who will not have to buy a specific application to access government information – indeed, free-of-charge solutions are already available. 

The various studies highlighted below range from simple analysis of the cost of application migration, to more comprehensive analyses that assess the total cost of ownership (including both the direct and indirect costs associated with a migration).

Ramboell Management Report (Denmark)

Migration by the central administration alone to Office 2007/Open XML would cost 380 million kroner (USD 65m) over 5 years, whereas a move to OpenOffice.org/ODF would cost 255m kroner (USD 44m) over the same period.  When applied to the entire Danish public administration, this translates into 550mkroner (USD 94m) saved over a five-year period.  The significant savings found in the study were attributed largely to the lack of any licensing fees for OpenOffice.org/ODF. 

http://www.odfalliance.org/resources/RamboellReport.pdf 

Ministry of Justice (Finland)

The six-year cost (2006-2011) for a full Microsoft Office migration of 10,000 desktops was estimated to be Euro 6.8m (USD 8m), versus Euro 2.1m (USD 3m) for OpenOffice.org and Euro 1.7m (USD 2.2m) for Lotus SmartSuite, a savings of between 25-30%.  The cost estimate included training and other costs.  Nearly the entire migration was done internally and has helped build skills within the organization and across government. 

http://www.om.fi/Etusivu/Julkaisut/Julkaisusarjat/Toimintajahallinto/Toiminnanjahallinnonarkisto/Toimintajahallinto2007/1171362109118?lang=en 

Bristol City Council Cost Analysis (United Kingdom)

The Council saved 60 percent on software costs when it decided to migrate 5500 desktops to ODF-supporting StarOffice at a cost of £670,000 (USD 1.3m) over a five-year period, instead of upgrading to its previous vendor at a cost of £1.7 million (USD 3.2m) over the same period.  Despite setting training costs for upgrading to its previous vendor at zero, the advantage was far outweighed by the fact that the previous vendor’s licensing fees were 12 times that of Sun’s StarOffice.

http://www.opensourceacademy.gov.uk/osacademy/our_partners/bristol-city-council/bristol-city-council 

City of Haarlem Study (The Netherlands)

The city estimated its costs for training, development and migration to OpenOffice.org to be 50,000 euro (USD 62,000), roughly 90 percent lower than its license costs for an upgrade to Office 2000.  Haarlem found that that OpenOffice.org achieved the functionality needed by city employees, and that the main issue involved compatibility between formats, which was not a problem for the majority of applications used.

http://europa.eu.int/idabc/en/document/3434/469 

City of Stockholm Feasibility Study (Sweden)

Costs to upgrade to Office 2003 were estimated to be between 3,000 and 3,800 SKR (USD 425+) per user versus 795 SKR (USD 112) per user to migrate to OpenOffice.org, a potential savings of 75 percent.

http://computersweden.idg.se/2.139/1.47174 

Department of Information Technology Case Study, Delhi Government (India)

Evaluating the cost over a 4 year period of migrating 10,000 desktops to StarOffice versus upgrading to MSOffice 2007, the study found that with acceptance of the Microsoft Software Assurance upgrade, Delhi DoIT could achieve a net savings of 238.5m INR (USD 5.3m) in licensing costs by migrating to StarOffice.  When declining the Software Assurance upgrade, it could achieve a net savings of 220.5m INR (USD4.9m).

http://www.odfalliance.in/Docs/IIMA%20Case%20Study.pdf 

Gendarmerie Nacionale (France)

Equipping 70,000 desktops with OpenOffice.org saved an estimated Euro 2m (USD 2.5m) in licensing fees per year since 2004. 

http://www.lexpansion.com/Pages/PrintArticle.asp?ArticleId=146600 

Question 12.  What existing programs in the private or public sector for the management of electronic records are appropriate for the State of New York to examine? Please cite specific examples. 

This answer provides details on policies of nations, regions/municipalities and US states that recognized and promote open standards in a variety of fashions.  These enlightened policies were spearheaded by different agencies and branches in governments but generally haven’t taken the form of laws, executive decisions, interoperability frameworks, or action plans.  The impetus for these laws and policies also vary, but most center on political sovereignty (control and access) issues, cost savings, and technology choice reasons.  Please also see our response to General Question 11 above.  For further first-hand documentation on the successful migration of many of these countries and regions to ODF, please see http://www.odfworkshop.org/docs.html. 

Argentina, Misiones

Misiones, a province in the northeast of Argentina, became the first regional government in Latin America to adopt Open Document Format.  According to the resolution on 21 December 2006, all documents created and exchanged between public administrations must be in ODF for documents in which the recipient needs to make edits; for documents in public circulation and where read-only access is needed, PDF/A must be used.  Proprietary formats, including .doc, .ppt., .xls, RTF, and WordPerfect are explicitly not permitted under the resolution. 

http://www.misiones.gov.ar/egov/index.php?option=com_content&task=view&id=133&Itemid=26 

Belgium, Federal Government

On 23 June 2006, Belgium’s Council of Ministers adopted a recommendation which would effectively introduce ODF as the preferred standard within its governmental agencies for the creation and exchange of text, spreadsheets, and presentations.  The guidelines state that all documents exchanged within the federal government must be in an open standard format based on XML and implemented by more than one vendor.  Implementation has begun and milestones - writing functionality by 1 Sep 2008 and document exchange in ODF by 1 Oct 2008 – achieved. 

http://www.siia.net/govt/docs/pub/Belgium_FEDICT_OpenForumEurope_060704.pdf 

Brazil, Federal Government

With the publication of version 2.0 of its e-Ping Interoperability Framework, Brazil became the first country in South America to officially recommend ODF.  The framework states that all .xls, .doc and .ppt files are in transition, meaning they do not comply anymore with its technical policies, and that ODF is now the Brazilian Government’s officially recommended format.

https://www.governoeletronico.gov.br/acoes-e-projetos/e-ping-padroes-de-interoperabilidade/versoes-do- 

The Legislative Assemble of the State of Parana, a state in southern Brazil, approved a law on December18, 2007 requiring all public administrations and autonomous bodies and companies under state control to adopt ODF for the creation, storage and display of digital documents. 

https://www.documentos.dioe.pr.gov.br/dioe/servlet/SltDownloadPdf?ec=kWyYWYWYZwYEWyEWKw&arquivo_codigo=3694 

China, Hong Kong

In March 2006, ODF was added to the Hong Kong Government’s Interoperability Framework as a recommended standard. 

http://www.ogcio.gov.hk/eng/infra/download/s18.pdf 

Croatia, Federal Government

As part of its eCroatia 2007 program, Croatia announced an implementation deadline of September 2007for its work on using ODF and PDF as a basis for electronic document exchange by public administrations. 

http://www.e-hrvatska.hr/sdu/hr/e-hrv/vijest.html?h=/hr/e-hrv/contentParagraph/011111111111113&c=/hr/ProgramEHrvatska/Provedba 

Finland, Ministry of Justice

This Ministry adopted ODF for document exchange as part of a migration to an ODF-supporting application, resulting in an estimated cost savings of Euro 5.6m (USD 7.6m) over five years. 

http://ec.europa.eu/idabc/servlets/Doc?id=27850  
France, Federal Government 

France’s Direction Générale de la Modernisation de l’État (DGME) specifically refers to ODF in its draft Référentiel Général d’Interopérabilité (RGI), or Interoperability Guidelines.  Generally followed by public administrations throughout France, the RGI requires the ability to accept all documents in ODF, recommended to use ODF for office applications (text, charts, presentations), and prohibited to migrate to a format currently used by only one organization.

https://www.ateliers.adele.gouv.fr/ministeres/domaines_d_expertise/architecture_fonctio/public/rgi/
Germany, Federal Government

The Standards and Architectures for e-Government Applications, a multi-vendor expert group that recommends standards to be used by the federal government, has recognized ODF.  In addition, the Federal Foreign Office is using ODF. 

http://foren.kbst.bund.de/kbst_forum/showthread.php?p=1533#post1533 
Munich, Germany migrated early to ODF supporting applications.  It plans an extensive migration of its14,000 documents, including those with macros in the most efficient manner.  It found OOXML could not perform the same functions.  Furthermore, the city officials have said the city wants one standard and multiple implementations – not multiple standards.

India, Kerala

Kerala, a state in southwestern India, officially adopted its information-technology policy, which states that“[o]pen standards like Unicode and Open Document Format and Open Architectures will be followed in e-governance projects to avoid total dependence on select vendors.”  The “Information Technology Policy:  towards an inclusive knowledge society,” was published in January 2007 and the subject of a lengthy public consultation process.

http://www.keralaitmission.org/web/main/ITPolicy-2007.pdf 

Japan, Federal Government

Japan adopted a policy under which government ministries and agencies will solicit bids from software vendors whose products support internationally recognized open standards.  Previously, government agencies could ask bidders to submit bids based on whether their products offered functions comparable to particular software suites.  In addition, Japan released its Interoperability Framework, which takes effect immediately and specifically references ODF, gives preference to procuring products that adhere to open standards, and which interoperate easily with other software.

http://www.meti.go.jp/press/20070629014/20070629014.html 

Malaysia, Federal Government

In August, 2007, the Malaysian Administration Modernization and Management Planning Unite (MAMPU) issued a study to look at how the Malaysian public sector should migrate to open standards and ODF.  The study will examine the benefits of open standards, suggest policies and guidelines for achieving openness, and provide ways in which ODF can be implemented. 

http://www.zdnetasia.com/news`/software/0,39044164,62030781,00.htm 

Netherlands, Federal Government

Netherlands released its action plan on open standards and open source on September 17, 2007.  Its main objectives are a.) to increase interoperability by speeding up use of open standards, b.) decrease dependency on single vendors through increased use of open standards and open source software and c.)  increase level playing field in software market.  They have established concrete targets and deadlines including:  a.) the “comply or explain and commit”- principle will be used regarding demanding open standards in public procurement.  All central government organizations will have to do so by April 2008 at the latest and b.) ODF (read, write, exchange, publish and receive) will be introduced gradually: it must be supported by all (semi)government organizations by January 2009 at the latest.

http://minez.nl/content.jsp?objectid=153176&rid=home 

Norway, Federal Government

The Cabinet-appointed Norwegian Standards Council has recommended that ODF be mandated for document exchange and downloads of editable documents, and PDF for publication of non-editable documents on the web.  The recommendation, presented by Norway’s Minister of Renewal Heidi Grande Røys (Socialist Party), also calls for the convergence of ODF and OOXML in order to avoid having two standards covering the same usage.  On December 19, 2007, the government also announced that all new information on governmental websites must be available in open formats HTML, PDF or ODF from January 1, 2009 onwards.

http://gotze.eu/2007/05/norwegians-launch-interoperability-framework-mandate-odf.html#respond 

Poland, Federal Government

The Council of Ministers of the Government of Poland approved the National Computerization Program (NCP), which recommends the use of open, publicly available IT standards and calls for technological neutrality in all government-led IT projects.  The program is scheduled to be implemented from 2007-2010. 

http://www.standardy.org/node/67 

Russia, Federal Government 

In August, 2007, Russia committed to evaluate the economic benefits of ODF and to establish a roadmap towards implementing open standards.  Russia’s Ministry for Information Technologies and Communications presented the “Action Plan on Open Source Software Development and Usage in the Russian Government,” which envisions legislative requirements to mandate the procurement of software based on widely used standards, primarily ISO standards, in order to eliminate proprietary specifications. 

http://www.odfalliance.org/press/Release20070828_Russia.pdf 

South Africa, Federal Government

The South African Cabinet announced approval of a strategy where “all new software developed for or by the government will be based on open standards.”  This strategy will, among other things, “lower administration costs and enhance local IT skills.” 

http://www.tectonic.co.za/view.php?id=1377 

This builds on the South African Research Body, CSIR, which committed to move to ODF by the end of 2007, citing the role that open standards have in ensuring that scientific knowledge produced is preserved for posterity.

http://www.csir.co.za/plsql/ptl0002/PTL0002_PGE013_MEDIA_REL?MEDIA_RELEASE_NO=7454764 

Spain, Extremadura 

By 25 July 2007, the government approved a motion that all public administrations must use ODF for document exchange.  Extremadura decided in 2002 to migrate 70,000 desktops to a local version of free, open source Debian software and estimated cost savings of 18 million euros. 

http://www.hispalinux.es/files/mocion_consejo_gobierno_english.pdf 
Question 13.  Are New York State’s existing standards, regulations and guidelines regarding records management adequate to meet the challenges of electronic records retention?  How should these standards, regulations and guidelines be changed?

IBM believes that state standards, regulations and guidelines should explicitly require open, non-proprietary standards for document creation and retention.  We would appreciate an opportunity to further comment on this question after review of the relevant standards, regulations, and guidelines.

Question 14.  What else should the State of New York consider about this subject?

In mid-September 2007, as part of its investment in the next wave of collaboration technology, IBM introduced its Lotus Symphony, a suite of free software tools for creating and sharing documents, spreadsheets and presentations that is based on open standards.  At no cost, business, academic, governmental and consumer users alike can download (at www.ibm.com/software/lotus/symphony) this enterprise-grade office software, which is the same tool inside some of IBM’s most popular collaboration products, such as the recently released Lotus Notes 8.  In addition, these tools can be used to seamlessly extend a business process or custom application to create dynamic composite applications.

Three core applications make up the Lotus Symphony tools:  Lotus Symphony Documents, Lotus Symphony Spreadsheets and Lotus Symphony Presentations.  These software tools are intuitive to use, support Windows and Linux desktops and are designed to handle the office productivity tasks that workers typically perform.  Lotus Symphony supports multiple file formats including Microsoft Office and ODF, and also can output content in PDF format.

Increasingly, users of productivity software are challenging the confines of the desktop.  IBM Lotus Symphony provides a fresh, people-oriented way to create, contribute and reuse content instantly, across a wide range of applications.  In addition, because it is based on ODF, Lotus Symphony allows organizations to access, use and maintain all their documents for the long-term, without worrying about ongoing software licensing and royalty fees.

Earlier in September, IBM announced its membership in OpenOffice.org and intent to make important technical and resource contributions.  By teaming with the community to accelerate the rate of innovation in the office productivity marketplace, IBM expects this will improve its ability to deliver innovative value to users of IBM products and services.  This will lead to an even broader range of solutions and ODF-supporting applications that draw from the OpenOffice.org technology.  As a new member of OpenOffice.org, IBM is pleased to be releasing our first version of Lotus Symphony based on the OpenOffice.org V1.2 code base.  We are now formulating plans for future releases of Lotus Symphony which will incorporate the updated OpenOffice.org code as well as additional enhancements.

While the most common office document tools represent basic functionality, IBM Lotus Symphony provides a unique capability consistent with IBM’s strategy to help people find new ways to work together.  The no-charge IBM Lotus Symphony allows for the integration of editor functionality into their everyday desktop and business applications.

For example, IBM Lotus Symphony can help businesses complete tasks more rapidly and efficiently by connecting to relevant information from a variety of sources.  Companies can integrate IBM Lotus Symphony tools into their custom applications and easily connect to myriad data sources to create composite applications.  These rich applications enable users to work in a single view, and present data from multiple sources instantly. 

In one scenario, Enterprise Resource Planning (ERP) systems can be linked directly into the user’s workspace.  The user can submit queries to an ERP system which will respond with the requested data.  This is delivered to the user’s workspace where IBM Lotus Symphony Documents automatically populate the fields in a customer’s shipping invoice.  The user can accomplish all this immediately consistent consolidated view of the task at hand.  Keeping the focus on this consolidated workspace can help users improve their productivity.

IBM Lotus Symphony gives users the freedom to create and share information, as well as assemble composite applications that link to business processes.  These new innovations are helping people manage the blending of work and home, software and service, internal and external collaboration. 

Part II - Detailed Questions 

The original source for these questions and other explanatory information is 

http://www.oft.state.ny.us/oftnews/erecords-study.htm  and 

http://www.oft.state.ny.us/oftnews/FINAL_e-record_study_RFPC.Part%20II.pdf. 

Question 1.  Are the distinctions described in Part I of this RFPC between the definitions of electronic data, documents, and records useful?  Are there any specific elements or distinctions in those terms which CIO/OFT should be taking into account?

Defining a document as a “physical embodiment” in an “electronic form” does not appear to be a useful definition.  In some cases a document will have a physical aspect, such as when printed, or visible on the screen.  In other cases, such as when transmitted over a wireless network, it may merely be modulations of a radio carrier wave, not what most would call a physical embodiment.  Especially with respect to the assertion of “appropriate government control,” the definition of a document should not rely on its physicality. 

We believe that beyond the definitions, the State should be explicit about what kinds of documents do and do not fall into each category.  For example, while we would presume that files produced within a word processing application are electronic documents, is this also true of received faxes stored in an image format? What about “documents” that are created by applications other than word processing, spreadsheet, and presentation software?  Is calendar information included?  IBM believes it would be useful for the State to examine the full range of electronic information that is being considered for use within the so-called “Office 2.0” class of applications.

Question 2.  Is the description in Part I of this RFPC of three types of access needed for electronic records – day-to-day utility access; ancillary active record access; and historical access – a realistic and useful conceptualization of the main uses of electronic records?  If not, please describe with specificity recommendations for alternative methods for conceptualizing the study’s issues.

Although the terminology may differ in other states, and between public and private sector usage, the three-way division described is typical.  Some have also taken a two-level approach where ancillary active records access and historical access are just two points in a continuum of “defined time period access” where the required preservation period is set by statute or regulation. 

Question 3.  Does the use of particular office suite formats such as the Open Document Format (ODF) or Office Open XML (OOXML) raise any security or privacy implications and, if so, what are they?

Security and privacy concerns can arise with any modern document format sophisticated enough to contain executable code in the form of scripts or macros.  Although neither the ODF nor the OOXML standards define such executable code, the major applications that support these formats do allow executable scripts stored in the document.  Opening documents in these formats from untrusted strangers presents well-known risks that can be mitigated by anti-virus scanning, user education, proper configuration of end-user applications and operating systems to minimize allowed permissions, etc.

That said, positive capabilities now available with formats such as ODF use semantic tagging to help ensure proper access controls to sensitive data.  For example, an entire document could be tagged to indicate that it has privacy implications.  Even specific portions of the document at the paragraph or word level could be tagged with various privacy annotations.  These annotations could be configured to be invisible to the average user, but could be scanned and read by intelligent processors, say at a mail gateway, to identify and flag private documents that have been improperly routed.  Similarly, an application could be use this tagging to automatically redact a document to remove or obscure text that has privacy concerns. 

Question 4.  Will accessibility to electronic records through the FOIL process be affected by adoption of either format, and if so, how?  Will the rapidity of response required by recent updates to the FOIL law be affected?

This depends on how the State satisfies FOIL request.  If the State is required to produce the original source electronic document, then it would continue to do so.  If it prints and sends hard-copy then it would continue to do so.  If it currently converts to PDF and sends that, it would continue to do so.  These processes will not necessarily change because the adoption of a particular document format standard.  However, if the original source electronic document is produced, the cost to the requester to access the document will depend on the file format selected.  ODF implementations, for example, are now available at no cost and at no risk of vendor lock-in. 

However, adopting a format that lends itself to easy programmability and application development may create opportunities to streamline the process of finding, retrieving and responding to such FOIL requests by using a modern XML-based document format, like ODF.

Question 5.  In terms of appropriate “government control” of electronic records, what  factors or concerns should the State be addressing?

The classic assurances are:  Authentication, Integrity and Non-Repudiation.  In the first case the controlling entity ensures that only those entitled to access the document are able to do so.  In the second case the person who views it sees what the controlling authority intended them to see, that is, the document is tamper-proof or at least tamper-evident.  In the third case the entity that created the document cannot later deny that it created the document, or that the document it created was different than the one presented.

A variety of technological approaches address all three requirements.  Some approaches enforce these constraints at the document-server level, while others enforce them at the document level.  These various approaches have different associated costs and administrative overhead; accordingly, IBM recommends that the State carry out a security assessment and match the controls to the perceived threat level and value of the underlying data.  The control of citizen tax records, for example, might warrant a different approach than fishing license applications.

Question 6.  Is this the correct definition of interoperability which the study should be using?  If not, please provide a better, alternative definition.

Interoperability is the ability of information and communication technology systems, and the business processes they support, to exchange data with fidelity and to enable sharing and utilization of information and knowledge.  More fundamentally, interoperability is the means by which governments can link and meaningfully utilize the vast stores of information they possess, regardless of whether the information sits on one particular vendor’s hardware platform or one particular software vendor’s operating system or application suite.  For citizens, interoperability means they can provide, access, and utilize government information using the IT solutions of their choice.  Moreover, they can do this without being stymied by closed, proprietary hardware or software solutions that do not support open standards or being forced to purchase expensive products in order to access documents to which they have a fundamental right. 

IBM believes that an appropriate definition of interoperability is:  the ability for two different and independent software applications to exchange information without loss of data, semantics, or metadata.

Question 7.  Is this the correct definition of “openness” and “open standards” which the study should be using?  If not, please provide a better, alternative definition.

Generally this is a good definition, though we would offer some qualifications.  Across the IT industry, there is a range of agreement how permissible RAND, or “reasonable and non-discriminatory,” licensing is versus RF, or “royalty free” licensing in a particular context.  At one end, software standards relating to the Internet or World Wide Web are almost always RF, while at the other end hardware standards are usually RAND.  Thus it is important to qualify “open standard” and “intellectual property rights for implementation “with the area and context of use. 

In addition, the use of the term “irrevocable” with respect to open standards and open source software licenses are typically qualified by authorizing suspension, termination, or withdrawal of license or non-assert rights if the recipient asserts its patents.  This reciprocity or defensive termination is recognized by most standards organizations, like ANSI and ISO.  How broadly reciprocity or defensive termination is defined is a matter for the standards body.  By way of practical perspective, my grant may be conditioned on you not asserting against only me (“one-on-one reciprocity”) or against any implementer (“universal reciprocity”).  These measures encourage widespread use and adoption of open standards and open source while helping to avoid intellectual property-related lawsuits by recognizing the interests of patent holders and implementers.

Question 8.  For State agency respondents in particular:  What percentages of your electronic records (using the term generally) consist of office suite records?  What other types of electronic records, such as those in online information systems, GIS systems, etcetera does your agency create?  What percentages do those other records consist of?  How did you determine this?

This is not applicable to IBM as a respondent.

Question 9.  Is Gartner’s prediction correct?  What predictions have been made about other formats?

IBM has no reason to doubt Gartner’s predictions for the public sector, but we think use of ODF in the private sector will be higher specifically for those businesses that primarily support the public sector.  We are not aware of any other predictions for other formats.  Note that the prediction mentions “required.” We think that non-required, more ad hoc use of ODF in the private sector will be much higher than 20% of all medium and large companies.  This is primarily because of the rapid development and free cost of ODF-supporting products like IBM Lotus Symphony and OpenOffice.org.

Question 10.  Will the usage of ODF among those individuals and entities with whom the State interacts be so great that failing to provide the NYS workforce with the capability of using ODF will cause NYS interoperability problems?  If so, if the State did not adopt the ODF format, what would be the best method to ensure interoperability with ODF documents received by the State from others?

IBM believes that the State should examine its current document workflow when considering migration to any new format, ODF or otherwise.  Indeed, the State would be well advised to consider its current document workflow in any event.  Documents that are exchanged but are not expected to be modified by the recipients should be sent in PDF format since readers for this exist on most platforms.  If it is most appropriate to post documents in HTML form on a State website, that should be done.  Finally, ODF documents do not cause interoperability problems because free or open source implementations of office suite software, such as IBM Lotus Symphony and OpenOffice.org, are available on multiple platforms.

Question 11.  For office suite formats, which governments have adopted ODF exclusively?  Which governments have adopted OOXML exclusively?  Which governments have adopted both formats?  What other formats for office suite software besides ODF and OOXML have other governments adopted?

This answer provides details on policies of nations, regions/municipalities and US states that recognized and promote open standards in a variety of fashions.  These enlightened policies were spearheaded by different agencies and branches in governments but generally haven’t taken the form of laws, executive decisions, interoperability frameworks, or action plans.  The impetus for these laws and policies also vary, but most center on political sovereignty (control and access) issues, cost savings, and technology choice reasons.  For further first-hand documentation on the successful migration of many of these countries and regions to ODF, please see http://www.odfworkshop.org/docs.html. 

Argentina, Misiones

Misiones, a province in the northeast of Argentina, became the first regional government in Latin America to adopt Open Document Format.  According to the resolution on 21 December 2006, all documents created and exchanged between public administrations must be in ODF for documents in which the recipient needs to make edits; for documents in public circulation and where read-only access is needed, PDF/A must be used.  Proprietary formats, including .doc, .ppt., .xls, RTF, and WordPerfect are explicitly not permitted under the resolution.

http://www.misiones.gov.ar/egov/index.php?option=com_content&task=view&id=133&Itemid=26 

Belgium, Federal Government

On 23 June 2006, Belgium’s Council of Ministers adopted a recommendation which would effectively introduce ODF as the preferred standard within its governmental agencies for the creation and exchange of text, spreadsheets, and presentations.  The guidelines state that all documents exchanged within the federal government must be in an open standard format based on XML and implemented by more than one vendor.  Implementation has begun and milestones - writing functionality by 1 Sep 2008 and document exchange in ODF by 1 Oct 2008 – achieved. 

http://www.siia.net/govt/docs/pub/Belgium_FEDICT_OpenForumEurope_060704.pdf 

Brazil, Federal Government

With the publication of version 2.0 of its e-Ping Interoperability Framework, Brazil became the first country in South America to officially recommend ODF.  The framework states that all .xls, .doc and .ppt files are in transition, meaning they do not comply anymore with its technical policies, and that ODF is now the Brazilian Government’s officially recommended format.

https://www.governoeletronico.gov.br/acoes-e-projetos/e-ping-padroes-de-interoperabilidade/versoes-do-
The Legislative Assemble of the State of Parana, a state in southern Brazil, approved a law on December18, 2007 requiring all public administrations and autonomous bodies and companies under state control to adopt ODF for the creation, storage and display of digital documents. 

https://www.documentos.dioe.pr.gov.br/dioe/servlet/SltDownloadPdf?ec=kWyYWYWYZwYEWyEWKw&arquivo_codigo=3694 

China, Hong Kong

In March 2006, ODF was added to the Hong Kong Government’s Interoperability Framework (IF) as a recommended standard. 

http://www.ogcio.gov.hk/eng/infra/download/s18.pdf 

Croatia, Federal Government

As part of its eCroatia 2007 program, Croatia announced an implementation deadline of September 2007for its work on using ODF and PDF as a basis for electronic document exchange by public administrations. 

http://www.e-hrvatska.hr/sdu/hr/e-hrv/vijest.html?h=/hr/e-hrv/contentParagraph/011111111111113&c=/hr/ProgramEHrvatska/Provedba 

Finland, Ministry of Justice

This Ministry adopted ODF for document exchange as part of a migration to an ODF-supporting application, resulting in an estimated cost savings of Euro 5.6m (USD 7.6m) over five years. 

http://ec.europa.eu/idabc/servlets/Doc?id=27850  
France, Federal Government 

France’s Direction Générale de la Modernisation de l’État (DGME) specifically refers to ODF in its draft Référentiel Général d’Interopérabilité (RGI), or Interoperability Guidelines.  Generally followed by public administrations throughout France, the RGI requires the ability to accept all documents in ODF, recommended to use ODF for office applications (text, charts, presentations), and prohibited to migrate to a format currently used by only one organization.

https://www.ateliers.adele.gouv.fr/ministeres/domaines_d_expertise/architecture_fonctio/public/rgi/
Germany, Federal Government

The Standards and Architectures for e-Government Applications, a multi-vendor expert group that recommends standards to be used by the federal government, has recognized ODF.  In addition, the Federal Foreign Office is using ODF. 

http://foren.kbst.bund.de/kbst_forum/showthread.php?p=1533#post1533 

Munich, Germany migrated early to ODF supporting applications.  It plans an extensive migration of its14,000 documents, including those with macro in the most efficient manner.  It found OOXML could not perform the same functions.  Furthermore, the city officials have said the city wants one standard and multiple implementations – not multiple standards.

India, Kerala

Kerala, a state in southwestern India, officially adopted its information-technology policy, which states that“[o]pen standards like Unicode and Open Document Format and Open Architectures will be followed in e-governance projects to avoid total dependence on select vendors.”  The “Information Technology Policy:  towards an inclusive knowledge society,” was published in January 2007 and the subject of a lengthy public consultation process.

http://www.keralaitmission.org/web/main/ITPolicy-2007.pdf 

Japan, Federal Government

Japan adopted a policy under which government ministries and agencies will solicit bids from software vendors whose products support internationally recognized open standards.  Previously, government agencies could ask bidders to submit bids based on whether their products offered functions comparable to particular software suites.  In addition, Japan released its Interoperability Framework, which takes effect immediately and specifically references ODF, gives preference to procuring products that adhere to open standards, and which interoperate easily with other software.

http://www.meti.go.jp/press/20070629014/20070629014.html 

Malaysia, Federal Government

In August, 2007, the Malaysian Administration Modernization and Management Planning Unite (MAMPU) issued a study to look at how the Malaysian public sector should migrate to open standards and ODF.  The study will examine the benefits of open standards, suggest policies and guidelines for achieving openness, and provide ways in which ODF can be implemented. 

http://www.zdnetasia.com/news`/software/0,39044164,62030781,00.htm 

Netherlands, Federal Government

Netherlands released its action plan on open standards and open source on September 17, 2007.  Its main objectives are a.) to increase interoperability by speeding up use of open standards, b.) decrease dependency on single vendors through increased use of open standards and open source software and c.) increase level playing field in software market.  They have established concrete targets and deadlines including: a.) the “comply or explain and commit”-principle will be used regarding demanding open standards in public procurement.  All central government organizations will have to do so by April 2008 at the latest and b.)  ODF (read, write, exchange, publish and receive) will be introduced gradually:  it must be supported by all (semi) government organizations by January 2009 at the latest.

http://minez.nl/content.jsp?objectid=153176&rid=home 

Norway, Federal Government 

The Cabinet-appointed Norwegian Standards Council has recommended that ODF be mandated for document exchange and downloads of editable documents, and PDF for publication of non-editable documents on the web.  The recommendation, presented by Norway’s Minister of Renewal Heidi Grande Røys (Socialist Party), also calls for the convergence of ODF and OOXML in order to avoid having two standards covering the same usage.  On December 19, 2007, the government also announced that all new information on governmental websites must be available in open formats HTML, PDF or ODF from January 1, 2009 onwards.

http://gotze.eu/2007/05/norwegians-launch-interoperability-framework-mandate-odf.html#respond 

Poland, Federal Government

The Council of Ministers of the Government of Poland approved the National Computerization Program(NCP), which recommends the use of open, publicly available IT standards and calls for technological neutrality in all government-led IT projects.  The program is scheduled to be implemented from 2007-2010. 

http://www.standardy.org/node/67 

Russia, Federal Government

In August, 2007, Russia committed to evaluate the economic benefits of ODF and to establish a roadmap towards implementing open standards.  Russia’s Ministry for Information Technologies and Communications presented the “Action Plan on Open Source Software Development and Usage in the Russian Government,” which envisions legislative requirements to mandate the procurement of software based on widely used standards, primarily ISO standards, in order to eliminate proprietary specifications. 

http://www.odfalliance.org/press/Release20070828_Russia.pdf 

South Africa, Federal Government 

The South African Cabinet announced approval of a strategy where “all new software developed for or by the government will be based on open standards.”  This strategy will, among other things, “lower administration costs and enhance local IT skills.” 

http://www.tectonic.co.za/view.php?id=1377 

This builds on the South African Research Body, CSIR, which committed to move to ODF by the end of2007, citing the role that open standards have in ensuring that scientific knowledge produced is preserved for posterity.

http://www.csir.co.za/plsql/ptl0002/PTL0002_PGE013_MEDIA_REL?MEDIA_RELEASE_NO=7454764 

Spain, Extremadura 

By 25 July 2007, the government approved a motion that all public administrations must use ODF for document exchange.  Extremadura decided in 2002 to migrate 70,000 desktops to a local version of free, open source Debian software and estimated cost savings of 18 million euros. 

http://www.hispalinux.es/files/mocion_consejo_gobierno_english.pdf  
Question 12.  Other than in the office suite context, in what other ways does the State need to be concerned about electronic records interoperability?

The State should specifically look at adopting the W3C XForms standard rather than proprietary alternatives, favor PDF (which is now being standardized for ISO approval), and be careful to avoid future specifications that practically tie other aspects of the State’s desktop or server architecture to a single software provider (for example, XAML).

Question 13.  Given the existence of tens of thousands of e-data formats, the increasingly dynamic nature of electronic documents, and a preference toward more open formats in other realms besides office suite formats, what type of an approach or mechanism should be used within the State to further the existence of openness in all relevant formats?  Please describe with specificity.

Documents will become increasingly dynamic and composite.  Many documents will become increasingly embedded in the fabric business applications and workflow.  The number of people and applications that will interact with any given document will increase substantially.  Well defined and structured Open Standards are essential to realizing the potential of these technologies and maximizing freedom of action. 

Although there may be tens of thousands of formats in use, the vast majority of them are for niche applications.  One reasonable approach is to evaluate and target the small number of formats that have the highest cross-agency and cross-functional use.

Question 14.  Is CIO/OFT’s proposed focus for this study appropriate?  (That is, conceptualizing three types of “access,” and focusing on office suite formats as an illustrative example).  If not, please describe with specificity the approach which you recommend CIO/OFT should take.

We believe the focus of the study, as described, is appropriate, particularly the focus on office suite formats.  We further believe, however, that this is “the tip of the iceberg” when it concerns government use of open standards versus proprietary specifications that perpetuate vendor lock-in.  The issues examined and exposed in this study should have much broader relevance when the State looks for parallel situations in other areas of its IT infrastructure.

Question 15.  What is the “problem” that this study should be addressing?  Please define with specificity exactly what the State should be trying to solve.

This study should be trying to solve a number of problems that exist today.  First is the issue of sovereignty as the State of New York may not truly own its documents.  Many records are dependent on a single vendor’s file format, which leave the State without choice or competition in procurement. 

Second, the State may not be able to access and modify archived documents at some future date nor receive, open and use documents in times of emergencies.  Long term access to government documents should not be intermediated by the products or interests of any commercial interest. 

Third, there is currently a lack of freedom of action for government and choice for citizens in the technologies they use to create, access and share government information.  Any choice of standard should logically lead to greater choice of tools. 

Lastly, we believe that the State of New York is not getting the value it could from its documents.  Any choice of standard should improve the State’s ability to leverage the content of documents, thereby extending the value of content management, records management, regulatory compliance, workflow and business process integration. 

Question 16.  If determinable, what percentages of current formats do you have in your systems, e.g. what percentage of your digital data is in the common office suite formats, e.g. .doc format?  .xls format?  .ppt format?  .rtf?  .pdf?  .html?  .txt?  .wpd?  etcetera.  To what degree have you already migrated to XML-based formats such as .docx, .xlsx, .pptx, .odt, .ods, or .odp, or what are your plans to do so?  What tools do you use to determine the mix of formats being used within your systems?  Anyone can respond, but we are particularly interested in learning the experience and current situation of governmental responders, and particularly from state and local governments.

IBM is a large global user of documents.  It uses all these formats in extremely large numbers (perhaps with the exception of the OOXML specification).  It has also gone through many migrations over the last 20years from PROFS, Office Vision and DisplayWrite to Some Word Star and WordPerfect, to Lotus Smartsuite, to Microsoft Office and most recently to ODF formats.  Each of these migrations used a number of simple techniques.  The first of which is the falling value or relevancy of any document over time.  For the most part after 3 months the number of times a document is accessed or edited falls dramatically so documents simply expire.  Secondly, during transitions multiple tools are supported and in the event that a document can’t be perfectly rendered with a current application version, previous versions are made available.  Thirdly, file import and converters are used to modernize files to current formats.

IBM is in the midst of migrating to ODF formats.  We are currently evaluating new tools such as in transit converters and content management check-in converters.  Utilization mirrors application roll out and usually starts with one division and rolls to adjacent divisions until the entire company is migrated.  Often the new specification is adopted first by senior management and subsequently adopted by the employee population.

Question 17.  Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, of exactly which customer requirements are best met by OOXML.

We believe the observation is not correct.  On the contrary, we believe that ODF and OOXML are two different standards for the same thing.  As evidence of this, look at the language that introduces the scope of both standards:

ODF 1.0 says: “This document defines an XML schema for office applications and its semantics.  The schema is suitable for office documents, including text documents, spreadsheets, charts and graphical documents like drawings or presentations, but is not restricted to these kinds of documents.”

The proposed OOXML standard says, “This Part is one piece of a Standard that describes a family of XML schemas, collectively called Office Open XML, which define the XML vocabularies for word-processing, spreadsheet, and presentation documents, as well as the packaging of documents that conform to these schemas.”

Further, the applications that implement these formats – office productivity applications – are considered to be in the same market, compete against each other, and are considered alternatives, both by reviewers, industry analysts and customers.

Further, several application suites, such as Novell’s version of OpenOffice.org, Corel’s WordPerfect Office and even Microsoft Office itself (via a free plugin) support both ODF and OOXML as alternative formats for text documents, spreadsheets and presentation graphics.

Finally, IT consumers continue to evaluate these two formats as alternative solutions to the same requirements.

Although one format may appear to emphasize one capability over another, that is just a point-in-time snapshot view.  Both formats continue to evolve to meet the common customer needs in this space. 

Question 18.  Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, exactly which customer requirements are best met by ODF.

IBM believes that this answer is best given by what the ODF 1.0 standard says: “This document defines an XML schema for office applications and its semantics.  The schema is suitable for office documents, including text documents, spreadsheets, charts and graphical documents like drawings or presentations, but is not restricted to these kinds of documents.”

Question 19.  As a customer of office suite software, the State has a requirement that software support the State’s day-to-day operational functions.  Which office suite format would be best for this day-to-day utility:  OOXML, ODF, or another format?  Why?  What specific features for this purpose does one format have that the other(s) are missing?

OOXML is a backwards-looking format that attempts to encode the settings of 15 years’ worth of Microsoft Office applications, to the extent that it mimics all the idiosyncrasies of the legacy proprietary binary formats.  ODF was designed, from scratch, to be a modern XML-based format, based on current standards and best practices.  IBM recommends the use of ODF for creating, editing and collaborating on text, spreadsheet and presentation graphics documents.

Question 20.  As a customer of office suite software, the State has a requirement for that software to support the State’s need in office suite software for long-term preservation and production of electronic records.  Which format would be best for this function, OOXML, ODF, or another format?  Why?  What specific features, for this purpose, does one format have that the other(s) are missing?

Many archivists will say that they are required to preserve a document in the form in which it was created.  Any translation into another format may introduce content and visual display changes, and that makes format translation unacceptable as part of a preservation or discovery process.

That said, preservation considerations would suggest that the odds of being able to read a document 20 years from now are greatly enhanced if the underlying format is fully and unambiguously defined in an open standard that is application- and operating-system neutral and is supported by multiple software providers. 

If a format has only a single software provider supporting it, then the format is only one provider away from extinction.  Multiple software providers actively supporting and maintaining an open standard encourage an ecosystem of applications, companion products and services that propel adoption even further.  The sustained investment in the technology, by multiple providers, increases the sustainability of the technology.

Question 21.  As a customer of office suite software, the State has a requirement for that software to support the State’s need in office suite software for the identification, production, and examination of electronic records for electronic discovery purposes in litigation, or in response to FOIL or investigatory or audit requests.  Which format would be best for this function, OOXML, ODF, or another format?  Why?  What specific features, for this purpose, does one format have that the other(s) are missing? 

As a litigant, the State may produce documents in their native format (that is, as they are maintained in the State’s ordinary course of business) or a “reasonably usable format,” such as an image format with an accompanying searchable file.  Insofar as the State produces documents to its counterparties in litigation or otherwise in their native formats, documents created and produced by applications confirming to an open standard can be accessed, searched, processed and stored without requiring the State or its counterparties to purchase software from a particular vendor. 

Developed and approved by OASIS in an open, inclusive and transparent process, ODF has no restrictions on its use in any software, be it customer-unique code, a vendor product or open source.  OASIS is a not-for-profit, global consortium that drives the development, convergence and adoption of e-business standards. 

Founded in 1993, OASIS has more than 5,000 participants representing over 600 organizations and individual members in 100 countries, and has produced several Web services, security and e-business standards. 

Among the vendors represented on the board of directors during the development of ODF were IBM, Sun Microsystems, Nokia, Oracle, SAP, BEA and Microsoft®.  In 2002, OASIS established a technical committee to create an open, XML-based file format specification for office applications.  In 2005, the result of this work, Open Document Format for Office Applications v1.0, was approved by the Open Document Technical Committee as an OASIS Standard and submitted to ISO, the International Organization for Standardization, for approval.  This cross-stakeholder stewardship will help ensure that the specification continues to evolve according to industry and consumer needs.

Because free and open-source implementations of ODF are available today, the State can be certain that it and its counterparties can access documents created using ODF implementations without high royalty payments or the prospect of vendor lock-in.  The only currently available complete implementation of OOXML is Microsoft’s proprietary product, and the complexity and technical failings of the OOXML standard, together with uncertainty surrounding the intellectual-property implications affecting alternative implementations, make a complete, high-functioning, no-cost open source implementation employing OOXML unlikely.

To the extent that State seeks to implement a litigation management system (including, for example, a means to convert native-format documents to images), using ODF documents could help make that task easier.  Because the non-proprietary ODF standard is freely available at no cost, compatibility and communications problems can be minimized when designing and implementing ancillary systems. 

ODF’s advanced RDF-based metadata tagging features allow a document, or portions of document to be marked with additional information that could be used indicate the subject matter of the document, the topics discussed, the projects to which it pertains, the clients for which it was created, whether it is covered by attorney-client privilege, etc.  Documents which are tagged in this manner in the ordinary course of business would be easier to search to identify relevant materials for discovery.

Question 22.  How valid is this concern?  Is re-writing of custom in-house software also needed (and has it been needed in the past) for migration between different versions of office suite software?

This is a valid concern for both ODF and OOXML.  The proprietary Microsoft scripting languages are not defined in either ODF or OOXML.  They are proprietary to one particular vendor and that vendor has not provided them to any standards organization for inclusion in a specification.  This question relates not to a technical comparison of ODF and OOXML but to one particular vendor’s product to any other vendor’s product.  It goes to the heart of the vendor lock-in and associated lack of freedom of action and sovereignty issues.  Some of this scripting may have to be rewritten for ODF supporting applications, some non-Microsoft OOXML applications, and perhaps even for newer versions of Microsoft’s own applications. 

Even remaining on Microsoft Office does not give immunity from these types of problems.  For example, Microsoft has announced that Visual Basic scripting will not be supported in Office 2008 for the Macintosh, breaking backwards compatibility (http://www.schwieb.com/blog/2006/08/08/saying-goodbye-to-visual-basic/).  Further, several scientific and academic journal publishers now refuse to accept Office 2007documents because changes in that product break their publication pipeline when dealing with mathematical notation.  See, for example, Science: http://www.sciencemag.org/about/authors/prep/docx.dtl.

The degree to which any rewriting is required depends entirely on the types of documents that an organization has and how much custom code has been added.  Most organizations find that this issue relates mainly to some complicated spreadsheet applications rather than the vast majority of other kinds of documents.  Customers are less exposed to such custom programming using Microsoft’s proprietary languages may find this to be a minimal issue.  Those who do find this to be a significant problem can continue to use existing applications, ODF plugins for MS office for sharing the documents with others, and write new logic using more openly defined programming tools.

Question 23.  For State agency respondents, please quantify if possible the types and amount of custom applications which would need to be re-written in your agency, and the cost.

This question is not applicable to IBM as a respondent.

Question 24.  What weight, if any, should the State give to the fact that a particular format has been accepted by a standards body?  In affording that weight, what elements should the State consider?

Neither all standards nor all standards organizations are created equal.  The State should give weight to acceptance by those standards organizations that have especially open and transparent processes, that encourage if not require aggressive technical input from a broad selection of stakeholders, and that produce high quality specifications that can be easily implemented by a wide range of software providers; it should give little or no weight to industry company consortia where a corporation’s business partners can rubberstamp what is essentially a dictated product-specific format.  The State needs to have a policy whereby it can judge the quality and openness of both standards and the organizations that produce them.  For a comparison on the standard organizations for ODF and OOXML, please see http://www.odfalliance.org/resources/Achieving_Openness.pdf 

Question 25.  For office suite software, would standardization by the State on the usage of a single format promote or stifle competition in the IT marketplace?

A standard is a singular blueprint that many people can use.  It encourages a level playing field, drives competition, decreases cost, and provides a strong foundation on which people can further innovate.  At this point, development of formats for office suite software is not “rocket science.”  The innovation and competition occurs at the application level, not the format level, though the OASIS ODF team is creating state-of-the-art standards work around the area of accessibility and documents, for example. 

Given the rapid technological change in areas such as rich client platforms and Web 2.0, the State should quickly move to a single document standard (ODF) to better position itself to use the new software and Internet facilities to optimize its use of its information.  Standardization on ODF would promote competition because it (i) is fully documented, (ii) has robust, easily understood licensing terms drafted by OASIS with input from and agreement by participating patent holders and implementers compared with the OOXML promise that features exclusions and gaps in protection (that is, that certain technology needed for implementing the standard is excluded from the Microsoft Open Specification Promise definition of “necessary claims” to which the Microsoft covenant not to sue applies), and (iii) can be implemented by multiple vendors.  The greater certainty of the ODF license and building upon other open standards (rather than proprietary technology) should stimulate entry into the market. 

Question 26.  If standards were developed regarding the creation of electronic records in State government, how would they be enforced and who would be or should be responsible for enforcing them?  Should NYS Archives be given enhanced enforcement authority?

Efficient implementation of a standardized electronic records program for the state of New York would require study and consultation by various state agencies, the state CIO and the legislative branch.  We believe that a program to ensure consistency and continuity is important to long term success.  We do not take a specific view on whether the New York State Archives would require additional enforcement authority to fulfill its responsibilities. 

Question 27.  What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g. vendors) if the State were to mandate a single document format for State agency use?

The State would have access to software from multiple providers that provided solutions for both desktop and online processing of information, without resorting to possibly lossy document conversion efforts or multiple format storage issues.  Competition among multiple providers would put the State in a better economic negotiating position and thereby giving it and its citizens access to better technology at a lower cost.  The providers would be focused on competing by providing innovation features and services rather than trying to preserve their market share through use of their own proprietary or faux-standard, dictated formats.  The simple answer is: “better, more innovative software available at a lower price, that can be easily exchanged in the future if something better or less expensive comes along.”

Question 28.  What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g. vendors) if the State were to allow agencies to employ multiple document formats?

We believe there are no benefits to such an approach, only costs.  The costs are: 

♦Chaos. 

♦Silos of information. 

♦Data that is not interoperable and therefore harder to find and use.

♦Higher costs because of reduced negotiating power. 

♦Internal power struggles over control of the data and preference of formats.

♦Vendor lock-in in some groups that extend from the desktop to server-side products like portals and document management systems.

♦Non-reusable IT staff skills making it difficult to optimize use of that staff across multiple agencies and raising human resource costs.

♦Probably support of multiple software and hardware platforms, making it more difficult to maintain and upgrade those systems.

♦Expenses to citizens for single-supplier technology forced upon them to access government information.

Question 29.  Which option is the most cost-effective? Why?

The single document format option is the most cost effective.  Competition among multiple providers would put the State in a better economic negotiating position and thereby giving it and its citizens access to better technology at a lower cost.  The providers would be focused on competing by providing innovation features and services rather than trying to preserve their market share through use of their own proprietary or faux-standard, dictated formats.  The simple answer is: “better, more innovative software available at a lower price, that can be easily exchanged in the future if something better or less expensive comes along.”

Question 30.  Is the observation correct, or not?  Please support your conclusion with specificity.

Our observation is that OOXML is not suitable for widespread implementation.  This 6000+ page specification was designed in isolation by a single company.  It mimics the capabilities, the internal representations and even the bugs of that one company’s software application suite.  It has provided no allowance for the capabilities and behaviors of application peers and competitors. 

For example, spreadsheet dates in OOXML are limited to dates after January 1st, 1900.  No dates before that are allowed.  This mimics a functional limitation of Microsoft Excel.  However, competing products such as Lotus Symphony, Sun Star Office, Google Spreadsheets, Open Office.org, Corel Quattro Pro, GNOME’s Gnumeric or KDE’s KOffice do not have this limitation.

For additional information on how Microsoft’s Excel implementation has caused problems with dates in OOXML, see http://www.robweir.com/blog/2006/10/leap-back.html. 

For specific issues that prevent implementation by multiple vendors, see issues articulated in our response to Detailed Question 31. 

Question 31.  If you or the entity with which you are affiliated as part of the ECMA or ISO standardization process submitted formal comments requesting changes to the OOXML standard, please list those changes which you requested.

Although IBM is a member of ECMA, we did not participate in the standardization activities related to OOXML within ECMA.  In our opinion, the working group would primarily “standardize” Microsoft’s product formats and the effort would significantly overlap the existing ODF work. 

Within the ISO process, companies like IBM have no formal standing or ability to vote.  Only ISO National Bodies (NB’s) are able to submit formal comments or to cast votes.  That said, IBM employees participated in a number of NB committees which reviewed OOXML, and as part of that activity our employees raised technical concerns which were debated at the NB level, sometimes rejected, sometimes adopted, often in modified form to build the consensus position of the NB.  Although these NB comments are not available for public inspection from ISO, a copy of them can be read at http://www.dis29500.org/.  (This web site has no affiliation with IBM or ISO.)

In general the concerns raised by IBM include:

♦That OOXML contains a large number of technical and editorial errors which indicate that it was hastily written without sufficient review within ECMA.

♦That OOXML is tied to Microsoft Windows and Microsoft Office, without regard to other platforms and applications.

♦That OOXML was insufficiently adaptable to the linguistic and cultural conventions of ISO nations

♦That fully implementing OOXML required knowledge of undisclosed technical information that only Microsoft knew.

♦That OOXML unnecessary avoided the use of other existing standards, exhibiting a “Not Invented Here” stance toward many commonly deployed International and W3C Standards.

♦That the extreme length of the proposed standard made it unsuitable for Fast Track processing in ISO

♦That the intellectual property rights which accompany this standard were unclear and possibly insufficient protection for implementers and users.

Question 32.  If you or the entity with which you are affiliated as part of the ISO standardization process submitted formal comments requesting changes to the ODF standard, please list those changes which you requested.

IBM participates in the OASIS ODF TC directly, and is involved in the technical activities of that committee on a daily basis.  As such, we had no need to submit formal comments on the standard.  Where we have requests we raise them within that process.

Areas where IBM would like to see continued work include:

♦Completion and approval of the Open Formula specification (http://wiki.oasis-open.org/office/About_OpenFormula) which will define in great detail the syntax and semantics of spreadsheet formulas and associated financial, statistical, engineering and other specialized functions.

♦Completion and approval of the RDF-based metadata framework which will allow semantic tagging of ODF documents, allowing a range of innovative applications based on “intelligent documents”.

♦Additional documentation for implementors beyond the text of the ODF standard, such as a ‘Guide for Implementors’ and a formal test suite or conformance assessment tool. 
♦Working more closely with Microsoft to ensure that their document characteristics can be faithfully and fully represented in ODF.  There is no technical reason why we can’t do this if we work together, though Microsoft has thus far declined invitations to collaborate within OASIS on ODF.

♦Increased integration with the W3C’s XForms standard (http://www.w3.org/MarkUp/Forms/), making it easier to create form-based documents that can store data in the XML schema of the user’s choice as well as submit it to a web service for processing.

♦Additional work on accessibility.  We currently believe that ODF 1.1 leads the industry in its accessibility support, but more can and should be done to advance the state of the art. 
♦Additional translations of the ODF standard.  We currently have the text of the standard available in English, Japanese and Russia.  Although ODF adoption has been good world-wide, we believe it would be further enhanced if we would translate the text of the ODF standard into Spanish, French, and Chinese in the near- to mid- term.

Question 33.  What are the specific reasons why a vendor can not or will not directly support the OOXML format?  What impediments are there to doing so?  What, specifically, prevents a vendor from fully adopting the OOXML format natively, and what would need to occur for a vendor to be able to do so?

If a document format is designed in a multi-vendor committee process, considering the needs and requirements of all the participating vendors, then the participating vendors should be able to implement the standard that they designed.  However, OOXML was not designed this way.  It was dictated by Microsoft to ECMA, and reflects the functionality, internals and even the bugs of only Microsoft Office.  IBM believes that no one else will be able to implement it completely or well.  Obviously some will try, with various degrees of success or failure, much in the way that vendors have attempted to support Microsoft’s legacy proprietary formats, DOC/XLS/PPT. 

But we find it telling that the State should ask what would need to change for others to be able to implement OOXML.  The point is that OOXML is not intended for multiple implementations.  It does not bear the hallmarks of a standard designed for others to implement.  Specific issues are described in our answer to Detailed Question 31. 

In January, 2008, BECTA, the UK education technology agency issued a report that was harshly critical of OOXML and Microsoft’s support for ODF (http://publications.becta.org.uk/download.cfm?resID=35275).  The following is taken verbatim from the Executive Summary in that report (© Copyright Becta 2008, used per permission granted at the end of the report):

Interoperability
♦(1.12) Effective document interoperability reduces costs, improves productivity and avoids user lock-in.  It therefore holds out the opportunity of significant benefits not just to schools and colleges and to students’ homes and families, but also more generally.

♦(1.13) However, de-facto standardisation (using products from a single supplier) can impede competition and choice– thus pushing up costs.  Increasingly governments, commercial users and the educational community are not prepared to see their information locked into a format controlled by any individual supplier.  That has resulted in a movement away from proprietary file formats to new, more open, file formats under the control of an effective standards body.

♦(1.14) In our interim report we identified a number of concerns in relation to the interoperability capabilities of Office 2007.  These concerns were: 

♦the move in Office 2007 to a new file format that no other product supported

♦ineffective support for the international document standard (ODF) that is increasingly used in competitor products

♦(1.15) We also recognised that a loss of interoperability with free-to-use products (such as Star Office andOpenOffice.org) had the potential to exacerbate ‘digital divide’ issues, so we recommended that Microsoft move quickly to provide effective support for ODF.  We further recommended that schools and colleges should only deploy Office 2007 when its interoperability with alternative products was satisfactory.

Current position
♦(1.16) Microsoft has not moved to address the interoperability concerns identified in our interim report.  Office 2007 still does not effectively support the international ODF document standard.  It has continued to seek approval for a second international document standard based on its Office 2007 file formats – a move which has attracted considerable controversy.

♦(1.17) Microsoft has argued that the ODF standard does not adequately address the needs of users regarding access to documents stored via previous versions of Office, and that a further international standard is required.  While the need for a second standard remains unresolved, it is clear that increasingly Microsoft’s competitors are using the existing ODF standard as their key file format.

♦(1.18) We remain concerned about the approach taken to supporting ODF in Office 2007.  While the product includes the functionality to read virtually every other relevant file format ‘out of the box’, the processes for dealing with ODF files are very cumbersome.  We identified ten steps that users would need to take in order to locate and install the converter that gives Office 2007 the ability to access ODF files and note that the arrangements for opening and saving ODF files in Microsoft Office 2007 are not intuitive in that they deviate from the normal approach familiar to users.  We believe that these arrangements present sufficient technical difficulties for the majority of users to make them disinclined to use competitor products and this may weaken competition.

♦(1.19) We have discussed with Microsoft on a number of occasions its rationale for not providing effective integrated interoperability with the ODF document standard.  We did not find the various explanations we received convincing.

♦(1.20) We believe that the barriers Microsoft has placed in the way of users who want to use the file format that is increasingly common in competitor products will have the effect of limiting the use of such products.  The interoperability that Microsoft makes available in Office 2007 for competitor products is less than it makes available for its own family of products.  We have complained to the Office of Fair Trading (OFT) that this puts competition at risk and is an abuse of a dominant position by Microsoft.  The OFT is considering our complaint.

Question 34.  What are the specific reasons why a vendor will not directly support the ODF format?  What impediments are there to doing so?  What, specifically, prevents a vendor from fully adopting the ODF format natively, and what would need to occur for a vendor to be able to do so?

First, IBM would recommend the avoidance of the phrase “natively support”.  That is a loaded term.  No application can natively support a format other than the one it was designed to support.  To support a different format natively is like asking someone to change their native language.  You can’t.  However, you can learn to speak “like a native”, and that is what we should be asking for, that ODF support is on par with the application’s native file format, meaning that a user can load and save ODF and can do anything with ODF that they could do with the applications native file format.

Nothing prevents a vendor from fully adopting the ODF format.  The 40 independent implementations of ODF from several major vendors, either in the market already (IBM, Sun, Novell, Google, Microsoft) or announced (Corel), demonstrates that ODF can be implemented, and that the market demand for this format has been sufficient to spur investment toward that end.  Please see the list of 40 applications provided under our response to General Question 5 and view similar lists at http://www.opendocumentfellowship.com/applications and http://en.wikipedia.org/wiki/List_of_applications_supporting_OpenDocument.

As for remaining impediments and remedies, please consider the following;

♦Some form of non-normative, introductory or even intermediate materials would help vendors orient themselves to this technology beyond what is published in the ODF standard itself.

♦Testing (quality assurance) activities account for a significant cost whenever a vendor supports anew format.  Some sort of ODF test suite or conformance assessment that can be shared and used by all vendors both improve interoperability, as well as lower the cost for a vendor to add ODF support.

♦Similarly, it would be useful to promote a library of code, available under an open source license, which allows easy programmatic creation and manipulation of ODF-formatted documents.  Especially when it is a question of integrating ODF support into an application, like a search engine or a report generator, that needs to deal with only the basic of the format, such a library can jump-start the effort and reduce costs enormously. 

Question 35.  To what extent does the WordPerfect to Microsoft Office transition serve as a viable migration model?  Describe the elements of that transition, and how they relate to current needs.  On this question we would be particularly interested in hearing from or being directed to the studies of subject matter experts capable of providing a comprehensive historical analysis and a comparison to current scenarios.

The main elements are:

♦What do you do, if anything, about legacy documents?

♦What software do you need to acquire in order to work with the new format?

♦What end user training is required to work with the new format and potentially the new applications?

♦What application-development is required to rework systems that were tied to the old format?

The first three elements are very similar to what any WordPerfect migration would have undertaken.  The 4th item will be a larger component, in 2008, than it would have been in 1995, due to the greater number of applications which operate on electronic documents, for example, search engines, online publishing processes, etc.

Question 36.  If New York State agencies were to migrate to ODF-based office suite software, what specific measures going forward would constitute an optimum migration strategy for those State agencies?

Any successful strategy will begin by identifying the stakeholders and working with them to identify processes, both manual and automated, that are currently tied to a particular document format.  Then it will set a date for agencies to achieve a stated capability, such as “All agencies must be able to accept documents in ODF format from the public and from other agencies.” Capabilities can be rolled out in a natural progression:  the ability to accept documents in a given format, the ability to produce documents in a particular format, etc.  Also see our response to Detailed Question 72.

Question 37.  Are those studies finding actual cost savings after converting to ODF valid, or are they faulty?  If faulty, in what manner are they deficient?  What counter-examples of studies exist that considered not just licensing costs but also ancillary costs and demonstrated actual increased costs after migration to ODF format.

IBM is not an expert on the methodologies used in various studies that have looked at the cost savings associated with ODF, but we believe that together these studies paint a very persuasive picture in favor of ODF migration.  Examples of such studies, some of which include and describe ancillary costs such as training, can be found at: http://www.odfalliance.org/resources/PrelimCostAssess20070312.pdf.

Question 38.  What studies have found actual lower costs after migrating to OOXML?  What studies have found actual higher costs after migrating to OOXML?  For these various questions about studies, CIO/OFT is less interested in studies which predict certain cost effects.  Instead, we wish to learn about studies quantifying cost savings or increases actually incurred after adoption of either respective office suite format.

OOXML is not an international standard, nor is it completely implemented by anyone other than Microsoft.  Therefore any study around the use of OOXML would necessarily be about the use of Microsoft’s products and not about interoperability of standards-compliant products among competitors.

ODF is cost effective because competition among applications that implement ODF will provide a variety of solutions (including open source solutions) at competitive prices.  This choice among products will also help citizens who will not have to buy a specific application to access government information – indeed, free-of-charge solutions are already available. 

The various studies highlighted below range from simple analysis of the cost of application migration, to more comprehensive analyses that assess the total cost of ownership (including both the direct and indirect costs associated with a migration).

Ramboell Management Report (Denmark)

Migration by the central administration alone to Office 2007/Open XML would cost 380 million kroner (USD 65m) over 5 years, whereas a move to OpenOffice.org/ODF would cost 255m kroner (USD 44m) over the same period.  When applied to the entire Danish public administration, this translates into 550mkroner (USD 94m) saved over a five-year period.  The significant savings found in the study were attributed largely to the lack of any licensing fees for OpenOffice.org/ODF. 

http://www.odfalliance.org/resources/RamboellReport.pdf 

Ministry of Justice (Finland)

The six-year cost (2006-2011) for a full Microsoft Office migration of 10,000 desktops was estimated to be Euro 6.8m (USD 8m), versus Euro 2.1m (USD 3m) for OpenOffice.org and Euro 1.7m (USD 2.2m) for Lotus SmartSuite, a savings of between 25-30%.  The cost estimate included training and other costs.  Nearly the entire migration was done internally and has helped build skills within the organization and across government. 

http://www.om.fi/Etusivu/Julkaisut/Julkaisusarjat/Toimintajahallinto/Toiminnanjahallinnonarkisto/Toimintajahallinto2007/1171362109118?lang=en 

Bristol City Council Cost Analysis (UK)

The Council saved 60 percent on software costs when it decided to migrate 5500 desktops to ODF-supporting StarOffice at a cost of £670,000 (USD 1.3m) over a five-year period, instead of upgrading to its previous vendor at a cost of £1.7 million (USD 3.2m) over the same period.  Despite setting training costs for upgrading to its previous vendor at zero, the advantage was far outweighed by the fact that the previous vendor’s licensing fees were 12 times that of Sun’s StarOffice.

http://www.opensourceacademy.gov.uk/osacademy/our_partners/bristol-city-council/bristol-city-council 

City of Haarlem Study (The Netherlands)

The city estimated its costs for training, development and migration to OpenOffice.org to be 50,000 euro (USD 62,000), roughly 90 percent lower than its license costs for an upgrade to Office 2000.  Haarlem found that that OpenOffice.org achieved the functionality needed by city employees, and that the main issue involved compatibility between formats, which was not a problem for the majority of applications used.

http://europa.eu.int/idabc/en/document/3434/469 

City of Stockholm Feasibility Study (Sweden)

Costs to upgrade to Office 2003 were estimated to be between 3,000 and 3,800 SKR (USD 425+) per user versus 795 SKR (USD 112) per user to migrate to OpenOffice.org, a potential savings of 75 percent.

http://computersweden.idg.se/2.139/1.47174 

Department of Information Technology Case Study, Delhi Government (India) 

Evaluating the cost over a 4 year period of migrating 10,000 desktops to Star Office versus upgrading to MSOffice 2007, the study found that with acceptance of the Microsoft Software Assurance upgrade, Delhi DoIT could achieve a net savings of 238.5m INR (USD 5.3m) in licensing costs by migrating to Star Office.  When declining the Software Assurance upgrade, it could achieve a net savings of 220.5m INR (USD4.9m).

http://www.odfalliance.in/Docs/IIMA%20Case%20Study.pdf  
Equipping 70,000 desktops with OpenOffice.org saved an estimated Euro 2m (USD 2.5m) in licensing fees per year since 2004. 

http://www.lexpansion.com/Pages/PrintArticle.asp?ArticleId=146600 

Question 39.  What are the key issues which CIO/OFT’s study should be addressing concerning electronic records and assistive technologies?

IBM believes that the study should address the availability and ongoing support for a short list of assistive technologies preferred by the community of persons with disabilities in New York. 

These are, in no special priority order:

♦JAWS, a screen reader from Freedom Scientific (http://www.freedomscientific.com/)

♦WindowEyes, a screen reader from GW Micro (http://www.gwmicro.com/)

♦ZoomText, a screen magnifier from Ai Squared (http://www.aisquared.com/), and 

♦Duxbury Braille Translator, a braille printing technology from Duxbury Systems (http://www.duxburysystems.com/).

In order to enable software to work with that from these assistive technology vendors (ATVs), the study should investigate the availability and sophistication of the ATV application programming interfaces (APIs). 

To ensure access to a broad range of assistive technologies for the disabled community, the State should use a combination of: 

♦a well designed document file format specification designed to support interoperability with assistive technologies, and 

♦a well designed API capable of exposing the full accessibility features of the markup employed by targeted office applications. 

Assistive technologies should support the electronic format through the defined platform accessibility API.  Electronic records should also support the accessibility features of the document format.

Question 40.  Which format currently will better facilitate access to electronic records through the use of assistive technologies?  Which is best positioned to provide such access in the long term?

In IBM’s opinion, the study needs to evaluate the quality of a particular assistive technology vendor’s (ATV’s) solution for a given document file format.  In the case of ODF (ISO 26300), all the major ATVs cited in our response to Detailed Question 39 support software that provides ODF access. 

To help ensure sustainable best-of-breed accessibility for ODF content, IBM created an open source extension to the Microsoft Active Accessibility API, called Iaccessible2 (http://www.linux-foundation.org/en/Accessibility/IAccessible2).  IAccessible2 provides assistive technologies a fully-open and robust method for leveraging the complete accessibility features of ODF, rich documents, and W3C WAI ARIA (http://www.w3.org/WAI/) for Web 2.0.  For the most recent roadmap see http://www.w3.org/TR/aria-roadmap/.

IBM then worked directly with Freedom Scientific to leverage IAccessible2 so users of the JAWS screen reader can effectively use IBM Lotus Symphony.  IBM Lotus Symphony uses the ODF standard as its default file format.

Further extending their long term commitment to open standards-based accessibility, the previously cited major ATVs are also supporting the Mozilla Firefox 3.0 browser by exploiting Iaccessible2. 

With regard to accessibility for the open, community developed standard ODF, IBM estimates that we as an industry have been able to do in just over a year what it previously took close to 8 years to achieve for the dominant proprietary office product and its format.  In some instances, ODF accessibility support surpasses that of what was previously available.

The study authors should evaluate vendor commitment to this important accessibility topic and the impact that an open standards approach to accessibility features will have on the long term availability of high-quality access for people with disabilities.

In IBM’s opinion, our experience with implementation of accessibility support for and within ODF tells us that accessibility built on open standards

♦Lowers the cost of developing new core accessibility technology;

♦Lowers the cost of high quality accessibility support in office suites, giving people with disabilities more options for how they wish to access documents;

♦Improves robustness and reliability of accessibility technology as new versions of office suites are released by multiple software providers; 

♦Makes accessibility on multiple platforms including Linux possible; and

♦Allows the development of free or open source accessibility technology, thereby broadening the availability of document access to more of the people with disabilities population.

Richard Schwerdfeger, IBM Distinguished Engineer, is leading IBM’s ODF accessibility program and is available to consult with the study authors if desired.

This is an area in which IBM has a great deal of experience.  We have learned about the great benefits of open standards for accessibility through our Web accessibility activities.  Industry-wide efforts allowed us to quickly achieve a fully specified accessible open format for HTML.  IBM believes that we can all collaboratively replicate that experience for future improvements to ODF’s accessibility features.  This open format is the key to ensure that we create future innovations yielding maximally accessible office documents, and it will be done through the cooperation of companies, governments, and academic institutions around the world.

Question 41.  Would adoption of ODF be acceptable if conversion to other formats was available which allowed usage of assistive technologies existing on that platform?

If conversion between two document formats is perfect in all cases, the formats are essentially equivalent, and so there is no need for one or the other of them.  With that caveat, part of what would determine “acceptability” would be the fidelity of the conversion process.  In IBM’s opinion, the relevant application allowing the use of assistive technologies should be required to have full support for ODF.  Application support for ODF and assistive technologies, rather than document conversion technologies, is the most straightforward path to achieve the State’s goals. 

Question 42.  Should the State be engaging in an initiative similar to that described in the Massachusetts MOU?  If so, please provide a description with particularity.

Respectfully, the expert to respond to this question is Linda Hamel, General Counsel, Information Technology Department, Commonwealth of Massachusetts.  Ms. Hamel drafted this MOU and is the singular authority regarding any questions pertaining to it.

Question 43.  Who are the relevant stakeholders most conversant with issues related to document formats and assistive technologies?

IBM recommends: 

♦Paul Maguire, Co-chair of the NY State Webmaster’s Guild (http://www.nysforum.org/committees/wmg/) Mr.  Maguire has hosted meetings on Web 2.0 and W3C WAI ARIA technologies. 

♦Jutta Treviranus, Director of the Adaptive Technology Resource Centre, and Dr.  Stephen A.  Hockema, both faculty member of Information Studies at the University of Toronto.  They authored a paper, “Accessibility Issues with Open XML” (http://atrc.utoronto.ca/index.php?option=com_content&sectionid=14&task=view&hidemainmenu=1&id=371) which describes the accessibility challenges that people with disabilities face with office documents and office formats generally and the specific issues they have encountered in OOXML.  The paper’s conclusions cite the “grave issues with respect to the accessibility of Office Open XML as a format and potential standard that should preclude its adoption at present.” While noting that “OOXML can be improved to ameliorate some of the more specific technical concerns,” the authors state that it is likely too late for the higher-level issues, and instead recommend that energy be spent on improving the existing ISO-approved ODF standard.

♦Richard Schwerdtfeger, IBM Distinguished Engineer, Information Technology Accessibility Mr.  Schwerdtfeger is internationally recognized expert on accessibility technology and has lectured for the NY State Webmaster’s Guild and is available for further consultation.  He chaired the ODF Accessibility Subcommittee. (http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=office#subcommittees)

IBM employees with disabilities who are available for consultation in addition to Mr. Schwerdtfeger include:  Matthew King, from the CIO Office specializing in accessibility programs benefiting IBM employees and its customers, and Chieko Asakawa, OASIS ODF Accessibility Subcommittee member and IBM Distinguished Engineer.

Question 44.  Is it true that setting an office suite software format standard would be premature because other more interactive platforms will soon be surpassing in usage ODF- and OOXML-using software?  Please explain.

We do not believe this to be the case.  We believe newer online applications like Google Documents will take advantage of standardized desktop office suite format standards.

The State should definitely avoid focusing on an “office suite software application standard” because software comes and goes – together with the proprietary formats on which they are based.  Rather than setting a standard software package, the State should adopt a standard document format, a format that is application-neutral, vendor-neutral and platform-neutral.  The format should reflect the structure and the content of the document, not the application.  The business memo, with text, attributes, alignment, tables, graphics, columns, headers, footnotes, page numbers, etc., has, in printed form at least, been a stable business artifact for over 100 years.  Tools come and go, but the underlying business processes are still based on things like memo’s, reports, meeting agenda, minutes, letters, invoices, etc., that change but little. 

A good standard should reflect the document, not the application; if it does, it will be durable.  Other applications will come and go, with new ways of interacting with data, new user interfaces, new ways of connecting and communicating.  But ODF will remain applicable wherever people are still writing text in paragraphs, adding headers and footnotes, and putting their financial data into tables.  As people create new kinds of documents and applications, the ODF process can expand the standard to include them without endangering the accessibility of earlier documents. 

Question 45.  Is it true that setting an office suite software format standard would be premature because (a) ISO standardization has yet to fully play out for the OOXML format, or (b) ODF format is undergoing revisions?  Please explain.

Standards evolve.  If you are waiting for that to stop, then you will wait forever.  The only non-evolving standard is a dead standard.  Of course, proprietary formats change and evolve as well, as you’ve no doubt seen from moving from Office 2000 to Office XP to Office 2003 to Office 2007 to Office 2009 (expected in beta form in early 2008).  A truly open standard like ODF will evolve with the expertise and concerns of multiple independent implementors, rather than the market requirements of a single vendor.

Whatever software the State uses implies a choice of document standards, whether open or proprietary.  The question is whether the State wants to choose which standards it uses and deploys in a coordinated way, or whether it will let its documents standards be imposed on it by its application vendor.

Question 46.  What factors would define the appropriate timeframe within which CIO/OFT should recommend a particular electronic record format or formats?  When could this optimally be done?

The best time is now.  Microsoft, by changing its default Office format to OOXML, as well as radically overhauling its user interface, is making a seriously disruptive change to its product that will require all customers to evaluate if or when to upgrade, with the resultant migration issues.  Now is a perfect time to broaden the scope of the State’s inquiry to consider other alternatives, including the use of truly open standards like ODF in this space. 

Question 47.  If CIO/OFT were to recommend the adoption of a particular office suite format standard or grouping of standards, how much advance notice would be sufficient to enable vendors and the State to adopt the new standard? Please explain.

The answer depends on the complexity of the application and how tied it is to the legacy formats.  The evidence, from Microsoft’s Mac Office is that adding OOXML support to an application suite requires over a year for applications with lesser functionality, such as search engines, that only need to read a document, support could be added more quickly. 

ODF was designed as a modern XML standard, better takes advantage of existing standards, and re-uses elements where appropriate across word processing, spreadsheet, and presentation documents.  For this reason it should be easier to implement using widely available tools. 

Question 48.  Is this a legitimate concern?  Are there other IP promises which CIO/OFT should be evaluating besides the Open Specification Promise and the OpenDocument Patent Statement? 

There are a number of legitimate concerns.  A first concern is whether the Microsoft Open Specification Promise provide rights for all Microsoft patents whose technology is “needed” to implement the specification.  The Microsoft promise excludes from its definition of “Necessary Claim” those patent claims directed to referenced technology that is not described in detail in the OOXML specification.  The OOXML specification makes reference to numerous standards as well as Microsoft products (like WORD).  To the extent that New York State or another implementer wishes to use such “referenced” technology, patent claims to such technology would seem to be excluded from the Microsoft Open Specification Promise and it is not clear whether Microsoft would consider it covered by the ISO statement. 

Consider an example.  The OOXML Specification refers to a “Footnote layout” that is to be backward compatible with Microsoft legacy products.  The Specification states that if you want to place footnote contents in a specific way on the page, you must invoke the behavior of a proprietary product that is referenced, but not described in detail.  If a license to a Microsoft patent claim was needed to implement such “footnote layout,” the Microsoft Open Specification Promise would not seem to apply. 

A cursory search of Microsoft patents reveals that Microsoft has 32 patents or patent applications that include the terms “footnote” and “layout” somewhere in their text.  Two Microsoft patents include patent claims that recite both “footnote” and “layout.” One “footnote layout” patent claim reads:

1.  A method for laying out one or more footnotes comprising a footnote reference within body text and footnote text corresponding to each footnote reference on a page, the method comprising: laying out the body text including the footnote references; laying out the footnote text for each of the footnote references on the page; and placing a dividing line between the body text and the footnote text. 

No study of the foregoing claim or any Microsoft patents or claims has been conducted against the 6000 page specification or the proprietary applications.  However, the text in the OOXML Specification (in the Guidance paragraph) does not provide comfort concerning patent claims covering this backward compatibility feature:

2.15.3.26 footnoteLayoutLikeWW8 (Emulate Word 6.x/95/97 Footnote Placement)

This element specifies that applications shall emulate the behavior of a previously existing word processing application (Microsoft Word 6.x/95/97) when determining the placement of the contents of footnotes relative to the page on which the footnote reference occurs.  This emulation typically involves some and/or all the footnote being inappropriately placed on the page following the footnote reference.

[Guidance:  To faithfully replicate this behavior, applications must imitate the behavior of that application, which involves many possible behaviors and cannot be faithfully placed into narrative for this Office Open XML Standard.  If applications wish to match this behavior, they must utilize and duplicate the output of those applications.  It is recommended that applications not intentionally replicate this behavior as it was deprecated due to issues with its output, and is maintained only for compatibility with existing documents from that application.end guidance] (emphasis ours).

The “Guidance” indicates that the feature is not described in detail (for example, not “faithfully placed into the narrative for this OOXML standard”) and that it must duplicate the proprietary behavior.  The Microsoft Open Specification Promise clarifies that patent claims on referenced (not described in detail) technology is outside the scope of the Promise.  Hence, if the “footnote layout” claim is needed to implement footnote layout behaviors, it is not clear what licensing terms would be available.  While the Microsoft Open Specification Promise provides an assurance for some needed claims, it leaves open the question of terms and conditions for claims needed when implementing from referenced materials. 

Other terms, like “shape” and “layout” (OOXML Specification Section 2.15.3.41) and “table style” (Section 2.15.3.63), are found in the claims of numerous Microsoft patents or patent applications.  None of the claims in these patents have been studied to determine if they are required for OOXML implementation.  However, the Microsoft Open Specification Promise does not specify what IP rights a developer or implementer may have under such claims. 

A second concern involves the Microsoft Open Specification Promise and covenants covering “essential claims that conform” to the specification.  The Specification (Annex H) clarifies that “conform” is limited to syntax and not semantics.  For example, a patent claim to the string (syntax) used for a line break (as in WORD97) could qualify as “necessary”, but a claim needed to enable development and implementation of a line break feature (semantics) would seem to be excluded.  other words, the covenants cover the words used but not what they mean.  This definition seems to narrow the ability of a developer to implement outside a prescribed environment. 

A further question involves implementer rights if the Microsoft Open Specification Promise or other covenants do not apply.  While the licensing terms and conditions for ODF are clearly and publicly defined pursuant to OASIS Policy Sections 10.2.1 and 10.3.2 (http://www.oasis-open.org/who/intellectualproperty.php), licensing terms and conditions applicable to OOXML are less certain.  If the technology is considered under Section 2.1 of the ISO Code of Conduct, terms and conditions are left to the parties concerned...”

http://isotc.iso.org/livelink/livelink/fetch/2000/2122/3770791/Common_Policy.htm  

Hence, if or to the extent that the Microsoft Open Specification Promise does not apply, New York State and other implementers may have to engage in independent discussions over what restrictions might be “reasonably” required.  OOXML is subject to a statement that the patent holder “is willing to negotiate licenses free of charge [on RAND terms]...on patents, the use of which is required to implement the [Specification]” – where RAND is a notoriously vague standard.  While RAND is the paradigm for many traditional standards bodies, how well it fits with a standard involving access to the government (including its documents) and public interest warrants concern.  If referenced material or semantic technology used to implement are not considered “required” pursuant to the ISO statement, the licensing status is unclear.  With ODF, there is certainty.  With OOXML, terms may be debatable. 

Covenants not to sue (including pledges, promises, non-asserts) are statements that a party publishes reflecting its promise not to assert its patents.  Often, these covenants are not signed by the other party but the patent holder nonetheless binds itself.  A license and a covenant can be very similar in substance and form.  A key difference is that covenants can be directed to individuals (and may not attach to a product) so that rights do not flow down (for example, from a supplier to a customer).  Rather the supplier and the customer each receive rights directly from the grantor.  The covenant not only obviates the need for a signed agreement, but also helps ensure non-asserts from others in return.  Whether a license or covenant is used, a commitment to a standards body should be considered. 

An IBM pledge to not assert patents (with respect to the ODF Specifications and over 150 other standards specifications) does not include the limitations noted above.  The pledge is provided below and is found at http://www-03.ibm.com/linux/opensource/isplist.shtml.

IBM wants to encourage broad adoption of the Covered Specifications listed below.  Therefore, IBM irrevocably covenants to you that it will not assert any Necessary Claims1 against you for your making, using, importing, selling, or offering for sale Covered Implementations2.  However, this covenant will become void, and IBM reserves the right to assert its Necessary Claims against you, if you (or anyone acting in concert with you) assert any Necessary Claims against any Covered Implementations of IBM or of any third party.  This covenant is available to everyone directly from IBM, and does not flow from you to your suppliers, business partners, distributors, customers or others.  So, if your supplier, business partner, distributor, customer or other party independently takes an action that voids the covenant as to itself, IBM reserves the right to assert its Necessary Claims against that party, even though this covenant will remain in effect for you.

By making this irrevocable patent covenant with regard to the Specifications listed below, IBM does not represent that it holds any or all Necessary Claims regarding the Open Specifications you choose to implement.

Definitions:  1“Necessary Claims” are those patent claims that can not be avoided by any commercially reasonable, compliant implementation of the Required Portions of a Covered Specification. “Required Portions” are those portions of a specification that must be implemented to comply with such specification.  If the specification prescribes discretionary extensions, Required Portions include those portions of the discretionary extensions that must be implemented to comply with such discretionary extensions. 

2“Covered Implementations” are those specific portions of a product (hardware, software, services or combinations thereof) that implement and comply with a Covered Specification and are included in a fully compliant implementation of that Covered Specification.  Reference to IBM (or you) includes entities controlled by, controlling, and under common control with IBM (or you), based on majority control. 

Question 49.  Are there other intellectual property issues which software providers or users should be concerned with in relation to either or both the OOXML and the ODF formats, and if so, what are they?  Is there any possibility that the State, as an end user of software, could face litigation over format-related intellectual property issues?

We do not offer legal advice or an opinion with respect to state immunity.  In any event, commercial vendors and users may be at risk, which can impact interoperability and provision of services among parties. 

It is noted that the community nature of OASIS and the manner in which ODF was developed as a standard make it less likely a target of patent litigation (from its various members and implementers).

Question 50.  If such concerns do exist, how can the State as an end-user best protect itself from liability for using one or the other of the formats?  What methods should the State adopt to ensure that intellectual property matters do not limit the State’s ability to preserve and provide access to State information of enduring value.

We do not offer legal advice and the State is advised to consult with able counsel for the government in determining its practices. 

However, we would observe that, by providing a more open, democratic, transparent process (with licensing terms published, members names published, and a clear royalty-free policy) and by attracting more competing implementers and by providing more certain royalty-free and specific licensing terms for all patent holders, ODF provides more accessibility and greater likelihood that information (on formats) needed to access old documents is readily available.  In the past, updates to more proprietary formats have been limited by IP owners, such as the Microsoft MSDN license agreement of 1998 (discussed at http://marketing.openoffice.org/ooocon2006/presentations/wednesday_o3.pdf): 

“...you may use documentation...identified as file format specification for Microsoft Word, Excel, Access, and/or Powerpoint solely for your development of software products that operate in conjunction with Microsoft Windows or Windows NT that are not general purpose word processing, spreadsheet, or database management software products...” 

The Netherlands has recently joined other nations committed to ODF and open standards to achieve greater interoperability. 

http://www.heise.de/english/newsticker/news/100520  

The State should support standards bodies that feature greater transparency and openness and balance of interests.  With respect to openness, four factors promote participation in development and maintenance of standards, accessibility to specifications, reasonable availability of IP rights, and a direction that evokes competitive suppliers and implementers as suggested by Yale, Harvard, UNDP and the European Commission:

♦Published without restriction; the standard is available at no charge or a charge that is reasonable in cost and can be reasonably administered by parties in the implicated industry.

♦Made freely available for adoption by the industry; historically reasonable and non-discriminatory (RAND) and royalty free standards have co-existed.  Those standards essential for software interoperable in e-government services, and those essential to accommodate the open source community, should be royalty free.

♦ Controlled by an open industry organization with a well-defined inclusive process for evolution of the standard.  This important condition guards against the possibility of an individual vendor modifying a standard with the intent of disadvantaging competing suppliers.

♦ Implemented by offerings available in the market; having various vendors who offer solutions enables choice for procurers and longevity for users. 

Question 51.  How can and should the State, as a governing body, best protect its citizens, individual, governmental and corporate, from intellectual property liabilities in relation to electronic records?

The Microsoft Open Specification Promise (OSP) seems to cover the ECMA version of OOXML (that is listed with the OSP).  To avoid future issues, implementers and users should have necessary rights with respect to the most current version.  With respect to ODF, contributors and participants are committed to license (or non-assert) under the RF Mode with prescribed terms for the version submitted to ISO. 

Question 52.  Are there implications for record production in electronic discovery arising from having chosen particular document formats? If so, what are they?

As with other kinds of electronic documents, records produced in electronic discovery can be either easy or difficult to display and use, and the applications required to do so can be costly or inexpensive.  Adopting a document format such as ODF that is open and non-proprietary means that the State’s counterparties, like any other parties with a right to receive information from the state, can have full access to documents produced by the State in electronic form without paying for a proprietary application – and without any need for the State to produce such an application, or to produce costly paper records. 

Because a number of full implementations of ODF are available right now at no cost, the State need not wonder whether its selection of ODF as a document format will lock its present and future counterparties into an obligation to purchase costly proprietary software–or whether the State will be itself required to provide such costly proprietary software–in order to access government documents, now and in the future.

Question 53.  For archived electronic records, is PDF/A an acceptable format in which to preserve such documents?  If not, please describe its deficiencies?  Also, please recommend alternatives.

PDF/A is a subset of PDF designed for long term archiving.  A concern arises when archiving anything but the original source document.  For a static document this may not be an issue; a spreadsheet, where the underlying formulas are of interest, raises different concerns.  The PDF version would just contain the results of the calculation, but not preserve the assumptions and calculations of the underlying model. 

Question 54.  Are there any compatibility issues with litigation support software which could arise if the State were to choose particular document formats?  If so, please describe in detail.

Generally, a great advantage of open, non-proprietary standards is that they permit customers to use applications from a variety of vendors; as long as the vendors have properly implemented the standard, the applications will be able to interoperate properly.  A customer, then, need not worry that its technology choices today will lock it into a single vendor’s product tomorrow.  Moreover, a litigation-support system can more easily be designed to avoid compatibility issues if it is based on a document format based on an open standard, as compatibility issues often arise because when closed, proprietary formats clash. 

Using an open-source implementation of ODF, moreover, offers maximum flexibility to the designers of litigation support systems; because the source code itself is open, such implementations would lend themselves to the creation of means by which a litigant could produce, for example, tamper-resistant or Bates-numbered versions of documents.  As support for ODF grows, the open source community may itself provide applications of this kind.

Question 55.  Should other formats be considered besides ODF or OOXML?  If so, which formats, and why?

The State should consider PDF for fixed, non-revisable documents.  PDF 1.7, recently approved by ISO, is universally used and accepted for this purpose. 

Question 56.  How valid are the criticisms of OOXML?  What are its most significant strengths and weaknesses?

OOXML was proposed for an International Standard earlier in 2007.  After a 5-month review by ISO/IECJTC1 members, the ballot to approve OOXML failed.  Forty-seven national bodies included comments with their vote, in many cases detailed comments, pointing out the flaws in OOXML.  These comments numbered over 3,000, and indicated specific errors, ambiguities and omissions in OOXML, many of which are in the categories mentioned in the preface to this question.

The strength of OOXML is that it is the sole available documentation provided by Microsoft for the Office 2007 document formats, and thus supplements its previous Office 2003 Reference Schemas, and their earlier Binary File Format Documentation.  As in the previous attempts, the given documentation is incomplete and of low quality, in our opinion. 

The primary weakness of OOXML, as a standard, is that it lacks the qualities of a standard, and therefore will not offer users the benefits of a standard.  Rather than coming from an open, transparent, multi-vendor effort to produce a well-considered specification for a document format that would be implemented by the industry and offer consumers the choice of interoperable products and services, OOXML is merely a dump of Microsoft Office settings, poorly documented and reviewed.  As such, we do not anticipate that the types of consumer benefits associated with the adoption of open standards would come from the adoption of OOXML.  It is a standard in name only.

Question 57.  How valid are the criticisms of ODF? What are its most significant strengths and weaknesses?

There are four common “criticisms” that we have seen.

First, consider the claim that “ODF was approved by the ISO in May 2006 with virtually no comments.”  This is not a criticism of ODF.  This a criticism of ISO, if it is a negative at all.  We believe it positively reflects the process by which ODF was developed, which took into account many issues raised before the standard went to ISO. 

Second it is stated that ODF “is not optimized for representing the content in existing documents”.  Applications should be designed to support standards, not standards designed to support applications.  Reversing this logic privileges existing proprietary applications, and makes users easy prey to vendor lock-in; and makes vendors rather than users the true owners of data over the long term.  ODF was designed to be vendor- and application- neutral.  ODF is not “optimized for” any single vendor’s sole use.  By analogy, HTML is not “optimized for” Internet Explorer.  But it is well supported by Internet Explorer, and Firefox, and Safari, and Opera, etc. 

Third, it is stated that ODF lacks the “unique capability of hosting custom-defined data languages within the document format.”  This is false.  The extensibility mechanisms of ODF are broad and include the stated ability to host XML documents or annotations in the schema of a vendor’s or user’s choice. 

Fourth, it is stated that “Another criticism of ODF has been that many vendors of assistive technology software have not ported their software to ODF-based applications.”  On the contrary, if you compare how quickly assistive technologies have supported ODF applications vs Microsoft Office, ODF assistive technology support has advanced much more rapidly than Microsoft Office.  The accessible version of ODF, version 1.1, came out last year and it is already supported by some of the major AT vendors.  For example, Lotus Symphony is supported by Freedom Scientific’s JAWS screen reader and GW Micro’s Window-Eyes screen reader.  Duxbury’s Braille Translator also supports ODF. 

IBM works closely with assistive technology vendors to ensure strong support for ODF applications.  For example, we created an extension to the Microsoft Active Accessibility API, with the help of Freedom Scientific, called IAccessible2 which is implemented in Lotus Symphony.  IAccessible2 exposes the full accessibility features of ODF, rich documents, and W3C WAI ARIA for Web 2.0.  IAccessible2 is being supported in Firefox 3.0 by these same ATVs and ZoomText.  Furthermore, in 2008 IBM plans on contributing the Windows accessibility implementation in Lotus Symphony to the OpenOffice.org open source project.  We estimate, that for ODF, we have been able to do in just over a year what it took MS Office close to 8 years to achieve and in some instances we exceed MS Office in accessibility.  Finally, ODF is also accessible by the leading assistive technologies on Linux. 

As for ODF strengths, a primary strength is that ODF support either exists or has been announced by all the major vendors in the productivity application market – Microsoft Office (via a Plugin), Corel WordPerfect Office, Lotus Symphony, Sun Star Office, Novell OpenOffice.org, Google Docs, Adobe Buzzword, as well as open source application suites such as OpenOffice.org and KOffice.

An additional strength of ODF is its open, transparent development process in OASIS, where any vendor, indeed any individual, can join, participate and influence the direction of the standard.  The public can observe and review our work in OASIS through the publicly posted agendas, meeting minutes and mailing list archives.

Question 58.  What factors or elements determine best “quality” in the formatting of electronic records?  Please list all of those which you believe a “best value” determination should take into account, including the “quality” needed at various points in time in an electronic record’s lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting “quality”?

While IBM believes that ODF is a very high quality, high value, modern, open document format standard, the users’ perceptions of the value and quality of a standard usually come from the applications that support that standard.

The evaluation of quality should take into consideration:

♦The proper implementation of a defined file format (this goes to interoperability and the ability to exchange documents, and the long term stability of access to document content).  This may be achieved through compliance certification and vendor reputation

♦Code quality and stability.  This may be measured through number of crit sits and outstanding bugs.

♦Availability of support.  The breadth, completeness of support can be obtained directly from vendors and compared using objective measures.

♦Feature support for an organization’s requirements.  This requires a segmentation and feature requirements analysis and a feature list form a vendor.  The best result may be achieved through a consulting engagement.

♦Compliance with any policy requirements (Accessibility, security, HIPAA , etc.) where appropriate.  This can be achieved by a requirements list contrasted with vendors support claims.

♦Integration with/ support for complimentary applications.  This can be achieved by a requirements list contrasted with vendors support claims. 

♦Degree of fidelity with legacy documents / ease of migration (these to last points will different in prioritization depending on the specific needs of the organization).  This is difficult, but some consulting practices can measure this.

♦Degree of extensibility/ease of customization.

Different parts of a product’s life cycle will require different considerations of what quality means.  Authorship (even different kinds of authorship) may need to be evaluated against higher levels of feature functions.  Viewers or individuals involved in processing the document in the context of a workflow or process may have minimal feature requirements or even none at all if using a completely different tool to view the document.  Quality thus shifts depending on the use case.

Best value always occurs when use cases and feature requirements map to feature availability at the best overall price. 

Question 59.  What factors or elements determine best “cost” in the formatting of electronic records?  Please list all of those which you believe a “best value” determination should take into account, including the “cost” applicable at various points in time in an electronic record’s lifecycle.   What would be the best means to objectively and quantifiably determine best electronic record formatting “cost”?

Overall cost has a number of elements, which include:

♦Product Price (taking into consideration feature set alignment to requirements)

♦Support, maintenance and contract renewal price 

♦Freedom of action/ availability of alternatives (there is real value in having options available should requirements or market conditions change.  Furthermore best value is optimized when alternative feature sets that support a common file format are available.  This may be achieved by a simple Google or Wikipedia lookup)

♦Training.  Formal training for this tool set is rare.  Most office productivity tools use common and intuitive user interfaces.  A minimal learning curve is typical whether switching between applications or between versions of the same application.

Question 60.  What factors or elements determine best “efficiency” in the formatting of electronic records?  Please list all of those which you believe a “best value” determination should take into account, including the “efficiency” needed at various points in time in an electronic record’s lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting “efficiency”?

Efficiency, in the realm of document formats, is measured by the cost requires to meet a given requirement.  High level costs were described in our response to Detailed Question 59.  From the view of efficiency, other “costs” to consider would be:

♦Storage: how compact is a format’s representation of a document?  Does it make efficient use of storage?  Will moving to the format increase the State’s storage requirements or reduce it?

♦Runtime efficiency:  how well does the format lend itself to automated processing?  Reading?  Writing?  Are the types of processing that the State requires easy to perform with the format?  Or are they expensive in terms of the processing required?  Note that it is typically not possible to optimize for everything.  One format might optimize a particular function to be fast to read, but at the cost of more work required to write the format, etc.

♦Reuse of existing knowledge and tools:  does the format follow current existing standards and conventions for markup, so that the State can avail itself of experienced and talented programmers from its fine workforce and universities?  Or is the format a strange collection of legacy settings that will require on-the-job training for anyone who touches it?

Question 61.  Part of determining the “responsiveness” and “responsibility” of bidders on State technological procurements relates to concerns that maintenance and support for those procurements remains available, robust, and within specific timeframes (e.g. ability to contact and receive assistance 24/7).  To what extent should the State be concerned, or reassured, about the availability and reliability of maintenance and support from vendors of OOXML format-using software?  To what extent should the State be concerned, or reassured, about the availability and reliability of maintenance and support from vendors of ODF format-using software?

The State shouldn’t be overly concerned that support for ODF remains available, robust, and within specific time frames.  The largest software companies such as IBM have support capacity and strong reputations to address the State’s support needs.  Other vendors such as Sun, Corel, Novell, Red Hat also have strong support offerings.  IBM and other services organizations can be contracted to provide support meeting the State’s requirements on a variety of products.  Competition among these vendors should help assure that support offerings are not only available but available at a favorable price, terms and conditions.  This is yet another example of why open standards like ODF can drive down costs for the State. 

Question 62.  In terms of the procurement of software for the creation and retention of office suite records, please list all of the objective criteria which State government should always consider as part of any office suite software “best value” analysis.

A best value analysis should always consider:

♦Standards/interoperability support/ meeting the State needs for sovereign access to its documents

♦Code quality and feature completeness relative to requirements

♦Support availability and quality

♦Price

♦Avoidance of vendor lock-in/ degree of freedom of action

Question 63.  What other issues has this RFPC omitted which the State should be considering as it conducts this electronic records study?  Please describe these additional issues with particularity, and any recommended approaches.

We believe the State has been thorough in its consideration and identification of issues but we would appreciate the flexibility to provide additional comments as necessary in the future.

Question 64.  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data, should the State require in its procurement contracts that the source code for that software be shared with the State, i.e. through “open source” or “shared source” licensing?

No, but the State should look first for support of open standards in the software it procures, and then look for a breadth of available software options, including open source, that implement those open standards.  Non-open standards that primarily represent a single provider’s products or are only nearly completely and fully implemented by a single provider can lead to a product lock-in.  This will lead to less competition, higher prices, and less innovation in the software category being considered.  If there is a viable open source product that nearly completely and fully implements the software standard, others may re-use and service the code, thus giving the State added security that it will have viable software choices in the future to access its information.

Question 65.  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data should the State require in its procurement contracts that the source code for that software be escrowed so that the State can access the source code when such access is the last reasonable option for the State to be able to access and read its e-data?

Adopting an open standard avoids the necessity for this controversial and potentially problematic remedy.  By using truly open and non-vendor dictated open standards for the representation of that data, the State can ensure that software either is or can be made available to process that data both now and in the future.  If there is an open source implementation of those standards, the State has an added level of security that it will have access to the encoded information because it has both the representation of the information and at least one way of processing it.

The software may not be self-contained, so that even if the application code was escrowed, the source code for all external libraries including those in the underlying operating system would need to be escrowed as well.

Question 66.  In the procurement process, should the State place less emphasis on openness of creation software and focus instead on being able to convert or migrate records to an open format at the time of preservation?

We feel the best option is for the State to require the use of truly open and non-vendor dictated information standards so that the documents are created in the first place in a format that can be preserved and used in the future.  Conversion to other formats can be problematic, even for conversion to a vendor’s own proprietary formats for its own proprietary products, as history has demonstrated.  This is even true when converting from an older binary format to newer XML formats both created by a single vendor.  That said, choosing open standards for the representation of documents can alleviate conversion problems, especially if those formats are created in a way that does not favor a single provider’s products and were built with broad and democratic industry technical participation.  It is important to distinguish between such democratic technical participation and business partners signing on to a single vendor’s technical specification as can happen in corporate “standards” consortia.  If there is an open source implementation of open standards, the State has an added level of security that it will have access to the encoded information.

Question 67.  Should CIO/OFT certify one particular office suite standard provisionally, but with the flexibility to change that recommendation if future iterations (or other standards) provide sufficient or better functionality or easier translation to the new standard?

No, because this will lead to product lock-in.  Moreover, because of the network effect of teams using a particular product and its formats, any such “standardization” on specific applications will be hard to undo in the future.  Standardization should be about data, not about applications.  In a given application area, the State will enlarge and preserve its procurement options if it supports two or more software products from distinct providers that implement one truly open and non-vendor dictated standard developed with broad and democratic industry technical participation.  It is especially important for the State not to standardize on client-side office applications that lead to other lock-ins on the server side, such as portals and content management systems.  In this way the State can avoid a situation where the client application encourages deeper reliance by the State on related proprietary software that will be difficult to substitute out at a later time.

Question 68.  Should the State provide encouragement for proprietary software vendors to support more open formats?  If so, what would be the most effective means for the State to do so (e.g. direct financial incentives; State preferences for the usage of more open formatted software whenever the functionality of the software exceeds the user base’s needs; other)?  What advantages or what problems would be presented by this approach?

Yes.  The State should adopt an explicit open standards policy for procurement, following the example of other cities, states and countries around the world.  This policy should both specify its definition of an open standard as well as the characteristics of those organizations that create them.  In this way the State will get a maximum amount of freedom of action in the software applications and architectures it chooses, while still maintaining its ability to create and access its information both now and in the future.

Question 69.  Should the State encourage any software providers who have incorporated the most open formats within their software to improve the software’s other functionality so that it becomes more feature-rich and becomes a more viable alternative to software which does not adopt the most open available formats?  (e.g. direct financial incentives; funding of research centers; other)?  What advantages or what problems would be presented by this approach?

We believe the market can provide this encouragement, even with open source applications, and that the State can provide encouragement as part of that market.  The State should increase its active participation in both open standards efforts and open source projects that implement the standards.  In this way, the State can best make its requirements known and influence the creation of software that meets them. 

Regarding number of features in a class of software products, we believe the State must be careful not to look for a one-to-one comparison of features with proprietary products that have been on the market for many years.  Most users do not use all the available features and some of the features only become active or meaningful when linked with other proprietary products (for example, portals or content management systems) from the vendor, thereby encouraging vendor lock-in. 

Question 70.  Some governmental jurisdictions have required that the usage of fully open formats within software must be an element which is evaluated whenever that jurisdiction is assessing the “best value” available when procuring software.  In its procurement laws or regulations, should the State specifically require when purchasing software an evaluation of format openness as part of the “best value” analysis performed by State agencies?  If so, should the requirement be to define and compare best value in functional capabilities of the software today versus best value of the software towards long-term preservation?

Yes, openness should be part of the “best value” evaluation, because the information created today must be accessible in the years, decades, and even centuries to come.  (Imagine what the study of history would be like if we could not access to information in State and US records from one or two hundred years ago.)  “Best value” for information must take into account both short and long term considerations, but for public sector information, the scale is decidedly tilted toward the long term access needs. 

Proprietary products and their functional features come and go, but truly open standards enable long term value in the State’s and its citizens’ information.  As an example, 15 years ago virtually no one used the World Wide Web, which went mainstream around 1994 or 1995.  Many applications and architectures with their functionality that existed pre-web have been replaced by more modern alternatives or completely different IT mechanisms.  If the information is still accessible in an open way then its pre-web value still exists.  The State should examine the value received from the World Wide Web and its creation on the bedrock of open standards as a positive example for how it should move forward with document standards and other formats. 

There is no reason to think that we will not see other positive and strongly disruptive IT developments in the next 15 years.  For this reason that the data and not the applications must be considered for State-wide standardized use.

Question 71.  Is recommending no changes to existing State practices a viable option?  What would the State risk from recommending no changes to existing practices, and what would the State gain from so refraining?

No.  More information in non-open formats is being created every day and the enlarging network effects will make the trend from proprietary or vendor-dictated formats and their resultant lock-in harder to reverse.  Enough experience and thought around open formats has been developed in the last three years to permit the State to be aggressive with its open standards policies while avoiding the mistakes that pioneers sometimes make.  That is, the State has everything to gain and only more cost and trouble to obtain by waiting any longer.

Question 72.  Would a program piloting the usage of ODF office suite software to determine its viability for the State’s electronic record needs be a viable recommendation from this study?  If not, what are the objections to this?  If so, what specific recommendations can you offer for the design of such a pilot program?

Yes, this would be useful, especially because this software comes from multiple providers on multiple platforms.  The State can get firsthand knowledge as well as contribute requirements for this class of software.  Here are some recommendations for the pilot study

Assess Your Situation

♦What is the extent of your current use of word processing, spreadsheet, and presentation documents?

♦How complicated are your documents?

♦Do they extensively use complicated templates and macros?

♦How often do you access older documents?

♦How often do you change older documents? 

♦On what desktop platforms do you create and view most of your documents?

♦What desktop platforms do you plan to use in the future?

♦How often are your documents shared within and outside your organization?

♦Do you plan to increase the availability of your documents on the Web?

♦What did you learn from previous, similar migration experiences?

Consider the Following As Part of Your Migration Strategy

♦Continue the availability of your current document software at the current version for changing older documents for a set period of time.

♦Start using newer software that supports older formats as well as ODF, for example, IBM Lotus Symphony, Sun Star Office, or an open source solution like OpenOffice.org or KOffice.

♦Start translating templates, particularly the simpler ones, to ease in use of Open Document Format and increase familiarity.

♦Increase your use of Adobe Portable Document Format (PDF) for documents that are shared but not modified by the recipients.

♦Phase in use of ODF by workgroup or by functional area.

♦Identify and train potential local experts or “gurus” who can help others with their basic questions.

♦Set explicit policy and a deadline for migration to ODF.

♦Take advantage of the resources provided by the ODF Alliance and the OASIS ODF Adoption Committee.

♦Establish a network with others who are also doing a migration to share your experience and solutions.

♦Require your current software provider to support ODF in a first class, native manner.

Question 73.  Is it a viable solution for long-term access to electronic records that rather than migrating electronic data to new technologies and document formats, State government should archive electronic record-capable hardware and should seek to make various iterations of software available for the long-term as a safeguard against obsolescence and to facilitate access to electronic records?  Why, or why not?  If you believe this is viable, then please describe measures to effectuate same.

The rate of change of hardware and even software makes it untenable to archive it if you expect to use it to access information in, say, more than 15 or 20 years.  It makes far more sense to preserve your documents in an open format as well as provide metadata about the documents.  That is, preserve the information but also preserve descriptions of why, when, and how the documents were created.  As an example, we would hope that the State is not relying on data that is readable on a Commodore 64 from the 1970s.  Hardware breaks and it is not clear that it will be fixable in the future.

Question 74.  Some commentators have suggested that governments should create or participate in centralized record management systems consolidating the electronic record systems of different agencies.  CIO/OFT is aware of the development of certain nascent comprehensive systems using, for example, grid-based technologies.  (See, for example, http://chronopolis.sdsc.edu/).   Would the creation of or participation in centralized record management systems consolidating the electronic record systems of different agencies be appropriate for New York State?  If so, please describe recommendations for its design.

We believe that it is unlikely that all information that is created by or for the State will ever reside in a single centralized location.  That said, consolidation of records or documents into a handful of interoperable distributed systems that are open-standards-based, secure and reliable is a good strategic direction.  It is up to the State to best optimize this consolidation across the agencies where it makes sense, but the most important consideration for the future is that the information be readily usable in standard formats by those with appropriate access rights, no matter where the information resides and no matter what device is used to access it. 

Question 75.  Please provide any other suggested alternative approaches and describe which approach you believe would be best for the State, and why.

IBM recommends that the leaders of this study review the new Yale Information Society Project White Paper “Open Documents and Democracy: A Political Basis for Open Document Standards,” by Laura DeNardis and Eric Tam.

19. Cityscape Filmworks:  Friday 1/18/08  2:07 PM
I am writing about your office's request for comments regarding document formats.  I want to state up front that I am not a 'hardcore' techie, but just a citizen of New York who uses my computer as an important part of my daily life.  From this non-techie person's perspective, the State seems to be trying to solve a problem that doesn't exist!

A good friend of mine who is in the technology industry sent me the link to your request page and asked me what I thought.  I hadn't played with ODF before, so I went out looking for an application that would create ODF based documents.  I found one, called Open Office, and I gave it a spin.  It seems to be a low grade knock-off of the older version of Microsoft Office. 

Then I looked at the questions.  They seem to imply that there is a lack of interoperability, and that we as citizens are in danger of not having access to vital records.  Since the vast majority of people, including Mac users, have programs that read and write Word documents, I don't see where the need is.

I would urge the State not to spend tax dollars pursuing a problem that doesn't seem to exist, especially by mandating the use of software that does nothing to improve the usability or features of the current products for sale.

I'm voting "no changes" to the current State policy.

20. Open Book Software Publishing:  Friday 1/18/08  2:54 PM

Two Kinds of Standards Bodies

I offer a general comment that should provide some guidance as a conceptual framework that will help in addressing the numerous questions in your call for comments.  I have listed a cursory list of concerns to which this consideration should be applied at the bottom of this note.

There are two kinds of standards bodies, and the differing natures of their types of authority needs to be considered clearly.  The bodies that developed the publicly shared standards defining aspects of the Internet have long functioned on the basis of certain informally-expressed principles that are instructive.   Most notably, the notion of "rough consensus and running code" which serves as the basis for according consensus authority to a given standard, expresses the nature of a body that promulgates truly public standards.  Such a body only holds authority as a reflection of open participation by the general public in the development of public standards.

This is not merely a subjectively appealing principle.  There are industry standards bodies which are consortia of prominent business actors; their standing stems from technological specifications over which they exercise authority as a reflection of their (often joint) ownership claims.  An example can be found in the case of the DVD Consortium and the DVD Copy Control Association which promulgate the DeCSS DVD encryption standard.

But a public standards body expresses public conventions regarding which such claims cannot be asserted.   Such a body loses its authority inasmuch as it moves to endorse specifications over which such claims can be asserted.  Thus OSI risks losing its weight of consensus authority when it considers endorsing standards such as OOXML, over which Microsoft continues to reserve ownership claims through ECMA (and by the proposed "standard's" internal dependencies on a proprietary product) -- even as OSI's imprimatur is being sought for that standard.

The outcome of OSI endorsement of OOXML may be to help encourage government bodies to adopt OOXML, but it does not help public standards, it undermines OSI's relevance, and as it brings this loss in standing to OSI, governments will be left with many of the same outcomes they may have sought to avoid by resorting to a specification endorsed by a public standards body.

This consideration directly relates to nearly all your concerns:

- means of encouraging public access to electronic records

- encouraging interoperability and data sharing with citizens, business partners and other jurisdictions (as well as other government agencies)

- encouraging appropriate government control of its electronic records

- encouraging choice and vendor neutrality when creating, maintaining, exchanging and preserving electronic records

- long term preservation of electronic records

- public access to archived content

- savings and costs related to managing electronic records and defined electronic record formats

- management of highly specialized data formats

Thank you.  I apologize for the lack of specificity, but I believe the pertinence of the general comment is relatively clear

21. Google:  Friday 1/18/08 3:04 PM

Google Response to CIO/OFT Request for Public Comment (RFPC) by the State of New York

Google appreciates the opportunity to provide input for the State of New York.  We consider the issue of Open Document formats one of critical importance and would like to commend the CIO/OFT for the thoughtful manner in which this process is being conducted.  As requested, we will provide our input as specifically as possible for the different questions.

Part I - General Questions

Question 1.  Contact Information:  Please provide name, organizational affiliation if any, and means for contacting you (e.g. e-mail address, street address, phone number).  Contact information collected in Question 1 will not be displayed on a public website.  [REDACTED]

Question 7.  How should the State address the long term preservation of its electronic records?  What should the State consider regarding public access to such archived content?

All records should be kept in an open standard format that allows equal access by all users and full implementation by all vendors.  Open standards with several independent implementations are preferable in order to provide the benefits of software choice.  The State of New York should in particular ensure that no vendor-specific modifications of an open standard are being used in order to avoid lock-in to one vendors  products or services.

Part II - Detailed Questions

Question 4.  Will accessibility to electronic records through the FOIL process be affected by adoption of either format, and if so, how?   Will the rapidity of response required by recent updates to the FOIL law be affected?

Making information accessible and useful is Google's mission, which gives us some experience in this area.  Our business model is indeed largely based on open standards, in particular HTML.  Proprietary formats provide obstacles to access, as does the need for conversion between multiple formats.  Such obstacles are often cumulative in nature and overcoming them is also a function of resources available to an organization.  From this perspective and based on our analysis of both ODF and OOXML, Google considers the ISO/IEC 26300 Open Document Format (ODF) the superior choice and we are convinced that adopting ODF will prove  beneficial for public access to information especially in the medium to long term.

Question 7.  Is this the correct definition of "openness" and "open standards" which the study should be using?  If not, please provide a better, alternative definition.

Google basically shares the CIO/OFT's understanding of what constitutes an "open standard" with the potential addition that all criteria should apply to complete implementations of the specification.  It has unfortunately become standard practice to declare proprietary components of specifications "optional" in order to make the "necessary" part of the specification pass the openness test.  This undermines the definition and allows virtually any specification to be classified as an "open standard" by simply declaring large parts of its functionality "optional."

It is Google's position that the scope of implementation should be every vendor's individual decision, and that competitors should be in a position to independently decide how complete their implementation should be.  Thus it is essential that every vendor has the same possibility to completely implement a specification, and the openness of a specification should be assessed including all parts declared as "optional."

Question 10.  Will the usage of ODF among those individuals and entities with whom the State interacts be so great that failing to provide the NYS workforce with the capability of using ODF will cause NYS interoperability problems?  If so, if the State did not adopt the ODF format, what would be the best method to ensure interoperability with ODF documents received by the State from others?

The Open Document Format (ODF) is the preferred storage format for several large vendors of Office productivity, Google included, so it can be expected that lack of compatibility with ODF will cause interoperability problems.  Being an open standard with implementations from different vendors, the potential for vendor lock-in by selecting ODF is low.  Any issues are likely addressable with converters or by adding native support for ODF to any applications used that currently do not support it.  The latter would normally be the preferred solution in order to allow seamless integration into the work flow.

Question 17.  Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, of exactly which customer requirements are best met by OOXML.

Question 18.  Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, exactly which customer requirements are best met by ODF.

Central to the claims of the creators of OOXML is the proposition that it is "designed to meet very different customer requirements" than ODF.  This is the central justification of why they are attempting to create a second ISO standard for office documents.  So, as part of our assessment of ODF and OOXML we carefully analyzed this claim, which in more detail breaks down to two main points:  a) increased compatibility with legacy documents saved in proprietary Microsoft formats, and b) increased functionality, tied to the implementations in Microsoft Office.  Neither point could be substantiated by our research
.  Increased legacy compatibility is not a function of OOXML because the description of legacy formats is missing from the OOXML specification, although as Microsoft recently agreed to make these available under the same terms as the OOXML specification this claim can now more reasonably be made.  However, such was not the case when the first drafts of OOXML were published and it remains to be seen how comprehensive and accurate the promised documentation is.  The combination of ODF plus ebXML
 and UBL
 and other existing open standards goes far beyond anything that Microsoft claims as potential new functionality of OOXML.

In conclusion there is no necessity for OOXML from a purely technical viewpoint.  There are multiple open standards in existence today already providing the same general range of functionality that is being promised by OOXML.  From our perspective, customer requirements would best be met by adopting those proven standards in conjunction with the Open Document Format (ODF).

Question 24.  What weight, if any, should the State give to the fact that a particular format has been accepted by a standards body?  In affording that weight, what elements should the State consider?

Standardization is an important basis of interoperability, so approval of a specification by a standardization body is a plus.  At the same time, the quality of published standards greatly varies between different standardization bodies.  The concerns raised in relation to the ISO process of DIS 29500 also suggest that ISO approval in and of itself might not be satisfactory to prefer a certain standard, although it certainly warrants a certain bonus.  In addition, assuming the ideal standardization body publishing only open, complete and correct standards is no guarantee of fidelity of the implementations.

Google would therefore like to submit that formal adoption by a standardization body should constitute a positive factor for the State of New York, but this factor should be weighted by the track record of the standardization body concerned.  Bodies like the IETF, W3C and also OASIS have a solid track record maintaining relevant open and interoperable standards over a long period of time.

With regards to implementation fidelity we would like to point out that granting the bonus for formal approval should be dependent on the fidelity of the implementations.  In single-vendor situations, ensuring fidelity to the specification might require careful manual testing of actual data files against the specification, which -- depending on the size of the specification -- is likely to be prohibitively expensive and is unlikely to be done by the vendor concerned.

In situations with multiple products, derivations from the documented standard are much more likely to show up in vendor testing rather than customer deployments, so New York State should consider giving preference to standards that are more completely supported by more products and competitors.

Question 25.  For office suite software, would standardization by the State on the usage of a single format promote or stifle competition in the IT marketplace?

A single standard for a single purpose should always be the goal.  This standard should be publicly documented, available to all potential implementors and competitors, allow equal levels of functionality and ease of implementation for everyone, and ideally have multiple reference implementations.

The area of office productivity is no exception to this rule, and a single standard would mean that all potential competitors only need to support one standard, minimizing investment for the least innovative part of the applications, and allowing competitors to compete freely and on the merits of their applications.

Question 27.  What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g. vendors) if the State were to mandate a single document format for State agency use?

Question 28.  What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g. vendors) if the State were to allow agencies to employ multiple document formats?

Standardizing on a single document format would bring immediate and obvious benefits to New York State due to the ability to unify workflow processes and future software purchases around a single format.  Using commercially available plug-ins allows the continued use of existing Microsoft Office licenses if the State so decides, while allowing flexibility in future purchasing decisions.  Attempting to use two document formats simultaneously would lead to confusion between users of different products, and a continuous need to translate between the two formats as part of any automated workflow processes and procedures.  In addition there are several free implementations of ODF editing software already available to citizens of New York State on multiple different computing platforms, avoiding the requirement that citizens communicating documents with the State have to purchase software from a specific vendor.

Question 29.  Which option is the most cost-effective?  Why?

OOXML is largely product driven by Microsoft Office.  Considering the market situation, deviations by Microsoft Office from the published specifications ECMA-376/DIS 29500 are likely to be very costly to detect.  At the same time, such tests would be essential to ensure that the written data conforms to the mandated specification, assuming that New York State were to mandate ECMA-376/DIS 29500.  Choice of the ISO/IEC 26300 Open Document Format (ODF) is likely to end up as the more cost effective choice in  comparison because multiple available products by various competing vendors will make detection of  incompatibilities much easier.

Without such tests of implementation fidelity against the specifications, we would like to raise concerns for an invisible "lock-in" effect with an allegedly open and interoperable format.

Question 33.  What are the specific reasons why a vendor can not or will not directly support the OOXML format?   What impediments are there to doing so?  What, specifically, prevents a vendor from fully adopting the OOXML format natively, and what would need to occur for a vendor to be able to do so?

Google has so far not seen evidence that would alleviate our concerns regarding implementability of OOXML, so we still consider all issues raised in our Q&A
 very much applicable.  In response to question 33 in particular, we would also like to point out that lack of technical motivation for OOXML (see response to questions 17 and 18), the sub-standard quality of the OOXML specification,
 the concerns about legality of complete implementations, and the unusually large specification including several sub-specifications conflicting with other specifications for similar purposes.  Google is still evaluating our position on implementing OOXML, but currently has no plans to adopt it as a native format.

Question 34.  What are the specific reasons why a vendor will not directly support the ODF format?  What impediments are there to doing so?  What, specifically, prevents a vendor from fully adopting the ODF format natively, and what would need to occur for a vendor to be able to do so?

Google is not aware of any impediments to adopting the ODF format for a software vendor.  As well as writing an implementation directly from the publish specification, there are several Open Source implementations which a vendor may chose to base products upon, or modify in order to incorporate ODF support to existing products.  Google took such an approach in adding ODF support to our own products.

Question 48.  Is this a legitimate concern?  Are there other IP promises which CIO/OFT should be evaluating besides the Open Specification Promise and the OpenDocument Patent Statement?

Our further research since we published the position statement has done nothing to alleviate our concerns.  Many of the technologies referenced in the OOXML specification are proprietary to Microsoft and apparently excluded from the Open Specification Promise.

Question 56.  How valid are the criticisms of OOXML?  What are its most significant strengths and weaknesses?

Google believes the criticisms of OOXML are valid.  These concerns have been raised by many different organizations, not all of which could be categorized as direct competitors of Microsoft.  It is difficult to predict OOXML strengths due to it being a new and untested format in the marketplace.  The one certain positive change OOXML has brought is the recognition that long-term data storage requires open standards, with full specification of all elements stored in XML.  The migration away from proprietary undocumented file formats has begun.  However, it remains to be seen how the one major implementor and backer of the OOXML format choses to follow the proposed standard and make its implementation conform to this proposed standard.  It is still perfectly possible to use implementationdependent fields to have an open standard on paper, but that is closed in practice.  Another potential concern is that future versions of Microsoft Office will never conform fully to the published specification, leading to a "paper" standard, with files stored in practice in a related, but not fully documented format only ever completely implemented in Microsoft Office.

Question 57.  How valid are the criticisms of ODF?  What are its most significant strengths and weaknesses?

Both formats are based on XML encoding, so while this is a strength of ODF, it is not specific to it.  The most specific strengths of ODF lie in its product and vendor independence and openness.  Both have caused high acceptance of ODF among providers of office productivity functionality and have made it the preferred format for many large users, including the Dutch State, South Africa and other bodies listed here:  http://www.odfalliance.org/resources/AnnualReport2007.pdf
______________________________________________________

[Google also attached the following documents]

No reason for OOXML specification

The submission of ECMA 376 for ISO approval is based on the argument of faithful representation of Microsoft legacy documents in OOXML.

Review of the specification revealed that information about those legacy formats is missing from ECMA 376, invalidating this argument in the scope of the ongoing standardization process.

Throughout the review process, Microsoft has maintained that OOXML is necessary for reasons of insufficient functionality of existing ISO standard ISO/IEC 26300 (Open Document Format) in a transactional business environment.

Combination of existing open standards ISO/IEC 26300, ISO 15000 (ebXML)
, UN/CEFACT standard UBL
 and others provide a complete, non-proprietary, royalty-free environment for business transactions that goes far beyond what Microsoft currently claims can only be achieved through OOXML.

Microsoft has furthermore not substantiated or explained its claims of transactional functionality in the OOXML specification.  It is unclear which transactional functionality, if any, is specified within OOXML.  

ECMA 376 / OOXML serves no technical purpose that is not already addressed by existing international standards.

The Legacy Argument

Microsoft has initially put forward legacy compatibility as its primary design goal for MS-OOXML in contrast to existing ISO standard ODF, which had creation of a universal office document format as its goal.  

From this different goal Microsoft and ECMA have constructed the argument that these different goals make both formats sufficiently different to justify approval of another ISO standard for office documents.  

For this to be true, the OOXML specification would have to include information of those legacy file formats, as otherwise technical legacy compatibility cannot be achieved on the grounds of a possible OOXML ISO standard.

The Transaction Argument

Firstly it should be noted that from a technical design point of view, specification of business transactions do not belong into a document format specification.  ODF follows good design principles to not attempt to include this into its own specification.

The OOXML specification makes references to Microsoft proprietary business networking and transaction technology such as “Object Linking and Embedding” (OLE) and the Microsoft security protocol “Security Service Provider Interface” (SSPI).  Microsoft's presentation explicitly calls out the use of these technologies as advantage of OOXML over ODF (the claim that OOXML is better suited for business “transactions”), so we may presume they are an important aspect of the proposed standard.

As this technology seems merely referenced in OOXML, it would not be covered by the legal grants, and information about these technologies is lacking from the OOXML specification.  These proprietary technologies can clearly not be implemented by third parties as part of OOXML for lack of legal grant and lack of specification.

Furthermore, a wide variety of existing standards exist that can be integrated on an application level with  any document format to achieve this functionality.  The most important one in this case is existing ISO standard ebXML (ISO 15000) on top of which UN/CEFACT standard Universal Business Language (UBL) defines an XML format specifically designed to represent the data involved in common business transactions.

The combination of ODF plus ebXML and UBL goes far beyond anything that Microsoft claims as new functionality of OOXML.  

Here are some further links and information to UBL resources:

• UBL Background

http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ubl
http://docs.oasis-open.org/ubl/os-UBL-2.0/UBL-2.0.html
• UBL Deployment in Denmark, Northern European Subset:

http://www.nesubl.eu/documents.4.349a0e10b3c2567f280002226.html
http://www.oioubl.info/classes/en/index.html
• UBL 1.0 International Data Dictionary

http://www.oasis-open.org/committees/download.php/19298/wd-UBL-1.0-IDD-2.ods
• UBL Support page

http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ubl-ssc
Summary

The arguments Microsoft puts forward as reasons for OOXML are technically irrelevant.

While the legacy argument seems attractive to public bodies with large investments in Microsoft Office infrastructures, it should be discarded because the legacy specifications are not contained in OOXML, and can thus legacy support cannot be achieved by it.

The argument that OOXML is necessary and superior for business transactions does not hold up to the facts.  

OOXML references other specifications for transactions and network data connectivity.  These specifications are undocumented in OOXML and are proprietary technologies wholly owned by the submitter.  Existing open specifications should be used instead to achieve the same functionality.  

OOXML does not solve any problem for which there isn't already another open standard that does the same thing.

_____________________________________________________
Google's Position on OOXML as a Proposed ISO Standard

Introduction

Google is concerned about the potential adoption of Microsoft's Office Open XML (OOXML) format as an ISO standard.  Google supports open standards and the Open Document Format (ODF), an existing ISO standard that has been a driver for innovation.  We do not think it is beneficial to introduce an alternative standard when the Open Document Format already meets the common definitions of an open standard, has received ISO approval and is in wide use around the world.  Google's concerns about OOXML include, but are not limited to:

• The limitations on the openness of OOXML format;

• The lack of proper review as compared to other ISO standards;

• The continued use of binary code tied to platform-specific features; and

• Unclear licensing terms for third-party implementers.

The following is a Q&A to help clarify Google's position on the ISO standardization of OOXML.

Aren't multiple document standards good? We have PDF and HTML, so why not ODF and OOXML?

Multiple standards are good, but only if they are designed to address different problems.  HTML is a very simple mark-up language designed for rendering within browsers, while PDF is a display-only format designed for high-fidelity print output.  ODF and OOXML are both designed as a format for editable documents.  As such they both address the same problem and almost completely overlap.  The current state of file formats for editable documents makes life very difficult for consumers and vendors of office productivity software, and is a looming disaster for long-term document storage.  Having two mutually incompatible formats for editable documents will allow the current non-interoperable state of affairs to continue.

Microsoft has been arguing that OOXML is a good thing as it gives vendors and customers choice.  Multiple incompatible standards are a bad thing for customer choice, as purchasers of Betamax video recorders discovered to their cost.  Multiple implementations of a single standard are good for both the industry and for customers.

If Microsoft wishes to create a document format that is better able to address the problems of the many editable legacy documents created in their older proprietary formats Google welcomes them to help extend the existing ODF ISO standard, in order to add the capabilities they require.  Allowing OOXML to become a parallel ISO standard will propagate the current legacy situation into what is supposed to be a solution to the problems of long-term document storage.

OOXML is a perfectly good ISO standard.  Isn't this just complaining by other vendors?

In developing standards, as in other engineering processes, it is a bad idea to reinvent the wheel.  The OOXML standard document is 6546 pages long.  The ODF standard, which achieves the same goal, is only 867 pages.  The reason for this is that ODF references other existing ISO standards for such things as date specifications, math formula markup and many other needs of an office document format standard.  OOXML invents its own versions of these existing standards, which is unnecessary and complicates the final standard.

If ISO were to give OOXML with its 6546 pages the same level of review that other standards have seen, it would take 18 years (6576 days for 6546 pages) to achieve comparable levels of review to the existing ODF standard (871 days for 867 pages) which achieves the same purpose and is thus a good comparison.

Considering that OOXML has only received about 5.5% of the review that comparable standards have undergone, reports about inconsistencies, contradictions and missing information are hardly surprising.

Isn't this standard needed to support the millions of existing Microsoft Office documents?

OOXML is a brand new format, different from the existing .DOC, .XLS and .PPT formats that are widely used by Microsoft Office.  In order to move to an XML-based format these documents will have to be translated anyway.  There is no wide use of OOXML format documents on the Web.  Counting the number of documents found by doing Web searches for different document types the older Microsoft Office formats dominate, but the second most widely used format is the existing ISO standard ODF.   As translation is needed anyway it would make more sense to convert to ODF, the existing ISO standard for editable document types.

In addition, if OOXML were necessary to faithfully convert these legacy documents to an XML format, it would have to contain the complete specification of these older document formats.  Without this OOXML would be incomplete in its descriptions for an ISO standard.  No specifications for older document formats exist in the OOXML descriptions, and so any argument that OOXML is needed for their accurate translation is false.  Such legacy documents may just as easily be translated to ODF (as can be seen in the way some existing ODF implementations handle the import of the legacy Microsoft Office file formats).

Doesn't OOXML already have wide industry adoption?

Many companies have announced they will support OOXML, and several have announced translators for the new formats.  This is only to be expected, as Microsoft is a major vendor in the office automation space.  Wide industry support doesn't necessarily make a good ISO standard, although it definitely helps.  What matters more for a good interoperable standard is multiple implementations.  On this score ODF is very well served, with around twelve different implementations of software that can read and write ODF files.  Most of the OOXML implementations are from partners of Microsoft who have contractual agreements to implement OOXML software.   Multiple independent implementations help a standard mature quicker and become more useful to its users.  It fosters a range of software choices under different licensing models that allow products to be created and chosen whilst still faithfully adhering to the ISO standard.

Isn't OOXML safe to implement by anyone?

NB.  This section is not legal advice from Google.  For a full analysis of the OOXML licensing conditions, please consult a lawyer.

Microsoft has offered an Open Specification Promise covering OOXML which they claim would cover third party implementations of the standard.  See http://www.microsoft.com/interop/osp/default.mspx.  There is considerable legal uncertainty around the scope of this promise, which appears only to cover the exact version of the specification currently published, but not any future revisions or enhancements.  The legal uncertainty surrounding the scope of this license grant weighs heavily against the propriety of ISO acceptance of the OOXML standard.  The existing ODF ISO standard is covered by Sun's "OpenDocument Patent Statement," which does not suffer from these issues. 

See http://www.oasis-open.org/committees/office/ipr.php.

________________________________________________

OOXML ignores good engineering practice and is of sub-standard quality

Building upon pre-existing standards is a good engineering principle that allows to handle the complexity of modern technology.

ECMA 376 builds upon the XML standard, but fails the test of good engineering practice in other areas by failure to adhere to standards such as:

- the Gregorian Calendar, ISO 8601 (Representation of dates and  times:  http://www.grokdoc.net/index.php/EOOXML_objections#The_Gregorian_Calendar);

- ISO 639 (Codes for the Representation of Names and Languages:  http://www.grokdoc.net/index.php/EOOXML_objections#ISO_639_.28Codes_for_the_Representation_of_Names_and_Languages.29);

- ISO/IEC 8632 (Computer Graphics Metafile:  http://www.grokdoc.net/index.php/EOOXML_objections#ISO.2FIEC_8632_.28Computer_Graphics_Metafile.29);

- W3C SVG (Scalable Vector Graphics:  http://www.grokdoc.net/index.php/EOOXML_objections#W3C_SVG_.28Scalable_Vector_Graphics.29);

- W3C MathML (Mathematical Markup Language:  http://www.grokdoc.net/index.php/EOOXML_objections#W3C_MathML_.28Mathematical_Markup_Language.29);

- ISO/IEC 10118-3, W3C XML-ENC, and other cryptographic hash standards (http://www.grokdoc.net/index.php/EOOXML_objections#ISO.2FIEC_10118-3.2C_W3C_XML-ENC.2C_and_other_cryptographic_hash_standards);

- W3C SMIL (Synchronized Multimedia Integration Language:  http://www.grokdoc.net/index.php/EOOXML_objections#W3C_SMIL_.28Synchronized_Multimedia_Integration_Language.29).

Instead, it includes its own sub-specifications for these, which places an unnatural burden on implementations of OOXML and unnecessarily increases the size of the specification.  As a result, DIS 29500 needs 6546 pages to achieve the same level of functionality that ISO/IEC 26300:2006 (Open Document Format) achieves with 867 pages.

It would be good standardization and engineering practice to break those sub-specifications out of OOXML and work out how these may be replaced with existing ISO standards.  It would also seem sensible to separate out the different components of OOXML (documents, spreadsheet, presentation) into individual specifications which then may be examined with the goal of merging the required changes with ISO/IEC 26300:2006.

Days spent on review are a rough indicator for technical quality of a standard and experience with the  duality of existing standards indicates that we do not want to lower the quality of our standard review.  If ISO were to give OOXML with its 6546 pages including various sub-specifications as well as the specifications for documents, spreadsheet and presentations the same level of review that other standards have seen, it would take 18 years (6576 days for 6546 pages) to achieve comparable levels of review to existing  standard ISO/IEC 26300:2006 (871 days for 867 pages) which achieves the same purpose and is thus a good comparison.

Considering that OOXML has only received about 5.5% of the review that comparable standards have undergone, reports about inconsistencies, contradictions and missing information are hardly surprising.  We don't think that the requirements for review should be lowered.

We suggest to split the sub-specifications out of OOXML for individual standardization in ISO and divide the OOXML specification into its three logical units (documents, spreadsheets, presentations) to allow simultaneous work on all components, which would dramatically shorten the time necessary to bring OOXML up to the quality of other industry standards and determine if it can be merged with existing ISO standards.

22.  Microsoft:  Friday 1/18/08  4:37 PM

Dear Ms. Van Sickle --  On behalf of Microsoft’s National Technology Officer for the US [Individual Name Redacted], and our General Manager for Interoperability and Standards [Individual Name Redacted], I am attaching several documents that comprise our response to CIO/OFT’s “Study Concerning Electronic Record Policy for New York State.”

The main body of our comments is in three parts:  a cover letter, a response to the Part I questions, and a response to the Part II questions.  As described in the cover letter, we want to illustrate the capability of document translators, too.  To that end, we also are attaching copies of the cover letter in several different document formats, as well as a few different languages. 

Throughout our submission, we reference a number of third-party documents.  We will be sending the most relevant of those in a separate email because of their size.  These additional documents are:

· The Massachusetts Auditor’s report on that state’s ODF policy

· A fiscal note to a Texas bill that would have mandated only use of ODF

· An interim report from the Florida Senate on improving access to public records

· A report to the Florida House on the same topic

· A statement from the Business Software Alliance on “Interoperability: Innovation, Choice, and the Role of Governments”

· An IDC white paper on adoption of ODF and OXML

Lastly, we repeatedly cite a report from the Burton Group, “What’s Up, .DOC? ODF, OOXML, and the Revolutionary Implications of XML in Productivity Applications.”  It can be accessed at http://www.burtongroup.com/Guest/Ccs/WhatsUpDoc.aspx?intcmp=featrprt168.

Cover letter:

Microsoft Corporation (“Microsoft”) welcomes the opportunity to provide these comments to the New York State Chief Information Officer/Office for Technology (“CIO/OFT” or “OFT”) in connection with the CIO/OFT’s study concerning the appropriate electronic records policy for the State.  

As the above-referenced Request for Public Comment (“RFPC”) notes, last summer, New York State (“New York” or the “State”) adopted a law directing the CIO/OFT to “study how electronic documents and the mechanisms and processes for obtaining access to and reading electronic data can be created, maintained, exchanged, and preserved by the State in a manner that encourages appropriate government control, access, choice, interoperability, and vendor neutrality.”  Laws of 2007, Chapter 477 (NY State Technology Law § 305(4)).  In approaching this issue, the CIO/OFT is further directed to “solicit comments regarding the creation, maintenance, exchange and preservation of electronic documents by the state from stakeholders … [as well as] from members of the public.”  Id.
New York’s efforts to assure that data is created, maintained, exchanged, and preserved by the State in a manner that makes efficient use of government resources, promotes interoperability, provides for the long-term sustainability of public information, and provides citizens access to such public information are commendable.  These are legitimate public policy goals, and they deserve a thoughtful, thorough, and balanced process to achieve the best result.  In this regard, we commend the CIO/OFT for posing such detailed questions in Part II of the RFPC, as well as seeking broader input from the public on the more general questions in Part I of the RFPC.

Commensurate with the scope of the inquiry, in the attached appendices we provide comments responding to each of the 14 general questions posed by the CIO/OFT in Part I of the RFPC and the 75 detailed questions posed in Part II.  Given the length and detailed, technical nature of the response, Microsoft wishes to highlight in this transmittal letter certain of the principles that inform our responses and that we encourage the CIO/OFT to consider.

First, we wish to emphasize the importance of agencies having flexibility to choose within reasonable constraints the right information technology tool to fit their needs in a particular situation.  Such choice enables State administrators to evolve their systems in parallel with the dynamic nature of the information technology sector.  

Second, in order to ensure such choice, it is important that agencies also remain neutral as to the vendors offering the tools at hand.  Vendor neutrality fosters competition and innovation which, in turn, fuel future development of new and improved IT tools.

The legislation mandating the OFT’s study calls out these initial principles, as well as three others.  The legislation requires a study of how to manage e-data in a way that “encourages appropriate government control, access, choice, interoperability and vendor neutrality.”  Id.  Microsoft strongly supports each of these five values.  That said, among the values, we believe choice and vendor neutrality are the prerequisite goals.  In our experience, safeguarding choice and vendor neutrality can put State agencies on the path to acquire increasingly robust access, control, and interoperability tools over the course of time.    

Third, Microsoft believes there are two important, enabling principles that make the concepts of choice and neutrality more real in the context of this study:   (i) IT acquisitions ought to remain business-case driven, and (ii) when executing on business plans, State agencies should continue to pursue the best IT value for their investments.  

Part II, question 15 asks, “What is the ‘problem’ that this study should be addressing?  Please define with specificity what the State should be trying to solve.”  In any situation where taxpayer dollars are at stake, we believe this is exactly the right launching point -- it goes to the heart of why IT acquisitions should be based on business-type decisions.  In the absence of such an overarching business vision, the State will run the risk of individual agencies’ IT analyses being unfocused and undisciplined, risking decisions being driven by technological biases (particular individual affinities for particular technologies) rather than best value for their needs.  Accordingly, to effectuate the goals of the legislation, we urge CIO/OFT to develop and lay out as a first step in this process a statewide business objective for e-data management.  

“Best value” is part and parcel of a business oriented decisionmaking process.  It also is the process that best encourages choice and vendor neutrality.  It is a fair process.  It safeguards competition and thus fuels future innovation in government solutions.  It is a flexible process in that it allows agencies, confronted by an ever-evolving and complex IT environment, to select the most robust package of offerings available from the marketplace at the time to meet their foreseeable needs.  

In connection with the instant study, we encourage the CIO/OFT to reiterate that IT acquisitions going forward will continue to be both business-case driven and predicated on best value.
  

Fourth, following these first-order principles, we also believe the State should not focus too narrowly on particular technologies — especially rapidly evolving technologies — in considering the best policy for electronic records.  In particular, we urge caution in the degree to which the CIO/OFT has focused the RFPC on two office suite formats:  Open Document Format (“ODF”) and ECMA 376 Open XML (“OXML”).
  This focus may lead commenters to concentrate solely on whether one particular format should be “preferred” over the other, rather than on the more important questions of how best to preserve government control, access, choice, interoperability, vendor neutrality, etc.  Indeed, even in our comments, we respond to the CIO/OFT’s individual questions by explaining why, in our view, OXML is as valid a choice as any for the creation of government documents.  However, to focus only on the ODF/OXML discussion risks losing a grasp of the big picture.  Like other information technology customers, government agencies are best served when they identify their desired objectives and then choose individual solutions that best meet their needs at the time.  Developing an electronic records policy based on a preference for a single document format (or two formats) risks creating a technology-restrictive, one-size-fits-all approach to interoperability and accessibility that could deter procurement of the best products at the best prices going forward.  Such an approach also ultimately frustrates innovation by skewing the market, which is contrary to the State’s and its citizens’ interests.  The focus of the government — and, in turn, the study — should be on how government agencies can procure products that achieve the best results for the government’s objectives, not on defining implicit (or explicit) preferences for particular formats or technologies.  

In this regard, we agree with the RFPC when it appropriately notes “the existence of tens of thousands of e-data formats [and] the increasingly dynamic nature of electronic documents.”  RFPC, Part II, at p.4.  Like others, we believe that achieving the right selection of e-data technologies within such a diverse and flowering ecosystem is “a process of many incremental steps coming together over time.”
  We encourage the State ultimately to develop a policy that allows for such a flexible, pro-competitive decisionmaking procurement process.  

The CIO/OFT is certain to receive some comments expounding on the virtues of one technology over another and urging the State to create a preference for that technology as a matter of public policy.
  We urge New York to be highly wary of arguments that one technology should be adopted above all others because it represents a particular development model or business model.  These are veiled efforts to use the public procurement process to advance the financial objectives of a handful of commercial entities without regard to the interests of users and the concepts of choice and innovation in the marketplace.  An effort to drive preferences for a particular technology diverts attention from the broader issue of what the government is trying to achieve with its IT systems.  For example, focusing the debate as one between ODF and OXML formats diverts attention from the critical issue of how data is stored, accessed and archived across the New York State IT systems, from the mainframe to servers to the desktop to handheld devices.  This is the central issue to be addressed, with XML based document formats being a component of the overall inquiry.  We stand ready to support New York as it looks at this central issue.

At the end of the day, any particular technology should not be adopted as an end in-and-of itself; it should be means to other objectives, and the best technology will be the one that, in a particular case, fits the objective at hand.  Focusing on a particular technology puts taxpayer dollars at risk and is antithetical to what taxpayers should expect of their government:  they want government to perform and to perform efficiently; the technical tools that it uses to achieve this performance should be a second-order concern.   

To illustrate the point that tolerance of IT heterogeneity and respect for the free market can yield tools that work for the State — that by safeguarding IT choice and vendor neutrality, the State can acquire robust technology that works well within an e-data system and across systems — Microsoft is submitting this cover letter in six different formats developed by six different organizations.  Today’s translation tools have allowed us to generate each copy with just a few clicks of the mouse.  And to further demonstrate the potential of software advances — advances that rely on software developers investing their own time and risk capital — we also submit copies of this cover letter in Arabic, simplified Chinese, and Spanish.
  These translations were generated with a free, but proprietary software tool that merely required the cutting and pasting of this text into the tool.  The IT sector can continue to deliver the State such innovations and much more, provided the State maintains its traditional view of embracing technological dynamism and pluralism. 

We support the CIO/OFT in its efforts to consider the best electronic records policy for the State.  We encourage the CIO/OFT to develop an initial report that looks at this issue broadly across all State IT systems and identifies the follow-on studies that reflect the intent of the legislation and that reflect the complex diversity of today’s IT ecosystem.  As to all e-data systems, the State can maximize the return on its IT investments and achieve its data-management goals if, respecting the complexity and diversity of the ecosystem, the State pursues acquisitions in a way that assures each agency flexibility in its choices and that allows competitors to seek State business in a vendor-neutral fashion.  Such an approach has the additional merits of being consistent with existing State policy.  By continuing to adhere to that policy (as suggested by RFPC, Part II, recommendation 71), the State will continue to gain from the innovations created by the global IT sector.

Microsoft remains committed to working with New York State to meet and exceed the expectations of its citizens with respect to how the State develops, maintains, and stores its documents and utilizes technology.  To this end, we look forward to continuing this process of engagement with the CIO/OFT as it studies the State’s electronic records policy and would be pleased to make our experts available to the CIO/OFT in connection with the study.

Microsoft Responses to RFPC # 122807 - Part I
Question 1.  Contact Information:  [INDIVIDUALLY IDENTIFYING INFORMATION REDACTED]

Question 2.  What mechanisms and processes can the State of New York establish for accessing and reading electronic records to encourage public access?

New York State (“New York” or the “State”) has an obligation to ensure its citizens are able to access, read and make use of public records and documents, particularly those produced and maintained in electronic form.  NY State Technology Law § 305(1).  Meeting this mandate is no simple task, because the mechanisms and processes for creating, sharing and storing electronic records are in a period of rapid ferment.  Indeed, one observation in the RFPC with which we could not agree more is that electronic documents are increasingly dynamic:  “The boundaries of that which are considered ‘documents’ are blurring, and electronic documents are becoming increasingly dynamic and blended with other formats (envision, for example, a word processing document embedded with a slide show which is itself embedded with audio, video, and photographic files.”
  We would add to this point that the number of estimated file extensions (15,000) is certainly increasing, not decreasing.  Juxtaposed against this observation is the fact that in today’s Internet-linked world, citizens expect access to public information regardless of where they are and regardless of what physical equipment and software they use.  Compounding matters, with these heightened expectations comes a shift in citizens’ status from passive consumers of information to active participants in new forms of communication.  It is indeed a very complex environment and getting only more complex.
  But it is one that we should all embrace and seek to navigate in a way that brings the maximum value to the citizens of New York.

To address Question 2, therefore, we suggest OFT adopt a policy that reflects the times we live in.  Specifically, New York’s mechanisms and processes to encourage public access should be capable of adapting to ongoing technological innovation, support the market-based forces that produce this ongoing innovation, and enable choice among technologies to best meet governmental needs.  If a less flexible policy were adopted, the State would put itself at risk of disenfranchising citizens by preventing them from making use of new innovations at a point in time when the means for better serving citizens are flowering.
  

We raise this precautionary point because we expect ODF advocates to seek an explicit government mandate to use only ODF, suggesting that only ODF can provide appropriate public access.  As the Commonwealth of Massachusetts recently concluded, this is not the right path.  After investing substantial time and energy thinking about this issue, Massachusetts endorsed an approach that allows use of multiple format standards.  An ODF-only approach would lock the government into a one size fits all path that will not meet the needs of users, would deny government users technology that they want today, and fails to take into account the realities of future technology change.  In the end, the Commonwealth determined that giving agencies a choice of public access mechanisms (e.g., in the form of multiple, useable document formats) is the best way to assure agencies can meet their data access obligations.
   

The approach adopted by Massachusetts also has been followed by other states.  For example, Florida’s Council of Agency Chief Information Officers has likewise counseled an adaptable approach.  In a December 7, 2007, report to the Florida House Committee on Audit and Performance, the CIO Council said: 

This area is in flux on both a national and international scale. . . .Presently, agencies have many cost effective options available to extract data and documents from proprietary systems in order to meet the requirements for inspection and copy of public records. . . .Formats and structure for records made available to the public should be done so [sic] in a manner that access to the information can be done with software and tools that are readily available within the public sector which includes public domain software (free) and proprietary products that are pervasive within the public sector. . . .[It] would be premature to adopt a standard before an industry-wide national standard has been established.

Importantly, an approach that limits choice by favoring ODF also would omit the potential practical innovation-related benefits of other document formats that exist now or will be created in the future.  OXML is one of those.  As a recent independent study by the Burton Group noted:

OOXML is an extensible standard.  It allows vendors and enterprises to extend the standard within an OOXML-defined framework.  For example, the .XLSM file format, used to support a Microsoft Office 2007 Excel macro-enabled workbook, is not part of the base OOXML standard, but rather a Microsoft-created extension.  This built-in ability to augment the OOXML standard is a safety valve for future innovation, allowing new features to be added without forcing vendors to invent yet another separate file format or wait for standards bodies to give their approval.

Ultimately, an adaptable policy framework rooted in the principles of technology choice and vendor neutrality will allow extant public-access needs to drive technology selection in the near term and foster market-driven competition to deliver New York and its citizens even more impressive access tools over the long haul.

Question 3.  What mechanisms and processes should the State of New York establish for accessing and reading electronic records to encourage interoperability and data sharing with citizens, business partners and other jurisdictions? 

The State should adopt mechanisms and processes that recognize the diversity of the marketplace and enable the use of multiple formats and technologies that best serve the State’s needs for a particular purpose.  Inherent in those needs should and will be interoperability.  

As the RFPC recognizes, IT systems have become more diverse than ever.  At the same time, IT users frequently seek interoperability between systems.  Given the diversity and complexity of the IT ecosystem, one cannot view interoperability as an absolute.  A report by the United Nations Development Programme recently noted:

No government will ever achieve interoperability in one single step.  Achieving interoperability is a process of many incremental steps coming together over time.  Among others, technologies will change, processes will change, standards will become obsolete and new standards will emerge. . . . It is not an all-or-nothing state and, as many researchers have found out, interoperability is difficult to measure.
 

In this light, it is important that OFT avoid adopting an inflexible view of how best to access and read electronic records to ensure interoperability.  Choice among multiple standards and tools will best achieve the goals of interoperability and data sharing with citizens, other government agencies and jurisdictions, and businesses.  

Indeed, there are many examples in the IT marketplace where overlapping standards (even multiple ISO/IEC standards) coexist and promote competition and innovation because they serve distinct user requirements — notably, digital image formats (e.g., JPEG, PNG, CGM); digital media formats (e.g., MPEG-1, MPEG-2, MPEG-4, H.264); digital interface standards (e.g., DVI, FireWire; HDMI, SDI, UDI, USB); and e-mail formats (e.g., x.400, SMTP, POP3, IMAP).  Even in the domain of document formats, there has always existed a plethora of standards — such as HTML, TXT, DOC, PDF, WP, RTF, UOF, ODA, Compound Document Format, and DSSSL.  The prior existence of these overlapping standards has never been a barrier to the introduction or evolution of newer document format standards.  Ironically, had the view of “only one document format standard” prevailed, ODF could never have become an ISO standard in the first place.
  

It is also important to note that the use of one document format does not preclude the use of another.  Translation technologies can be and are being built to move data from one format to another.  An open source translator has been developed, for example, between OXML and ODF, which is used by Novell OpenOffice users to work with OXML documents and Office 2007 users to work with ODF.  So, users have the ability to choose the format that best meets their needs under a particular set of circumstances and have the comfort that translation technologies exist to enable them to exchange documents with others and transfer data between one format and another.

Rather than adopt a narrow approach, we encourage OFT to consider — and adopt an approach that reflects — the points set forth in a white paper on interoperability published in the fall 2007 of by the Business Software Alliance.  The BSA is a leading voice of the world's commercial software industry and its hardware partners.  It is not associated with the “free” software movement, but more aptly with the “free market” in software.  

While each BSA member company has its own approach to developing interoperability technologies, there is one area in which they are in complete agreement:  software solutions should be procured based on their merits, rather than on a particular method of development (i.e., rejecting techno-theocracy).  The main points of BSA’s interoperability paper are worth quoting at length:

· ICT systems have become significantly more diverse in the last 10 years, and ICT customers, including government procurement officers, have taken advantage of this situation by pursuing the best technological solutions available to meet their needs, even if that means acquiring hardware and software products from multiple vendors.  Fortunately, the ICT industry has risen to the challenge by improving interoperability in this increasingly heterogeneous environment.

· Critically, the goal of interoperability is not to achieve homogeneity of ICT products or services or to speed their commoditization—quite the contrary.  A successful interoperability solution is one that promotes the exchange and use of data between products and services while allowing maximum room for vendors to innovate and differentiate their offerings from those of other vendors.  The specifics of a particular interoperability solution will depend on the characteristics of that technological environment and may evolve and change over time as the technology evolves and changes.  

· In ICT markets characterized by rapid innovation and short product life-cycles, there is no single path to interoperability.  One vendor may use a tool or set of tools that are different than the approach taken by another vendor. Just as ICT products and services rapidly evolve through innovation, so must the approaches to interoperability. . . . These are complex, market-sensitive issues, and [purchasers] need freedom and flexibility to select the best solution for the specific purpose. . . . Thus. . . governments should promote competition between interoperability solutions by allowing the market to lead and refraining from seeking to direct this market development or picking technology winners and losers – both of which will deter innovation, competition, and consumer choice.
  

In addition, to guide government action in the area of interoperability solutions, the BSA has gone further and developed the following principles:

· Approaches to achieving interoperability should be driven by user demand and market forces and take place through a range of methods.
· Governments should not pick winners in the marketplace under the guise of promoting interoperability.  
· Governments should promote innovation in the area of interoperability.  
· Governments should refrain from legislating or regulating technology in the name of interoperability.
· Governments, in their role as IT customers, have an interest in ensuring interoperability, but these objectives should be pursued within the context of specific procurements and the functional goals the government seeks to meet, not a as blanket policy, and should leave room for emerging solutions to develop.

· Governments should not establish preferences for standards based on whether the standard has been developed within or adopted by an established standards setting body.

In short, when it comes to interoperability among e-data formats, it is important to both hold realistic expectations given the inherent technical challenges and to recognize that the market does respond to governmental and other customer needs.  

Cross-industry consensus also exists in another area worth noting.  Specifically, in response to marketplace demand for greater interoperability across different document rendering applications, all agree that XML (or the Extensible Mark-Up Language) is becoming a critically important tool for enabling interoperability.
  XML allows documents and other records developed in one format to be coded so that they can be read by any rendering tool that can speak or translate in XML.  

While XML is important, its use and deployment is still in its early stages and is limited in scope.  With the release of Microsoft’s Office System 2003, we supported XML-based document creation.  But only in early 2007 did Microsoft, one of the world’s leading providers of record-creation, rendering and storage technology, release a version of its Office System that uses OXML by default.  ODF was standardized only in May 2005.  Other software products, such as Apple Inc's iWork '08 suite, Wordperfect Office X3, Thinkfree Office, the Novell edition of OpenOffice.org and the NeoOffice suite, are now supporting XML documents, but in many areas of data production and storage, such as proprietary architecture mainframe databases, the move to XML is incomplete.
  And certainly, consumer uptake is in its infancy.  Within government agencies, we estimate that at least 40 percent of data cannot be read across systems because that data is stored in specific proprietary line-of-business applications.  Across all systems worldwide, public and private, we estimate that at least 60 percent of data is unmanaged and unstructured.  This means that for the time being data managers inevitably need to not only manage, but improve heterogeneous data management techniques and processes.  

Put another way, while New York should encourage data creation, sharing and storage through XML-based tools and format-translating technology, it should remain flexible in its processes and technology adoption in order to balance the benefits of these new capabilities against the risk of leaving later adopters behind.  To this end, again, it is vital that the State not take up the cause of those who would recommend an exclusionary approach — e.g., a flash-cut transition only to ODF as was originally attempted in Massachusetts.  Such an approach would fail to take into account all that Microsoft and others are doing to promote interoperability across a variety of technologies.
   

In sum, to encourage interoperability and data sharing, government users should be able to choose the format that best meets their needs, with a view to increasing the focus and use of XML-based technologies (OXML, ODF, etc.), and to take advantage of translation technologies that are developed to establish interoperability and data exchange between formats.

Question 4.  What mechanisms and processes should the State of New York implement to encourage appropriate control of its electronic records?

Traditionally, public agencies (and many large enterprises) have fostered privacy and security by maintaining data within data silos — that is, in systems that were not able talk to each other.  That “siloed” approach assures that only authenticated users have access to information within any particular silo.  Business and governments have begun to realize that putting information in silos limits its value and that greater cross-system access to information can pay significant benefits.  Until now, these efforts have been relatively isolated:  government units have not necessarily cooperated with one another to collect or provide information and services.  New information technologies, however, can eliminate these kinds of barriers between government units and provide opportunities for new collaborative efforts.

To foster greater public and cross-agency access, while protecting data privacy and security (including establishing chains of custody), New York should begin to explore the use of “trust bridges” between federated systems –- that is, systems that trust authenticated users from other systems.  XML can be part of the solution here, too, since XML-coded records can capture instructions as to whether data fields can be shared across systems and, if so, with whom.  

To move wisely in this direction, we offer several near-term recommendations:

First, regardless of record type, electronic or physical, the most important measure to ensure privacy and confidentiality is management of human behavior.  No matter how sophisticated an automated control system is, if state workers are not trained on appropriate security expectations, then breaches will be inevitable.  

Second, coupled with appropriate behavioral policies are multiple layers of security tools.  Here, the first layer of defense, that of establishing trust, is access control.  Access control tools automate who can access which records at any given time.  For example, perhaps only personnel with contract-management responsibilities are enabled to access and edit contracts, and even this ability is limited to the period in which the contract is actively negotiated; after the contract is completed, an appropriate access control system will disable any edits by any person or role.  Similarly, only selected business personnel may view (but not edit) these same records.  Access control effectively secures electronic records that “reside” in the managed system.

Nevertheless, privacy and security of these records may still be compromised when copies of these records go beyond the boundaries of the managed system.  For example, if an authorized contract manager obtains a copy of an electronic record from the managed system, he or she may maliciously or inadvertently print a copy and share it with others.  In this case, despite effective access control, confidentiality is compromised.  As mentioned, the primary means to reduce this type compromise is appropriate training and expectation-setting for personnel.  

Third, in turn, an additional layer of automated security is merited.  This second layer involves ensuring records are protected when they are “in-transit” or copies leave the boundaries of the automated system.  An effective way to accomplish this is via rights management.  Rights management leverages industry standard Public Key Infrastructure (PKI) methods to encrypt records so that only authorized personnel can decrypt them for viewing, copying, printing, etc.  All copies of electronic records outside the managed system are encrypted, meaning that they are unreadable and inaccessible to those without decryption keys.  An effective rights management system allows records administrators’ granular control of activities such as how long a record can be read at all, as well as whether it can be printed, copied, etc.  

Microsoft’s latest software enables these primary and secondary automated protection mechanisms and does so in an easy-to-use, non-intrusive manner.  These capabilities are part of SharePoint Server 2007 and increase the likelihood that state workers will abide by state records management policy, ultimately increasing the security of the records.

Question 5.  What mechanisms and processes should the State of New York consider for encouraging choice and vendor neutrality when creating, maintaining, exchanging and preserving its electronic records?

As mentioned, encouraging choice and vendor neutrality across all IT procurements ought to remain New York State’s guiding principle.  And, as we also noted in our transmittal letter to these comments, we suggest two corollaries to bring these values to life in the context of the RFPC:  (i) IT acquisitions should remain business case-driven, and (ii) when executing on business plans, state agencies should continue to pursue the best IT value for their investments.  

We urge New York to be wary of arguments that one technology should be adopted above all others because it represents a particular development model or business model.  This is a bit of a “wolf in sheep's clothing” approach in that it thinly veils what has become a campaign to use the public procurement process to advance the interests of a handful of commercial entities without regard to the interests of users and the concepts of choice and innovation in the marketplace.  Any effort to focus the debate on a specific technology diverts attention that should be paid to the broader issues of what the government is trying to achieve with its IT systems.  In this case, the effort to focus the debate as one between ODF and OXML formats diverts attention from the critical issue of how data is stored, accessed and archived across the New York State IT system, from the mainframe to servers to the desktop to handheld devices.  This is the central issue that has to be addressed, with XML based document formats being a component of the overall inquiry.  We stand ready to support New York as it addresses this central issue.

An effort to drive adoption of a particular technology (like ODF) tends to emphasize technology as an end in-and-of itself, not as a means to a business objective.  This can be contrary to the public interest in using taxpayer dollars efficiently and effectively.  Rather than selecting tools based on the needs at hand, this approach dictates what the tools will be before the problem is defined.  Yet, most rational taxpayers simply want the government to perform at its highest, most efficient level; the tools government uses to achieve performance are a second-order concern.  Hence, the primary focus of any IT plan should not be on any particular technology or set of technologies, but instead on the State’s (or an agency’s) business vision and plan for providing services.  By articulating a business case for each IT selection, OFT and individual State agencies can then rely on the market to identify the range of technologies that might work for them; i.e., they can encourage choice.

In this regard, we believe that Part II, question 15 asks a critical question:  “What is the ‘problem’ that this study should be addressing?  Please define with specificity what the State should be trying to solve.”  In any situation where taxpayer dollars are at stake, we believe this is exactly the right launching point.  

We reiterate our caution to the State not to define the problem only in terms of a choice between two specific formats:  Open Document Format (“ODF”) and Ecma 376 Open XML (“OXML”).
  Such an approach risks the State being caught in an effort by the commercial advocates of ODF to advance their business interests that is untethered to any business case.
  Indeed, the prior experience of Massachusetts should be instructive to New York.  Following the Commonwealth’s initial decision to use ODF, the Auditor of Massachusetts recently released a 73-page report that included a series of criticisms of this approach.  Chief among those criticisms was the following:  

We found that the ODF initiative lacked a comprehensive business case that provided a single, well-documented statement of value to be achieved by the Commonwealth.  Although an array of documented and oral statements providing a range of goals were made prior to and after the ODF implementation policy was issued, an adequate business case was not prepared to justify the necessary change in IT infrastructure required to support the initiative.  Sufficient information was not available to explain the value to be attained or how it would be measured, or to identify the impact and cost of pursing the initiative, opportunity costs, IT infrastructure impacted, technical and non-technical resource requirements, impact on human resource management, assigned responsibilities, points of accountability, and the impact of not pursuing the proposed initiative.  In addition, there was no documented strategy to support a managed implementation of ODF-compliant office suite products with specifics that could be measured to set milestones, and demonstrate progress and value achieved.
  

Notably, the Auditor of Massachusetts also issued a recommendation that we believe can help define a business-case model for New York:  

ITD [OFT’s equivalent] should ensure that controls are in place requiring that all IT projects are managed on an investment portfolio basis. The process should require planning, monitoring, and tracking of all projects and that each project be evaluated based upon its proposed and realized value. . . .We recommend that ITD adopt a framework or methodology that requires disciplined practices for developing project initiatives that require a business case, statements of value to be attained, risks and critical success factors, metrics and cost.
    

Through such business-centric (as opposed to specific technology-centric) mechanisms, the market can bring New York State agencies many e-data options to choose from and the State can continue to operate in a vendor neutral fashion.   

As to the second half of question 5 — what specific “process” to use to encourage choice and vendor neutrality — we believe the RFPC itself already contains the answer:  “When State government procures software, such purchases typically entail the simultaneous acquisition of services (e.g., software maintenance, or for that matter, software ‘as a service’), such that best value analyses [of different vendors’ proposals] are applicable.”
  Microsoft would add that procurement of IT consulting services and hardware are also relevant to a best-value inquiry.  Under State Finance Law, “best value” is “the basis for awarding contracts for services to the offerer which optimizes quality, cost and efficiency, among responsive and responsible offerers.  Such basis shall reflect, wherever possible, objective and quantifiable analysis.”
  

Best-value analysis is the process that best encourages choice and vendor neutrality.  Again, it is a fair process.  It safeguards competition and thus fuels future innovation in government solutions.  It is a flexible process in that it allows agencies, confronted by an ever-evolving and complex IT environment, to select the most robust package of offerings available at the time to meet their foreseeable needs.

In Part II, Section R of the RFPC, OFT seeks additional guidance on how to flesh out the elements of a best-value analysis.  We address those more detailed questions further below.  However, in seeking such input, OFT seeks specific guidance on assessing how ODF or OXML might, right now, absent an extant procurement, measure up in a best-value analysis.  This request potentially detours from the wisdom of remaining open-minded and pluralistic, and instead flirts with notions of artificially forcing conformity upon State users.  This would undermine the higher order values of flexible choice and vendor neutrality. 

Question 6.  Are there mechanisms and processes the State of New York should establish that are specific to the management of electronic records in its various life cycle stages (creation, maintenance, exchange, preservation and disposal)? 

We believe that New York can address a range of needs related to document creation, maintenance, exchange, preservation, and disposal if it moves toward an XML-friendly direction.  XML tags can be encoded with information that identifies creators, document exchange privileges, maintenance and preservation obligations, as well as document disposal requirements.   

XML also enables system administrators to effectuate their management policies before the fact.  Through effective use of XML, the State can define appropriate electronic records procedures and then operationalize and automate them.  Traditionally, records management has been “applied” to records after the records are created and deemed “records.”  The problem with this approach is that the act of declaring a digital object as a record is often cumbersome; consequently, effective records management policies are not applied to all records that should be managed.  We believe the better approach is to have records managers and archivists proactively work with system administrators to define what types of electronic objects are in fact “records” and how they should be managed throughout their lifecycle.  This assures that digital objects of the type that should be managed are in fact electronically and automatically managed.  For example, state records managers and archivists may deem capital contracts as records which should be kept for a period of ten years.  In this case, an effective records management system would ensure access control from the instant the record is created.  Moreover, the records management system would ideally control aspects of how the record moves from one state worker to another, perhaps in an approval process.  And, the same system would automatically purge these records at the pre-defined, 10-year termination date.  

In short, implementation of custom policies developed by the State using XML can help drive security, privacy and storage compliance.  This includes the use of XML based formats (OXML, ODF and others that will undoubtedly be developed in the future).  Microsoft provides these types of life-cycle management tools in SharePoint Server 2007.  These management tools can be implemented in a way that is largely transparent to end-users, meaning that records management compliance is increased without creating intrusive new tasks for state workers.

Question 7.  How should the State address the long term preservation of electronic records?  What should the State consider regarding public access to such archived content?” 

Over the course of the last century, long-term record preservation strategies have come and gone.  Paper records and carbon copies have been stored in file boxes never to be seen again.  Computer punch cards, electro-magnetic tapes and microfiche have been put in their own boxes, but accessing them has become impossible or impractical as a result of technological obsolescence.  The personal computer revolution and the full digitization of our information promise to end this cycle of innovation and obsolescence, but we should not assume that we have reached that point yet.  Furthermore, the personal computer and the Internet have altered citizens’ expectations and experience regarding access to information.  

Both in the last 25 years and for years to come, New York’s agencies and its citizens have been and will be creating records in what might be considered digital formats (e.g., large stores of database and transactional information stored on legacy mainframe systems).  To access these records over the long term (even as the world migrates to XML-compatible records), New York will need to maintain retrieval and rendering tools compatible with these pre-existing formats while migrating to more efficient technologies.  If New York acquires and retains such backwards-compatible technology, it can assure public access to that data for as long as it desires.  Put another way, to the extent that New York sets into place flexible record preservation policies, it will be well-positioned to organize, maintain and use its historical records well into the future.  Any effort to look at data creation, access, exchange and archival has to look across the State’s IT system to make sure that solutions are complete, from the mainframe, to the server, to the desktop and to handheld devices.  Only in this way will New York fully achieve its objectives in this area.

The biggest record management issue that governments have faced in the physical world, and will face in the virtual world, is storage.  Government agencies produce massive numbers of records day-in, day-out — and increasingly those records are created digitally.  The nation’s innovators and the marketplace are addressing this demand.  The price-performance of storage devices is improving at a rate faster than the price-performance of integrated circuits (i.e., faster than Moore’s Law), and the private sector is developing new models for building and expanding data centers.  To assure its long-term storage needs are met, keeping pace with these developments should be a primary focus.

Question 8.  What changes, if any, should be made to the government records management provisions in New York Statutes? 

We urge OFT to undertake a comprehensive review of current public records laws, with an eye towards updating them to reflect the realities of today’s digital world and to incorporate the basic goal of providing high-quality government service in a citizen and workforce friendly manner.  Already we see statistics that suggest between 40 and 50% of governmental e-records are lost forever.  One reason behind this shortfall, we believe, is that e-records are processed and stored via many different methods and in many different databases.  Given this state of affairs, a more holistic review of not just these processes but also the statutes that give rise to them seems in order.  Such a review might lead to the conclusion, as we have seen in other states, that the State Archivist be equipped with sufficient resources to address the State’s overall paper, electronic and other archiving needs as part of the “business” of managing e-records.

Question 9.  What constraints and benefits should the State of New York consider regarding the costs of implementing a comprehensive plan for managing electronic records?

In today’s innovative environment, New York should be cautious about adopting overly ambitious plans for managing electronic records.  New York should move into adopting and using XML-friendly technologies, and it should do so in the near term.  And it needs to consider ways in which it can evolve its IT systems to meet the needs of its citizens over time.  But given the different needs associated with different types of records as well as the pace of innovation, New York should follow a path that can get it to where it wants ultimately to go without risking that objective through imposing more change than is possible at this time.  Transformation will occur over time, but will come as the result of persistent, incremental steps towards an all-XML framework that takes advantage of particular solutions for particular needs.

New York also should fully assess the costs of one path or another before it moves to evolve its IT systems, including costs related to hardware, software, and services, and in the training of the human beings who must use those tools.  Public sector labor groups have pointed to the costs and disruptions of making “wholesale” changes to the tools available to employees.  The scope of change has an exponential effect on those dollar and time costs, just as overly ambitious IT projects have a greater likelihood of failure.  New York can minimize its risks and costs by fully assessing these costs and incorporating those into its decision making structure.   

The State also should be wary of arguments that ODF should, by itself, form the basis for a comprehensive plan.  ODF-only advocates tend to exhibit technological tunnel-vision, fixating on cost comparisons of office productivity software.  It should go without saying, but the out-of-pocket cost of software is only a minor portion of overall spending on information technology.  Recent third-party research sponsored by Microsoft confirms that IT services — in the form of system integration and maintenance — and hardware account for the lion share of IT costs.  With respect to ODF specifically, a 2007 State of Texas study concluded that the costs of mandating ODF would require more than $121 million from the state’s funding sources in the first two years alone and that, over the first five years, the state would need to spend nearly $187 million.
  Few of these dollars would be spent on packaged software.  Most of the cost would be in training, storage and services to retrofit documents and applications to the new standard.  Texas also anticipated the need to hire 163 employees to handle the transition.
  Any comprehensive plan must take realities like these into account.

To be clear – Microsoft is not asserting that ODF should not be available to New York State government users to use should it meet their needs in a particular situation.  We believe in choice, competition and innovation in the marketplace.  We do object to efforts to force ODF use on users.

Question 10.  What should the State of New York consider regarding highly specialized data formats such as CAD, medical imaging, digital imaging, Geographic Information Systems and multimedia? 

Highly specialized formats are designed to and in many cases actually meet specific use cases in New York.  There is considerable innovation in these formats and the technologies that use them.  Those formats and technologies should be available to New York State government users to choose if they meet their needs.  The idea that any one format (OXML, ODF or any other) could universally meet the needs of all the special use cases is without basis.  We do believe that New York should continue to work with these vendors to enhance interoperability, archival, and access to the data in these formats.  To the extent New York has an interest in making special types of data available widely via electronic means (including the Internet), it should use its capabilities as a technology purchaser to procure appropriate Internet-ready rendering and preservation tools.

Question 11.  What constraints and benefits should the State of New York consider regarding potential savings or additional costs associated with the management of defined formats?

Defined formats are often the most stable and can contribute significantly to innovation in the complementary products and services that make use of them.  The stability of defined, legacy document formats such as .doc and .pdf, for example, has led to enormous efficiencies in document production, transfer and re-use over past years, and these formats will continue to facilitate efficient information sharing for years to come.  As much as the Internet Protocol, .html and email protocols have contributed to the success of email applications, it is difficult to imagine that email would have become the popular and pervasive tool for sharing and storing documents it is today without the stability and utility of .doc and .pdf.  The migration to XML will only make the movement between defined formats easier over time.  XML tags and XML-based translators can be used to convert documents back and forth between XML-native documents and documents created in different defined legacy formats.  But as question 10 suggests, other defined formats might not migrate into the XML world quickly.  Accordingly, for some time to come, OFT will need to be flexible and make the operational trade-offs that best meet its needs in this inherently complex environment.

Question 12.  What existing programs in the private or public sector for the management of electronic records are appropriate for the State of New York to examine?  Please cite specific examples.

Quite simply, New York should follow a course that permits a range of innovative technology options, from multiple vendors, to be available for State use.  The overwhelming majority of states follow precisely this approach.  We previously have cited to Massachusetts, Texas, and Florida as examples where the state ultimately concluded that embracing multiple formats and technologies was in its bests interests. 

Notwithstanding this experience, ODF-only evangelists have been lobbying governments across the United States and around the world, asserting that governments should lock themselves into their singular technology roadmap.  In the United States, although discussion about transparency and digital records has been healthy, the “limit choice to ODF” arguments have largely fallen on deaf ears, and in many cases they have been rejected outright.  Even the Commonwealth of Massachusetts -– the only state so far to adopt an ODF mandate –- has reversed course.  Massachusetts now allows agencies to use Ecma 376 (the official standard for OXML) as an approved document format.  Massachusetts has recognized that preserving their choice of technology options (and incentives for innovators to innovate) best serves its immediate and long-term needs.  In Texas, the legislature considered bills that would have mandated the use of ODF.  Both bills died in committee.  While no one can say for certain why they died, we suspect the bills’ fiscal note, which put the price tag of a flash-cut to ODF in the multiple millions of dollars, had a significant impact.  And as mentioned, the Florida House recently received testimony from the state’s CIOs to the effect that it is “premature” to adopt a single, standard approach to e-data management.  Outside the United States, pro-ODF lobbying has had more, albeit mixed, success.  Even internationally, however, support for OXML is increasing and countries that have considered the document format issue increasingly are embracing choice and neutrality and opposing mandates in their technical solutions.

The approach of the technology industry itself also suggests that ODF is not in fact, and should not be perceived as, the be-all-end-all of format choice.  Leading companies, such as Apple, Corel, Microsoft, Novell, and Sun, have either adopted or announced support for Open XML in their products on a broad variety of platforms — notably, Linux, Windows, Mac OS (including on the iPhone), Palm OS, Java, and .NET — thereby demonstrating that both document formats can peacefully coexist.  The industry adopters include many open source developers:  Novell, Linspire, Xandros, Gnumeric, NeoOffice, Turbolinux, and others have incorporated Open XML into their OSS products.  And in the last few months, early participants in the development of ODF abandoned further work on the format (after concluding that ODF could not be put on a path to support legacy Microsoft Office formats), and they initiated a new effort to transform the W3C’s Compact Document Format (CDF) into a more broadly usable standard.
 

Again, this is not to say that the State should avoid ODF.  We do not oppose ODF.  Rather, we simply encourage the state to adopt an approach that favors choice and technology neutrality and, in the process, inherently is open to considering both OXML and ODF.

Question 13.  Are New York State’s existing standards, regulations and guidelines regarding records management adequate to meet the challenges of electronic records retention?  How should these standards, regulations and guidelines be changed?

Consistent with our response to Part II, question 8, we believe a holistic review of these standards, regulations and guidelines would be a helpful complement to developing a business model for managing the State’s e-records.

Question 14.  What else should the State of New York consider about this subject?

A decade ago, IT specialists were able to predict that electronic access to information was going to take off.  However, the exact nature of that change — in terms of tools to be used, and public desire for real-time, anywhere, simple, cheap, and easy access to electronic records — could not have been anticipated in 1998.  Likewise, today we cannot possibly predict the degree to which electronic access to public data can improve in the next 10 years, or beyond.  Technology visionaries now foresee a world in which electronic records become markedly more powerful than they are today.  Most of today’s records are medium-specific, such as digital data, text, audio or video recordings.  In the future, these piece-parts will be easy to assemble into a single record or in a master file that points to and, on the fly, assembles the pieces.  Using XML, a once-static text document can be rendered as text, but with the click of a mouse, an audio-video summary of the document can run alongside the text.  An embedded chart can be updated automatically to include the latest digital data from related sources.  Only a few of today’s widely used “defined” formats can provide this capability, and even some formats declared by their advocates to be “cutting edge” cannot support it.  

New York therefore needs to remain open-minded and flexible about adoption of new technologies and data formats — assuring that they are proven out in the marketplace — so that it can benefit from the new capabilities and lower overall communication costs these innovations will offer.  New York should avoid the risks associated with technology inflexibility.  As a corollary, New York should be skeptical of efforts by some to create a technological bias that benefits some commercial interests but ultimately undermines the public’s interest in having efficient, effective government operations.  The greatest public benefit will be realized if New York establishes policies that encourage and support the amazing trend in innovation we are enjoying today and that we will continue to enjoy for years to come.

Microsoft’s Responses to RFPC # 122807 - Part II
Question 1.  Are the distinctions described in Part I of this RFPC between the definitions of electronic data, documents, and records useful?  Are there any specific elements or distinctions in those terms which CIO/OFT should be taking into account?

The definitions relating to e-data in Part I are useful.  We suggest one clarification of the term “records” to integrate all of the definitions more tightly:  

Electronic "records" (or “e-records”) will be conceptualized as being created when data is "produced or stored by electronic means, either as e-data or e-documents, and accurately reproducible" (ESRA) as required (new language is underlined).

This change reflects the fact that e-data itself can be an e-record even if it is not first incorporated into an e-document (e.g., e-data that is stored across various fields of a database is still a “record” even if it is not stored within a particular document).  

Question 2.  Is the description in Part I of this RFPC of three types of access needed for electronic records – day-to-day utility access; ancillary active record access; and historical access – a realistic and useful conceptualization of the main uses of electronic records?  If not, please describe with specificity recommendations for alternative methods for conceptualizing the study's issues.

Microsoft believes this is a realistic and useful conceptualization and commends New York for its care in recognizing the various purposes and needs regarding electronic records at various stages in their lifecycle.  

Question 3.  Does the use of particular office suite formats such as the Open Document Format (ODF) or Office Open XML (OOXML) raise any security or privacy implications and, if so, what are they?

OXML and ODF (and China’s UOF) have similar architectures in that they all store the document in a compressed package that contains a variety of parts, each part with its own content type.  Consumers of these documents can use the designated content type to determine whether a part is safe to load, and this greatly reduces the risk of viruses and other security problems.  Such functionality is typically enabled at the application level, however. 

Microsoft Word 2007, for example, will not load active content from a .docx file, and the default for .docm (macro-enabled) documents is to disable the active content — users must explicitly enable the content, which they would typically only do if the document is from a trusted source and requires some type of macro functionality.  Regarding privacy implications, XML-based formats typically make it easier for applications to identify and remove metadata.  For instance, the 2007 Microsoft Office System offers a Document Inspector that can identify all document metadata (comments, annotations, personal information, hidden text, etc.) with a single click, and the user similarly can remove all metadata with a single click.

Question 4.  Will accessibility to electronic records through the [Freedom of Information Law “FOIL”] process be affected by adoption of either format, and if so, how?  Will the rapidity of response required by recent updates to the FOIL law be affected?

Current, specialized search tools facilitate identification of FOIL-requested documents by searching both metadata and full-text elements of targeted content.  Additionally, these tools typically include capabilities to index most common file and document formats, including OXML and ODF.  Therefore, at a fundamental level, document format type is not a major factor with respect to record production in electronic discovery or FOIL efforts provided the chosen format type is not obscure.

However, the larger market of IT tools does tend to gravitate towards document formats that have broad market acceptance.  Because there are hundreds of millions of users of Microsoft Office products, there is a very large ecosystem of vendors who serve that user base, providing an array of value-added solutions, such as specialized search.  The result is that governments and commercial users of the OXML format will have many choices of innovative products related to search and open records requests.  Moreover, the large quantity of vendors in the Microsoft ecosystem results in greater competition for customer business, resulting in lower product prices.

Question 5.  In terms of appropriate “government control” of electronic records, what factors or concerns should the State be addressing?

Before providing access to e-records the State needs to manage them effectively.  Most current records management solutions are very costly, complex to implement and difficult to use.  Consequently, these solutions, though high-powered, are often used sparingly (e.g., for government functions requiring specialized records management such as tax returns).  The result is that most records created day-to-day are often unmanaged, typically residing on unstructured servers or even on local hard drives.
  

As mentioned above in Part I, rather than suffer with this state of affairs, the State should consider records management approaches that are XML-centric and, more specifically, that are supported by OXML, Microsoft Office, and Microsoft SharePoint.  Microsoft’s tools enable holistic control of all types of documents created in government, as well as the securing of those documents that become official records.  Among other things, these tools allow the automatic identification of what documents constitute record-worthiness, as well as the management of documents during all phases of their lifecycle (i.e., access control, workflow and disposition).  Unfortunately, today government users do not always know how to properly categorize or apply metadata to records, something an effective management platform like Microsoft Office SharePoint Server 2007 solves.

Question 6.  Is this the correct definition of interoperability which the study should be using?  If not, please provide a better, alternative definition.

Microsoft believes a revised definition of interoperability should be used — one that captures more accurately the notion of working together through the “exchange and use of data.”  In particular, we recommend the following definition:


“Interoperability is the ability of people, organizations, and systems to exchange and use information efficiently and effectively.  Otherwise stated, interoperability is the ability of different IT networks, applications or components to exchange and use information, i.e., to ‘talk’ to each other.”  

This definition is consistent with comparable definitions adopted by a wide cross-section of governments and leading technology institutions around the globe.
  Another attribute of this definition is that it does not equate interoperability with homogeneity — or the cloning of IT products and services to foster commoditization.  By focusing on the exchange and use of data between products and services, the definition allows maximum room for vendors to innovate and differentiate their offerings.  

In this regard, Microsoft fully agrees with OFT’s observation that “it may not be possible to specify a single interoperability standard for. . .diverse [agency] systems.”  RFPC, Part II at p.2.  Taking the point one step further, our proposed definition recognizes that standards themselves are not the only path to interoperability.  Rather, the IT industry achieves ever-increasing levels of interoperability through the use of four complementary and time-tested methods:

(i) Product design — making products and services interoperable right out of the box with little need for customization or separate integration services, or by creating translators, converters and gateways that facilitate interoperability; 

(ii) Community — working within the IT community, including partners, customers and competitors, to develop greater interoperability over time; 

(iii) Access — providing access to technology through the licensing of IP to enable others to build interoperability capabilities; and  

(iv) Standards — developing and implementing both “open standards” and broadly accessible “de facto standards.”
Given that there is no single path to interoperability, the definition of interoperability should avoid implying that for any particular circumstance there is a singular standard, technology, or business (or licensing) model that is the best means of interoperating.  Such a narrow approach risks locking in a specific technology and locking out innovation.  Instead, the best definition is one that follows the definitions cited below,
 i.e., a definition that is neutral with respect to competing standards, technologies and business/licensing models and that allows for choice based on reasonable, objective criteria.  This will enable the market to deliver the best interoperability solutions in individual cases.

Question 7.  Is this the correct definition of “openness” and “open standards” which the study should be using?  If not, please provide a better, alternative definition.

No, we urge that OFT adopt a definition of “open standard” that better balances the interests in the IT ecosystem and that is more widely accepted.  

The proposed definition could be viewed as requiring an intellectual property (“IP”) holder to waive its IP rights in technology contributed to a standard.  This reading would undermine well-established and highly effective norms that have succeeded for many years in fostering the development and adoption of open standards around the world.  For decades, standards organizations have been able to achieve a balance between the promotion of a standard and protecting the IP that goes into that standard in order to promote continued innovation in and around the standard.  The proposed definition would not account for these IP and innovation interests, and therefore would discourage such innovating entities from participating in standards development.  Making matters worse, non-participating holders of key technology could either refuse to license their technology or impose unreasonable terms and conditions on implementers of an IP-free standard.  So, the proposed definition could even backfire.  In all events, the result would be a breakdown of the innovation cycle, where important new standards and products might never see the light of day.

Standards bodies that are well-recognized as “open standards” developers commonly employ IP conditions including field-of-use restrictions, reciprocity and non-sublicensing requirements, as well as RAND (reasonable and nondiscriminatory) royalty rates.  ANSI, ETSI, IETF, ISO/IEC, ITU, OMA and OASIS (to name a few) have continually embraced (and, in many cases, recently affirmed) the wisdom of maintaining IP policies and definitions of open standards that appropriately balance the rights of IP holders and standards implementers in order to maximize innovation and interoperability.
  

This is not to say that there is anything wrong with a particular standards group in a given situation trying to achieve a royalty-free standard.  In fact, certain standards organizations, such as the WC3, have an IP policy that prefers the adoption of royalty-free open standards for Web-based technology (although WC3’s policy also allows for royalties for its open standards in other cases).  And some organizations like OASIS allow standards participants to decide at the outset whether a working group will be “RAND royalty bearing” or “RAND royalty-free.”  However, the royalty-free licensing approach should not be codified in a definition as a generic requirement for all “open standards.”  Rather, as with the IP policies cited above, the question of royalties and other license conditions should be left to be defined under the general requirement of RAND terms.

It also is important to note that even if a standard is royalty free, it is not necessarily IP free.  The following popular standards contain IP restrictions on their use and implementation:  Session Initiation Protocol (SIP); Dynamic Host Configuration Protocol (DHCP); WLAN protocol; Configuration Access Protocol (XCAP); and Internet Key Exchange (IKE).  The ODF standard itself is another example.
  As the Burton Group noted in its recent report:  “several vendors interviewed for [Burton’s] overview indicated that it's essentially impossible to get ODF proposals approved if they're not also supported in OpenOffice.org, and further noted that Sun closely controls OpenOffice.org (much as it also holds control over Java).” 
  This is the result of Sun’s continued control of underlying IP, which Burton characterizes as “hindering market potential for OpenOffice.org and ODF.” 
 

In light of the foregoing points, a more context-appropriate definition of “open standard” would be one that is consistent with the policies of leading open standards organizations, that has been used for the hundreds of well-known and universally deployed standards they have produced, and that also accommodates the pursuit of royalty-free licensing commitments from IP holders in a given situation.  In this regard, we propose the following definition:

“An open standard is a publicly available technical ‘specification’ (i.e., a set of technical instructions and requirements) that is developed or approved/affirmed and maintained by a consensus-based process in a voluntary, market-driven standards-setting organization that is open to all interested and qualified participants, and for which any patent rights necessary to implement the specification are made available by those developing the specification to all implementers on reasonable and non-discriminatory (“RAND”) terms (either with or without payment of a reasonable royalty or fee).”

Alternatively, OFT might consider the definition of open standard used by any of the organizations listed in the footnote below.
  Any of these alternatives preserves the important balance between the rights of implementers and IP holders and, at the same time, also is flexible enough to accommodate an open standards effort that seeks royalty-free licensing commitments from patent holders in a given situation.

Question 8.  For State agency respondents in particular:  What percentages of your electronic records (using the term generally) consist of office suite records?  What other types of electronic records, such as those in online information systems, GIS systems, etcetera does your agency create?  What percentages do those other records consist of?  How did you determine this?

Microsoft looks forward to OFT’s summary of how State agencies respond to this question.  In particular, we are interested in the methodologies used to determine the breakdown.  Without the use of similar methodologies, OFT may receive data that is difficult to reconcile.  

Question 9.  Is Gartner's prediction correct?  What predictions have been made about other formats?

No, we believe Gartner’s prediction is inaccurate.  Predictions in a new area like this are notoriously unreliable.  For instance, in September 2005 Massachusetts undoubtedly believed its flash-cut to ODF would have reached all 50,000 desktops within its 15 month timeline.  However, by June 2007, Massachusetts “announced that ODF conversion plug-ins had been installed in 250 of the 50,000 desktop computers targeted for installation by June 30, 2007.”
  

Instead of relying on projections, we recommend OFT look at actual behavior in the marketplace.  On this basis, OXML compares favorably to ODF.  In conversations with 200 top data managers, IDC recently found that many of these high-end IT users have adopted OXML and that OXML’s popularity to-date far outpaces the adoption of ODF.
  Across each of four distinct sectors (in the US and Europe, and with in private and public enterprises), OXML adoption was found to be at least 50% stronger.  In fact, in the European commercial sector, OXML adoption has outpaced ODF by a rate of 7-to-1, and in the U.S. commercial sector, ODF adoption was found to be negligible.
  

Moreover, for a standard to be successful in the marketplace it must be widely supported across the ecosystem.  In a just-published annual report, the ODF Alliance boasts:  “Launched in March 2006, the ODF Alliance now has over 480 member organizations in 53 countries.”
  By comparison, the Open XML Community, which launched in May 2007 with 327 inaugural members, has grown in only nine months to the point where today it includes over 2,000 members, representing support from 67 countries.
  So, the larger software industry is moving faster to OXML, too.

Even Gartner itself has updated the statement cited in the RFPC.  More recently, Gartner has noted, “[b]oth document formats [ODF and OXML] will likely be used, which means that translators between the two will be important.  Many governments are investigating ODF, and Microsoft’s OOXML is likely to become a de facto [sic] standard used by many organizations regardless of whether the ISO adopts it as standard.”
  IDC’s August study is less ambivalent.  It says:

Office Open XML is the standard showing the most progress over the next year….  Among companies having an interest in Office Open XML, more will be piloting or fully deploying the standard in one year compared with today….  Although ODF is a standard with a longer history in the market, it shows a different pattern.  In one year, most of the companies showing an interest in ODF will still be in the consideration phase rather than the "pilot" or "fully deployed" phase.

And in a just-released survey of the same landscape, the Burton Group made its own projections.  As to OXML, the study says:

OOXML will be more pervasive than ODF for several reasons. It's a better form-follows-function fit for most productivity application usage patterns and, much to the chagrin of Microsoft competitors, Microsoft appears to be sincere in its efforts to make OOXML a meaningful and global industry standard....  OOXML is considerably more complex than ODF, but it's not unnecessarily complex for the contexts it was designed to address....  OOXML will gain market momentum as vendors … introduce products that support OOXML….  Ominously for ODF advocates, [one software CEO] commented, in an interview for this overview, that [his company] has not received a single request for ODF support, while the OOXML features in [his XML product] were created in response to significant … customer demand ([the CEO also] noted that he is often asked about ODF, but only by journalists and industry analysts).

The same study is less sanguine about the role ODF will play:

ODF represents laudable design and standards work. It's a clean and useful design, but it's appropriate mostly for relatively unusual scenarios in which full Microsoft Office file format fidelity isn't a requirement. Overall, ODF addresses only a subset of what most organizations do with productivity applications today. It will continue to evolve (e.g., adding support for multiple table types, a spreadsheet formula language, and custom XML schema support), but ODF's evolution will likely be slow and complex, in part because of the fact that OpenOffice.org, the primary implementation of ODF, is arguably still, in some respects, controlled by Sun Microsystems.
 

The Burton Group study is a useful resource for one other reason.  As discussed above, the choice between ODF and OXML is ultimately a false one.  The realm of document formats is not either/or, especially given the work underway on translators and in developing new formats.  In this regard, Burton projects that W3C standards are “likely to ultimately be more influential and pervasive than ODF and OOXML” as part of a “broader market shift from file-based to hypertext models”, or web-based models, of document creation and exchange.
  Whether or not Burton is correct, the implications of these studies is that this area remains dynamic.  It is an area in which the State should reinforce, not evolve away from, its existing choice and vendor-neutrality principles.

Question 10.  Will the usage of ODF among those individuals and entities with whom the State interacts be so great that failing to provide the NYS workforce with the capability of using ODF will cause NYS interoperability problems?  If so, if the State did not adopt the ODF format, what would be the best method to ensure interoperability with ODF documents received by the State from others?

Microsoft believes this question is bit premature.  As the above-quoted IDC study found, private-sector adoption of ODF in the U.S. is negligible, and of those entities around the world interested in ODF, most will be in the “considering” phase rather than piloting or deploying ODF.  The above anecdotal information about market demand from Burton (i.e., that a software CEO is asked more by analysts and journalists about ODF than by customers) is also telling.  Both suggest little risk in waiting for customer demand to become manifest before addressing this question.

Regardless of how one measures user up-take of ODF, however, the long-term solution to interoperability rests, again, with increasingly available, free translators and “readers” for any party to a data exchange to use as necessary.  Whether a New York State constituent or vendor employs a legacy format or a new format, the State’s workforce can avail itself of these translators.  Microsoft continues to invest in translators to assist users of our products and even users of others’ products.  This work is important, but not simple.  Some translators work better than others, and some formats are more easily translated than others.  For instance, it is well known that cutting and pasting text from a PDF file into a Microsoft Office document generates artifacts that alter the document’s look and feel even while capturing the text accurately.  This is an outgrowth of how PDF protects the original look and feel of document, on the one hand, and how by default (and contrast) Microsoft Office facilitates the moving and shaping of text.  More broadly, this is in the nature of the cooperative and competitive IT ecosystem.  We believe it is important to maintain this cooperative and competitive IT ecosystem in order to preserve incentives for developers to innovate and, long-term, for the government to enjoy the fruits of that innovation.

Question 11.  For office suite formats, which governments have adopted ODF exclusively?  Which governments have adopted OOXML exclusively?  Which governments have adopted both formats?  What other formats for office suite software besides ODF and OOXML have other governments adopted?

Within the United States, ODF advocates have sought legislation either requiring or strongly encouraging state agencies to use only ODF.  To date, those lobbying efforts have not succeeded.  In our response to Part I, we recapped the Massachusetts experience.  In the end, Massachusetts abandoned the idea that one-size (ODF) was suitable for all its needs and, instead, Massachusetts permits its workforce to use not only ODF and OXML, but other formats as requirements dictate.  

Outside the United States, the situation is mixed.  The ODF Alliance recently issued a report on the success of its lobbying efforts, noting that 12 nations and three regional governments have adopted policies requiring the use of ODF.
  We urge caution in putting much weight on this politically-oriented marketing material.  Many of these policies can accommodate OXML too.  Moreover, numerous foreign governments have opted to preserve their technologically neutral policies and instead have chosen to continue to support formats from multiple sources.
  Microsoft is engaged in these matters, working to assure that the benefits of our innovations are not made off-limits to the government workforce or its constituents by government fiat.

More broadly, we urge OFT to recognize the ODF versus OXML “discussion” for what it is.  It is a campaign by ODF advocates to impede the progress of OXML both within government agencies and within standards bodies — to limit choice in the marketplace for ulterior commercial motives — and without regard for the negative impact on consumer choice and technological innovation.
  Governments do not face such an either-or situation.  Governments can, as they traditionally have, work with multiple formats, even competing ones.  This is even more true with arrival of XML-based file formats, which can easily interoperate through translators that can be implemented side by side in productivity software.  This campaign to limit choice and force a single standard on users should therefore be resisted. 

In order to maintain consistency and transparency, governments must have reliable systems and processes to protect public records.  However, we do not think technology mandates are needed to accomplish this goal.  Since the earliest stone tablets, through today’s multi-terabyte server farms, governments throughout the world have taken advantage of the latest technology to constantly refine and modernize their public record-keeping systems.  In almost all cases, the public sector has taken advantage of the technological innovation driven by private industry, legislating only when absolutely necessary.  For example, with the advent of microfilm and microfiche, governments were able to better preserve and protect large volumes of documents for longer periods.  However, because of the limitations of the process, margins had to be mandated to ensure that the records could be adequately captured.  But, the type of film, camera and developing process, as well as the readers to be used, were not subject to legislative mandate, allowing state agencies to take advantage of the best technology when it was available.

Returning to the core principles articulated above, the choice of format (or office suite) software should turn on the needs of the procuring entity at the time of procurement.  Such an approach encourages, by definition, choice among available options, and it encourages the vendor-neutrality that fuels innovation and competition.

Question 12.  Other than in the office suite context, in what other ways does the State need to be concerned about electronic records interoperability?

To give the full picture, any governmental assessment of e-data interoperability should consider more than just documents.  We believe the analysis should include, as suggested in the statute and in Part I, question 10, an assessment of interoperability of all electronic data — such as video, audio, web pages, geographical information systems (GIS), financial data, data bases, etc.  In conducting such a survey, we urge OFT to look not just data formats, but also where data is stored and how to access it from various hardware and software systems.  For instance, in contrast to the dynamism of the desktop computer and server environment, there may be cases where proprietary hardware architecture is tied to the same entity’s proprietary software.  The mainframe environment is one example where such tying between hardware and proprietary software can exist.  Such instances risk undermining the choice and vendor neutrality principles that we have emphasized throughout these comments.

Question 13.  Given the existence of tens of thousands of e-data formats, the increasingly dynamic nature of electronic documents, and a preference toward more open formats in other realms besides office suite formats, what type of an approach or mechanism should be used within the State to further the existence of openness in all relevant formats?  Please describe with specificity.

As described above and in our response to Part I, New York State should consider a movement of all systems and records towards data that is created, managed, and archived in a structured XML fashion.  In any such move, the State should assure that a consistent method is used to describe records and the data contained in those records upon creation.  And the State should apply specific, XML-enabled archival standards in order to facilitate the preservation of government records for future access and greater interoperability.  

But the use of XML formats for all government records is only part of the solution.   Consistent with our response to question 12 above, computer operating systems, storage management tools, the storage media and other hardware are all critical in the preservation of government records and deserve careful consideration.  Focusing on just the document format will not yield a complete answer.

Because this area is complex, we believe New York State would be best served by seeking creative ideas from, and opening a fulsome dialogue with, reputable solution providers.  Microsoft would welcome the opportunity to engage in such a dialogue.  

Question 14.  Is CIO/OFT's proposed focus for this study appropriate?  (That is, conceptualizing three types of “access,” and focusing on office suite formats as an illustrative example).  If not, please describe with specificity the approach which you recommend CIO/OFT should take.

While, as we have stated, we commend the CIO/OFT for its detailed inquiry and the process that it is undertaking, we respectfully do not believe the study should focus so narrowly on ODF and OXML.  As mentioned in our cover letter and our response to Part I, question 5, we believe the appropriate starting point is to articulate OFT’s broader business needs for the management of e-data.  Such a business plan (or articulation of business need) would take into account the elements of data management mentioned above (e.g., in response to Part II, questions 12 and 13) and below (e.g., in response to question 15).  Within the context of a well-defined business problem, the discussion of the relative merits of different technologies such as office suite formats becomes relevant.

Question 15.  What is the “problem” that this study should be addressing?  Please define with specificity exactly what the State should be trying to solve.

The IT ecosystem has generated enormous efficiencies across the global economy and within governments.  It has enabled enterprises like government agencies to “do the business of government” more efficiently and to bring new services to the citizenry.  At the same time, the proliferation of IT options continues to create complexity.  At the highest level, the “problem” New York State faces (and that it shares with other governments) is how to extract additional efficiencies and derive even more service enhancements out of this increasingly complex, heterogeneous environment.  It is a business challenge as much as it is a technology challenge.  More narrowly, the challenge is (1) to articulate clear business objectives around data management and (2) to achieve those objectives through wise procurement and integration of new technology.

To see how specific business challenges have been defined and overcome, we recommend two examples.  Last summer, we entered into a memorandum of understanding with the British National Archives (“BNA”) to enable BNA visitors and staff to view terabytes of data in the formats intended by documents’ authors.  The strategy leverages our Virtual PC 2007 (a tool that enables people to run multiple operating systems at the same time on the same computer).
  We also recommend that OFT examine Washington State’s leading digital archives solution.  This solution has received a number of national awards and accolades, including one from the New York-based Center for Technology in Government.  The system was designed, developed, and deployed in under nine months.  With its introduction, anyone can easily and economically view and obtain Washington State records using a web browser, and they can purchase certified copies of original documents from anywhere in the world.
  In response to any well-defined business need, we believe that, with our partners, we can develop similarly robust plans for the State.
  

Question 16.  If determinable, what percentages of current formats do you have in your systems, e.g. what percentage of your digital data is in the common office suite formats, e.g. .doc format?  .xls format?  .ppt format?  .rtf?  .pdf?  .html?  .txt?  .wpd?  etcetera.  To what degree have you already migrated to XML-based formats such as .docx,  .xlsx,  .pptx,  .odt,  .ods, or  .odp, or what are your plans to do so?  What tools do you use to determine the mix of formats being used within your systems?  Anyone can respond, but we are particularly interested in learning the experience and current situation of governmental responders, and particularly from state and local governments.

Microsoft looks forward to OFT’s summary of how State and local agencies respond to this question.

Question 17.  Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, of exactly which customer requirements are best met by OOXML.

The RFPC quotes a statement by Microsoft:  "it is very important that customers have the freedom to choose from a range of technologies to meet their diverse needs.  [OOXML] and ODF were designed to meet very different customer requirements."  While this statement was made in 2006, it remains valid today.  As to OXML’s design imperatives, the standard focuses on:

· High fidelity migration to open formats:  OXML has been designed to be capable of faithfully representing the majority of existing office documents in form and functionality.

· Enhanced interoperability:  OXML avoids dependence on the run-time environment of the application that produced a document.  It is independent from any particular type of source content, and conforms to open W3C standards such as XML and XML Namespaces.  

· Compactness: OXML files are on average 25 percent smaller, and at times up to 75 percent smaller, than their binary counterparts.  Compactness is achieved through compression, short namespace prefixes, and avoiding repetition throughout the file format.

· Easy for developers to adopt:  An experienced developer can begin to write simple OXML applications within a few hours of beginning to read the specification.  Although the Specification describes a large feature set, an OXML-conformant application need not support all of features in the Specification.

· Integration with business data:  OXML enables organizations to integrate productivity applications with information systems that manage business processes by enabling the use of custom schemas.  An organization's goal in taking this approach would be to reuse and automate the processing of business data that is otherwise buried opaquely inside documents, where business applications cannot read or write it.

· Internationalization:  OXML supports internationalization features required by such diverse languages as Arabic, Chinese (three variants), Hebrew, Hindi, Japanese, Korean, Russian, and Turkish.  OXML inherently supports Unicode because it is XML.  In addition, OXML has a rich set of internationalization features that have been refined over the course of many years, such as text orientation, text flow, number representation, date representation, formulas, and language identifiers.

· Room for innovation:  OXML is designed to encourage developers to create new applications that were not contemplated when the Office binary formats were defined, or even when OXML was initially defined.  OXML includes extensibility mechanisms that work together to allow interoperability between applications with differing feature sets.  Some of the most substantial opportunities for innovation do not involve rendering documents for direct user interaction.  Instead, they involve machine-to-machine processing using XML message formats.

· Accessibility:  OXML includes enough information for assistive technology products to properly process documents.

· Long-term document preservation:  As discussed more fully in response to Part II, question 53, OXML enables format conversion routines that assist in conversion and preservation, and OXML is on a path to widespread adoption.  Taken together, the two factors will create a market of vendors, in addition to Microsoft, that can assist with document preservation.

Question 18.  Assuming this observation is correct, please provide a numbered list, with the greatest specificity and in the simplest terms possible without marketing verbiage or usage of ambiguous phrases, exactly which customer requirements are best met by ODF.

This question is best answered by ODF advocates.

Question 19.  As a customer of office suite software, the State has a requirement that software support the State’s day-to-day operational functions.  Which office suite format would be best for this day-to-day utility: OOXML, ODF, or another format?  Why?  What specific features for this purpose does one format have that the other(s) are missing?

At this juncture, it is critical to distinguish between a document format and the application that implements it.  Typically, office suite software natively supports multiple document formats, and it can be configured, through plug-ins, to support even more.  The copy of Office 2007 being used to generate these very comments supports OXML, .doc, .txt, .rtf, .html, .pdf, ODF and many others.  The relatively new OXML format is already supported by applications from Novell, Apple, Sun and others.  By the same token, virtually every major word processing application — including products from IBM, Sun, Novell, Apple and many others — supports legacy Microsoft Office formats such as .doc.  Accordingly, in a procurement setting, an agency does not acquire just a format or even a set of formats; it acquires the entire application.  Although this particular question is limited to a discussion of formats, we encourage New York to recognize it need not limit its ability to choose applications that address its real business problems.  (That said, for a list of the attributes of OXML, see our response to Part II, question 17.)

Instead of focusing on a single format, to support its day-to-day operations, we urge the State consider a number of factors when defining the processes, formats and applications (including office suites) necessary for managing e-data, including;

· The choice of a common industry standard aimed at addressing the common format issue with data interoperability, namely XML;
· The length of time the record needs to be preserved;

· The ability to encode the document with data for custom views necessary for the agency;

· The ease of use for its employees;

· The adoption, or use, of the formats by the State’s citizens and the agency’s constituents;

· The availability of tools and software that allow other applications to read and use the data outside the native application;

· The cost of implementing the format with full fidelity of the existing data to fit in to the inevitable XML data strategy;
· How, where, and when records will be accessed by government, citizens, and other stakeholders;

· Features of the formats that benefit the public, such as security and support for accessibility technologies;

· Whether an office suite has a long track record of broad customer adoption, innovation, sustainability and strategic partnership with customers;

· Preserving flexibility and choice to take on new innovation not yet available to the market;

· Preserving a rich eco-system of solution and vendors able to meet the needs of many mainstream and niche customer business applications demands; and

· Ensuring there are partners to support migration from an education and services perspective.
Of course, we believe the 2007 Microsoft Office System provides the most comprehensive productivity suite, with familiar and easy to use interfaces, that will maximize the investment and satisfy the State’s day-to-day operational needs.  More broadly, failure to consider these and other attributes of office suite software when deciding which formats to use risks putting the State, as well as its agencies, in the position of picking the wrong application.  

Question 20.  As a customer of office suite software, the State has a requirement for that software to support the State’s need in office suite software for long-term preservation and production of electronic records.  Which format would be best for this function, OOXML, ODF, or another format?  Why?  What specific features, for this purpose, does one format have that the other(s) are missing?

As noted in our response to question 19, we believe that the distinction between applications and formats is important and that, while considering the characteristics of different formats, New York should place the primary emphasis on its selection of applications.  With respect to applications, we believe the rich feature set of the 2007 Microsoft Office System will provide the greatest capability for the State to address is long-term requirements for electronic records preservation and production.  The functionality built into Office 2007, including support for OXML, enables backwards compatibility in a way that ODF does not.  Our own history with the evolution of formats demonstrates the importance of addressing and embracing these pre-existing document formats.  Such support provides an important customer benefit.  Microsoft has spent significant time and resources in the development of our applications to provide this benefit and to enable interoperability across the existing billions of documents produced with different formats, and not just the de facto standard formats in Microsoft Office.  

Question 21.  As a customer of office suite software, the State has a requirement for that software to support the State’s need in office suite software for the identification, production, and examination of electronic records for electronic discovery purposes in litigation, or in response to FOIL or investigatory or audit requests.  Which format would be best for this function, OOXML, ODF, or another format?  Why?  What specific features, for this purpose, does one format have that the other(s) are missing?

Please see our response to Part II, question 4.  It is equally applicable here.

Question 22.  Some commentators have observed that many entities have written custom software applications using certain technologies (e.g., ActiveX; scripting; Microsoft Access) which may need to be re-written during any migration to ODF because those software programs that use ODF do not support these particular technologies.  How valid is this concern?  Is re-writing of custom in-house software also needed (and has it been needed in the past) for migration between different versions of office suite software?

Evidence around the re-writing of internal application in support of migration to ODF has already been seen with Massachusetts’ attempted implementation of an ODF-only mandate.  Another concern discovered during Massachusetts’ implementation phase was not just that the applications needed reworking, but that workflow-based processes also had to be revamped (e.g., from document creation, to publication, to archiving).  The fact that existing document formats within the state were, frankly, all over the map made the potential imposition of the ODF-only mandate even more complicated.  These other formats were not always documented, so work-flow realignment proved very difficult.  

Question 23.  For State agency respondents, please quantify if possible the types and amount of custom applications which would need to be re-written in your agency, and the cost.

Microsoft looks forward to learning of any additional concerns in this area.  

Question 24.  What weight, if any, should the State give to the fact that a particular format has been accepted by a standards body?  In affording that weight, what elements should the State consider?

The acceptance of a document format specification by a structured standards body is one indication that the specification can be implemented by independent third parties, but it is not the only indication.  Therefore, it is difficult to generalize about the weight to give standardization or, for that matter, standardization by any particular standards body.  In its statement on “Interoperability:  Innovation, Choice, and the Role of Government,” the Business Software Alliance has aptly noted:

The form a standard takes may vary over the lifetime of the relevant technology.  For instance, early in its lifecycle, a technology might appear as a proprietary [or “de facto”] standard offered by single vendor or a small group of vendors.  Later, once the standard has achieved a measure of success and stability in the marketplace, it might be submitted to a standards body such as ITU, ISO, IEEE, Ecma, or ETSI, for formal adoption as an open standard.
  Similarly, when technologies are relatively immature and experience periods of rapid innovation, with new solutions quickly supplanting older ones in the marketplace, formal standardization processes might simply be too slow to keep up with the pace of innovation.

Popular de facto standards unquestionably provide users and implementers value.  For example, it is difficult to imagine the rapid growth of the Internet-connected world we live in today without the .doc, .pdf and .mp3 formats.  The BSA statement continues:

Thus, care should be taken not to place too much emphasis on one form of standard over another as long as the ultimate level of desired interoperability is achieved.  The test of any standard is whether it achieves the desired level of interoperability in a simple, efficient manner while leaving maximum opportunities for companies to expand and develop new technologies.  Because it is impossible to predict how any specific solution will fare in the marketplace, policies should encourage competition between standards through voluntary, market-driven processes.

BSA’s conclusion, with which we agree, is “[g]overnments should not establish preferences for standards based on whether the standard has been developed within or adopted by an established standards setting body.”

We expect ODF advocates to take a contrary position.  Beyond insisting that standardized technology is superior, we expect them to argue that standardization of formats by the International Standards Organization (ISO) is essential.
  In reality, there is a broad spectrum of standards bodies including industry consortia, national standards bodies and international standards bodies, and no single standards body has a superior position over all others.  Conversely, it is not unheard of for a standard produced by a highly credible organization to be a marketplace failure because of its lack of competitiveness (e.g., due to the quality of the specification, the technical costs of implementation, immaturity of a given market-segment or lack of customer need).  The very nature of all standards organizations is to allow innovative technologies to be shared as engineering specifications, thus enabling anyone to implement those technologies as part of their competitive solutions in the marketplace.  It is not advisable to give priority or “weight” to a given standards body as a means of evaluating the specification in which the State has a particular interest.  

Question 25.  For office suite software, would standardization by the State on the usage of a single format promote or stifle competition in the IT marketplace?

It is important to be careful when using the term “standard.”  One definition refers to an engineering specification that is agreed upon by IT producers and then implemented in various commercial products.  Alternatively, there is the concept of a procurement or IT implementation guideline that is meant to deliver greater efficiencies, and thus increased return on investment, within a large IT environment.  For the State, it is more important, as an initial matter, to define the guidelines to be followed when employing office suite software (or any IT product for that matter) instead of defining a single, standardized format.  

Were the State to mandate use of a single technical standard within an office suite, it would negatively impact competition and innovation in the IT marketplace by artificially limiting IT professionals’ ability to adopt technologies that provide greater value for money or that offer some innovative solution not consistent with the scope of the mandate.  The deleterious impact would hurt users too.  Standards mandates can prevent users, either within or interacting with government, from taking advantage of new innovations that are not yet standardized.  ODF, for instance, has rapidly progressed beyond the ISO ODF 1.0 specification and has already moved to include two revisions within the OASIS standards body.  If the State were to mandate a specific ISO ODF standard, or any other standardized format standard for that matter, users could not take advantages of those improvements until they moved through the standards process.  

The potential harm to competition in the office suite sector is particularly acute.  As the RFPC recognizes, there are multiple document formats available for use.  Each offers different value, but even more importantly, each is represented in the innovations and features of highly differentiated software applications.  The capabilities of Microsoft Office are at the same time similar to and very different from those of Lotus SmartSuite, Google Apps, Corel WordPerfect and OpenOffice.  This is robust competition and it should not be stymied.  To quote the BSA statement on interoperability again:  “Because it is impossible to predict how any specific solution will fare in the marketplace, policies should encourage competition between standards through voluntary, market-driven processes.”
  

Question 26.  If standards were developed regarding the creation of electronic records in State government, how would they be enforced and who would be or should be responsible for enforcing them?  Should NYS Archives be given enhanced enforcement authority?

Here, too, it is important to be clear about what the word “standard” means.  If the question is whether the NYS Archives should have more authority to enforce e‑record management guidelines, especially to assure the integrity of the State’s historical record, then, yes, that type of enhanced authority seems warranted.  Such guidelines might define methods for creating electronic documents that meet the State’s requirements for document retention, management and policy-based destruction, and they would be applicable to any document format.  Around the country, we see a trend towards giving state archivists a greater role in defining such document management guidelines in light of the fact that pervasive use of e-records has led to a loss of control in archiving.  The Washington State archivist, for example, has estimated that some 40% of government records may be lost forever due to the lack of standardized practices.  As mentioned elsewhere, we would be happy to discuss how to overcome these challenges in further conversations with the State.  If the question is whether a single technical standard for document creation should be used across the State, we believe our other answers already convey our views.

Question 27.  What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g., vendors) if the State were to mandate a single document format for State agency use? 

Question 28.  What would be the costs and benefits to the State and to its citizens and other stakeholders (e.g., vendors) if the State were to allow agencies to employ multiple document formats?

Taking questions 27 and 28 together, we note that vendors of office suite software have always supported multiple document formats in order to provide their customers with great choice and flexibility.  Microsoft Office 2007 supports more than 30 document formats.  Corel WordPerfect Office X3 Standard Edition boasts of supporting more than 150 document formats.  Even the office suite preferred by ODF advocates, OpenOffice, supports multiple formats, many of which exist outside the ODF standard.  In short, there already is a diversity of office suite applications that support an even grander diversity of document formats.  The market has spawned this diversity because users derive different utility from the variety of applications and the formats. 

To illustrate, within Microsoft Office 2007 users can easily (i.e., with a few mouse clicks) use the “save as” function to store a document as a doc, .docx, .txt, .html, .mhtml, .rtf, ,xps or (with a plug-in) .pdf file.  The .txt format is a plain text file universally readable — a definite plus.  But it supports a paucity of styling options allowing the use of simple character set standards such as ASCII, ISO 646, ISO/IEC 8859-1 which in turn are increasingly encompassed by Unicode. It is hard to imagine an Internet world confined to the limits of .txt.  It would be like traveling back two decades and the only window into the internet being a colorless mainframe terminal screen.  The .pdf format is highly functional for protecting documents from further manipulation.  Yet, because of that attribute, moving .pdf text into other formats generates many translation artifacts.  The .html format is optimized for use on the web.  The costs of constraining format selection come about as a result of limiting the ability of government workers and those they interact with to communicate effectively in the electronic mode of their choice.  The costs would be incalculable, but dramatic.  

In fact, OFT should expect the citizens of New York State and the entities with which the State does business to continue to use myriad document formats, especially as innovation continues to drive applications to new models (such as Software as a Service models, mobile devices, etc.).  These third parties will seek to communicate with the State using formats familiar to them.  It would be detrimental to the State’s ability to provide e-services if the applications it uses are able only to process a single document format.  Similar to our response to question 26, any large IT organization may achieve economies of scale, greater efficiency, or greater stability through the choice of an application and, in particular, an application capable of supporting multiple document formats.  In that context, the various capabilities may be considered on technical merit, value for money, and long-term requirements such as archive-ability or support of assistive technologies.  But format support, and in particular support for a single format (or even small set of formats), should not become the tail that wags the dog. 

Question 29.  Which option is the most cost-effective?  Why?

Acknowledging that a single-format mandate would reduce productivity and otherwise be unworkable leads to the implication that existing practices ought to continue.  In the present state of affairs, the pertinent cost-benefit question is what the State is looking for from its applications?  Once that assessment has been made, procurements can be analyzed based on which offering best meets the State’s needs.  Support for assistive technology, advanced formatting, advanced calculation capabilities (spreadsheet) and advanced graphical support (presentation software) might all be requirements for an application package — in addition to the costs of acquisition, implementation and long-term support. 

With respect to document formats themselves, there are distinctions to be made:  file size (which directly affects storage costs); performance (in file opening, saving, etc.); backwards compatibility (ability to interact with data stored in legacy formats); and custom schema support (ability for developers to extend the functionality of the document formats and the applications that use them).  However, this is just one set of concerns among the many to be taken into account.

Once an application suite is selected for use by a particular agency, then that agency might opt to employ certain formats by default.  In this regard, we note that a growing number of implementations of OXML — including from open source developers — are becoming available, including those released by Apple (Mac OS X Leopard, iWork 08, iPhone), Adobe (InDesign), Novell (SUSE Open Office), Microsoft (Office 2007, Office 2003, Office XP, Office 2000), Mindjet (MindManager), Palm Intergen, OpenText (LiveLink), Dataviz (DocumentsToGo on Palm OS), NeoOffice, and Altova (XMLSpy), as well as those under development by Corel (WordPerfect), Gnome (GNumeric), Xandros, Linspire, Turbolinux, and others.  These implementations are now available on many platforms, including Linux, Macintosh, Windows, Java, .NET, and handheld devices (PalmOS, Symbian, Windows Mobile).  With the significant commercial development of OXML solutions beyond the Microsoft Office product, the State will be able to take advantage of a highly competitive and rich choice of solutions for both its workforce and its constituents.

Question 30.  The State's procurement policy has long favored ensuring fair competition among vendors. Some commentators have noted that several aspects of OOXML prevent its implementation by most vendors.  See e.g.: http://www.odfalliance.org/resources/Google%20XML%20Q%20%20A%20(2).pdf.  For this question, CIO/OFT would particularly be interested in hearing from stakeholders who have formally supported adoption of OOXML as an ECMA and/or an ISO standard. Is the observation correct, or not? Please support your conclusion with specificity.

This question has arisen in various circles.
  The argument is tied to the length of the OXML specification and what that means for reviewers of the documents.  It most frequently comes from ODF-only advocates.  In any event, can successful independent implementations of OXML be built?  The answer is, yes. 
As to the length of the OXML documentation, it significantly expanded during the standardization process as members of Ecma’s technical committee (TC45) asked for greater and greater details.  This led to the inclusion of a great deal of reference material.  In particular, of the 6,000 page, 5-part specification that is now Ecma 376 (http://www.ecma-international.org/publications/standards/Ecma-376.htm - what we have been referring to as OXML), 5,756 pages are in Part 4, "Markup Language Reference."  This lengthy section defines every element and attribute, the hierarchy of parent/child relationships for elements, and additional semantics as appropriate, among other things.  This data is exceedingly helpful when an implementer begins building real software for commercial-grade solutions.

As to OXML-enabled software available now or in development, we not only point to the products mentioned in response to the preceding question, but also to a representative listing at http://www.openxmlcommunity.org/applications.aspx#now.  The online list is not all encompassing.  For instance, in Germany alone we are aware of 160 projects implementing OXML (see http://www.nomina.de/openxml/portal_lk.php).  Accordingly, it is difficult to know how much broader the successful uptake actually is.  But there is no doubt that OXML is compelling technology and that it is enjoying an explosion of interest in the marketplace completely separate from the sale of Microsoft Office 2007.  That is a very practical measure of the quality of this specification.

Question 31.  If you or the entity with which you are affiliated as part of the ECMA or ISO standardization process submitted format comments requesting changes to the OOXML standard, please list those changes which you requested.

As helpful background, Microsoft originally contributed the OXML specification to Ecma International in December of 2005, and Ecma TC 45 began its work.  More than a dozen organizations have participated in the activity, representing government agencies, academics and private corporations.  Microsoft competitors such as Apple, Novell and even the Gnome Foundation were represented.  The specification underwent significant technical changes during that process.  As OFT is aware, ISO is now considering standardization.  In that process, the ISO/IEC Project Editor and Ecma TC45 have now finished working through dispositions on more than 3,000 comments.  The vast majority of those comments were simple editorial questions, but every comment has been considered.  Additionally, substantive issues are being addressed in the process leading up to the JTC 1 ballot resolution meeting in February 2008.

Question 32.  If you or the entity with which you are affiliated as part of the ISO standardization process submitted formal comments requesting changes to the ODF standard, please list those changes which you requested.

Microsoft is actively engaged in national and international standards organizations around the world.  During any given year, our engineers participate in hundreds of standards working groups.  With respect to ODF, we did not submit formal comments.  However, we did support ISO approval indirectly by backing the positive U.S. position formed at ANSI.  We would ask OFT to contrast that posture to the campaign that has been waged to impede ISO standardization of OXML.

Question 33.  What are the specific reasons why a vendor cannot or will not directly support the OOXML format?  What impediments are there to doing so?  What specifically, prevents a vendor from fully adopting the OOXML format natively, and what would need to occur for a vendor to be able to do so?

Microsoft believes there are no impediments to implementing OXML.  As discussed above in response to questions 29 and 30, numerous vendors from around the world and with various competitive postures vis-à-vis Microsoft have incorporated OXML into their work.  At the same time, we would not be so bold as to suggest that any particular vendor must or even ought to implement OXML.  That is a software design issue that takes many factors into account, not the least of which are (1) how a company wants to address its customers’ needs; (2) how a company views the quality, reliability and utility of OXML; (3) how much demand a company sees for OXML; (4) partner relationships; and (5) needless to say, product strategy and differentiation in the marketplace.

Question 34.  What are the specific reasons why a vendor will not directly support the ODF format?   What impediments are there to doing so?  What, specifically, prevents a vendor from fully adopting the ODF format natively, and what would need to occur for a vendor to be able to do so?

The design considerations mentioned in response to question 33 are equally applicable here.  Software companies like Microsoft are in the business of developing and selling applications that will meet the expectations of existing and future customers.  ODF was designed to represent the features and capabilities of the OpenOffice product, not Microsoft Office.  This is the prerogative of the ODF contributors, of course, but it is not a scenario that fits well with the Microsoft Office design imperatives especially given ODF’s shortcomings (e.g., lacking backwards compatibility with Microsoft Office binary formats and lacking the full functionality of the Microsoft Office suite, among other things).  At this point, ODF is not being used by Corel in WordPerfect or by Adobe for its Acrobat product.  Similar design considerations may be at stake at those companies, too.

Question 35.  To what extent does the WordPerfect to Microsoft Office transition serve as a viable migration model?  Describe the elements of that transition, and how they relate to current needs.  On this question we would be particularly interested in hearing from or being directed to the studies of subject matter experts capable of providing a comprehensive historical analysis and a comparison to current scenarios.

As we have discussed throughout, it is important to recognize that data formats are just one feature of an application (for more detail on this point, see in particular our response to Part II, questions 27 and 28).  And, new formats can be accessed by pre-existing applications via application updates, translators, plug-ins and the like.  Therefore, there is no logic to the argument (often espoused by ODF-only advocates) that adoption of a new format necessitates adoption of a new application.  In this regard, the WordPerfect-to-Microsoft transition actually is irrelevant to the ODF/OXML line of questions that permeates the RFPC.     

We anticipate that ODF-only advocates will strain to tie that transition to the instant debate.  Compounding the lack of logic is the fact that circumstances in the market today are dramatically different from what they were in the early 1990s.  As the RFPC notes, the adoption of Microsoft Office, while relatively rapid, occurred as a migration over the course of many years.  It was organic.  It stemmed from Microsoft’s success in developing applications that organizations derived greater value from than competing products.  There was no model other than market forces playing out.

Today, Microsoft Office remains popular among users for its ease-of-use and functionality.  It is also relied upon for its compatibility across applications, whether those applications are part of the Office package or developed by third parties.  Importantly, since the 1990s, Microsoft Office has spawned a bevy of opportunities for independent software providers to develop complementary applications and services.  So, the formats that Microsoft Office supports are important, yes, but that element is just one of many that have made Microsoft Office so attractive.  Given how robust that eco-system is today, and the number of users that rely on it, a comparison of today’s circumstances to any change-over from WordPerfect to Office from the 1990s does not make sense.  

Question 36.  If New York State agencies were to migrate to ODF-based office suite software, what specific measures going forward would constitute an optimum migration strategy for those State agencies?

We believe that if the State continues on its current course of supporting choice and vendor neutrality, as well as the procurement of IT based on best value, a “format based” procurement requirement would not be the primary driver.  Rather, functionality and versatility of the office suite applications, and other elements of best value, would be paramount.  We would agree, however, that the state should be considering how it can leverage XML, and begin analyzing data and information flows to better understand and plan for areas where XML can be leveraged.

Question 37.  Are those studies finding actual cost savings after converting to ODF valid, or are they faulty?  If faulty, in what manner are they deficient?  What counter-examples of studies exist that considered not just licensing costs but also ancillary costs and demonstrated actual increased costs after migration to the ODF format?

At the risk of belaboring the point, we urge the State to be careful to tease apart questions concerning document formats from questions about the applications which support them.  The studies cited (all from the ODF Alliance) concern changes in office suite applications coupled with adoption of ODF.  But such coupling is not inevitable (as evidenced by the existence of ODF plug-in translators for Microsoft Office, for example). 

With that said, we do see defects in the studies.  Any cost analysis associated with a critical IT investment needs to take into consideration all costs to be incurred over the useful life of the investment.  These costs include maintenance agreements, integration and consulting costs, training, security concerns and functional capabilities that deliver new efficiencies to name a few.  In other words, licensing cost is just one of many elements to any total cost of ownership analysis.  In the context of widely used commercial, off-the-shelf software like office suites, investors also need to take into account the availability of trained IT staff on the technology, the availability of add-on software in the marketplace, and the existing investment in things like macros and custom software.  Of course, consideration of migration costs should be factored in as well.  

It should come as no surprise that up-front licensing fees for OpenOffice (which is the migration path cited in several of the studies) are lower than the up-front fees for Microsoft Office.  But a review of the cost studies cited does not reveal much depth of analysis.  

As the ODF Alliance’s own material indicates, “[t]o be sure, not all of the savings associated with a migration to an ODF-supporting application can be attributed to the choice of a particular document format.  A sensible way for any organization to proceed is to build its own business case, which is a much more comprehensive measure that considers not just costs, but long term benefits, alternatives, and circumstances unique to a particular organization.”
  This was the main point of the Massachusetts Auditor’s report — namely, that in opting to move to an ODF-only environment, the Commonwealth had failed to develop its own business case.  The real-world difficulties outlined by that report, retrospectively, speak to real-world costs.  

More broadly, we note that “best value” is a more fulsome, holistic concept than “total cost,” and as we have discussed elsewhere, best value is the overarching procurement principle from which the State should not veer. 

Question 38.  What studies have found actual lower costs after migrating to OOXML?  What studies have found actual higher costs after migrating to OOXML?  For these various questions about studies, CIO/OFT is less interested in studies which predict certain cost effects.  Instead, we wish to learn about studies quantifying cost savings or increases actually incurred after adoption of either respective office suite format.

Like question 37, we find this question ambiguous insofar as we are unsure whether OFT is asking about a migration to Microsoft Office 2007 (which supports OXML) or, literally, just a migration to OXML (which is only one format in Office 2007). 

Conversion from the Office binary formats (the current de facto standard in many organizations) to the OXML formats is simple and straightforward because the OXML formats have been designed to maximize compatibility with the large corpus of existing binary documents.  The vast majority of documents can be converted without any impact on formatting or rendering, and active functionality (such as macros and spreadsheet formulas) can be stored in the OXML formats as well.  Conversion to the ODF format, on the other hand, usually requires manual verification of formatting and layout, and macros, to be convertible, and must be replaced or removed.  These aspects of an ODF conversion, which are the consequence of ODF’s differing design goals (it was not designed to maximize compatibility with existing binary documents), can add significant burdens to a conversion to ODF. 

More generally, we have noted previously in this response that overall uptake of XML is in its early stages, but that the industry as a whole agrees that the more structured data flows enabled by XML will generate substantial efficiencies and new capabilities as we all move forward.  And as a premier provider of XML-based technologies and software products, we expect to be a premier enabler of those efficiencies and capabilities.  For example, Microsoft Excel (with OXML) enables dynamic conditional formatting of complex data to allow the viewer of that data to see relationships between figures more easily.  The file format must be able to make those representations as a result of the new capabilities of the product.  The value increase of the dynamic conditional formatting is significant according to our customers, but it would be impossible to separate out the individual value of that function from the myriad new technologies in the product.  Similarly, OXML extends the value of XML by adding in native support for custom schema, smaller file size compared to competing standards (yielding significant storage file savings), and greater performance for open, save, print and other functions leading to improved productivity of employees.  Yet, monetizing these many micro-efficiencies would be a difficult task.  

Question 39.  What are the key issues which CIO/OFT's study should be addressing concerning electronic records and assistive technologies?

This is yet another area in which file format is, comparatively, a lower order concern.  A document's accessibility to people with disabilities is largely independent of its file format.  Rather, the application’s capabilities ought to be the primary consideration.  And because assistive technology is so heavily dependent on support within an application, OFT’s study should focus on evaluating applications for their ability to solve assistive technology needs.  In Massachusetts, primarily due to accessibility issues, state officials found the best option for implementation of ODF was actually using Microsoft Office and translators.

At its essence, the document format is just a container of information — or a foundation upon which content can be easily created and exposed via the application.  The applications are the tools that act upon that data and that provide information to the user via assistive technology.  Accordingly, any gap in accessibility support is more often due to an application’s lack of accessibility than a problem with the file format.  

With that background, we would suggest that to meet the needs of individuals with impairments/disabilities, application developers should address general usability issues, including but not limited to:  keyboard navigation; the logical organization of information; usability of content creation methods; accessibility features such as high contrast color schemes, filter keys and mouse keys; integration with third-party assistive technologies such as screen readers (JAWS, Windows-Eyes), screen readers, speech commanding and dictation utilities; and integration with assistive hardware such as specialized keyboards, mice, and Braille displays.

Question 40.  Which format currently will better facilitate access to electronic records through the use of assistive technologies?  Which is best positioned to provide such access in the long term?

Based on the context, we assume this question seeks a comparison of ODF and OXML as they stand today, even though, as mentioned, both standards are relatively new and subject to further enhancements; we do not see ODF and OXML as an either/or proposition; and they are only two of many document format standards in use today. 

That said, OXML and ODF are both flexible enough to allow for virtually any method of implementing accessibility support.  Governments like the Commonwealth of Massachusetts have recognized this by agreeing to support both OXML and ODF.  As to OXML, it includes information for assistive technology products to use the formats and properly process documents.  It also provides a robust foundation upon which highly accessible content can be easily created.  The 2007 release of Microsoft Office demonstrates the vast potential that can be achieved when a highly accessible set of applications utilizes the OXML formats.  This is demonstrated through the large number of companies that have already been able to tap into this support via commonly used assistive technologies such as Jaws and WindowEyes.  

As evidence of our own track record on this issue, Microsoft recently announced that we are developing a tool for Microsoft Word, to be released as a downloadable plug-in at no charge in 2008, that will enable the translation of millions of OXML documents into DAISY XML.  DAISY (or the Digital Access Information System) is the globally accepted standard for digital talking books.  The aim of this OXML to DAISY XML translator project is to enable blind and visually impaired users to save text files created within Microsoft Word into the world’s most broadly adopted accessible, enriched format.   Global availability of the resulting “Save as DAISY” feature (via a free, downloadable plug-in, available in early 2008) will mean that people with print disabilities around the world, including those in New York State, will have better access to the information in billions of documents, helping them to lead more meaningful, independent, and productive lives.  In addition to the clear impact this new feature will have within the print-disabled community, the project also presents the opportunity for further innovation in information-intensive markets like publishing and education, and will serve as a reference model for other OXML solution developers to offer similar accessibility support to their own customers.

Question 41.  Would adoption of ODF be acceptable if conversion to other formats was available which allowed usage of assistive technologies existing on that platform?

As discussed throughout, an ODF-only mandate would not be acceptable.  In this regard, we also note that our contacts in the disabilities community have said loudly and clearly that they want interoperability, choice and innovation.  They should be allowed to use the products and assistive technologies that provide them with the best user experience. 

Question 42.  Should the State be engaging in an initiative similar to that described in the Massachusetts MOU?  If so, please provide a description with particularity.

We applaud the State’s recognition of the importance of digital inclusion and ensuring that people with disabilities — both State employees and citizens — have equal access to information.  As to State engagement, Microsoft urges OFT to look to federal requirements for IT accessibility.  Doing so would help to further both U.S. and global harmonization of accessibility standards.  Harmonization is important for enabling the market to meet the needs of people with disabilities more efficiently.  Without a harmonized approach to accessible IT, each government could decide to adopt a different technical standard, thereby fragmenting markets, limiting accessible choices and diffusing incentives for research and innovation by companies.

Consequently, Microsoft would discourage the State from adopting Massachusetts’ call for third-party testing for accessibility and usability.  Based on the IT sector’s experience with third party testing over the years in other venues — and given the resources involved in accessible product design, development, marketing and support — third-party certifications present significant problems and drawbacks.  The IT industry does support, however, a voluntary system of self-certification that strengthens the incentive to address accessibility early in the product design phase and that enables innovative products to be brought to the marketplace more quickly.  Evaluation of products in-house encourages interoperability and collaborative problem-solving between hardware, software and assistive technology vendors, and also reinforces a corporate commitment to accessibility.  This self-declaration approach has been implemented successfully in Europe and elsewhere on such critical matters as product safety and environmental attributes (e.g., electrical shock, flammability standards).  At the federal level, the Voluntary Product Accessibility Template (VPAT) has been a successful part of the procurement process to report compliance with the technical requirements of Section 508.  We would be pleased to have a separate conversation with the State about aligning State needs with the best-practices in the accessibility arena.

Question 43.  Who are the relevant stakeholders most conversant with issues related to document formats and assistive technologies?

We believe that the State employees and other citizens of New York with disabilities who make day-to-day use of document formats, applications and assistive technologies will be important stakeholders for the OFT to consult on this issue.  In addition, the Information Technology Industry Council (http://www.itic.org) and the Assistive Technology Industry Association (http://www.atia.org) have strong technical knowledge of how applications and formats work in cooperation with assistive technologies, and should be considered expert stakeholder groups.  

Question 44.  Is it true that setting an office suite software format standard would be premature because other more interactive platforms will soon be surpassing in usage ODF- and OOXML-using software?  Please explain.

Question 45.  Is it true that setting an office suite software format standard would be premature because (a) ISO standardization has yet to fully play out for the OOXML format, or (b) ODF format is undergoing revisions?  Please explain.

Both questions 44 and 45 presuppose that the State would benefit most from selecting a single standardized format (or perhaps a grouping of formats).  Given our view that different formats regularly arise to meet different market and operational needs, the State should always remain flexible about what formats it recommends.  

Question 46.  What factors would define the appropriate timeframe within which CIO/OFT should recommend a particular electronic record format or formats?  When could this optimally be done?

Question 47.  If CIO/OFT were to recommend the adoption of a particular office suite format standard or grouping of standards, how much advance notice would be sufficient to enable vendors and the State to adopt the new standard?  Please explain.

When to recommend use of a particular format should, in general, be driven by acceptance of that format in the marketplace.  The State maximizes its return on its IT investments when new technologies, including new formats, are brought online as part of a broader trend in the market.  With such marketplace acceptance, “advance notice” need not be much of a concern.  At the same time, we recognize that there are times when governments benefit from being leaders in IT adoption due to their unique roles.  And given government’s unique role as a manager of public data, as we have mentioned, the time does seem ripe for the State to be among the leaders in moving towards XML adoption.  Since Microsoft has been working on XML and related technologies for many years, we feel our XML-based solutions are both cutting-edge and market-ready.  Accordingly, in response to questions 46 and 47, we believe the State could recommend their use at any time.  We have worked hard on backwards compatibility, promoting our work with other developers, and other change-over issues in order to mitigate the need for much advance notice.

Question 48.  Some commentators have expressed concern that certain vendor promises not to sue software providers implementing certain electronic record formats do not extend as comprehensively and assuringly as the similar promises of those providing other formats within their office suite software.  There may be legal uncertainty around the scope of such promises.  Is this a legitimate concern?  Are there other IP promises which CIO/OFT should be evaluating besides the Open Specification Promise and the OpenDocument Patent Statement?

In practice, while there are differences between the three primary promises not to sue that have been published with respect to OXML and ODF,
 those differences are not as portrayed by the commenter referenced in the RFPC.

Microsoft’s Open Specification Promise (OSP) is a promise not to assert patents that are needed for implementation of the OXML file format specification.  The wide range of specifications to which it applies are listed on the webpage publishing the promise.
  The version of the specification listed there is the version that is currently implemented in Microsoft’s products and will remain so.  Microsoft’s promise is irrevocable and may only be suspended against an entity that maintains a patent infringement suit against Microsoft for Microsoft’s implementation of OXML (and for no other reason).  Therefore, unless the State chooses to maintain such a suit against Microsoft, Microsoft may not suspend its promise to the State.

Sun’s OpenDocument Patent Statement is a different from Microsoft’s promise in subtle but important ways.  Sun’s promise applies to any version of the ODF specification in which Sun participates in creating.  Therefore, to understand if the ODF version currently implemented in an office suite product is the same as one Sun participated in the development of, one must research the exact version of the specificatoin implemented in the product, how that version was created, and by whom.  This lack of clarity in the OpenDocument Patent Statement could lead to substantial confusion as the ODF format continues to evolve.  Furthermore, unlike the Microsoft OSP, Sun may suspend its promise to the State if anyone files a patent infringement suit against anyone else over the ODF file format.  This means that two unrelated parties embroiled in a patent infringement suit over ODF could allow Sun to suspend its promise to the State, completely out of the control of the State.

IBM’s Interoperabilty Specifications Pledge (ISP) is very similar to Microsoft’s Open Specification promise with two primary differences.  The IBM ISP requires that an implementation must be completely compliant with the listed specifications for the promise to apply to that implementation.  That means that in the case where there are software coding steps that make the implementation technically non-compliant, the promise would not apply.  Microsoft’s OSP applies to the implementation to the extent that the implementation complies, rather than the all-or-nothing IBM approach.  The second difference is that while IBM can only suspend its promise to the State if the State maintains a patent infringement suit against IBM, that ability to suspend is triggered if the infringement suit is with respect to any of the more than 150 specifications listed under the pledge rather than the single ODF specification (which would be parallel to the Microsoft OSP).

Question 49.  Are there other intellectual property issues which software providers or users should be concerned with in relation to either or both the OOXML and the ODF formats, and if so, what are they?  Is there any possibility that the State, as an end user of software, could face litigation over format-related intellectual property issues?

In the end, there can be no assurance that any specification published by any standards organization (including ISO, OASIS and Ecma International) has obtained patent licensing commitments from all parties that have patents that are or may be infringed upon by implementation of those specifications.  In the case of OASIS, the technical committee that developed ODF is largely run by IBM and Sun with few other participants.  Those not participating in that development have no obligation to offer patent licenses for ODF.  In contrast, Ecma’s technical committee that developed and published the OXML specification consists of a much larger and more diverse set of participants all of whom have obligations to offer patent licenses to any implementer of OXML.

To help to reduce the risk of patent infringement claims, certain software providers actively “license in” technology in order to obtain necessary patent rights, e.g., through cross licenses and inbound patent licenses programs.  For example, Microsoft actively engages in patent cross licensing programs and in the inbound patent licensing activities to help protect the use and distribution of our software products.  Moreover, Microsoft has pledged to indemnify users of Microsoft Office from IP claims.  In contrast, software distributed under a model that does not seek to obtain the necessary patent rights for the distribution and use of its software products subjects its end users to greater risks of IP or contractual claims.

Question 50.  If such concerns do exist, how can the State as an end-user best protect itself from liability for using one or the other of the formats?  What methods should the State adopt to ensure that the intellectual property matters do not limit the State’s ability to preserve and provide access to State information of enduring value?

Question 51.  How can and should the State, as a governing body, best protect its citizens, individual, governmental and corporate, from intellectual property liabilities in relation to electronic records?

Based on the above, it would seem reasonable to employ software developed and distributed under a model that seeks to obtain the necessary patent rights for the distribution and use of the software products and, conversely, to refrain from the use of software application suites that are developed and distributed under a business or licensing model that does not properly address the intellectual property concerns of end users.  

Question 52.  Are there implications for record production in electronic discovery arising from having chosen particular document formats?  If so, what are they?

As stated in the answer to Part II, question 4, many current electronic discovery tools search both metadata and full-text elements of targeted content.  Additionally, the tools’ search capabilities typically include capabilities to index most common file and document formats, including OXML and ODF.  Therefore, at a fundamental level, document format type is not a major factor with respect to record production in electronic discovery efforts provided the chosen format type is not obscure.

And as with FOIL-related tools, the broader market of e-discovery tools gravitates toward document formats with the largest adoption rates.  Because there are hundreds of millions of users of the Microsoft Office products, there is a very large eco-system of vendors interested in assisting the large Microsoft Office user base, and they provide value-added solutions associated with Microsoft Office document formats, including OXML.  The result is that governmental and commercial users of the OXML format are likely to have more choices of innovative products related to electronic discovery.  Moreover, the large quantity of vendors in this eco-system results in greater competition for customer business, resulting in lower product prices.

Question 53.  For archived electronic records, is PDF/A an acceptable format in which to preserve such documents?  If not, please describe its deficiencies?  Also, please recommend alternatives.

Contemporary document formats will inevitably change over time as they have since the beginning of the computing era.  But the specific nature of required changes or the timing of such changes is unpredictable.  Consequently, long-term preservation or archival document formats should include the characteristics that facilitate that change over time.  For example, going forward, the format should be XML-based in order to enable easy conversion in the future.  More specifically, XML tags enable format conversion routines to accurately identify formatting or content divisions, increasing accuracy of conversion functions.  Additionally, the State should consider the ubiquity of document format usage.  Greater usage and commercial backing raises the likelihood of continued support for the long term and increases the chances that vendors will provide conversion tools for the format.

OXML has both the XML and potential “large usage” characteristics.  Therefore, we believe it can be part of an organization’s long-term archival strategy.  However, PDF/A also may serve as part of an organization’s long-term archival strategy.  PDF/A offers the advantage of being self-contained in nature (that is, a given PDF/A document instance does not require, for example, external information about embedded font-rendering).  However, this same advantage also results in increased file size because of the embedded rendering information.  Organizations should carefully weigh the benefits and shortcomings of various formats, and should consider a strategy that involves more than one archival and preservation format.

Question 54.  Are there any compatibility issues with litigation support software which could arise if the State were to choose particular document formats?  If so, please describe in detail.

Our answers to questions 52 and 53 are equally relevant here.  In general, organizations should make decisions based on criteria that effectively balance notional standardization compliance against market acceptance and usage.  Like other IT vendors, litigation-support vendors and more broadly electronic discovery vendors tend to develop products compliant with the formats most commonly accepted in the marketplace.

Question 55.  Should other formats be considered besides ODF and OOXML?  If so, which formats, and why?

We do not believe that any format should be excluded from consideration by the State ex ante.  While ODF and OXML are the two formats garnering the most attention today, the IT sector evolves rapidly, driven by innovators from multiple quarters, large and small.  It is impossible to know what applications are in the works that might generate new formats and new ways of producing documents.  Of course, any vendor providing products for consideration will need to address the State’s needs as they are articulated in a specific procurement, which might include support for new XML formats and/or legacy formats.  But the State should not be predisposed against future innovations that might better suit its needs.

Question 56.  How valid are the criticisms of OOXML?  What are its most significant strengths and weaknesses?

For the design parameters of OXML, see our response to Part II, question 17.  We also note that OXML is based on the strong work of the W3C in creating XML as a baseline technology for increased openness in document formats; the OXML file format is the result of ten years of software development by Microsoft; and it represents some of the most advanced R&D in a document format ever done.  We made this investment because we have extremely high standards for the technologies we put into Microsoft Office.  The OXML format was designed to be used in billions of documents and be included in software deployed across the IT eco-system.  

The most persistent criticisms of OXML technology largely flow from Microsoft’s competitors and their interest in impeding OXML’s progress.  Within the context of international standardization of OXML, a number of valid ideas for improving the official Ecma-376 standard have been raised. This is a normal part of the development of an international standard.  In fact, the entire ISO/IEC process is designed to foster the improvement of any standard both during initial ratification and through ongoing maintenance.  As of this writing, Ecma’s Project Editor has completed his review of the comments raised in ISO/IEC process.

With or without ISO/IEC acceptance, OXML has been ratified as an industry standard through the work at Ecma of:  Apple, Intel, Microsoft, NextPage, Novell and Toshiba (representing multiple operating systems (Linux, MacOS, and Windows) and multiple intended uses); corporations like BP, Barclays Capital, Essilor and Statoil (which have heavy investments in existing content, including mission-critical transaction systems); and the British Library and the United States Library of Congress.  If anything, the detractors from the OXML standard have succeeded in improving the standard and in broadening its applicability to the marketplace. 

Question 57.  How valid are the criticisms of ODF?  What are its most significant strengths and weaknesses?

Rather than provide our own critique of ODF, we offer an excerpt from the Burton Group’s recent independent study:

In terms of productivity application model concerns, ODF is primarily focused on content and presentation domains, and it is far less useful for scenarios requiring advanced structure and behavior capabilities. For example, ODF (currently in a 1.1 revision) supports a single table type for use within document, spreadsheet, and presentation applications and offers a rudimentary spreadsheet formula language.  In another important consideration for enterprise application developers, ODF does not support custom schemas:  It concerns itself only with defining the document format. Structured elements can be included in ODF document content, but no mechanism enables associating content elements with external (to the document content) schemas.  The inability to do an external schema overlay—somewhat similar to a view in database parlance—hinders enterprises when programmatically manipulating the document, such as updating a stock price element within a document. . . . Overall, ODF can be a useful option for organizations that have relatively simple document model requirements and that do not always require full-fidelity round-trip workflow support with Microsoft Office applications. . . .ODF is insufficient for complex real-world enterprise requirements, and it is indirectly controlled by Sun Microsystems, despite also being an ISO standard. It's possible that IBM, Novell, and other vendors may be able to put ODF on a more customer-oriented trajectory in the future and more completely integrate it with the W3C content model, but for now ODF should be seen as more of an anti-Microsoft political statement than an objective technology selection.

In any event, aside from independent analyses like these, we believe the most constructive path for New York to evaluate ODF would be in a side-by-side comparison with OXML in a controlled lab environment. 

Question 58.  What factors or elements determine best "quality" in the formatting of electronic records?  Please list all of those which you believe a "best value" determination should take into account, including the "quality" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "quality"?

Question 59.  What factors or elements determine best "cost" in the formatting of electronic records?   Please list all of those which you believe a "best value" determination should take into account, including the "cost" applicable at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "cost"?

Question 60.  What factors or elements determine best "efficiency" in the formatting of electronic records?  Please list all of those which you believe a "best value" determination should take into account, including the "efficiency" needed at various points in time in an electronic record's lifecycle.  What would be the best means to objectively and quantifiably determine best electronic record formatting "efficiency"?

Our answer to questions 58 to 60 picks up on a theme interspersed throughout these comments — namely, from the perspective of a government user, questions related to formats should be secondary to questions around the value to be derived from a software application.  State workers are likely to use many formats.  The quality, cost and efficiency of that activity will be an inseparable part of the value derived from the application that supports those formats.  Consequently, the factors described in our response to question 62 are those that ought to incorporate these more granular elements mentioned here. 

Question 61.  Part of determining the "responsiveness" and "responsibility" of bidders on State technological procurements relates to concerns that maintenance and support for those procurements remains available, robust, and within specific timeframes (e.g. ability to contact and receive assistance 24/7).  To what extent should the State be concerned, or reassured, about the availability and reliability of maintenance and support from vendors of OOXML format-using software?  To what extent should the State be concerned, or reassured, about the availability and reliability of maintenance and support from vendors of ODF format-using software?

As mentioned in response to the next question, vendor responsiveness and responsibility should be part of a best-value assessment.  However, just as the State ought to differentiate between formats and applications, it also ought to differentiate between formats and vendors.  There is no inherent linkage between the responsiveness and responsibility of IT vendors and the document formats that those vendors support.  Yes, Microsoft is a promoter of OXML and several of our competitors are exclusively promoting ODF.  However, the IT eco-system is far more diverse than that.  And just as today many software companies are simultaneously working with OXML and ODF (e.g., Novell, Sourceforge, etc.), the State should fully expect system integrators and other bidders to be capable of meeting the State’s demands for format support.   

Question 62.  In terms of the procurement of software for the creation and retention of office suite records, please list all of the objective criteria which State government should always consider as part of any office suite software "best value" analysis.

General “best value” factors for states evaluating offerings from software vendors should include all of the following:

· The extent to which the proposed solution meets agency needs;

· Ease of use and training requirements;

· Initial costs for software, its installation, its integration and support services;

· Recurring costs for software, maintenance, upgrades and support services over the expected useful life of the project;

· Product quality and reliability;

· Security of the solution and its components;

· Back-up and disaster recoverability capabilities;

· Related costs of changes to other systems and support for making those changes;

· Expected and proven operational efficiencies;

· Estimated value of the improvements in the delivery of government services over the expected useful life of the product; and

· Vendor responsiveness, responsibility and reputation.

Question 63.  What other issues have this RFPC omitted which the State should be considering as it conducts this electronic records study?  Please describe these additional issues with particularity, and any recommended approaches.

We believe the most important open issue is the one highlighted in our response to Part II, question 15.  As the State conducts its e-records study, it should simultaneously develop a holistic business plan covering the creation, maintenance, exchange and preservation of e-data.  Questions around what software applications and document formats to employ ought to be secondary and tertiary, respectively, to this broader planning effort.

Question 64.  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data, should the State require in its procurement contracts that the source code for that software be shared with the State, i.e. through “open source” or “shared source” licensing?

For the purpose of providing long-term access, the most important action the State can take is to ensure that access to the data structure of the document file and format is available.  In less than one human generation, computer operating environments have run through numerous generations and changed radically.  There is no reason to believe that further evolution of the operating environment will not continue.  For instance, all computer operating systems in use today are much different than they were 20 years ago, and they will be much different 20 year from now.  Both ODF and OXML file formats are well documented.  With access to these data file structures, the State should be able to create (if it is absolutely necessary — i.e., if vendors are not available to assist) software applications to operate with future operating systems (of any type) that can read and translate to future file formats the current versions of ODF and OXML.  Suggestions that the source code for the applications that create the files today would be useful in the distant future are not terribly practical.  As with software applications, computer languages of 20 years ago are no longer in mainstream use today and source code written in today’s computer languages will likely be of little use 20 years from today.

Question 65.  For the purposes of preserving long-term abilities to access and read e-data, when procuring software which creates e-data, should the State require in its procurement contracts that the source code for that software be escrowed so that the State can access the source code when such access is the last reasonable option for the State to be able to access and read its e-data?

The answer from question 64 applies to this question as well.  The need is to have access to the file format definitions (which both ODF and OXML provide) not to have access to the source code of the software applications that create those files as those applications are not going to be of meaningful long term use.  

We also note that for a commercial software company like Microsoft, there is no way to insure or otherwise reasonably protect the company in the event of a failure of an escrow system.  Without impugning OFT’s own capabilities, we simply would ask OFT to recognize that breaches of governmental IT security systems are not uncommon.  These occur as the result of criminal hacking, potential espionage, social engineering and human error.  Like our brethren in the business of licensing our software for a fee, loss of certain intangible assets like source code to Microsoft Office could be quite harmful to our business.  Moreover, in terms of the interests of the State that would be secured throw escrowing source code, the State, with its purchasing power, should take comfort in the fact that vendors have strong incentive to address their customers’ needs, including by addressing questions about source code as the need arises.

Question 66.  In the procurement process, should the State place less emphasis on openness of creation software and focus instead on being able to convert or migrate records to an open format at the time of preservation?

As indicated above, the openness of creation software (i.e., an application) does not correlate with the openness of a format.  Both proprietary and open source software applications can and do support open formats.  So, yes, the openness of an application should not be a concern; rather, the State should continue to look at the overall value of an application consistent with the best-value factors mentioned in response to Part II, question 62.  

Question 67.  Should CIO/OFT certify one particular office suite standard provisionally, but with the flexibility to change that recommendation if future iterations (or other standards) provide sufficient or better functionality or easier translation to the new standard?

We take this question to mean that OFT conceivably could certify one particular document format (as opposed to office suite) standard provisionally.  For the many reasons mentioned above, we believe that would be unwise.  The State should retain its flexibility to select the applications and formats that best suit its needs for a particular job.  And as between OXML and ODF, they were developed with different jobs in mind.  Of course, should OFT opt to certify one particular standard notwithstanding this caution, we believe OXML is the better choice because it is far more robust. 

Question 68.  Should the State provide encouragement for proprietary software vendors to support more open formats?  If so, what would be the most effective means for the State to do so (e.g. direct financial incentives; State preferences for the usage of more open formatted software whenever the functionality of the software exceeds the user base's needs; other)?  What advantages or what problems would be presented by this approach?

Question 69.  Should the State encourage any software providers who have incorporated the most open formats within their software to improve the software's other functionality so that it becomes more feature-rich and becomes a more viable alternative to software which does not adopt the most open available formats?  (e.g. direct financial incentives; funding of research centers; other)?   What advantages or what problems would be presented by this approach?

Question 70.  Some governmental jurisdictions have required that the usage of fully open formats within software must be an element which is evaluated whenever that jurisdiction is assessing the "best value" available when procuring software.  In its procurement laws or regulations, should the State specifically require when purchasing software an evaluation of format openness as part of the "best value" analysis performed by State agencies?   If so, should the requirement be to define and compare best value in functional capabilities of the software today versus best value of the software towards long-term preservation?

Collectively, questions 68 to 70 imply that the market is failing.  We do not believe it is, and we trust that a careful reading of these comments and of the broader IT marketplace demonstrates that it is not.  The notion of “preferences” or “encouragements,” or tweaks to “best value analysis,” moreover, would be counterproductive.  It would undercut the State’s principles of vendor neutrality and choice, and thus competition and innovation. 

We also urge OFT to refrain from making policy or technology recommendations based on preconceptions of what is more (or “fully”) or less (or not) open.  In the debates of the day, the word “open” is used widely but means different things to different people.  For instance, combining our answer on IP questions (number 48) above with the Burton Group’s observation that Sun’s IP position could stymie ODF (see question 7), one could conclude that ODF’s “full” openness is suspect.  ODF advocates of course would vehemently disagree.  Given that the marketplace is responding to customer demands, it would seem unnecessary and unwise for OFT to wade into this swamp. 

Question 71.  Is recommending no changes to existing State practices a viable option?  What would the State risk from recommending no changes to existing practices, and what would the State gain from so refraining?

This option not only is viable, it is the most prudent at least until the State has fleshed out a more holistic business plan for the management of e-data for the long term.

Question 72.  Would a program piloting the usage of ODF office suite software to determine its viability for the State's electronic record needs be a viable recommendation from this study?  If not, what are the objections to this?  If so, what specific recommendations can you offer for the design of such a pilot program?

A pilot program of this sort would by definition be biased in favor of certain vendors and against others, including Microsoft and our partners.  If OFT is interested in determining in more detail the relative merits of the ODF and OXML formats (as opposed to office suite applications), we recommend the type of side-by-side lab test mentioned in response to Part II, question 57.  If OFT is interested in the performance of XML-enabling technology as incorporated into office suite software, then some similar, unbiased evaluation should be developed.

Question 73.  Is it a viable solution for long-term access to electronic records that rather than migrating electronic data to new technologies and document formats, State government should archive electronic record-capable hardware and should seek to make various iterations of software available for the long-term as a safeguard against obsolescence and to facilitate access to electronic records?  Why, or why not?  If you believe this is viable, then please describe measures to effectuate same.

While viable conceptually, we would not encourage OFT to pursue this route.  Instead, please see our response to Part II, question 53.

Question 74.  Some commentators have suggested that governments should create or participate in centralized record management systems consolidating the electronic record systems of different agencies.  CIO/OFT is aware of the development of certain nascent comprehensive systems using, for example, grid-based technologies.  (See, for example, http://chronopolis.sdsc.edu/).  Would the creation of or participation in centralized record management systems consolidating the electronic record systems of different agencies be appropriate for New York State?  If so, please describe recommendations for its design.

Recently, the Library of Congress’s National Digital Information Infrastructure Preservation Program (NDIIPP) approved a financial grant that involves leveraging the Washington State Digital Archives system as a host for other states’ (e.g., Alaska’s) archival efforts.  This suggests that centralized systems are worth considering.  The design of centralized records management (or archival) systems, however, is a very complicated topic beyond the scope of this document.  

To highlight just a few complications, one needs to keep in mind that a centralized archival system is different from a consolidated, active records management system.  We recommend that local agencies maintain their own active records management systems to manage business continuity and legal responses locally, while also participating in a centralized archival system that uses a calendar to move records to an archival system at some point (beginning or end of record lifecycle, for instance).  In this model, it is imperative that the centralized archival authority communicate the file format policies to the local agencies, so that they are lock-step with the overall state strategy.  Another major design decision involves platform choice.  More specifically, consideration of platforms can be evaluated along a continuum ranging from a custom system (independent of selected software) to Common off the Shelf (COTS) systems, and of course blends of these approaches along this continuum.  Current projects underway or under consideration by states fall across this spectrum, and decisions seem to balance the complexity and corresponding high-fit nature of custom systems against the simplicity and perhaps less-fitting COTS approach.

Microsoft is happy to share with New York the best practices learned from the Washington State project, and current alternative approaches being considered by other states.  

Question 75.  Please provide any other suggested alternative approaches and describe which approach you believe would be best for the State, and why.

We believe recommendation number 71 is the proper course for all the reasons stated above.

[Attached with Microsoft's submission were six items which are available online]:

Additional Item # 1.  "Office of the State Auditor's Report on the Examination of the Information Technology Division’s Policy for Implementing the Open Document Standard" (September 2007):  http://www.mass.gov/sao/200608844t.pdf
Additional Item # 2.  "FISCAL NOTE, 80TH LEGISLATIVE REGULAR SESSION - IN RE: SB446 by Hinojosa (Relating to an open document format for electronic state documents.)" (March 25, 2007):    http://www.capitol.state.tx.us/tlodocs/80R/fiscalnotes/pdf/SB00446I.pdf 

Additional Item # 3.  "The Florida Senate Interim Project Report 2008-130 Committee on Governmental Operations:  

IMPROVING ACCESS TO PUBLIC RECORDS" (November 2007):  http://www.flsenate.gov/data/Publications/2008/Senate/reports/interim_reports/pdf/2008-130go.pdf 

Additional Item # 4.  "Florida House of Representatives - Committee on Audit and Performance:  Meeting Packet for December 12, 2007" -   http://www.myfloridahouse.com/Sections/Documents/loaddoc.aspx?PublicationType=Committees&CommitteeId=2344&Session=2008&DocumentType=Meeting Packets&FileName=Audit_Performance_Mtg_packet_12-12-07.pdf 
Additional Item # 5.  "BSA Statement on Interoperability:  Innovation, Choice, and the Role of Governments" - http://www.intgovforum.org/Rio_Meeting/interventions/bsa_statement_interoperability.pdf 

Additional Item # 6.  "WHITE PAPER - Adoption of Document Standards - Sponsored by: Microsoft - Melissa Webster, Per Andersen, Thom Rubel" (August 2007):  http://www.openxmlcommunity.org/documents/IDC%20Document%20Adoptions%20White%20Paper.pdf 

23. Advanced Processing & Imaging, Inc.:  Friday 1/18/08 4:50 PM

On behalf of Advanced Process and Imaging, Inc.,  I extend appreciation to the NYS CIO/OFT for encouraging stakeholder input regarding the mechanisms and processes for obtaining access to and reading electronic data so that such data can be created, maintained, exchanged, preserved, and applied to enhance operational efficiency and improve citizen satisfaction.   

One area for consideration would be the adoption of the US Department of Defense’s "Design Criteria Standard for Electronic Records Management Applications", DoD 5015.2-STD.  The latest revision, Version 3, was signed April 25, 2007 by the Assistant Secretary of Defense and Department of Defense Chief Information Officer.  V.3 includes compliance requirements for supporting the Freedom of Information Act, Privacy Act, and interoperability.  More information on DoD 5015.2-STD may be found at http://www.dtic.mil/whs/directives/corres/html/501502std.htm
DoD 5015.2-STD is a rigorous standard and achieving Certification is considered a major technological accomplishment.  Government entities both domestic and international are considering and in some instances have already adopted the inclusion of DoD Certification as a “desired” or “must have” criteria in their ECM/ERM Requests for Proposals.  In the private sector a rapidly expanding trend is to use DoD Certification as a base criteria for vendor qualification even if full implementation of the standard is not required.  DoD Certification “levels the playing field” for vendors irrespective of size and name recognition.  

As the governance of electronic records is deliberated there may be benefit to:  examining DoD 5015.2-STD for elements applicable for inclusion in New York State’s ERM policies; and working in partnership with DoD Certified vendors who are committed to high standards of excellence.   Thank you for the opportunity to submit this response and should you have any questions or need additional information please feel free to contact me directly. 
24. Advanced Processing & Imaging, Inc. (2nd response):  Friday 1/18/08 4:53 PM
[Exact duplicate of the API 4:50 PM response, submitted by a different API individual also "On behalf of Advanced Process and Imaging, Inc."]

25. Accord Advisory Group:  Saturday 1/19/08 1:02 PM

I am writing in response to the Request for Public Comments regarding document formats and interoperability.  I am a technology professional who has spent many years envisioning, implementing and maintaining solutions for companies both large and small.  Given the enormous diversity of needs most companies and governments have internally, I am concerned that your office is heading down a path of mandating a solution that will limit choice and increase costs for our State agencies. 

Companies I have worked with over the years, such as Microsoft, Goldman Sachs and the National Football League, often have the same concerns that the State does:  accessibility to documents, interoperability, and longevity.  But each company and each department may have different needs.  So solutions are created with goals in mind, rather than to a specific, locked-in solution.  Your study suggests the opposite approach, forcing every department and office to build strategies around a locked-in, one-size-fits-all technology. 

If your agency decided to prevent any text document from being stored under existing methods - requiring even the simplest text note to be stored in a new, untested format called ODF- it would force the state to undertake a massive conversion of all existing documents for data retention and indexing.  Even if the tools to do this significant transition were free, the testing, rollout, and support costs would be enormous. 

Finally, locking every state agency and department into today's technology could be the equivalent of mandating 8 track tapes in the era of CDs.  While XML is hot technology right now, it's important to note that just a few years ago, the HTML standard used for the web was a wild new idea.  Archie, FTP and Gopher were to [sic] tools of the day - now they are almost unheard of.  If we have learned one thing in the past decade, it's that technology changes quickly. 

I would urge the State to allow Agencies and departments to choose the format and technology that best serves their needs, rather than a locked in solution that may fit no one's.

* * * * * * * * *

-- END --
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� The NASCIO document can be found at � HYPERLINK "http://www.nascio.org/resources/EAresources.cfm" ��http://www.nascio.org/resources/EAresources.cfm� and the Federal Enterprise Architecture and related documents can be accessed at http://www.cio.gov/index.cfm?function=showdocs&category=3





�   See attached document “No need for OOXML.pdf”





�   See � HYPERLINK "http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ebxml-msg" ��http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ebxml-msg�





�   See � HYPERLINK "http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ubl" ��http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ubl�


�   See � HYPERLINK "http://www.odfalliance.org/resources/Google%20XML%20Q%20%20A%20%282%29.pdf" ��http://www.odfalliance.org/resources/Google%20XML%20Q%20%20A%20%282%29.pdf�, also attached as “Google OOXML Q and A.pdf”





�   See attached document “OOXML - A sub-quality standard.pdf”


�  � HYPERLINK "%20http://www.ebxml.org" �� http://www.ebxml.org�





�   � HYPERLINK "http://docs.oasis-open.org/ubl/os-UBL-2.0/UBL-2.0.html" ��http://docs.oasis-open.org/ubl/os-UBL-2.0/UBL-2.0.html�


�  As a point of reference for a similar business-minded approach, we would encourage OFT to review the report of the Auditor of Massachusetts addressing the Commonwealth’s similar consideration of formats for electronic records.  The report of the Auditor identified 20 steps for the Commonwealth to assure a fulsome analysis of questions much like those presented in the law adopted in New York last summer.  See Office of the State Auditor’s Report on the Examination of the Information Technology Division’s Policy for Implementing the Open Document Standard, No. 2006-0884-4T (Sept. 20, 2007). 





� 	The RFPC refers to Ecma 376 Open XML as “Open Office XML” or “OOXML.”  In Microsoft’s nomenclature, this standard is typically referred to as “Open XML Format” or “OXML.”  Accordingly, we use the term “OXML” in our comments.  





� 	See “e-Government Interoperability: Guide,” UNDP Regional Centre in Bangkok, p.16 (2007) (� HYPERLINK "http://www.apdip.net/projects/gif/GIF-Guide.pdf" ��http://www.apdip.net/projects/gif/GIF-Guide.pdf�).  





� 	In a just-released report, the Burton Group notes:  “Much of the considerable amount of political posturing in the ODF/OOXML debate over the last few years has been influenced by broader objectives such as the desire, shared by many ODF supporters, to perform a “cashectomy” on Microsoft's Office-based revenue and profit streams (i.e., to significantly reduce the value of Microsoft's Office-based business).”  Peter O’Kelly, Burton Group, “What Up, .DOC?  ODF, OOXML, and the Revolutionary Implications of XML in Productivity Applications,” at 22 (2008).





� 	Developers have significantly improved the capabilities of language translators over the past decade.  However, technical terms and acronyms create difficulties.  We submit this letter in different languages to illustrate the capability of the technology, not to suggest that it has been perfected.


� 	RFPC, Part II, at p.4.  





� 	As one further example, consider the record access, sharing and preservation issues associated with expanded use of web-casting in public meetings.  See, e.g., Executive Order No. 3, “Promotion of Public Access to Government Decisionmaking,” (Jan. 2007) available at – (� HYPERLINK "http://www.ny.gov/governor/executive_orders/exeorders/3.html" �http://www.ny.gov/governor/executive_orders/exeorders/3.html�.  Assuming the web-casts are recorded, in what formats?  How will they be stored?  Accessed?  For how long?  Issues like these will continue to arise over time as new technologies arrive on the scene.





�	Stacy Baird, “The Government at the Standards Bazaar,” 18 Stan. L. and Pol’y Rev. 35 (2007) (the risk of government failure in selecting an appropriate standard is the “greatest where the market is young and dynamic, as is the case with regard to the current market affected by information technology standards”). 





� 	See Massachusetts’ current policy at:   


� HYPERLINK "http://www.mass.gov/?pageID=itdsubtopic&L=4&L0=Home&L1=Policies%2c+Standards+%26+Guidance&L2=Enterprise+Architecture&L3=Enterprise+Technical+Reference+Model+-+Service-Oriented+Architecture+(ETRM+v4.0)&sid=Aitd." ��http://www.mass.gov/?pageID=itdsubtopic&L=4&L0=Home&L1=Policies%2c+Standards+%26+Guidance&L2=Enterprise+Architecture&L3=Enterprise+Technical+Reference+Model+-+Service-Oriented+Architecture+(ETRM+v4.0)&sid=Aitd.�  





� 	“Findings, Agency Chief Information Officers (CIO) Council Review of Compliance with Section 119.01(2)(d), Florida Statutes,” (Dec. 2007) at pp. 7-8 (emphasis added), available at 


� HYPERLINK "http://www.myfloridahouse.gov/sections/Documents/loaddoc.aspx?PublicationType=Committees&CommitteeId=2344&Session=2008&DocumentType=Meeting%20Packets&FileName=Audit_Performance_Mtg_packet_12-12-07.pdf.%20%20" ��http://www.myfloridahouse.gov/sections/Documents/loaddoc.aspx?PublicationType=Committees&CommitteeId=2344&Session=2008&DocumentType=Meeting%20Packets&FileName=Audit_Performance_Mtg_packet_12-12-07.pdf.  �





� 	Peter O’Kelly, Burton Group, “What Up, .DOC?  ODF, OOXML, and the Revolutionary Implications of XML in Productivity Applications,” at 5 (Jan. 2008), available at � HYPERLINK "http://www.burtongroup.com/Guest/Ccs/WhatsUpDoc.aspx" ��http://www.burtongroup.com/Guest/Ccs/WhatsUpDoc.aspx� (hereinafter “Burton Group Report”).





� 	UNDP Regional Centre in Bangkok, “e-Government Interoperability: Guide,” 16 (2007) (� HYPERLINK "http://www.apdip.net/projects/gif/GIF-Guide.pdf" ��http://www.apdip.net/projects/gif/GIF-Guide.pdf�).  





� 	We note that Microsoft’s own word processing format is evidence of how the market can address the needs of multiple users, without locking-in any one particular technology.  Microsoft Office’s previous binary format commonly known as .DOC is currently implemented and supported by every major word processing program on the market today.  This fact undermines the claim that document formats “lock” a particular organization into a particular application.





� 	Business Software Alliance, “Statement on Interoperability: Innovation, Choice and the Role of Governments,” 1-3 (Oct. 2007).





� 	Id. at 6.





� 	See, e.g., Burton Group Report at 13 (“Several XML-based document model alternatives have emerged over the last few years, all designed to address” various requirements of productivity applications).  





� 	While the RFPC does not ask the question, it would be interesting for OFT to determine how many terabytes of State data are stored in mainframe systems and difficult to port to lower cost alternatives.





� 	See, e.g., � HYPERLINK "http://www.microsoft.com/interop/government/default.aspx" ��http://www.microsoft.com/interop/government/default.aspx� (describing Microsoft’s interoperability efforts in the government space); see also � HYPERLINK "http://www.microsoft.com/presspass/press/2007/may07/05-20UOFODFPR.mspx" ��http://www.microsoft.com/presspass/press/2007/may07/05-20UOFODFPR.mspx� (describing Microsoft’s support of an open source project to enable translation of a Chinese language XML standard, and continuing support for an ODF translator).  





� 	As noted in the transmittal letter accompanying these comments, the RFPC refers to Ecma 376 Open XML as “Open Office XML” or “OOXML.”  In Microsoft’s nomenclature, this standard is typically referred to as “Open XML Format” or “OXML.”  Accordingly, we use the term “OXML” in our comments.  





� 	In this regard, we note that a recent independent report from the Burton Group examining ODF and OXML specifically highlighted the lack of objectivity driving ODF.  As the authors of that report found:





ODF is insufficient for complex real-world enterprise requirements, and it is indirectly controlled by Sun Microsystems, despite also being an ISO standard. It's possible that IBM, Novell, and other vendors may be able to put ODF on a more customer-oriented trajectory in the future and more completely integrate it with the W3C content model, but for now ODF should be seen as more of an anti-Microsoft political statement than an objective technology selection.





Burton Group Report at 23.  





� 	Office of the State Auditor’s Report on the Examination of the Information Technology Division’s Policy for Implementing the Open Document Standard, No. 2006-0884-4T, at 18 (Sept. 20, 2007) (hereinafter “Massachusetts Auditor Report”). 





� 	Id. at 8.





� 	NY State Finance Law § 163(1)(j).  





� 	Id.





� 	See, “Fiscal Note, 80th Legislative Regular Session: SB446 by Hinojosa” (relating to an open document format for electronic state documents), available at � HYPERLINK "http://www.capitol.state.tx.us/tlodocs/80R/fiscalnotes/html/SB00446I.htm" ��http://www.capitol.state.tx.us/tlodocs/80R/fiscalnotes/html/SB00446I.htm�.





� 	Id.





�	For example, in the last year, both Switzerland and Denmark formally adopted policies supporting the use of both ODF and OXML, and Japan adopted procurement guidelines for government agencies formally recommending consideration of multiple standards in reaching procurement decisions.  The head of the Malaysian standards authority also reportedly rejected the adoption of any mandatory standard for government procurement.  Norway, the Netherlands, Croatia are expected to adopt definitions of permissible standards for use by government agencies that would include OXML, and Belgium, which has approved use of ODF but not for exclusive or preferential purposes, is expected to add OXML to its approval list once it is standardized by ISO.  





� 	See, e.g., “ODF group abandons own format,” Techworld (30 Oct. 2007) available at � HYPERLINK "http://www.techworld.com/applications/news/index.cfm?newsID=10484&pagtype=samechan" ��http://www.techworld.com/applications/news/index.cfm?newsID=10484&pagtype=samechan�.





� 	To quote a recent white paper from the Center for Digital Government:


Although often managed and complained about as if it were a liability, data actually is government's greatest asset.  To take advantage of this asset, data must be available where and when it is needed.  To seize new opportunities, government should begin to view data as its most valuable resource and know how it is organized and exchanged.


Today’s Data Integration Imperative and a New Platform for Governing: Building Trust in 21st Century Government, available at � HYPERLINK "http://www.centerdigitalgov.com/center/download.php?filename=Todays_Data_Integration_Imperative.pdf" ��http://www.centerdigitalgov.com/center/download.php?filename=Todays_Data_Integration_Imperative.pdf�.





�	See, e.g., the U.S. E-Government Act of 2002 (interoperability is “the ability of different operating and software systems, applications, and services to communicate and exchange data in an accurate, effective, and consistent manner”), E-Government Act of 2002 § 3601 (1), 44 U.S.C. § 3601 (1) (2002); EU Software Directive (“the ability to exchange information and use the information which has been exchanged”), Council Directive 91/250/EEC of 14 May 1991 on the legal protection of computer programs, recital 12; U.S. Digital Millennium Copyright Act (DMCA) of 1998 (“the ability of computer programs to exchange information, and of such programs mutually to use the information which has been exchanged”), Digital Millennium Copyright Act, Pub. L. No. 105-304, 112 Stat. 2860 (1998), codified at 17 U.S.C. § 1201(f)(4); European Interoperability Framework (“the ability of information and communication technology (ICT) systems and of the business processes they support to exchange data and to enable sharing of information and knowledge”), � HYPERLINK "http://europa.eu.int/ida/en/document/2033" ��http://europa.eu.int/ida/en/document/2033� (last visited, Nov. 15, 2004); U.S. Federal Communications Commission (a link between communications systems that “permits units from two or more different entities to interact with one another and to exchange information according to a prescribed method in order to achieve predictable results”), 47 C.F.R. § 90.7 (2004).





�	In recent times, there has been an overemphasis on open standards as the best or only way to achieve interoperability.  Two key drivers for this overly simplistic approach are:  (1) the fact that certain companies use an open standard to promote their own business model and therefore aggressively urge governments to favor this approach to enhance their own bottom lines; and (2) the practices and focus of the hardware world carrying over to the software world.  Most non-technical people think of interoperability and assume that the limitations of the physical world equally apply to software.  While in the physical world (e.g., train tracks, power outlets or pipe fittings) interoperability is relatively more difficult and expensive to achieve, and is often achieved with standards-based solutions, this is not so for software.  Software is free of physical bounds, and software interoperability can therefore be accomplished in ways other than open standards, such as through the use of translators and converters.  So, while open standards are one way to achieve interoperability, they are clearly not the only way or even necessarily the best way in a given situation.  In this regard, a de facto standard should be considered on a par with an open standard when the de facto standard similarly advances interoperability.  





� 	GSC-12:  “[I]ntellectual property rights policies typically provide incentives to interoperate, innovate and compete by …recognizing the right of intellectual property right holders to receive reasonable and adequate compensation for the shared use of their technology.”  (� HYPERLINK "http://portal.etsi.org/docbox/Workshop/GSC12/GSC12_Final_Resolutions/gsc12_closing_34r1%20RESOLUTION%20GSC-12_22%20(IPR%20WG)%20Intellectual%20Property%20Rights%20Policies%20(Re-affirmed).doc" ��http://portal.etsi.org/docbox/Workshop/GSC12/GSC12_Final_Resolutions/gsc12_closing_34r1%20RESOLUTION%20GSC-12_22%20(IPR%20WG)%20Intellectual%20Property%20Rights%20Policies%20(Re-affirmed).doc�) (July 2007); ANSI :  “The terms and conditions used in the development of ‘open standards’ should balance the interests of those who will implement the standard with the interests and voluntary cooperation of those who own intellectual property rights that are essential to implementation of the standard. …  To achieve such balance, the payment of reasonable license fees and/or other reasonable and nondiscriminatory license terms may be required by the intellectual property rights holders.  This balance of licensing rights (rather than waiver thereof) is consistent with an open standard.  The word ‘open’ does not imply ‘free’ from monetary compensation or other reasonable and nondiscriminatory license terms.”  (� HYPERLINK "http://public.ansi.org/ansionline/Documents/Standards%20Activities/Critical%20Issues%20Papers/Open-Stds.pdf" ��http://public.ansi.org/ansionline/Documents/Standards%20Activities/Critical%20Issues%20Papers/Open-Stds.pdf�) (May 2005); The European Commission itself (as well as the European Free Trade Association (“EFTA”)) has also recognized the appropriateness of a RAND-based approach in its recommendation that all European standards organizations ensure that “any intellectual property rights (IPRs) [that standards] might contain[] can be used by market operators on fair, reasonable and non-discriminatory conditions.”  (� HYPERLINK "http://eur-lex.europa.eu/LexUriServ/site/en/oj/2003/c_091/c_09120030416en00070011.pdf" ��http://eur-lex.europa.eu/LexUriServ/site/en/oj/2003/c_091/c_09120030416en00070011.pdf�) (March 2003).





� 	See Sun “Covenant Not to Sue” (containing reciprocity restrictions and limits on Sun’s patent licensing commitment for future versions of the standard), available at � HYPERLINK "http://www.oasis-open.org/committees/office/ipr.php" ��http://www.oasis-open.org/committees/office/ipr.php�. 





� 	Peter O’Kelly, Burton Group, “What Up, .DOC?  ODF, OOXML, and the Revolutionary Implications of XML in Productivity Applications,” at 13 (Jan. 2008), available at � HYPERLINK "http://www.burtongroup.com/Guest/Ccs/WhatsUpDoc.aspx" ��http://www.burtongroup.com/Guest/Ccs/WhatsUpDoc.aspx� (hereinafter “Burton Group Report”).





� 	Id. at 22.  For a discussion of Microsoft’s approach to the IP in OXML, see our answer to Part II, questions 48 and 49.





� 	GSC-12 -- Global Standards Collaboration (� HYPERLINK "http://portal.etsi.org/docbox/Workshop/GSC12/GSC12_Final_Resolutions/gsc12_closing_17%20RESOLUTION%20GSC-12_05%20(Opening)%20Open%20Standards%20(Re-affirmed).doc" ��http://portal.etsi.org/docbox/Workshop/GSC12/GSC12_Final_Resolutions/gsc12_closing_17%20RESOLUTION%20GSC-12_05%20(Opening)%20Open%20Standards%20(Re-affirmed).doc�) (July 2007) (Current GSC participants include ITU, ETSI, ATIS, TIA, ISACC (Canada), TTA (Korea), TTC (Japan), ARIB (Japan), CCSA (China), and ACIF (Australia)); International Telecommunication Union (� HYPERLINK "http://www.itu.int/ITU-T/othergroups/ipr-adhoc/openstandards.html" ��http://www.itu.int/ITU-T/othergroups/ipr-adhoc/openstandards.html�) (Nov. 2005); American National Standards Institute (� HYPERLINK "http://public.ansi.org/ansionline/Documents/Standards%20Activities/Critical%20Issues%20Papers/Open-Stds.pdf" ��http://public.ansi.org/ansionline/Documents/Standards%20Activities/Critical%20Issues%20Papers/Open-Stds.pdf�) (May 2005); EICTA (European Industry Association for Information Systems, Communication Technologies and Consumer Electronics) (� HYPERLINK "http://www.riso.ee/et/files/IDA%20European%20Interoperability%20-%20EICTA%20comments%20on%20EIF%20-%20Jan%202005.pdf" ��http://www.riso.ee/et/files/IDA%20European%20Interoperability%20-%20EICTA%20comments%20on%20EIF%20-%20Jan%202005.pdf�) (Jan. 2005); Business Software Alliance (� HYPERLINK "http://www.apec.org/apec/documents_reports/committee_trade_investment/2005.MedialibDownload.v1.html?url=/etc/medialib/apec_media_library/downloads/committees/cti/mtg/2005/pdf.Par.0013.File.v1.1" ��http://www.apec.org/apec/documents_reports/committee_trade_investment/2005.MedialibDownload.v1.html?url=/etc/medialib/apec_media_library/downloads/committees/cti/mtg/2005/pdf.Par.0013.File.v1.1� ) (Feb. 2005); Information and Communication Technology Standards Board, “Critical Issues in ICT Standardization” (� HYPERLINK "http://www.ictsb.org/ICTSFG/ICTSFG_report_2005-04-27.pdf" ��http://www.ictsb.org/ICTSFG/ICTSFG_report_2005-04-27.pdf� ) (May 2005) (ICT is a collaborative committee among the three European Standards Organizations (“ESOs”) and specification-providing organizations (currently 16) with a European presence).





�	For a fuller discussion of these issues, see Nick Tsilas, “The Threat to Innovation, Interoperability, and Government Procurement from Recently Proposed Definitions of ‘Open Standards’” (2005), available at � HYPERLINK "http://www.ijclp.org/10_2005/pdf/ijclp_08_10_2005.pdf" ��http://www.ijclp.org/10_2005/pdf/ijclp_08_10_2005.pdf�. The South African example cited in the RFPC also detours from the policies of many leading open standards organizations that expressly allow reasonable restrictions on access to drafts and internal documents.  Many standards organizations prefer to keep these documents confidential and accessible only to members for two legitimate reasons:  (i) this encourages more parties to become members of the organization and participate in the process as opposed to simply observing from the outside; by contrast, if all the world can see what goes on in the standards process every step of the way, standards organizations would lose membership and their ability to survive and thrive could be threatened, thereby impairing standards development; and (ii) this avoids revealing to the public too early the direction a standard is heading, which can limit the ability of outsiders who are not subject to the organization’s IP policy from going off and trying to patent technologies that might cover the resulting standard and then seeking usurious royalties once the final standard is ultimately adopted.





� 	Office of the State Auditor’s Report on the Examination of the Information Technology Division’s Policy for Implementing the Open Document Standard, No. 2006-0884-4T, at 14 (Sept. 20, 2007) (hereinafter “Massachusetts Auditor Report”).  We note that predictions based on politically charged decisions are particularly suspect, since by definition they subordinate at least to some degree an objective assessment of users’ needs and products’ capabilities.





� 	See IDC, “Adoption of Document Standards” 10-11 (Aug. 2007) (“Office Open XML has created significantly more traction in the market than other XML-based standards such as ODF. . . . [and] Office Open XML is clearly preferred in both public and private sectors in the United States and in Europe"), available at � HYPERLINK "http://www.openxmlcommunity.org/documents/" ��http://www.openxmlcommunity.org/documents/� (hereinafter “IDC Study”).





�	Id. at Figure 7.  





�	 “ODF Annual Report 2007”, at 1, available at � HYPERLINK "http://www.odfalliance.org/resources/AnnualReport2007.pdf" ��http://www.odfalliance.org/resources/AnnualReport2007.pdf.�  





�	See �HYPERLINK "http://www.openxmlcommunity.org/momentum.aspx"��http://www.openxmlcommunity.org/momentum.aspx�. 





�	 “Novell OOXML/ODF Format Translator Meets an Important Need” (Mar. 2007) (noting Ecma adopted OXML in 2006 as a de jure standard; Gartner’s reference to it as “de facto” is in error), available at �HYPERLINK "http://www.gartner.com/DisplayDocument?ref=g_search&id=502091&subref=browse"�http://www.gartner.com/DisplayDocument?ref=g_search&id=502091&subref=browse�.





� 	IDC Study at 13.





� 	Burton Group Report at 18.





� 	Id. at 19.





�	Id. at 20-21.   





�	See �HYPERLINK "http://www.odfalliance.org/resources/AnnualReport2007.pdf"�http://www.odfalliance.org/resources/AnnualReport2007.pdf�.  It is also worth noting that the ODF Alliance considers this very New York State proceeding to be “an important first step[] in moving toward ODF.”  See � HYPERLINK "http://www.odfalliance.org/press/Release2August2007.pdf" ��http://www.odfalliance.org/press/Release2August2007.pdf�.





� 	For example, in the last year, both Switzerland and Denmark formally adopted policies supporting the use of both ODF and OXML, and Japan adopted procurement guidelines for government agencies formally recommending consideration of multiple standards in reaching procurement decisions.  The head of the Malaysian standards authority also reportedly rejected the adoption of any mandatory standard for government procurement.  Norway, the Netherlands, Croatia are expected to adopt definitions of permissible standards for use by government agencies that would include OXML, and Belgium, which has approved use of ODF but not for exclusive or preferential purposes, is expected to add OXML to its approval list once it is standardized by ISO.





� 	See Burton Group Report at 22 (“Much of the considerable amount of political posturing in the ODF/OOXML debate over the last few years has been influenced by broader objectives such as the desire, shared by many ODF supporters, to perform a ‘cashectomy’ on Microsoft’s Office-based revenue and profit streams (i.e., to significantly reduce the value of Microsoft’s Office-based business).”).  





� 	For more on this aspect of government archival activity, see Public CIO, “Translating Interoperability, ” (Nov. 2007), available at � HYPERLINK "http://www.govtech.com/pcio/150309?id=150309&story_pg=2" ��http://www.govtech.com/pcio/150309?id=150309&story_pg=2�.





� 	See, e.g., “Small mainframe vendors huddle against IBM,” (Nov. 29, 2007), available at � HYPERLINK "http://www.theregister.co.uk/2007/11/29/t3_wants_piece_of_psi_lawsuit/" ��http://www.theregister.co.uk/2007/11/29/t3_wants_piece_of_psi_lawsuit/�.





� 	See � HYPERLINK "http://www.nationalarchives.gov.uk/news/stories/164.htm?homepage=news" ��http://www.nationalarchives.gov.uk/news/stories/164.htm?homepage=news�.





� 	See �HYPERLINK "http://digitalarchives.wa.gov"�http://digitalarchives.wa.gov� and  �HYPERLINK "http://www.ctg.albany.edu/publications/reports/proi_case_washington"�http://www.ctg.albany.edu/publications/reports/proi_case_washington�.  





� 	For additional thought leadership in this area see:   National Electronic Commerce Coordinating Council (ec3), “Digital Archiving From Fragmentation to Collaboration” (�HYPERLINK "http://www.ec3.org/Pubs/2006NASS_WhitePaper.pdf"��http://www.ec3.org/Pubs/2006NASS_WhitePaper.pdf�); Center for Technology in Government, “Preserving State Government Digital Information: A Baseline Report” (�HYPERLINK "http://www.ctg.albany.edu/publications/reports/digital_preservation_baseline/digital_preservation_baseline.pdf"�http://www.ctg.albany.edu/publications/reports/digital_preservation_baseline/digital_preservation_baseline.pdf�); National Association of State CIOs, “Electronic Records Management and Digital Preservation Series” (�HYPERLINK "http://www.nascio.org/publications/"�http://www.nascio.org/publications/�); Library of Congress, “Preservation of State Government Digital Information: Issues and Opportunities” (�HYPERLINK "http://www.digitalpreservation.gov/partners/pdf/states_wkshps.pdf"�http://www.digitalpreservation.gov/partners/pdf/states_wkshps.pdf�); and Digital Preservation Network (an important industry collaboration of archivists focused on the issue of digital preservation) (�HYPERLINK "http://www.digitalpreservationnetwork.org"�http://www.digitalpreservationnetwork.org�).





� 	Three examples of this evolution are: (1) the Simple Mail Transfer Protocol, which evolved into a standard over time and is now available as an open standard; (2) the Open XML File Formats, which were developed by Microsoft, later adopted as an open standard by Ecma, and are currently under consideration for approval by ISO as an open standard; and (3) PDF, which was developed by Adobe, became a popular proprietary standard, and soon will be submitted to ISO for adoption as an open standard.  Other widely used ICT open standards that began life as proprietary standards include TCP/IP, HTML, and LDAP.





� 	BSA Interoperability Statement at 6.





� 	The argument is part of a broader campaign to by some ODF advocates to keep ISO from standardizing OXML.  See �HYPERLINK "http://www.odfalliance.org/resources/TheCaseAgainstOOXML.pdf"��http://www.odfalliance.org/resources/TheCaseAgainstOOXML.pdf�.





� 	BSA Interoperability Statement at p.5.





� 	We urge OFT to put the Google comments referenced in the RFPC in the proper context; i.e., since its Google Apps — including Gmail, Google Calendar and Google Docs — seek to compete with Microsoft Office; see �HYPERLINK "http://www.google.com/a/"�http://www.google.com/a/�.  Moreover, we note that Google has begun to support the translation of OXML files within their search service.  For an example, see  � HYPERLINK "http://blogs.msdn.com/brian_jones/archive/2008/01/17/google-support-for-open-xml-formats.aspx" ��http://blogs.msdn.com/brian_jones/archive/2008/01/17/google-support-for-open-xml-formats.aspx�.





� 	One reason the ODF specification is shorter is because it is incomplete.  For instance, the specification evidences no intent to accommodate or address current documents, or provide a migration path, and it fails to adequately address formulas in spreadsheets.  If ODF matures to the level of OXML, we can anticipate the documentation will grow accordingly. 





� 	See � HYPERLINK "http://www.odfalliance.org/resources/PrelimCostAssess20070312.pdf," �http://www.odfalliance.org/resources/PrelimCostAssess20070312.pdf,� at 2 (emphasis added).  See also:  � HYPERLINK "http://www.odfalliance.org/resources/RamboellReport.pdf" ��http://www.odfalliance.org/resources/RamboellReport.pdf�, at 2 (“It is important to stress that the very significant costs are not exclusively due to the implementation of the formats Office Open XML and ODF. They are to a large extent expenses that generally exist in connection with existing agreements and those that are connected with the upgrading of existing office packages or a general change to new office packages”). 


 


� 	See http://www.mass.gov/Aitd/docs/legal/odf_accessibility_midyear_ltr.pdf.  





� 	We note there also is a promise posted by IBM entiled “Interoperabilty Specifications Pledge” at �HYPERLINK "http://www-03.ibm.com/linux/opensource/isplist.shtml"�http://www-03.ibm.com/linux/opensource/isplist.shtml�.





� 	See � HYPERLINK "http://www.microsoft.com/interop/osp/default.mspx" ��http://www.microsoft.com/interop/osp/default.mspx�.  





� 	Burton Group Report at 13 & 23.





�	In the specific case of Microsoft, we have worked with governments to address their unique needs through programs such as our Government Security Program and Security Cooperation Agreement.  We have provided not only appropriate access to source code, but critical support where needed.  See � HYPERLINK "http://www.microsoft.com/resources/sharedsource/Licensing/GSP.mspx" ��http://www.microsoft.com/resources/sharedsource/Licensing/GSP.mspx�.
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