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Torturing Open Government 
Systems for Fun, Profit  

and Time Travel 



Disclaimers 
These views are mine; not my employer’s, 
my publisher’s, etc.   
I DO LIKE OPEN DATA!   

I just want to see it done right. 
Some of the vulnerabilities shown have 
been fixed/changed/modified.   

They are still instructive as cautionary tales. 
More information is found in: 

www.orbooks.com/technocreep 
decreeping.wordpress.com 

 



Why Open Data? 
Governments around the world are joining in. Why? 
 Calls for transparency (“it’s the taxpayers money”) 
 Sincere desire for innovation (“they’ll come up with 

some great uses for our data at that Hackathon”) 
 Fear (“Wikileaks is going to get this anyway; it 

looks better if we release it”) 
 Cheapness (“we don’t have to pay developers”) 
 Positive sentiments about open source; “sunshine 

laws”; transparency; “data wants to be free” 
 



Some notable examples 

NYC Datamine 
Philadelphia OpenDataPhilly 
Open Data Framework (Vancouver, 
Edmonton, Toronto and Ottawa) 
Open Data Challenge (EU) 
Data Portal India:  4412 datasets, 51 depts 
Direct input systems like seeclickfix.com 
 
 



NYC Datamine 
 
On October 6, 2009 NYC released, with 
great fanfare, 103 municipal data sets 
One listed 1100 women’s organizations in 
the city 
Release contained their private email 
address, secret question like “favorite pet” 
and answer like “fluffy” 
 Problem #1:  Neglecting to read and redact data sets 

before releasing them! 



Toronto’s 311 System 

SANTA CLAUS 
NORTH POLE   
H0H 0H0    CANADA 



Why is this a problem? 

The Forward Sorting Area, usually takes 
into account hundreds of houses 
The “nearest intersection” could potentially 
identify a single home 
Put it together with e.g. Google Maps and 
other databases (“data jigsawing”) 
Identify chronic complainers, vigilantes, 
etc. 
 Problem #2: Poor choice of data granularity 







See.  Click.  Fix.  Shame. 



Sometimes the info is important! 



A Better Way…Coordinate with Authorities 





Problem #3: Simply omitting someone’s 
data doesn’t make everything OK 



When you offer a 20,000 € 
Open Data prize.. 

434 entries from 24 member states 



Who Won? 

 
 
 

Source: www.fair-play.sk 



 
Who Wouldn’t Agree with Such 

a Wonderful Application?  
  

 
 



A little technical aside 

This thing runs off multiple open databases 
all maintained by the Slovak government 
The Fair-Play Alliance has read only access 
How are they supposed to “take down 
specific data” that they don’t control? 
Fair-Play Alliance has appealed the ruling 
and is still in operation. 
 Problem #4:  Laws, policies and judges lag behind technology  

 
Problem #5:  Data can live in many places! 



Of Course, Election Results 
Should be Open Data (right?) 



Did My Wife Vote for Me? 

Problem #6: People can make inferences about 
individuals from small numbers 



Campaign Finance Disclosure 
Rules Date Back to 1970s 

US Federal Elections Commission laws go 
back to 1980.  Just a reminder of what we 
had for data mining technology back then: 
 

Source:  Wikimedia Commons 



Philadelphia’s 
OpenDataPhilly.org   

Includes Campaign Finance Records, 
which are generally required to be 
disclosed.   
“Results are freely viewable and printable 
but not available for download” 
“empty searches take too long” 
It wasn’t long until I had some .csv files to 
play with 
 
 
 
 

Problem #7: Controls on downloading are 
aimed at general public, not data torturers! 



What We Can Learn 

Full address provided.  Tied to tax receipt 
so probably chosen with care 
In the US ‘27.6% of households have 
unlisted (telephone) numbers. In many 
cities the unlisted rate is over 50%.’ 

Source: http://www.busreslab.com 

 People often pay for privacy, and need it 
for personal and business reasons 
Government went back 7 years without 
any additional consent. 
 



There are some rather 
interesting addresses in the file 
I could have plotted these on a map (each with 
Google Maps API) but didn’t really need to 

RSA: Rivest, Shamir, 
Adleman 



Hmm, is that THE Ron Rivest? 



Why Include Address?  
Laziness?  Disambiguation? 

The donor files for 2010 were downloaded 
from OpenDataPhilly as .CSV files, 
imported into Microsoft Excel and sorted 
by the contributor name field.   
“Potential Duplicates” were defined as 
additional names that were shown 
identically as a name in the database, but 
with a different address. 
 
  
 
 
 



Results from most common US 
names 

 
Name Number of Entries  “Dups” 
Smith  588    8 
Johnson 426    3 
Williams  400    4 
 
Conclusion:  Having an address didn’t do a lot of good 
in resolving possible duplicates, but may have compromised 
privacy. 



Are those addresses home 
addresses? 

A significant number of contributors 
(86/588 of Smith, 63/426 of Johnson, 
77/400 of Williams) listed the same 
address, 1719 Spring Garden Street, 
Philadelphia, PA., 19130.   
Viewing this location on Google Maps 
Streetview shows that it is the office of the 
I.B.E.W. Electricians Union.  
 
 



Search for Smith in 2010 
Political Contribution Records 
 
 
 





Problems 

#8   Inconsistent data. Providing contributor’s 
“address” is a legal requirement but some 
people use non-home, e.g. union office 

#9  Policy issues.   The “why” e.g. of requiring 
“address” needs to be re-examined in the 
light of new “hows” -- tools like mapping 
APIs, big data, jigsawing of public and 
private databases 
 



This is an old (6 years ago) jigsawing  experiment I did… 
Some things have gotten better, many have gotten worse! 

Clive Beddoe, 
then-CEO of 
WestJet 
Airlines 



www.canada411.ca 



City of Calgary Property Tax Assessment Site in 2007 







Now “addressed” by a combination of data 
changes, technical and legal safeguards 

Problem #10:  “Data Jigsawing” of public 
 and private databases 
 



Don’t get arrested in Florida 





What if this was Your Son? 

01/08/2010 04:00PM 
COU***EY, BOBBY 
DOB 11/10/1997 
(age = 12 yrs. 2 mos) 
810.02 - BURGLARY 
DWELLING  
 18900 CORTEZ BV 

 

Problem # 11: “Public Information” needs to  
be viewed differently. 





Newest Vulnerability: Your Face! 

www.nametag.ws 
 
Problem #12: Facial recognition has come of age 



Data Journalism: Playing with 
Pistol Permits  

Original: FOI request by The Journal News, lohud.com 





Source: www.police.uk 





Indirect Risks of Government 
Disclosure 

 
You can’t get it back.  Companies like 
ChoicePoint Systems (now part of 
Lexis/Nexis) are grabbing and storing it 
Databases are cross-referenced 
New technologies will emerge.  Criminals 
are now being prosecuted for old crimes 
through DNA technology 



Ancestry.com 

 
14 years of operation 
6,000,000,000 records, mostly from public 
sources 
20,000,000 family trees 
 
 





Implications of being in a 
genome database 



Or try the mobile service 



Problem #13: Beware of Time 
Travelling Robots from the Future 

“If it happened in the past 10 years, it might be 
online.  If it happened in the past 5 years, it’s 
probably online. And if it happened in the past 
2 years, it’s almost certainly online.” (Wild West 2.0) 

Data that used to be “public” but buried in a 
dusty courtroom basement is now instantly 
available, searchable, storable 
How will it be used, now and in the future? 
 
 

    
 

 
 





Thank you! 
 

Dr. Tom Keenan, FCIPS 
keenan@ucalgary.ca 
decreeeping.wordpress.com 
orbooks.com/technocreep 
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