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Who am I?

@tbwrightson

Author, Blogger

Pen Tester, InfoSec Lover 







Disclaimer





Why are we here?



Why Are We Here?





Disagree?



Agree?





Crystal clear 
– no jokes









Not Saying the 
same as others



Not just SE



Not a Pentest
Standard



This is diff 
from all 
untargeted 
news



Kind of a misnomer

Information & Assets



Organization Hierarchy A

B

C

D

F



Attacker Capabilities

Hierarchy Advanced

Smart

Dumb Ass



Advanced

Smart

Dumb Ass

Most Infosec
products & 
services



A

B

C

D

F

Most Infosec
products & 
services



Pop Quiz

Average Take from

Armed Robbery



Pop Quiz

Banks ~7K

Commerical ~1.5K

Convenient Stores ~700

http://www.usnews.com/news/articles/2012/06/11/what-you-should-know-before-robbing-a-bank

http://www.usnews.com/news/articles/2012/06/11/what-you-should-know-before-robbing-a-bank


What is different?

Reward
~7K

Risk
Go to Jail
Ya’ Die



What is different?

Risk
Uh….

Reward
Cha CHING!



Inverted ROI

Effort

Return









Economics







Ineffective Ubiquitous Defense



Ambiguous Causality



Morpheus was Right





The Matrix is everywhere, it is all 
around us, even now in this very room. 
You can see it when you look out your 
window, or when you turn on your 
television. You can feel it when you go 
to work, when you go to church, when 
you pay your taxes. 



The INTERNET is everywhere, it is all 
around us, even now in this very room. 
You can see it when you look out your 
window, or you when you turn on your 
television. You can feel it when you go to 
work, when you go to church, when you 
pay your taxes. 





Even Now in this Very room



Wireless Networks

Cable
Networks



Integrated WiFi

Integrated Media Player



Internet Connected

Quintessential Office Douchebag







Useless Technofication







Security vs Risk Management



Internal Network
External Network
People
Phones
Wireless
Bluetooth
Home Users
Physical Security
Third Party Connections
Web Applications
Mobile Devices

The one 
that works

Numbers Game













Offensive vs

Defensive Thinking



Operational Security



Stupid People

…



Smart People

…









Barry Ardolf, 46
of Minnesota

http://www.cnn.com/2011/TECH/web/07/13/wifi.hacking.neighbor.sentenced.wired/
http://www.gpo.gov/fdsys/pkg/USCOURTS-ca8-11-02602/pdf/USCOURTS-ca8-11-02602-0.pdf



First Annual ADAPT Award

Congratulations!





Shhh…

……………………



STUXNET



Changed Minds?



How do we Feeeeex







I’m going to prescribe…
More Cowbell





Questions?



Thank You

twitter.com/leetsys

blog.leetsys.com


