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ITS Security Standards and Policies

Statewide technology policies and guidelines set standards and define best practices for the NYS Information
Technology community. By submitting a bid, all Bidders agree that under any subsequent contract entered
into between ITS and the successful bidder, the winning Bidder must comply with and remain compliant with
applicable New York State Information Technology Security Policies, as they currently exist or are reasonably
modified or added to in the future, currently published by the NYS Enterprise Information Security Office
(EISO) at its.ny.gov/eiso/policies/security or at such other website as ITS may designate in the future, upon
notice to the winning Bidder. Below is a summarized list of Policies and Standards.

Please note: Not all policies are applicable to every project.

Table 1

NYS-P03-002 Information Security Policy www.its.ny.gov/document/information-security-policy

NYS-S14-010 Remote Access Standard www.its.ny.gov/document/remote-access-standard

NYS-S14-009 Mobllc_a Device Security Standard www.its.ny.gov/document/mobile-device-
security-standard

NYS-S15-003 Wireless Technology Standard www.its.ny.gov/document/wireless-technology-
standard

NYS-S14-008 Secure Configuration Standard www.its.ny.gov/document/secure-configuration-
standard

NYS-G10-001 Segure Usg of Spc@ Media Guideline www.its.ny.gov/document/secure-use-
social-media-guideline

NYS-S14-006 Authentication Tokens Standard www.its.ny.gov/document/authentication-
tokens-standard
CPE Requirements for ISOs/Designated Security Representatives Standard

NYS-S10-001 www.its.ny.gov/document/cpe-requirements-isosdesignated-security-
representatives-standard

NYS-S14-007 Encryption Standard www.its.ny.gov/document/encryption-standard

NYS-S13-005 Cyber Incident Response Standard www.its.ny.gov/document/cyber-incident-
response-standard
Acceptable Use of Information Technology (IT) Resources Paolicy

NYS-P14-001 www.its.ny.gov/document/acceptable-use-information-technology-it-resources-
policy

NYS-S14-005 Security Logging Standard www.its.ny.gov/document/security-logging-standard

NYS-S14-001 Information Security Risk Management Standard

www.its.ny.gov/document/information-security-risk-management-standard
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Vulnerability Scanning Standard www.its.ny.gov/document/vulnerability-

NYS-S15-002 .
scanning-standard

NYS-S15-001 Patch Management Standard www.its.ny.gov/document/eiso/patch-
management-standard

NYS-S14-003 Inforn_wauon Security Controls Standard www.its.ny.gov/document/information-
security-controls-standard

NYS-S13-003 Samﬂ;aﬂon/Secure Disposal SFaanard .
www.its.ny.gov/document/sanitizationsecure-disposal-standard

NYS-S13-002 Secure Coding Standard www.its.ny.gov/document/secure-coding-standard
Secure System Development Life Cycle (SSDLC) Standard

NYS-S13-001 . ,
www.its.ny.gov/document/secure-system-development-life-cycle-ssdlc-standard

NYS-S14-002 Inform_atlo_n Classification Standard www.its.ny.gov/document/information-
classification-standard

NYS-P10-006 Identity Assurance Policy www.its.ny.gov/document/identity-assurance-policy

NYS-P13-001 Inforn_wauon Sec_unty E_xcept|on Policy www.its.ny.gov/document/information-
security-exception-policy

NYS-S13-004 Identity Assurance Standard www.its.ny.gov/document/identity-assurance-
standard

NYS-S14-013 Account Management / Access Control Standard

www.its.ny.gov/document/account-management-access-control-standard
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