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[bookmark: _GoBack]The terms of this Attachment have been incorporated into an agreement between the New York State Office of Homes and Community Renewal (DHCR) and the recipient of ITS data. The Parties to the Agreement shall comply with the applicable provisions hereof, to the extent not superseded by federal law.

All data to which the Contractor (“Recipient”) will be provided access by DHCR is proprietary to DHCR. Such data shall hereinafter be referred to as “DHCR data”. Recipient will safeguard all DHCR data and resources to which it is granted access. Such safeguards must provide a level of protection of DHCR data which is at least equivalent to those provided under NYS Cyber-Security Policy P03-002-V3.4, and comports with industry standards for such engagements. 

1. Recipient agrees to limit its use of DHCR data to the purpose for which it is provided hereunder, and for no other purpose, unless expressly authorized to do so by DHCR.

2. Recipient must protect DHCR data that is in Recipient’s possession, or under its control from unauthorized access, disclosure, or dissemination. 

3. DHCR data includes information that is: 
· provided by DHCR which is marked ”Confidential”;
· defined as “Personal, Private and Sensitive Information” (PPSI);
· not expressly granted for public disclosure or dissemination;
· protected by law from disclosure or dissemination;
· concerning DHCR’s infrastructure; 
· pertinent to an ongoing investigation.

4. Recipient must not permit DHCR data to be copied or shared with anyone outside of the Recipient’s organization, unless expressly authorized by DHCR; and must limit access to, and use of, DHCR data to individuals who require access for the purpose fulfilling Recipient’s obligations arising under the terms of this Agreement.

5. Recipient must cooperate with DHCR in the review of Recipient's data control processes employed for the protection of DHCR data. 
6. In the event that Recipient confirms or suspects the unauthorized use or access of DHCR data or resources provided hereunder, Recipient agrees to promptly notify DHCR and Information Security within ITS.  Cyber Incidents are to be escalated immediately to the Enterprise Information Security Office (EISO).  The Cyber Incident Reporting Procedure is available at www.its.ny.gov/eiso.  The NYS Cyber Incident Response Team (CIRT) can be reached by phone at (518) 242-5045 and by email using cirt@its.ny.gov.  For incidents occurring after hours call the NYS Watch Center at (518) 292-2200 and ask to report a cyber incident to the EISO CERT.

7. Recipient acknowledges that it understands and must comply with laws concerning the loss, misappropriation, compromise, or misuse of protected data provided hereunder, including:
a) the federal Driver’s Privacy Protection Act of 1994 (DPPA) (18 U.S.C. §2721, et seq.), and 
b) the New York State Information Security Breach and Notification Act (ISBNA) (General Business Law, §899-aa; State Technology Law, §208). 

8. In the event that the security of personal information is breached in violation of the ISBNA, from a system maintained by Recipient, then the Recipient shall be responsible for providing notice of breach to the person(s) to whom such information pertains.  In the event that Recipient is authorized to share such information with another entity, Recipient must hold its recipient responsible for providing such notice.  Prior approval from ITS is required before any notifications are made to such persons. 

9. Recipient must take appropriate measures to advise pertinent staff members, and its re-disclosure recipients (if any), of the penalties associated with unauthorized access, use, or dissemination of protected data.

10. Recipient’s obligation of indemnification and holding harmless specified hereunder shall survive the expiration of the Contract by termination or otherwise.

a) Recipient shall be solely responsible and answerable in damages for any and all accidents and/or injuries to persons (including death) or property arising out of or related to the services to be rendered by the Recipient or its subcontractors pursuant to this Agreement. The Recipient shall indemnify and hold harmless the State and its officers and employees from claims, suits, actions, damages and costs of every nature arising out of the provision of services pursuant to this Agreement.

b) Recipient is an independent contractor and may neither hold itself out nor claim to be an officer, employee or subdivision of the State of New York, nor make any claim, demand or application to or for any right based upon any different status.

11. Recipient agrees to comply with DHCRs instructions for the secure disposal of agreement-related electronic or hard copy files in Recipient’s possession upon expiration of the term of this Agreement.

12. The following provisions apply to circumstances when Recipient or its subcontractors make use of resources provided by DHCR:

A) Personal Computers (PCs): NYS-provided PCs must only be used for activities related to official assignments and/or job responsibilities. Users are responsible for the use, protection, security and care of all New York State owned personal computers (PCs) and related equipment assigned to them by DHCR/ITS. 

DHCR/ITS-provided PCs (including laptops, monitors, printers, hardware, peripherals, commercially licensed software, files, programs, and data) are the property of DHCR/ITS. DHCR and ITS reserves the right to access or audit PCs, storage drives and removable media, and the information contained therein.

Users must comply with the following restrictions when using DHCR-provided PCs: 
· Protect against unauthorized access when the PC is left unattended by locking it, or logging-off; 
· Log-off the PC at the end of the workday, to ensure that the power remains On;
·       Do not leave a laptop unattended or unsecured;
· Do not move the PC or related equipment to another location without approval from your manager/supervisor and ITS’s Information Technology Support Services (ITS).
· Do not modify or repair any PC or related equipment without prior approval of DHCR’s Information Technology Support Services.
· Do not connect any hardware that is not expressly approved. Users must contact DHCR’s Information Technology Support Services (ITS) for a list of approved hardware.

B) Software: Only software that is approved by DHCR’s Information Technology Support Services (ITS) may be installed on DHCR-provided computers. Users must abide by all software license agreements. Non-work related software (e.g. games or music downloading programs) must not be installed or used on DHCR computers. Users must not install DHCR -owned software or programs on a non-DHCR-owned computer, unless expressly approved by ITS’s Information Technology Support Services (ITS). 

C) Internet: DHCR/ITS-provided Internet access must only be used for activities related to official assignments and/or job responsibilities. Users must employ reasonable precautions, including safeguarding and changing passwords, to prevent the unauthorized use of their DHCR/ITS provided internet account by anyone else. Users must not access third-party internet service providers and webmail accounts (e.g., checking a personal email account on AOL), unless expressly authorized by the DHCR Information Security Group within ITS.

DHCR filters websites for inappropriate content. Users must direct requests to unblock or block a website to the DHCR’s Information Technology Support Services (ITS).

D) Network: Users must limit the use of DHCR/ITS network to activities related to official assignments and/or job responsibilities.

E) Email: Users must limit the use of DHCR/ITS provided email accounts to activities related to official assignments and/or job responsibilities. 

13. Recipient agrees to continuing cooperation with DHCR/ITS in response to developing security vulnerabilities.
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