



	
State Capitol P.O. Box 2062
Albany, NY 12220-0062
www.its.ny.gov






	


[image: ]

	[bookmark: OLE_LINK3][bookmark: OLE_LINK4]New York State 
Information Technology Standard
	No:   NYS-S14-006

	IT Standard:

Authentication Tokens
	Updated: 03/20/2015

	
	Issued By:
NYS ITS

Standard Owner: 
Enterprise Information Security Office   



		

1.0 Purpose and Benefits of the Standard
The purpose of this standard is to list the appropriate authentication tokens that can be used with systems developed or operated for NYS that require authenticated access and provide the requirements for management of those tokens.

2.0 Enterprise IT Policy/Standard Statement
Section 2 of Executive Order No. 117 provides the State Chief Information Officer, who also serves as director of the Office of Information Technology Services (ITS), the authority to oversee, direct and coordinate the establishment of information technology policies, protocols and standards for State government, including hardware, software, security and business re-engineering.  Details regarding this authority can be found in NYS ITS Policy NYS-P08-002, Authority to Establish State Enterprise Information Technology (IT) Policy, Standards and Guidelines.

Except for terms defined in this standard, all terms shall have the meanings found in http://www.its.ny.gov/glossary.

3.0 Scope 
This standard covers all systems developed or operated for NYS that require authenticated access. This includes all test, quality control, production and other ad hoc systems.

This standard applies to authentication of human users[footnoteRef:1] of NYS information technology (IT) systems for the purposes of conducting government business electronically. [1:  Distinguishes actual individual user accounts from service accounts] 



4.0 Information Statement
4.1. Assurance Levels and Required Token Types

NYS has adopted a four-level approach to identity assurance and credential management with each level representing a different degree of certainty in the identity of the user.  These levels of assurance are consistent with those established by the U.S. Federal Government for use by federal agencies[footnoteRef:2]. [2:  Described in OMB M-04-04-E-Authentication Guidance for Federal Agencies, NIST Special Publication 800-63–Electronic Authentication Guideline, and Federal Identity, Credential, and Access Management (FICAM) Roadmap and Implementation Guidance.] 



	Assurance Level
	Description

	1
	Low or no confidence in the asserted identity’s validity

	2
	Confidence in the asserted identity’s validity

	3
	High confidence in the asserted identity’s validity

	4 
	Very high confidence in the asserted identity’s validity




State Entities (SEs) must follow the Identity Assurance Policy to determine the appropriate assurance level for their system.  For token distribution refer to the Identity Assurance Standard.

Each assurance level requires different authentication tokens which incorporate one or more authentication factors (i.e., something you know, something you have, and something you are).  Assurance Levels (AL) 1 and 2 require single factor authentication.  ALs 3 and 4 require multifactor authentication.  

SEs must choose the appropriate token type(s) for their assurance level from Tables 1 or 2[footnoteRef:3]. Table 1 shows the maximum assurance level that can be achieved with a single token type. [3:  Token descriptions can be found in Section 4.2 – Authentication Token Types] 



Table 1:  Single-token Options
	Token Types
	AL1
	AL2
	AL3
	AL4

	Memorized Secret Token
	X
	X
	
	

	Pre-Registered Knowledge Token
	X
	X
	
	

	Out of Band Token
	
	X
	
	

	Single-Factor One-Time Password Device
	
	X
	
	

	Single-Factor Cryptographic Device
	
	X
	
	

	Multi-factor Software Cryptographic Device
	
	
	X
	

	Multi-Factor One-Time Password Hardware Device
	
	
	
	X

	Multi-Factor Hardware Cryptographic Device
	
	
	
	X



SEs may use multi-token authentication (i.e., a combination of tokens) to upgrade the overall level of assurance as depicted in Table 2.  For example, AL3 can be achieved using two tokens rated at AL2 that represent two different authentication factors (i.e., something you know, something you have, and something you are).  
Table 2:  Multi-token Options
	
	Memorized Secret Token
	Pre-Registered Knowledge Token
	OOB Token
	SF OTP Device
	SF Crypto-graphic Device
	MF Software Crypto-graphic Device
	MF OTP Device
	MF Crypto-graphic Device

	Memorized Secret Token
	AL2
	AL2
	AL3
	AL3
	AL3
	AL3
	AL4
	AL4


	Pre-Registered Knowledge Token
	X
	AL2
	AL3
	AL3
	AL3
	AL3
	AL4
	AL4

	OOB Token
	X
	X
	AL2
	AL2
	AL2
	AL3
	AL4
	AL4

	SF OTP Device
	X
	X
	X
	AL2
	AL2
	AL3
	AL4
	AL4

	SF Crypto-graphic Device
	X
	X
	X
	X
	AL2
	AL3
	AL4
	AL4

	MF Software Crypto-graphic Device
	X
	X
	X
	X
	X
	AL3
	AL4
	AL4

	MF OTP Device
	X
	X
	X
	X
	X
	X
	AL4
	AL4

	MF Crypto-graphic Device
	X
	X
	X
	X
	X
	X
	X
	AL4


The boxes marked with an ‘x’ denote that the combination already appears in the table


4.2. [bookmark: _Authentication_Token_Types]Authentication Token Types
Memorized Secret Token 

A memorized secret token is something you know.  Memorized secret tokens are typically character or numerical strings.  Examples include passwords, passphrases and Personal Identification Numbers (PINs).

Typically, a memorized secret token is used on its own for ALs 1 and 2.  ALs 3 and 4 require multi-factor authentication.  When a memorized secret token is used as one of the factors in a multi-factor authentication solution, the token requirements at AL 2 apply. 

Table 3:  Memorized Secret Token Minimum Requirements

	
	Assurance Levels

	Category
	1
	2[footnoteRef:4] [4:  When using a multi-factor solution for AL3, as required, and one of the factors is a memorized secret, then AL2 standards apply.
] 

	3
	4

	Password Management Standards

	Password expiration after x days   
	731
	183
	
Multi Factor Authentication Required

This token type cannot be used at these assurance levels without an EISO approved exception

	System to provide password expiration messages starting at least x days before expiration
	14
	

	Password reuse
	After 24 unique passwords
	

	Minimum password age
	2 days
	

	Maximum number of grace logons after expiration, to allow for password change
	1
	

	Temporary passwords changed immediately on first logon
	Yes
	

	Password Composition Standards[footnoteRef:5] [5:  It is acknowledged that not all systems will be able to enforce all of these standards.  In those cases, an exception request may be sought from the Enterprise Information Security Office (EISO).] 


	Password must not be the same as the user ID
	Yes
	   
Multi Factor Authentication Required

This token type cannot be used at these assurance levels without an EISO approved exception

	Minimum length
	10
	

	Maximum number of repeating characters
	3
	

	Minimum number of upper case letters
	1
	

	Minimum number of lower case letters
	1
	

	Minimum number of letters
	3
	

	Minimum number of digits
	1
	

	Minimum number of special characters 
	1
	




Pre-Registered Knowledge Tokens

Pre-registered knowledge tokens are something you know. Typically, this is a series of responses to a set of prompts or challenges, also known as shared secrets.  The responses are established by the user and Credential Service Provider (CSP) during the registration process.  

Alternatively, a user might select and memorize an image during the registration process. The image could be identified from a set of images presented during the authentication process. Another example is when the personal knowledge of users is tested against information obtained from private databases, such as asking what the amount of their last car payment was.

A pre-registered knowledge token may be used on its own for AL 1 and 2 only.  AL 3 and 4 require multi-factor authentication.  When a pre-registered knowledge token is used as one of the factors in a multi-factor authentication solution, the token requirements at AL 2 apply. 

Any shared secret that is revealed to a verifier must be changed upon next successful logon.

Table 4:  Pre-Registered Knowledge Token (Shared Secret) Minimum Requirements

	
	Assurance Levels

	
	1
	2[footnoteRef:6] [6: When using a multi-factor solution for AL3, as required, and one of the factors is a pre-registered knowledge token then AL2 standards apply.
] 

	3
	4

	Number of stored pre-registered knowledge tokens 
	7
	
Multi Factor Authentication Required

This token type cannot be used at these assurance levels without an EISO approved exception 

	Number of  correct pre-registered knowledge tokens user needs to provide  
	3
	5
	

	Minimum number of characters 
	4
	

	Account locked after x number of consecutive failed attempts 
	10
	5
	

	Allow words from shared secret questions to be used as the only word/phrase of the answer
	No
	

	Allow the same shared secret answer for multiple questions
	No
	


[bookmark: _Toc364175244]
Out-of-Band (OOB) Token 

OOB tokens are something you have.  They are a combination of a physical device (e.g., cellular phone, PDA, pager, land line) and a secret that is transmitted to the device by a verifier for one-time use. 

Token Requirements - The token must be possessed and controlled by the user, uniquely addressable and must support communication over a channel/protocol that is separate from the primary channel/protocol for e-authentication. 

Uniquely addressable means that the token can be addressed by a unique characteristic (e.g., phone number).  

An example of an OOB token would be a user logging into a website and receiving a text message or phone call on their cellular phone (pre-registered with the Credential Service Provider (CSP) during the registration phase) with a random authenticator to be presented as part of the electronic authentication protocol.  E-mail cannot be used to transmit the random authenticator for the OOB token.

When accessing an application via a mobile device and using a virtual phone and communications management system (i.e., Google Voice), then that mobile device will not be viable as an OOB token as there is no separate channel/protocol for communication of the random authenticator.  

A limitation with the use of OOB tokens is that if the device is infected, even if the communication occurs over a separate channel/protocol, both forms of authentication (application access and receipt of token) are compromised and all communication is therefore un-trusted.

Verifier Requirements – The maximum time period that an OOB token can exist is 2 minutes and it can only be used once.  The verifier-generated secret shall have at least 64 bits of entropy.
 

[bookmark: _Toc364175245]Single Factor (SF) Cryptographic Device

SF cryptographic devices are something you have. It is a hardware device that performs cryptographic operations on input provided to the device.  It does not require a second factor.  Generally it is a signed message.  An example would be a Secure Socket Layer/Transport Layer Services (SSL/TLS) certificate.

Token Requirements – The cryptographic modules used shall be validated at FIPS 140-2, Level 1 or higher. Products validated under subsequent versions of FIPS 140 are also acceptable.

Verifier Requirements – The input (e.g., a nonce or challenge) to generate the token has at least 64 bits of entropy.
 

Single-Factor (SF) One-Time Password (OTP) Device

SF OTP devices are something you have.  It is a hardware device that supports the spontaneous generation of OTPs.  This device has an embedded secret that is used as the seed for generation of OTPs and does not require activation through a second factor.  Authentication is accomplished by providing an acceptable OTP and thereby proving user possession and control of the device.  The device is used each time authentication is required.

Examples include key fob tokens. A user attempts to log into a website and provides a token generated code or OTP.  

Token Requirements – An approved block cipher or hash function to combine a symmetric key stored on the device with a nonce to generate an OTP must be used. The nonce may be a date and time or a counter generated on the device.

Verifier Requirements - The OTP shall have a limited lifetime, with a maximum of 2 minutes.  The cryptographic module performing the verifier functions shall be validated at FIPS 140-2 Level 1 or higher.  Products validated under subsequent versions of FIPS 140 are also acceptable.

[bookmark: _Toc364175246]Multi-Factor (MF) Software Cryptographic Token

A MF software cryptographic token is something you have and it must be unlocked by either something you know or something you are.  It is a cryptographic key that is stored on a disk or some other “soft” media and must be unlocked through a second factor of authentication separate from the authentication factor used to access the disk or other “soft” media.

Authentication is accomplished by proving possession and control of the key.  The token is highly dependent on the specific cryptographic protocol, but it is generally some type of signed message.  

An example would be a private cryptographic certificate that is unlocked by a passphrase that is separate from that which unlocks the device on which the certificate is stored.  The certificate deployed on the user’s workstation (something you have) in combination with a passphrase (something you know) provides multi-factor authentication.  The password to access the device cannot automatically unlock the certificate.

Token Requirements - The cryptographic module shall be validated at FIPS 140-2 Level 1 or higher.  Products validated under subsequent versions of FIPS 140 are also acceptable.  Each authentication shall require entry of the password or other activation data and the unencrypted copy of the authentication key shall be erased after each authentication.

Verifier Requirements – Verifier generated token input (e.g., a nonce or challenge) has at least 64 bits of entropy.


[bookmark: _Toc364175247]Multi-Factor (MF) One-Time Password (OTP) Device

A MF OTP device is something you have and it must be unlocked by either something you know or something you are.  It is a hardware device that generates OTPs for use in authentication and which must be unlocked through a second factor of authentication.  The second factor of authentication may be achieved through some kind of integral entry pad, an integral biometric (e.g., fingerprint) reader or a direct computer interface (e.g., USB port). 

The OTP is typically displayed on the device and manually input to the verifier as a password, although direct electronic input from the device to a computer is also allowed. 

An example would be a key fob token in combination with a PIN.  A user attempts to log into a website and provides a user-defined PIN (established when the token was assigned) and a token generated code. The combination of the PIN and token generated code is referred to as a passcode.

Token Requirements - The cryptographic module shall be validated at FIPS 140-2 Level 2 or higher with the token itself meeting physical security at FIPS 140-2 Level 3 or higher.  This means the token is tamper proof; it can’t be broken open to reverse engineer or get a seed value, etc.  Products validated under subsequent versions of FIPS 140 are also acceptable.  

The OTP must be generated using an approved block cipher or hash function to combine a symmetric key stored on a personal hardware device with a nonce to generate an OTP.  The nonce may be a date and time or a counter generated on the device. Each authentication shall require entry of a password or other activation data through an integrated input mechanism.

[bookmark: _Toc364175248]Verifier Requirements - The OTP shall have a limited lifetime, with a maximum of 2 minutes.  

Multi-Factor (MF) Cryptographic Device

A MF cryptographic device is something you have and it must be unlocked by either something you know or something you are.  It is a hardware device that contains a protected cryptographic key that must be unlocked through a second authentication factor.  

Authentication is accomplished by proving possession of the device and control of the key.  The token is highly dependent on the specific cryptographic device and protocol, but it is generally some type of signed message.  For example, in Transport Layer Services (TLS), there is a “certificate verify” message.  An example would be an ATM card.

Token Requirements - Cryptographic module shall be FIPS 140-2 validated, Level 2 or higher; with the token itself meeting physical security at FIPS 140-2 Level 3 or higher.  This means the token is tamper proof; it can’t be broken open to reverse engineer or get a seed value, etc.  Products validated under subsequent versions of FIPS 140 are also acceptable.  

Entry of a password, PIN, or biometric is required to activate the authentication key.  The export of authentication keys is not allowed.

Verifier Requirements – Verifier generated token input (e.g., a nonce or challenge) has at least 64 bits of entropy.

4.3. Token Renewal/Re-issuance

All tokens must expire within two years of issuance. A warning notification of token expiration must be provided to the user within a minimum of 14 days of expiration.

Once the token has expired, it will be automatically disabled and/or locked from use.  

Some token types support the process of renewal, while some support re-issuance.   Depending on the assurance level, the user will need to re-establish their identity with the CSP and/or prove possession of the unexpired token before renewal or reissuance occurs.  Refer to the Identity Assurance Standard for additional information.

5.0 Compliance 
This standard shall take effect upon publication.  The Policy Unit shall review the standard at least once every year to ensure relevancy.  The Office may also assess agency compliance with this standard.  To accomplish this assessment, ITS may issue, from time to time, requests for information to covered agencies, which will be used to develop any reporting requirements as may be requested by the NYS Chief Information Officer, the Executive Chamber or Legislative entities.

If compliance with this standard is not feasible or technically possible, or if deviation from this standard is necessary to support a business function, SEs shall request an exception through the Enterprise Information Security Office exception process.


6.0 Definitions of Key Terms
	Account Disabled
	Account is in an unusable state and can only be made usable again through an administrative action.


	Account Locked
	Account is not useable until either an administrator resets a token or the end user resets the token through one of the forgotten password self service functions.


	Account Archived
	Accounts that have not been used for x years are off-loaded via long term storage solutions.


	Identity Assurance Level
	The degree of confidence in the vetting process used to establish the identity of the individual to whom the credential was issued, and the degree of confidence that the individual who uses the credential is the individual to whom the credential was issued. 


	Nonce 
	A value used in security protocols that is never repeated with the same key. For example, nonces used as challenges in challenge-response authentication protocols must not be repeated until authentication keys are changed. Otherwise, there is a possibility of a replay attack. Using a nonce as a challenge is a different requirement than a random challenge, because a nonce is not necessarily unpredictable.


	Password Expiration
	The frequency in which a user is required to choose a new password (i.e., forced to change the password after x days).


	Re-issuance
	A new credential is created with a new identity and/or a new token.  For example, a password token is re-issued by having the user select a new password.


	 Renewal
	The usage or validity period of the token and credential is extended without changing the token or re-verifying the user’s identity. Examples of tokens that would be renewed or extended include hard tokens, out of band tokens, one time passwords, and soft tokens.  






7.0   ITS Contact Information
	[bookmark: OLE_LINK5][bookmark: OLE_LINK6]
	

		
	

	Submit all inquiries and requests for future enhancements to the standard owner at: 
Standard Owner
Attention: Enterprise Information Security Office
New York State Office of Information Technology Services
1220 Washington Avenue – Bldg. 7A, 4th Floor
Albany, NY 12242
Telephone: (518) 242-5200
Facsimile: (518) 322-4976
Questions may also be directed to your ITS Customer Relations Manager at: Customer.Relations@its.ny.gov
The State of New York Enterprise IT Policies may be found at the following website: http://www.its.ny.gov/tables/technologypolicyindex.htm                                
	



	



8.0 Review Schedule and Revision History 
	Date 
	Description of Change 
	Reviewer

	03/21/2014
	Original Standard Release; replaces CSCIC/OCS User Password Management Standard (S10-004) and CSCIC/OCS Privileged Accounts Management Standard (S10-003)
	Thomas Smith, Chief Information Security Officer

	08/15/2014
	Added row to Table 3: Memorized Secret Token Requirements to require temporary passwords be changed on first logon
	Deborah A. Snyder, Acting Chief Information Security Officer

	03/20/2015
	Changed password management and composition standards in Table 3
	Deborah A. Snyder, Deputy Chief Information Security Officer

	03/20/2016
	[bookmark: _GoBack]Scheduled Standard Review
	



9.0 Related Documents 
· Identity Assurance Policy
· Identity Assurance Standard
· NIST Special Publication 800-63, Electronic Authentication Guideline 
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