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MESSAGE FROM THE SECRETARY

I am pleased to release the Blueprint for a Secure Cyber Future: The Cybersecurity
Strategy for the Homeland Security Enterprise. This strategy was developed pursuant
to the Department of Homeland Security (DHS) Quadrennial Homeland
Security Review and reflects the importance of cyberspace to our
economy, security, and way of life.

This strategy provides a blueprint for a cyberspace that enables innovation
and prosperity, advances our economic interests and national security, and

integrates privacy and civil liberties protections into the Department’s
cybersecurity activities. The strategy is designed to protect the critical systems and assets that are
vital to the United States, and, over time, to foster stronger, more resilient information and

communication technologies to enable government, business and individuals to be safer online.

Cybersecurity is a shared responsibility, and each of us has a role to play. Emerging cyber threats
require the engagement of the entire society—f{rom government and law enforcement to the
private sector and most importantly, members of the public. Today in cyberspace, the Nation
faces a myriad of threats from criminals, including individual hackers and organized criminal
groups, as well as technologically advanced nation-states. Individuals and well-organized groups
exploit technical vulnerabilities to steal American intellectual property, personal information, and
financial data. The increasing number and sophistication of these incidents has the potential to
impact our economic competitiveness and threaten the public’s ability to access and obtain basic
services. Government, non-governmental and private sector entities, as well as individuals,
families, and communities must collaborate on ways to effectively reduce risk.

In preparing the strategy, the Department benefited from the constructive engagement of
representatives from state and local governments, industry, academia, non-governmental
organizations, and many dedicated individuals from across the country. We appreciate that
support. DHS also worked closely with federal departments and agencies to refine the strategy
and ensure consistency with the President’s 2010 National Security Strategy, the Department of
Defense Strategy for Operating in Cyberspace, and the President’s International Strategy for
Cyberspace.

I want to acknowledge the efforts and commitment of the men and women of DHS and the many
thousands of computer scientists, systems engineers, law enforcement personnel, and other
professionals across the country who work tirelessly to safeguard and secure cyberspace. On their
behalf, I am pleased to release this Blueprint for a Secure Cyber Future.

/ /"7 .

Jiret Napolifano
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EXECUTIVE SUMMARY

The Blueprint for a Secure Cyber Future builds on the Department of Homeland Security Quadrennial
Homeland Security Review Report’s strategic framework by providing a clear path to create a
safe, secure, and resilient cyber environment for the homeland security enterprise. With this
guide, stakeholders at all levels of government, the private sector, and our international partners
can work together to develop the cybersecurity capabilities that are key to our economy, national
security, and public health and safety. The Blueprint describes two areas of action: Protecting our
Critical Information Infrastructure Today and Building a Stronger Cyber Ecosystem for
Tomorrow. The Blueprint is designed to protect our most vital systems and assets and, over time,
drive fundamental change in the way people and devices work together to secure cyberspace. The
integration of privacy and civil liberties protections into the Department’s cybersecurity activities
is fundamental to safeguarding and securing cyberspace.

The Blueprint lists four goals for protecting critical information infrastructure:

¢ Reduce Exposure to Cyber Risk
o Ensure Priority Response and Recovery
e Maintain Shared Situational Awareness

e Increase Resilience

These goals are supported by nine objectives. Each objective is dependent on a variety of
capabilities that, when implemented, will work in tandem to effectively anticipate and respond to
a wide range of threats. Some of the cybersecurity capabilities described in the Blueprint are robust
and at work today, while others must be expanded. Still others require further research and
development. All necessitate a collaborative and responsive cybersecurity community.

The Blueprint also lists four goals for strengthening the cyber ecosystem:

e Empower Individuals and Organizations to Operate Securely

e Make and Use More Trustworthy Cyber Protocols, Products, Services, Configurations and
Architectures

e Build Collaborative Communities

o Establish Transparent Processes

These goals are supported by eleven objectives, and depend on a broad set of capabilities,
described in the Strategic Concept section of the Blueprint.

Achieving a safe, secure, and resilient cyber environment includes measuring progress in building
capabilities and determining whether they are effective in an evolving threat environment.
Accordingly, each year’s performance will be compared with that of the previous year. This
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approach will highlight where progress is being made and will identify gaps and resource
requirements.

Cyberspace underpins almost every facet of American life, and provides critical support for the
U.S. economy, civil infrastructure, public safety, and national security. Protecting cyberspace
requires strong vision, leadership, and a broadly distributed effort in which all members of the
homeland security enterprise take responsibility. The Blueprint for a Secure Cyber Future was developed
to address this reality.

Blueprint for a Secure Cyber Future Page iv
November 2011



INTRODUCTION

The 2010 Quadrennial Homeland Security Review (QHSR)! established a strategic framework to
guide the activities of the homeland security enterprise toward a common end: a homeland that

is safe, secure, and resilient against terrorism and other hazards. To achieve this vision, the QHSR
identified five core mission areas, and, in doing so, underscored the importance of cybersecurity
to the Nation.

These missions are the responsibility of the
entire homeland security enterprise. Individuals
across federal, state, local, tribal, and territorial

Homeland Security Mission Areas

. Prevent Terrorism and Enhance Security

governments, the private sector, and . Secure and Manage our Borders

nongovernmenta] Ol"gaIliZEltiOIlS are engaged in

. Enforce and Administer our Immigration Laws

executing these missions. Beyond orgamzat.lons . Safeguard and Secure Cyberspace
such as the Department of Homeland Security
(DHS) that are officially charged with the

cybersecurity mission, responsibility begins

. Ensure Resilience to Disasters

with individual computer owners whose machines can be used in malicious attacks, and with the
owners and operators of critical infrastructure systems. The roles and responsibilities across the
homeland security enterprise for securing cyberspace reflect its size, diversity, and interdependent
nature.

The creation of a mission area in the QHSR to safeguard and secure cyberspace builds on the
President’s National Security Strategy,? which:

e Declares the Nation’s digital infrastructure a
strategic national asset;

o Describes cyber threats as one of the most
serious national security, public safety, and
economic challenges we face as a Nation;
and

e Requires that protection of digital
infrastructure be a national security [
priority.

The Department of Homeland Security (DHS) has issued this Blueprint for a Secure Cyber Future (the
Blueprint) to provide a clear plan of action for the homeland security enterprise to implement the
National Security Strategy and achieve the goals set forth in the QHSR:

1 http://www.dhs.gov/xlibrary/assets/ghsr_report.pdf
2 http://www.whitehouse.gov/sites/default/files/rss_viewer/national_security_strategy.pdf
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e To Create a Safe, Secure, and Resilient Cyber Environment, and

e To Promote Cybersecurity Knowledge and Innovation.

The Blueprint has a single unifying concept: Protect Critical Information Infrastructure Today While

Building a Stronger Cyber Ecosystem for Tomorrow. This strategic concept will drive

prioritization of resources in order to systematically build the multiple capabilities needed to
achieve QHSR Mission 4 goals. Appendix B provides a comprehensive mapping of the QHSR
goals to the Blueprint.

Scope

As set forth in the Homeland Security Act of 2002, 3
Homeland Security Presidential Directive (HSPD) 7:

Homeland Security Enterprise

Federal, state, local, tribal, territorial,

Critical Infrastructure Identification, Prioritization, and nongovernmental, and private-sector entities,
Protection,* National Security Presidential Directive as well as individuals, families, and

(NSPD) 54/HSPD-23: Cybersecurity and Monitoring,® communities who share a common national

and Office of Management and Budget (OMB) interest in the safety and security of America

. . . . and the American population. (Quadrennial
guidance concerning implementation of the Federal o (

Homeland Security Review Report 2010)

Information Security Management Act of 2002
(FISMA),® DHS has the lead within the Federal
Government to secure federal civilian executive branch information and communication
systems,” to work with Sector-Specific Agencies and industry to protect privately-owned and
operated critical infrastructure, and to work with State, local, tribal and territorial governments to

secure their information systems. The roles of DHS and other federal departments and agencies in
identifying, prioritizing, and protecting the Nation’s critical infrastructure are described in
statutes, Presidential directives, and documents such as the National Infrastructure Protection Plan
(NIPP)® and the National Response Framework.® The Federal Government is, however, only one
component of the homeland security enterprise, and successful implementation of this strategy
requires the shared commitment of all stakeholders. In particular, cybersecurity is dependent on a
strong two-way partnership between the public and private sector in areas such as information
sharing, innovation, and implementation of best practices and standards.

Accordingly, the Blueprint is designed to give tangible and meaningful guidance to those in the
homeland security enterprise who have a role in securing cyberspace and to benefit all who want

to use information and communication technologies safely and securely as they go about their

3 http://www.dhs.gov/xlibrary/assets/hr_5005_enr.pdf

4 http://www.dhs.gov/xabout/laws/gc_1214597989952 .shtm

5 http://www.dhs.gov/xnews/releases/pr_1207684277498.shtm

6 http://www.whitehouse.gov/sites/default/files/omb/assets/memoranda_2010/m10-28.pdf

7 Although DHS receives information regarding vulnerabilities and incidents on DOD and other national security systems, the
Department does not have the lead for securing these systems in the Federal enterprise.

8 http://www.dhs.gov/files/programs/editorial 0827.shtm

9 http://www.learningservices.us/pdf/emergency/nrf/nrp_cyberincidentannex.pdf
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daily activities. Appendix C describes the strategy development process, including stakeholder
outreach.

Relationship to Other Key Policies and Strategies

The Blueprint supports a whole-of-government approach to national security and is informed by
current national cybersecurity strategy and policy as outlined in the following key documents: the
White House Cyberspace Policy Review;!? the President’s International Strategy for Cyberspace;!!
the President’s Strategy to Combat Transnational Organized Crime;!? the Comprehensive National
Cybersecurity Initiative (CNCI);!3 HSPD-7;14 NSPD 54 /HSPD-23;!> FISMA; !¢ the National
Strategy for Trusted Identities in Cyberspace;!” and the Department of Defense Strategy for
Operating in Cyberspace.!8

Motivation

America is deeply reliant on cyberspace. It is the
very backbone of modern society. However, the
technologies that enrich our professional and
personal lives also empower those who would
disrupt or destroy our way of life. Safeguarding
and securing cyberspace is a homeland security
mission because the potential exists for wide-scale

or high-consequence adverse cyber events, which could cause harm to critical functlons and
services across the public and private sectors and impact national security, economic vitality, and
public health and safety.

As malicious actors are using increasingly sophisticated tools, techniques, and procedures, and
the volume and velocity of cyber incidents across the homeland security enterprise continue to
grow:

e (ritical infrastructure must protect against and be resilient in the face of advanced and
persistent breaches which could degrade or disrupt the basic services upon which we
depend, and set the stage for more destructive attacks.

e Government agencies must guard against exploits which may remove or corrupt sensitive
data and interfere with the delivery of essential mission services.

10 http://www.whitehouse.gov/assets/documents/Cyberspace_Policy Review_final.pdf

11 http://www.whitehouse.gov/sites/default/files/rss viewer/international strategy for cyberspace.pdf

12 http://www.whitehouse.gov/administration/eop/nsc/transnational-crime
13 http://www.whitehouse.gov/cybersecurity/comprehensive-national-cybersecurity-initiative

14 http: //www.dhs.gov/xabout/laws/gc 1214597989952 .shtm

15 http://www.whitehouse.gov/cybersecurity/comprehensive-national-cybersecurity-initiative
16 http://csrc.nist.gov/drivers/documents/FISMA-final. pdf

17 http: //www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy 04151 1.pdf

18 http://www.defense.gov/news/d201107 14cyber.pdf
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e Large corporations, small businesses, and nonprofit organizations face increasingly
sophisticated intrusions targeting their intellectual property and personal information
about their customers and clients.

e Consumers are routinely at risk of identity theft to obtain unauthorized access to personal

information at numerous points on the Internet.

Strategic Assumptions

While we cannot predict what cyberspace will look like many years from now, the Nation must
seek to understand the forces that are shaping the future of cyberspace in order to lead, influence,
and adapt to change. Accordingly, this strategy is based on the following assumptions:

e The increasing volume and sophistication of cyber exploitation demands heightened
situational awareness, secure implementation of technology, coordinated incident

response, demonstrated resilience in critical functions, and a professionalized
cybersecurity workforce that is dynamically managed.

e Deepening social, economic, and
industrial dependence on information
and communication technologies creates
opportunities for greater productivity
and innovation and increases the
number of users, devices, content, and
processes to be protected in cyberspace.

e Rich interconnectivity transcends
geographic boundaries, necessitating

strong international collaboration. The
risks posed through cyberspace offer a fundamental shift to the Nation’s potential
vulnerability, one which requires the adaptation of existing security and deterrence
paradigms to a new reality.

e The aggregation of data in the cloud, combined with distributed, remote management,

poses additional security opportunities and challenges.
e Mobile technology can expose sensitive data and processes to threat actors.

e Differences in cyber risk and risk tolerance at the individual, organizational, and national
levels suggest that one-size-fits-all security measures will be less effective than risk-based
solutions that can be tailored, focus on outcomes and performance, leverage user’s natural
reactions, promote innovation, and are cost-effective.

e Globalization of the information and communication technology supply chain creates
new opportunities for innovation and competition as well as greater exposure to risk.
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THE FUTURE WE SEEK

Vision

Our vision is a cyberspace that supports secure and resilient infrastructure, that enables innovation and prosperity,
and that protects privacy and other civil liberties by design. It is one in which we can use cyberspace with

confidence to advance our economic interests and maintain national security under all conditions.

—Quadrennial Homeland Security Review Report 2010

The information revolution has transformed nearly every aspect of daily life. A trusted digital
infrastructure will provide a continued platform for innovation and prosperity and enable us to
advance our economic and national security interests within an environment that upholds our
core values. In order for future generations to realize the full potential of the information
revolution, the homeland security enterprise must ensure safety, security, and resilience in
cyberspace and promote cybersecurity knowledge and innovation. This complex, resource-
intensive effort will require substantial research and development, along with ongoing
operational refinement. The Blueprint provides a strong foundation for those efforts.

In keeping with the elements of the QHSR vision, the homeland security enterprise is committed
to creating:

A Cyberspace that is Secure

Protecting the United States and its people, vital interests, and ways of life

In the future we seek, there will be major advances in securing cyberspace. Sensitive information
will be protected by improved and innovative defenses. The American public will have
confidence in their online transactions, and
incidents affecting critical information
infrastructure will be minimized. Individuals and
organizations will be cognizant of threats and
will rapidly adopt security measures that are
consistent with them. Cybersecurity policy,
regulation, and law, both domestically and
internationally, will reflect the current cyber
environment and anticipate future needs.
Regulatory agencies will have the tools and staff
needed to ensure that regulated entities

implement appropriate security measures. Nation-states will be responsible parties in cyberspace
and deny safe haven to those who would misuse the Internet. When cyberspace is used as an
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attack vector or to commit crimes, agencies will have the necessary tools to identify the
perpetrators and bring them to justice. Increased prosecutions will raise the costs of attacking or
exploiting our information and communication systems. Federal agencies and private sector
entities will have the technical cybersecurity workforce needed to meet their mission
responsibilities.

A Cyberspace that is Resilient

Fostering individual, community, and system robustness, adaptability, and capacity for rapid
response and recovery

In the future we seek, network architects will understand current and emerging threats and will
design information and communication systems to cope with a range of contingencies;

modeling, simulation, and exercises will enable the identification and mitigation of cascading
impacts. Exercises will regularly test response and continuity plans to address the rapid restoration
of critical functions and services, and to inform policy and investment decisions. The homeland
security enterprise will have robust information sharing mechanisms — relevant knowledge about
threats, vulnerabilities, and protective capabilities will be communicated in near real-time among
people and devices in both the public and private sector. Critical operations will continue and
network architectures will respond to unexpected events with agility.

A Cyberspace that Enables Innovation

Connecting people, devices, and markets to promote economic growth through collaborative
innovation

In the future we seek, the American people will
have ubiquitous access to cyber-enabled devices,
enabling faster and more synergistic processes to
support new levels of connectivity among
individuals, businesses, and markets. Dialogue
among previously isolated communities will
continue to increase as users adopt novel ways of

accessing information and services. New
information and communication technologies will connect emerging markets with more
prosperous markets, enabling growth in less developed areas as accelerated information transfer
enables collaboration across diverse communities. Previously standalone devices, such as energy
meters and home appliances, will be increasingly interoperable, allowing consumers and
businesses to benefit from high efficiency. More robust security will reduce consumer risk and
enable organizations to offer better service and increased capabilities online. Efforts to secure
cyberspace will be undertaken in a manner that safeguards free trade and the broader free flow of
information, recognizing our global responsibilities, as well as our national needs.
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A Cyberspace that Protects Public Health and Safety

Ensuring the Safety of the American People

In the future we seek, industrial and supervisory control systems used to manage operations in
critical infrastructure sectors such as Energy, Transportation, Water, Chemical, and Critical
Manufacturing, and embedded systems used in medical devices, vehicles, and other industries,
will be better protected from sabotage or attacks that could harm the general public. In addition,
critical public safety functions, including law enforcement and emergency response services, will
continue to rely on the availability and integrity of their information and communication
technologies.

A Cyberspace that Advances Economic Interests and National Security

Enabling Economic Competitiveness and National Defense

In the future we seek, a safe, secure, and reliable cyberspace will fuel our domestic economy and
the United States will remain a vibrant economic power. Businesses will have confidence in the
confidentiality, integrity, and availability of their intellectual property and a better understanding
of risks. A secure cyberspace will support the orderly functioning of the economy and delivery of
essential services. A healthy cyber ecosystem will also facilitate performance of the other
homeland security missions: prevention of terrorism; border security; enforcement of
immigration laws; and resilience to disasters. And finally, through partnership with the
Department of Defense (DOD), a secure cyberspace will support the United States’ execution of
its critical national defense mission responsibilities.
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GUIDING PRINCIPLES

The Blueprint is guided by the values, principles, and way of life we expect as Americans. The
protection of privacy and civil liberties is fundamental. The Blueprint also reflects the
Administration’s Open Government Initiative,!” which calls for more transparent, participatory,
and collaborative processes. Openness strengthens our democracy and promotes efficiency and
effectiveness in government. Continued adherence to these principles will be key to continued
stakeholder commitment to building out Blueprint capabilities.

Privacy and Civil Liberties

The homeland security enterprise will protect civil liberties and enhance privacy in our efforts to
secure cyberspace. Individuals will be able to understand how their personal data may be used
and be confident that it will be handled appropriately. We will support an open and interoperable
cyberspace that enables individuals around the globe to seek, receive, and impart information and
ideas. This free flow of information has proven essential to the rapid evolution and growth of the
Internet. Cyberspace must continue to be a forum for free association and free speech.

Transparent Security Processes

The homeland security enterprise will implement security processes that have high levels of
transparency and accountability. Adherence to the “need to share” and “responsibility to
provide” collaboration principles will foster the transfer of specific, actionable cybersecurity
information using approved methods to those who need it, while protecting the privacy and civil
liberties of the public. Robust interaction among all levels of government, the private sector, and
our international partners will enhance the effectiveness of security measures and improve the
quality of decision making. All stakeholders will benefit from the exchange of information in a
manner that supports both individual and collective interests and contributes to shared situational
awareness.

Shared Responsibility in a Distributed Environment

Protective capabilities in cyberspace are naturally distributed across the homeland security
enterprise, and considerable security expertise exists in many different areas. Accordingly, the
homeland security enterprise will leverage the distributed nature of cyberspace in its own
protection. We will work to strengthen local and individual capabilities, and to unite those
capabilities in collective actions to realize shared security interests. To ensure cybersecurity for all
of us, each of us must play a part. The homeland security enterprise will cultivate a sense of

19 http://www.whitehouse.gov/open
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shared responsibility and civic duty, and will use its combined knowledge to address security
problems and drive action.

Risk-based, Cost Effective, and Usable Security

Security risks and tolerance for those risks vary across individuals, organizations, and at the
national level. The homeland security enterprise must have a shared vision of what constitutes
specific high-value systems and assets as well as the most important cybersecurity risks that must
be mitigated. The enterprise will prioritize cybersecurity actions so that resources are consistently
applied where they offer the greatest mitigation of risk. Effective mitigation of cyber
vulnerabilities depends on a systematic accounting and broad awareness of risk, cost, and
usability. All users take on some risks through the use of information and communication
technologies. Users must have a greater understanding of those risks so they can make informed
decisions about online behaviors and transactions.
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STRATEGIC CONCEPT

A single, unifying strategic concept underpins the Blueprint: Protect Critical Information
Infrastructure Today While Building a Stronger Cyber Ecosystem for Tomorrow. This strategic
concept positions the Nation to achieve a safe, secure, and resilient cyberspace and shapes how
stakeholders will work together to develop the capabilities needed for success.

Focus Areas

The strategic concept is composed of two Critical Information Infrastructure

complementary focus areas: Any physical or virtual information system that controls,
processes, transmits, receives or stores electronic

e The first focus area, “Protecting information in any form including data, voice, or video

Critical Information Infrastructure,” that is:

concentrates attention on systems and e Vital to the functioning of critical infrastructure;
assets within the cyber ecosystem that e So vital to the United States that the incapacity or

are vital to the United States. This destruction of such systems would have a

. . . debilitating impact on national security, national
information infrastructure can best be g 1mip 7

economic security, or national public health and

protected by reducing exposure to safety; or

risk, ensuring priority response and

> E Owned or operated by or on behalf of a State, local,
recovery, maintaining shared cyber

tribal, or territorial government entity. (Adapted
situational awareness, and increasing from the Administration’s cyber legislative

resilience. proposal)

e The second focus area, “Strengthening
the Cyber Ecosystem,” is designed to drive fundamental change in the way people and
devices work together to secure cyberspace. This evolutionary change in the computing
environment will be achieved by
empowering individuals and

Cyber Ecosystem

organizations to operate securely,
8 P Y The cyber ecosystem is global and includes government

makmg and using more trustworth and private sector information infrastructure, the variety
cyber protocols, products, services, of interacting persons, processes, information and

conﬁgurations and architectures communication technologies, and the conditions that

7. . .. influence their cybersecurity.
building collaborative communities, Y Y

and establishing transparent processes.

How the Focus Areas are Related

The two focus areas are interrelated and mutually supporting. Their interdependency can be seen, for example, in

the development of the Nation’s 21 century electric grid.
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The “Smart Grid” will utilize an array of modern communications, sensing, control, and information technologies
in order to:

e Modernize electricity generation, transmission, and distribution;

e Provide customers with actionable information so they can better understand their energy use and manage
their electricity usage and bills more effectively; and

e Enable the widespread use of innovative technologies by consumers and industry.

Some of the components of the “Smart Grid” will be considered critical information infrastructure because their

incapacity or destruction would be debilitating. Critical systems and assets may include power plants, electronic

based transmission systems, smart transformers, and automated substations. Other components will be considered
part of the broader cyber ecosystem: thermostats or appliances controlled by smart phones, plug-in electric
vehicles, and rooftop solar panels.

While some components are more critical than others, the components drive one another and will work together
to provide the Nation with a clean energy economy.

Defining Success

The capabilities described in the Blueprint are expected to provide measurable results that justify
the investments being made across the homeland security enterprise. Anticipated results can be
described within each focus area:

Protecting Critical Information Infrastructure

Critical information infrastructure?® will be considered protected when outcome-based metrics

demonstrate that owners and operators appropriately manage risks and the infrastructure is able

to maintain adequate security, including confidentiality, integrity, and availability, in the face of
the most consequential hazards.

Strengthening the Cyber Ecosystem

The ecosystem will be considered strong when the following conditions are met:
e Information and communication technology risk is well defined, understood and
managed by users;

e Organizations and individuals routinely apply security and privacy standards and best
practices;

e The identities of individuals, organizations, networks, services, and devices are
appropriately validated;

e Interoperable security capabilities are built into information and communication
technologies; and

20 For the purpose of this strategy, Federal civilian executive branch information and communication systems as identified under
the requirements of HSPD-7 are considered critical information infrastructure.
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e Where appropriate, near real-time, machine-to-machine coordination provides
indication, warning, and automated incident response.

How We Will Protect Critical Information Infrastructure

The security of the Nation’s critical information

. . . . . Protect Critical Information Infrastructure
infrastructure requires the interaction of multiple

e Reduce Exposure to Cyber Risk

federal departments and agencies, as well as
operational collaboration across federal, state, local, * Ensure Priority Response and Recovery
tribal, and territorial governments, nongovernmental e Maintain Shared Situational Awareness
organizations, and the private sector. In the Federal e Increase Resilience

Government, cooperation between DHS and the

military, intelligence, and law enforcement communities underpins our prevention and
protection activities and our ability to respond effectively to incidents. The Blueprint describes how
DHS will act under HSPD-7, NSPD-54/HSPD-23 and FISMA to take protective action with its
partners and foster unity of effort. DHS will take a strong leadership role in protecting
unclassified federal civilian executive branch systems and a lighter touch with the private sector.

Below, the Blueprint lists four goals for protecting critical information infrastructure, supported by
nine objectives. The DHS role in achieving each objective is described in Appendix A. Each
objective is dependent on a variety of capabilities that, when implemented, will work in tandem
to effectively anticipate and respond to a wide range of threats. Some of the capabilities described
below are robust and at work today while others must be expanded. Still others require further
research and development. All necessitate a collaborative and responsive cybersecurity
community.

Each capability is composed of people, processes, and enabling technologies that produce a
discrete output. Because of the global nature of the cyber community, many of these capabilities
will be developed and implemented in collaboration with our international partners. As stated in
the Moving Forward section later in the Blueprint, prioritization of the capabilities will be described

in a follow-on implementation plan.

DHS supports new legislation, developed as part of a broader Administration effort, which would
facilitate the voluntary sharing of legally o