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About this Presentation

 Selecting a Risk Management Framework

 Performing a Risk Assessment

 (Five ways to) Build a Risk‐Aware Culture

 Additional Resources



Anthem Breach
- Second-largest health insurer in the US

- 78.8 Million Records stolen 

- More than populations of CA, TX, and NY - Combined



Healthcare Breaches
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
http://www.databreaches.net/



Cost of Data Breaches
Per Capita, By Industry

Source: Ponemon Institute, 
LLC. “2014 Cost of Data 
Breach Study”.  



Recent Data Breaches
http://www.informationisbeautiful.net/visualizations/world
s‐biggest‐data‐breaches‐hacks/



Selecting a 
Risk Management Framework
A risk management framework is a strategy for prioritizing and sharing 
information about the security risks to an information technology (IT) 
infrastructure.

• Organizes and presents information in a way that both technical and non‐
technical personnel can understand. 

• Provides a common view and a method to measure an organization’s security 
risk

• It has three important components: a shared vocabulary, consistent 
assessment methods and a reporting system.

Helpful for addressing potential threats pro‐actively, planning budgets and 
creating a culture in which the value of data is understood and appreciated.



Risk Management Framework
Examples

COSO ‐ Committee of Sponsoring Organizations of the Treadway
Commission ‐ The COSO "Enterprise Risk Management‐Integrated 
Framework" published in 2004 has eight Components and four objectives 
categories. 

ISO ‐ International Standards Organization ‐ The purpose of ISO 31000:2009 
is to be applicable and adaptable for any public, private or community 
enterprise, association, group or individual. 

COBIT ‐ Control Objectives for IT (COBIT) – ISACA ‐ COBIT is a generic and 
useful governance framework for enterprises of all sizes, whether 
commercial, not‐for‐profit or in public sector.

NIST ‐ National Institute of Standards and Technology (NIST) Risk 
Management Framework – The Risk Management Framework (RMF) is the 
“common information security framework” for the federal government and 
its contractors. 



Understanding and 
Assessing Risk

It is important to select and use a standardized approach to 
assessing information security risk for your organization.

NIST Special Publication 800-30 Revision 1 provides a 
comprehensive approach to assessing risk



Risk Assessment Results
Risk Report
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Assessed risks are rated and recommendations made, which 
become part of the remediation plan.



Assessing Risk

• Identify a suitable risk management framework
Provides common vocabulary, assessment methodology, and 
reporting standards

• Use the framework’s risk assessment 
methodology
Standardized and consistent measurement of risk

• Being on The Bad List isn’t a good thing
Managing risk should be proactive, not reactive

• Use the risk assessment to develop a 
remediation plan



Put the Risk Assessment to Work



Is Your Risk Assessment Working?



Learn

Build

CreateShare

Evaluate

Strategy and Plan

Strategy: Build a risk-aware culture

Plan: Make small, meaningful and 
cumulative changes to your organization



Learn… About Your Organization

Environment 
influences…

… and reinforces 
behavior

Learn

Build

CreateShare

Evaluate



Culture
• Values
• Behaviors

Rules
• Policies
• Practices

Learn… About Conflicts

Learn

Build

CreateShare

Evaluate



Learn… By Observation

Learn

Build

CreateShare

Evaluate



Build… A Community of Interest

Interest & 
Understanding

Interpersonal 
Skills

Influence

Learn

Build

CreateShare

Evaluate



Engaging Your Community

Listen to the people in 
your community…

… instead of lecturing
to them Learn

Build

CreateShare

Evaluate



Create… Stories About Risk

• Speak to values
• Include facts and data
• Empower the listener

Learn

Build

CreateShare

Evaluate



Focus on the problem and 
not the person

Be aware of the contextual 
meaning of terms

Use Appropriate Language

Learn

Build

CreateShare

Evaluate



Share… The Stories About Risk

Learn

Build

CreateShare

Evaluate• Communicate where conflicts occur
• Vary the modes of communication



Promoting Risk Awareness Online

Online ‐ Pro: Online ‐ Con:

Support passive information 
sharing

Requires monitoring on a daily 
or hourly basis

Greater control over messages
and content

Generating content can be 
time consuming

Provides a sense of 
organizational presence

Less control over messages 
and content

Learn

Build

CreateShare

Evaluate

Carefully select your 
online presence to fit 
your needs.



Keep Risk Communication Fresh

No matter which media 
you choose, keep your 
messages fresh – don’t 
let them fade!

Learn

Build

CreateShare

Evaluate



Evaluate… and Adjust

• Awareness surveys

• Community involvement

• Managerial support

Learn

Build

CreateShare

Evaluate



Evaluate… With Data

Surveys and site metrics provide quantitative data 
about your risk communication

Learn

Build

CreateShare

Evaluate



Remember:

Learn

Build

CreateShare

Evaluate



Your Next 30 Days
Day Goal

Week 1: Learn Review your risk assessment and look for relevant 
weaknesses in your organization.

Week 2: Build Reach out to several potential people who could form 
the core of your community of interest. Invite them to a 
group lunch on the topic of communicating about 
security. Share your story and get feedback.

Week 3: Create Write a story that demonstrates how an ordinary 
person in your organization can take action to reduce 
the risk associated with the security weakness.

Week 4: Share With feedback from your lunch meeting, plan the first 
communication and method of delivery. Determine 
how you will get quantitative feedback on the 
communication.

Evaluate and Repeat!



Additional Resources

• NIST 800-53: Security and Privacy Controls for Federal Information Systems and Organizations

• NIST 800-30: Risk Management Guide for Information Technology Systems

• NIST 800-39: Managing Information Security Risk: Organization, Mission, and Information System 
View

• NIST 800-37: Guide for Applying the Risk Management Framework to Federal Information Systems

• Ariely, Dan. Predictably irrational: the hidden forces that shape our decisions. 2010. Harper 
Perennial.

• Bruce Schneier’s blog “Schneier on Security”

• Khaneman, D. & Tversky, A. Prospect theory: an analysis of decision under risk. 1979. 
Econometrica, 47(2), pp. 263-291.

• Yan, J., Blackwell, A., Anderson, R., & Grant, A. The memorability and security of passwords –
some empirical results. 2000. University of Cambridge Technical Report #500 / UCAM-CL-TR-500

• Pfleeger, S. & Caputo, D. Leveraging behavioral science to mitigate cyber-security risk. 2012. 
MITRE.


