New York State 
Office of Information Technology Services
Enterprise Information Security Office 

NYS Information Asset Classification System

 ACCESS REQUEST FORM 

Instructions:  Submit the completed, signed form to the NYS Office of Information Technology Services, Enterprise Information Security Office, 1220 Washington Avenue, State Office Building Campus, Building 5, 1st Floor, Albany, NY 12226.  An original or copy of the signed form is required and may be sent by interagency mail or emailed to the eiso@its.ny.gov mailbox.  

I hereby request that the following individual be granted access to the NYS Information Asset Classification System (IACS) as an Agency Administrator as defined on page 2, on behalf of the Requesting Organization:

	[bookmark: Text1][bookmark: _GoBack]NYS Agency Requesting Organization (RO):      

	[bookmark: Text2]Last Name:      
	[bookmark: Text3][bookmark: Text4]First Name:             Middle Initial:       

	[bookmark: Text5]Title:      

	Work Address:
	
 
[bookmark: Text7][bookmark: Text8]Phone:                     Ext:      

	[bookmark: Text17]                              

	
[bookmark: Text9]Work Email Address:      

[bookmark: Text10]NY.gov ID:      

	
By signing below, the undersigned represents that he or she is an authorized signatory for the RO and has read, understood and agrees to the Terms of Use and the Authorized Users Roles and Responsibilities on page 2.  The Authorized Signatory further represents that the identity of each individual for whom Agency Administrator rights are being requested has been verified and acknowledges that all Authorized Users are subject to the Terms of Use.


	
Name:     
(print)

	

Signature:_______________________________


	[bookmark: Text12]Title:       

[bookmark: Text13][bookmark: Text14]Phone:                      Ext:      

Work Email Address:      

	
Date: ______/______/______





****************************************************************************************************************************
For Enterprise Information Security Office Internal Use Only: 
	
Account entitled by:  _______________________________    Date:  ____________________________

Comments:__________________________________________________________________________

___________________________________________________________________________________








NYS Information Asset Classification System

Terms of Use

The Requesting Organization (RO) agrees that the NYS Information Asset Classification System (IACS) will be used only to perform or assist in a lawful and authorized governmental function.  The RO recognizes the need to safeguard and prevent the unauthorized disclosure of information obtained directly or indirectly as a result of the use of IACS.  

The RO acknowledges that use of IACS is restricted to Authorized Users pursuant to this agreement. 

Authorized Users will access IACS only to perform or assist in a lawful and authorized governmental function of the RO.  No Authorized User shall disclose information obtained directly or indirectly as a result of the use of IACS or the methods for accessing such information to any person or entity for purposes other than the RO’s lawful and authorized governmental function.    



Authorized Users Roles and Responsibilities

Authorized Users shall consist of the Regular Users, the Administrator and the Agency Administrator.  The roles for these users are defined as follows:

1. The Regular User (Agency-wide) has the ability to add, modify, and archive RO information assets and RO information assets’ classification data.
1. The Regular User (Department specific) has the ability to perform the same tasks as the Regular User (Agency-wide); however, he/she can only manage and classify RO information assets for the Department to which he/she is assigned.  
1. The Administrator has access to the administrator tools within IACS and can customize certain areas in the application.  In addition, the Administrator has Regular User (Agency-wide) rights.
2. The Agency Administrator has access to the administrator tools within IACS and is responsible for setting up Departments as needed for the Regular User (Department specific).  The Agency Administrator has Administrator rights.

The Enterprise Information Security Office shall grant the entitlement for Agency Administrator.  The RO will notify the Enterprise Information Security Office immediately if there is any change in the employment status of the Agency Administrator.

The Administrator and Regular User roles shall be granted and managed by the RO’s NYSDS Entitlement Administrator, including the removal of access when no longer needed. 
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