
NYS CHIEF INFORMATION SECURITY POLICIES AND STANDARDS 
Number Name Effective Date/Last 

Updated 
Brief Description 

NYS-G10-001  Secure Use of Social Media Guidelines May 10, 2010/ 
March 10, 2017 

Provides best practices for the secure use of 
social media for collaboration and 
transparency in New York State government. 

NYS-P03-002 Information Security Policy April 18, 2003/ 
September 21, 2018 

Defines the mandatory minimum information 
security requirements for all State entities. 

NYS-P10-006 Identity Assurance Policy  October 5, 2013/ 
February 16, 2017 

Establishes a State government-wide 
framework for issuing and managing trusted 
identity credentials to allow citizens, 
businesses, and government employees to 
conduct business online with New York State.  

NYS-P13-001 Information Security Exception Policy October 18, 2013/ 
March 10, 2017 

Provides a means for obtaining exception to 
compliance with ITS information security 
policies and standards.  This process will 
require acknowledgement of risk, a plan for 
mitigation, and appropriate sign-off by those 
within the agency accepting the risk. 

NYS-P14-001 Acceptable Use of Information 
Technology Resources Policy 

January 17, 2014/ 
September 10, 2018  

Seeks to reduce the State’s exposure to 
potential risks which include virus attacks, 
compromise of systems and services, and legal 
issues by defining acceptable and 
unacceptable use.  Includes a section on social 
media to address the risks associated with this 
increasingly popular form of technology in the 
workplace. 

NYS-S10-001 Continuing Professional Education 
Requirements for Information Security 
Officers/Designated Security 
Representatives 

February 12, 2010/ 
September 10, 2018  

Outlines the minimum requirements for 
continuing professional education for 
members of the State workforce who are 
serving in the role of Information Security 
Officer or designated security representative 
for a State agency. 

NYS-S13-001 Secure System Development Lifecycle 
(SSDLC) Standard 

October 18, 2013/ 
March 9, 2017 

Ensures that systems and applications are 
designed from the ground up to be secure. 

NYS-S13-002 Secure Coding Standard October 18, 2013/ 
September 11, 2018 

Ensures that code written for New York State 
is resilient to high-risk threats and avoids the 
most common coding errors which create 
serious vulnerabilities in software. 

NYS-S13-003 Sanitization/Secure Disposal Standard October 18, 2013/ 
July 11, 2017 

Provides methods for disposal that mitigate 
the risk of unauthorized disclosure of 
confidential information.   

NYS-S13-004 Identity Assurance Standard October 18, 2013/ 
March 10, 2017 

Establishes the rules and processes for 
maintaining and protecting New York State 
identity data, including the tokens and 
credentials issued and bound to each identity. 

NYS-S13-005 Cyber Incident Response Standard November 15, 2013/ 
September 10, 2018 

Outlines the general steps for responding to 
New York State computer security incidents 
and provides a standardized process flow. 

NYS-S14-001 Information Security Risk Management 
Standard 

January 17, 2014/ 
September 11, 2018 

Helps ensure that any risk to confidentiality, 
integrity and availability is identified, analyzed, 
and maintained at acceptable levels and 
provides a foundation for informed decision-
making regarding information security. 

https://its.ny.gov/sites/default/files/documents/nys-g10-001_secure_use_of_social_media_5.pdf
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http://www.its.ny.gov/document/information-security-risk-management-standard


NYS-S14-002 Information Classification Standard October 10, 2008/ 
March 10, 2017  

Supports agency efforts at classification by 
describing a classification process and 
providing procedures for classifying 
information and selection of appropriate 
security controls. 

NYS-S14-003 Information Security Controls Standard October 10, 2008/ 
March 10, 2017 

Outlines the baseline information security 
controls necessary to uniformly protect the 
confidentiality, integrity and availability of 
information entrusted to New York State 
Entities. 

NYS-S14-005 Security Logging Standard February 21, 2014/ 
September 13, 2018 

Defines requirements for security log 
generation, management, storage, disposal, 
access and use.  

NYS-S14-006 Authentication Tokens Standard March 21, 2014/ 
February 15, 2017 

Identifies the appropriate authentication 
tokens that can be used with New York State 
government systems that require 
authenticated access and provides the 
requirements for management of those 
tokens. 

NYS-S14-007 Encryption Standard August 1, 2007/ 
July 11, 2017 

Establishes requirements for encryption in 
New York State government. 

NYS-S14-008 Secure Configuration Standard April 18, 2014/ 
September 11, 2018 

Establishes baseline configurations for New 
York State government systems to minimize 
the potential risk of unauthorized access to 
New York State information and technology. 

NYS-S14-009 Mobile Device Security Standard April 18, 2014/ 
September 11, 2018 

Outlines additional protections required for 
the use of mobile devices by New York State 
agencies. 

NYS-S14-010 Remote Access Standard April 18, 2014/ 
March 10, 2017 

Establishes authorized methods for remotely 
accessing New York State resources and 
services securely. 

NYS-S14-013 Account Management / Access Control 
Standard  

August 15, 2014/ 
March 10, 2017 

Establishes the rules and processes for 
creating, maintaining and controlling the 
access of a digital identity to New York State 
applications and resources for means of 
protecting NYS systems and information. 

NYS-S15-001 Patch Management Standard January 16, 2015/ 
September 11, 2018 

Defines a practice designed to proactively 
prevent the exploitation of IT vulnerabilities by 
applying security related software or firmware 
updates (patches) to applicable IT systems. 

NYS-S15-002 Vulnerability Scanning Standard January 16, 2015/ 
March 10, 2017 

Defines a process by which the vulnerabilities 
identified through scanning are tracked, 
evaluated, prioritized and managed until the 
vulnerabilities are remediated or otherwise 
appropriately resolved. 

NYS-S15-003 802.11 Wireless Technology Security May 15, 2015/ 
September 13, 2018 

Establishes controls for 802.11 wireless 
networks in order to minimize risks to the 
confidentiality, integrity and availability of 
State Entity’s information and to support 
secure access to State resources and services 
over SE wireless networks. 

As of September 25, 2018 

For the latest versions of the NYS Information Security policies and standards, please visit https://its.ny.gov/eiso/policies/security 
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