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ALL THIS IS DONE EVERY 60 SECONDS ON THE INTERNET 



2014 CORPORATE THREATS SURVEY  

http://media.kaspersky.com/en/IT_Security_Risks_Survey_2014_Global_report.pdf?_ga=1.57626858.1152823312.14
04311525 

94% of business’s suffered 
one cyber attack in the last 12 
months 

Nearly 27% of companies lost 
confidential data as the result 
of an internal security incident 

Average cost for Accidental 
Data Leaks    – $39K for 
SMB’s             – $884K for 
Enterprise 



QUICK POLL  



PERCEPTION VS. REALITY 

B2B International and Kaspersky Lab, “IT Security Threats and Data Breaches,” October, 2014. 

REALITY TODAY 



EXTERNAL THREATS EXPERIENCED 

B2B International and Kaspersky Lab, “IT Security Threats and Data Breaches,” October, 2014. 



THE MOST SERIOUS THREATS 

B2B International and Kaspersky Lab, “IT Security Threats and Data Breaches,” October, 2014. 

 



HOW BAD IS IT OUT THERE? 

Malware 
 
 1994 

One new virus every hour 

2006 

One new virus every minute 

 

2011 

One new virus every second 

Or 70.000 samples/day 

Kaspersky Lab 
is currently 
processing 
325,000 
unique malware 
samples 
EVERY DAY 



• Kaspersky products detected and neutralized a total of 6,167,233,068 threats  

• Kaspersky solutions blocked 1,363,549 attacks on Android-based devices.  

• Kaspersky solutions repelled 1,432,660,467 attacks launched from online resources  

• To carry out their attacks, cybercriminals used 9,766,119 unique hosts.  

• 38% of user computers were subjected to at least one web attack over the year.  

• A total of 1,910,520 attempts to launch banking malware on user computers were neutralized 

• Kaspersky web antivirus detected 123,054,503 unique malicious objects: scripts, exploits, executable 

files, etc.  

• Kaspersky antivirus solutions detected a total of 1,849,949 unique malicious and potentially unwanted 

objects.  

 

 

 

Source: Kaspersky Lab  GReAT, Kaspersky Security Bulletin 2014  

2014 REVIEW 



ORIGINAL CORPORATE SECURITY PERIMETER 



TODAY’S SECURITY PERIMETER 



LANCE SPITZNER, SANS INSTITUTE 

“Most organizational 
management and security 

teams understand what 
phishing is. The problem is 

they do not know how, or do 
not have the time and 

resources, to teach people 
what phishing is and how to 
detect or defend against it.” 



PHISHING ATTACKS 

EMPLOYE
E 

PHISHING ATTACKS ARE NOW A MAJOR ISSUE 



KASPERSKY LAB ANALYSIS REPORT 

▶ In 2012-2013, 37.3 million 

users around the world were 

subjected to phishing attacks, 

up 87% from 2011-2012 

 

▶ The number of distinct sources 

of attacks in 2012 and 2013 

increased 3.3 times (+330%) 

SOURCE: THE EVOLUTION OF PHISHING ATTCKS 2011-2013, KASPERSKY LAB ANALYSIS REPORT 

▶ 102,100 Internet users around the world 

were subjected to phishing attacks daily! 



PHISHING SITES BY CATEGORY 



TOP 30 PHISHING TARGETED SITES 2012-2013 



CORPORATE EMPLOYEE ACTIVITIES 

▶ 69% of U.S. employees spend at least 30 minutes on personal activities 

during business hours 

▶ 34% of those employees spend their time online, most commonly on: 

SOURCE: Salary.com's 2013 Wasting Time at Work Survey: http://www.salary.com/2013-wasting-time-at-work-survey/ 
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SPEAR-PHISHING & TARGETED ATTACKS 

▶ Spear-phishing emails is one of the most common methods for infecting 

valuable targets in corporations, often used in targeted attacked 

▶ Highly customized, it now combines social engineering and common 

system vulnerabilities to breach defenses 

▶ In the past 12 months, 91% of the companies surveyed had at least one 

external IT security incident and 85% reported internal incidents. 

▶ A large enterprise breach in North America was calculated at an average of 

$818,000 per incident  

▶ For small to medium size businesses, the average cost was $82,000 per 

incident 

SOURCE: GLOBAL IT SECURITY RISKS SURVEY 2013 



RSA: TARGETED ATTACK CASE STUDY 

 

 

 

▶ On March 17th 2011, RSA announced that it was hacked 

▶ During the 2011 Kaspersky Security Analyst Summit, Uri 

Rivner from RSA talked about how it happened: 
 

▶ Two employees received an e-mail which contained a 

spreadsheet attachment labeled “2011 Recruitment 

Plan”. 

▶ The e-mail has been marked as SPAM and put into the 

spam folder 

▶ One of the employees opened it…and released a zero-

day Adobe Flash vulnerability. 



RSA E-MAIL & ATTACHMENT 

http://www.f-secure.com/weblog/archives/00002226.html  

http://www.f-secure.com/weblog/archives/00002226.html
http://www.f-secure.com/weblog/archives/00002226.html
http://www.f-secure.com/weblog/archives/00002226.html
http://www.f-secure.com/weblog/archives/00002226.html


THE BLUEPRINT 
How does this happen? 



PHISHING AT ABC UNIVERSITY 

  



HOW DID THIS HAPPEN? 

23 

• Trickery.  A spear-phishing attack. 

 People were tricked by a believable e-mail message  

into giving their passwords to the bad guys 

• Spear-phishers and their tactics 

 Message crafted for ABC University 

 Sent to a small number of selected people 

 Strike on weekends & holidays, when you are less protected 

• Goals  

 To collect information that will let them steal money:  

 Passwords, social security numbers,  

bank account or credit card numbers  
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Not Encrypted: 
no https 

Not going to 
real ABC 
University login 
site 
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IMPACT TO PEOPLE AND ABC UNIVERSITY 

• The University was able to recover a good portion of the money 

 

• Anyone can fall for a clever phishing scam 

 

• The University did replace paychecks 

 This would be very challenging on a large scale 



30 

LESSONS LEARNED 

• Understand how to know if you are at the 
real University web login, or a clever fake 

• Learn how to analyze email messages to 
detect ones that are malicious 

• Find out how to protect yourself and your 
devices from cyber threats  

• Know common scams 



CARBANAK: THE GREAT  
ONLINE BANK ROBBERY 



WHAT IS CARBANAK 

• Global bank robbery that stole $1B from 30 banks 

• Cyber-criminals using advanced APT techniques 

• Used malware to infect bank networks 

• Manual reconnaissance of networks  

• Transferred millions of dollars via ATMs, SWIFT 

• One victim lost $7.3M from ATM fraud; Another suffered $10M loss by 
exploiting the online banking platform 

 
Read more at:   
https://securelist.com/blog/research/68732/the-great-bank-robbery-the-carbanak-apt/  







CONCLUSION 

• Fusion between APT and cybercrime 

 

• Cybercriminals are getting smarter – going directly to the source of the money 

 

• Nation-state level techniques are available to cybercriminals 

 

• Attacks are becoming more sophisticated 



 

 

DATA IS ON THE MOVE 

Device Proliferation 

Data Storage Capability 

Loss of Confidential Data 

Untrusted Networks 



MOBILE MALWARE: 10 YEARS OLD ALREADY 

http://www.itbusinessedge.com/blogs/data-security/ten-years-of-mobile-malware.html  
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2014 MOBILE MALWARE STATISTICS 



MOBILE BANKING TROJANS 2014 



2014 MOBILE MALWARE BREAKDOWN 

http://securelist.com/analysis/kaspersky-security-bulletin/68010/kaspersky-security-bulletin-2014-overall-statistics-for-2014/  
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MOBILE MALWARE BY MOBILE OS 

https://www.securelist.com/en/analysis/204792318/Kaspersky_Security_Bulletin_2013_Overall_statistics_for_2013  
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I SAW THIS JUST BEFORE A FLIGHT… 



IT IS NOT JUST THE MOBILE DEVICE YOU HAVE 
TO WORRY ABOUT 



MALICIOUS AC/DC CHARGERS 

http://www.securelist.com/en/blog/8226/Wi_Fi_security_and_fake_ac_dc_charges_threaten_your_data_at_the_2014_World_Cup  
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NOT A TYPO!! 

http://www.maximumpc.com/kaspersky_counts_over_10_million_malicious_android_applications2014  
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THE DROPZONE – THIS IS REAL 



VULNERABILITIES – WHO IS AT RISK? 

 

▶ In the first half of 2013, over 30,900,000 vulnerable 

programs and files were detected on user computers 

running Kaspersky Security Network (KSN) 

▶ An average of 8 vulnerabilities were detected on each 

user’s computer 

▶ 45% of vulnerabilities detected by users were Oracle & 

Java 

▶ Oracle Java, Adobe Reader, Office and Adobe Flash are 

the most exploited programs by cybercriminals in attacks 

Source: Kaspersky Lab 2013 Vulnerabilities Report 

In short, many more users are vulnerable than 

conventional thinking suggests 



KREBS’S 3 BASIC RULES FOR ONLINE SAFETY 

“If you didn’t go looking for it, don’t install it!” 

“If you installed it, update it.” 

“If you no longer need it, remove it.” 

http://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-
online-safety/  
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5 WAYS IT MAY BE AN ACCOMPLICE 



1) MIGRATION MYOPIA 
Believing that company data never finds its way to home 
systems 

http://www.google.com/imgres?imgurl=http://www.cameraphonesplaza.com/wp-content/uploads/2009/02/ipaq-910c-the-hp-smartphone-available-in-canada-01.jpg&imgrefurl=http://www.cameraphonesplaza.com/category/hp/&usg=__tOyT3yWor6cVqg_5i_NbLK4PYUg=&h=765&w=560&sz=205&hl=en&start=13&um=1&itbs=1&tbnid=liYzIoo291zZbM:&tbnh=142&tbnw=104&prev=/images?q=smartphone+pictures&um=1&hl=en&tbs=isch:1
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2) SOCIAL MEDIA MANIA 
Adopting Social Media Without Protection 



Response Detection Prevention 

3) ATTENTION MISDIRECTION 

95% of respondents listed 
the 12 items below 

95% thought that 
Prevention was key 

IT Security spending 
follows the same mindset 

Focusing  on Prevention vs. Detection and Response  

 

Alarm Motion detector 
Monitoring Crime watch 

Doors Locks 
Windows Fence 

Dog Gun 
Police Insurance 

Source:  “Data @ Risk” by David H. Stelzl 

How They Break In: 

34%  

9%  

23%  
4%  

22%  
2%  



4) AWARENESS DEFICIT 

Failing To Foster A 
Culture Of 
Awareness 



5) RELIANCE ON COMPLIANCE 

Compliance…  just one step north of negligence. 

Josh Corman 

Compliant Lifeboat Capacity:  
1,060 

Actual Lifeboat Capacity:  
1,178 

Passengers:  
3,547 



KASPERSKY ENDPOINT SECURITY  
FOR BUSINESS 

 

All managed through a single management 
console: Kaspersky Security Center 



OUR LEADERSHIP IS PROVEN BY INDEPENDENT TESTS 
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QUESTIONS & ANSWERS 
 

 

   

Contact Kaspersky:  

866-563-3099 

corporatesales@kaspersky.com 

www.kaspersky.com 

Mark Villinski 

Mark.villinski@kaspersky.com  
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