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NYS ldentifies Many Benefits of
Using Social Media in Government

Redefines Government/Public relationship
mproves transparency

ncreases collaboration
Encourages participation
Creates efficiencies




Two Groups of Legal Issues

Free Speech and 1t Amendment Issues

Compliance with Open Meetings, FOIL
and Record Retention Requirements




Free Speech and the First Amendment

First Amendment:

. respecting an establishment of religion, or
prohibiting the free exercise thereof; or , Or
of the press , and to
petition the Government for a redress of grievances."

Application of First Amendment to Local Government
e Gitlow v. New York (Us Supreme Court1925)

Application to Government Use of Social Media
e Limitations on Speech by the Public
* Limitations on Speech by Government Employees




Limitations on Speech by the Public

esignated public A specific place Government
orum open for public restriction

discourse expected, but must
be narrowly
tailored
lon-public forum A place tradi- Government may
tionally not open impose content-

to the public based




Restrictions on the Public

* There must be a compelling government interest to
restrict participation.

* There should be a "policy" to provide for orderly
public participation.

e There should be a neutral moderator who can
maintain some level of control.




Should Anonymity be Permitted?

ederalist Papers — published under the Pseudonym “Publius”

Through the use of chat rooms, any person with a phone line
can become a town crier with a voice that resonates farther
than it could from any soapbox ... through the use of web
pages, mail exploders and newsgroups, the same individual
can become a pamphleteer.”

US Supreme Court in Reno v. ACLU.




Restrictions on Government Employees

ey question: Is restriction on a government
employee's speech permitted by
the 1st Amendment.

eneral Rule: Government employees have
diminished 1st Amendment
rights.

arameter: Is the post regarding a topic of

government concern?




What Could Go Wrong?

. @JCCentCom

Use live ammunition RT @MotherJones
Sources in Madison say riot police have
been ordered to clear protesters from
capitol at 2 am #wiunion

13 Teillerrific Favorite ©1 Ratwael - Raeply



What Could Go Wrong?

By CHARLES WILSON
Associated Press
Wednesday, February 23, 2011; 7:26 PM

INDIANWAPOLIS — An Indiana deputy attorney general
"1s no longer employved” by the state after Mother Jones
magazine reported he tweeted that police should to use
live ammunition against Wisconsin labor protesters, the
attorney general's office said Wednesday.

The magazine reported Wednesday that Jeffrey Cox
responded "Use live ammunition” to a Saturday night
posting on its Twitter account that said riot police could
sweep protesters out of the Wisconsin capitol, where
thousands have been protesting a bill that would strip
public emplovees of collective bargaining rights.

Cox also referred to the protesters as "thugs phvsically
threatening legallv-elected state legislators & governor”
and said "You're damn right I advocate deadly force."
according to the magarine. He later told an Indianapolis
television station the comments were intended to be
satirical.

Indiana deputy attorney general out of job after live ammo tweet

oy Network Mews PROFILE

Wiew More Activity | >

TOOLEOX
1T Resize ALk, Print
E-mail [Ei Reprints

Sponsored Links

Lifel ockE Official Site

Driscowver LifeLock Ultimate Plus™
Protection

Lifel ock.com

Know Where You Stand

P hionitor your credit. Manags your
future. Equifax Complsete™
Premier

AN S LIS SOOI

Buy a link here



145

What Could Go ng

Richard Liebson and Jonathan Bandler, rliebson@lohud.com 5.36 a.m. EDT

'The timing, the nature of it ...
chief says.

it's all really, really disturbing,' police

= fiss | Was | in1 | B | & | =

GREENBURGH — A town police officer was placed
on modified duty and is under investigation after
apparently making a racist post on his Facebook
page during the height of the Baltimore rioting this
week.

The Journal News obtained a screen shot of the post
made Monday night on Officer Brad DiCairano's
page. It juxtaposed two photographs: one of blacks
on a minivan during last year's protests in Ferguson,
Missouri, and the other of baboons swarming a car
driven by a white woman.

(Phofo: Fite photo/The Jourmal

MNews)

The caption on the post reads: "what can | say!"

Folice Chief Christopher McNermney said members of the department brought the post
to his attention Wednesday evening, at which point the Web page, under the name
"B-rad Di," had already been deactivated.

Greenburgh cop investigated for racist Facebook post
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What Could Go Wrong?
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Police officer suspended over baboon Facebook post

Jonathan Bandler, The (Westchester County, N.Y.) Journal News
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WHITE PLAINS, NY. — A police officer in .
Westchester County, N.Y., who came under fire last months Of SlmPIE,
week for a racist post on his Facebook page, was i
i Page. automatic cloud
suspended without pay Monday. b k f
QCKuUp 1rom
! In & post April 27, Brad DiCairano, of the p .
Ei=— " Greenburgh Police Department, juxtaposed a photo Carbonite.
- ﬁ—% = of blacks on a minivan protesting the Michael Brown
i i . LI -
&:.-L - Killing in Ferguson, Mo_, last summer with one of CARBONITE® Buy Now
(Photo: The (Westchester County, baboons jumping all over a white woman's car. The

MY Journal News file phofo) + s cllaines tho boicht of Chalds !
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What Could Go Wrong?

ALBUQUERQUE A

JOURNAL

‘i‘ NEWS SPORTS BUSINESS VENUE/LIVING OBITUARIES OPINION CALENDAR NM TRAVEL CLASSIFIEDS JOBS AUTOS
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Tuesday, February 13, 2011 r:-.lcelets fOI' h"IOiIl!
Officer Said His Job Is "Human Waste Disposal' St e b

By Jeff Proctor
Copyright © 2017 Albaguergue Jourval
Journal Staff Wiiter
An Albuquerque gang unit officer who shot and killed a suspect after a traffic stop

!._:.‘

last week had listed "human waste disposal” as his occupation on his Facebook page — Menaul East nfwm o 331,5959 BCJewelars.com
drawing sharp criticism from the city's top cop. Monday-Friday 9:30-5:30, Sarurday 9:30-4:00

Police Chief Ray Schultz said he was "disgusted” by the comment posted by
Detective Trey Economidy III on the social networking website.

The post has since been removed, but Schultz said it will be part of an internal Story Tools =
affairs mvestigation into the shooting. EM{
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What Could Go ng

JOURNAL NEWS
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APD settles for $300,000 in fatal shooting
[ 21 | = [EIERY 57.007 people ike this. B2 e frst

of your friznds.

SHARE By Dan Mcxay and Micoks Perez / Journal S13f Wriere

1 Recommend
Copyright © 20714 Albuquerque Journal

The family of Jacoh Mitschelen, who was shot in the back after a
fraffic stop in 2011, is ==t to receive a $300,000 seitlement under a
tentative agreement reached with the city of Albuquerque.

Mitzchelen, 29, was carmying an unloaded handgun at the fime,
according to documents released by prosecutors who reviewed the:
=hooting and decided not to charge the police officer who shot and

Kill=d himn. MITSCHELEN: Money would ga ko
hits daughtar

But detective Byron “Trey™ Economidy did face discipline after

reporters digcovered that he had listed his occupation as “human waste disposal” on Facebook. The
post resulted in a four-day suspension and become a rallying cry for activists pushing to owverhaul
Albuquerque Police Department and the city's Police Oversight Commission.

Mit=chelen’s family later filed a wrongful death and civil rights suit against Economidy and the city. It
was scheduled for trial in federal court next month.

But the city and the family reached a preliminary agreement to seftle the case for $300,000, or about




What Could Go Wrong?

Teana Walsh

So | am watching the news in Baltimore and see large swarms of people
throwing bricks etc at police who are fleeing from their assaults...15in
hospital already. Solution. Simple. Shoot em. Period. End of discussion. |
don't care what causes the protestors to turn violent..what the "they did it
because" reason is...no way is this acceptable. Flipping disgusting.

. 5t1|:'l|-':-"



What Could Go Wrong?

the Detr Oit News FOR HOME DELIVERY
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Wayne Co. asst. prosecutor resigns over Baltimore post

li Tom Greenwood, The Detroit News 556 p.m

Detroit — An assistant Wayne County prosecutor
resigned Friday after being disciplined for a
Facebook message that said the way to end the
violence in Baltimore was to shoot the protesters.

Criminal defense attorneys and a liberal statewide
group said they were glad to see Teana Walsh leave
the prosecutor's office.

"N

o: Charles V. Tines / Detroit

News file)

"You cannot be a member of law enforcement and
decide you're going to be judge, jury and executioner," said CIiff Woodards 11, a
criminal defense attorney from Southfield.




What Could Go Wrong?

Do you have a photo w/ a member of the
NYPD? Tweet us & tag it #myNYPD. It may
be featured on our Facebook.
pic.twitter.com/mE2c30Smm6E
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What Could Go Wrong?

,Z‘f} Occupy Wall Street Follow

Need a lift? The #NYPD's got you! Free
Delivery, Only at #myNYPD




What Could Go Wrong?
a Cocky yifuj.ragsalnt Follow

The #FNYPFPD will also help you de-tangle
your hair. #myNYFD
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Home » News » California Town Abandens Facebook Page Amid Legal Concemns

INTERNET LAW
California Town Abandons Facebook Page Amid Legal Concerns

Posted Aug 24, 2010 4:30 AM CST
By Debra Cassens Weiss

|§| Email |E| Print |E| Reprints ‘El £ Share/Save E1 ¥ 9 3

The city of Redondo Beach, Calif, is abandoning its Facebook page after hearing about potential legal problems.

The city council voted to ditch the page last week after City Attorney Mike Webb outlined his concerns about the First Amendment

» May city officials remove vulgar posts and misinformation, or are the comments protected by the First Amendment?

+ [f a quorum of city council members comment on a Facebook post, is it a violation of the open meetings law? Such laws require
advance notice of meetings and an oppertunity to attend, blogger Robert Ambrogi writes at the Media Law blog. MOST READ

+ |s the city obligated to retain user comments under the state’s public records law? 1. How to Craft a Resume That Recruiters Will Love

. N . 2. Billionaire Spanx Inventor Gave Up Idea of Law School
+ Could the city face liability for employee comments deemed offensive in the workplace? After Doing Poorly on LSAT

Webb told the Daily Breeze he believes Facebook has too many complications that could lead to litigation. ‘I would just prefer that the 3. How to Destroy Employee Marale in Four Easy Steps
case law not have 'City of Redondo Beach' in the title,” he said. 4. Dewey & LeBoeuf to Lay Off Lawyers and Staffers

5. Plaintiff Challenging Health Insurance Mandate Lists
Unpaid Medical Bills in Bankruptcy Filing - New

Related Topics 6. Law Prof's Popular Book Argues Drug War Is a System

Constitutional Law, First Amendment, Government Law, Internet Law of Racial Control

7. DC Court of Appeals Disbars Lawyer for 'Egregious’

#150% ~
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Compliance with State Records Laws

* Freedom of Information Act

* Open Meetings Law

e Record Retention Laws

» Personal Privacy Protection Law




Freedom of Information Act

)efinition of a "Record” -

"Record” means any information kept, held, filed,
produced or reproduced by, with or for an agency or
the state legislature, whatsoever
including, but not limited to ...

Public Officers Law §86(4)

equirement to Make Records Available

)bligation to Produce




Legal Issues for FOIL

5 content on a social media site a "record" as
lefined in FOIL?

e State of the Law - "Maybe"
e FOIL is to be construed "liberally"

 Settled law: government data is subject to FOIL even if
not in "physical form“ —e.g., email!

* |s this an Acceptable Presumption: Email/SMS and
Social Media content should be treated the same?




Record Retention

ofinition of a "Record" is Different — Broader than
JIL's

"Record" means any book, paper, map, photo-
graph,

that is made, produced, executed, or

by any local government or officer thereof
pursuant to law or in connection with the
transaction of public business.

Arts and Cultural Affairs Law §57.17(d)(4)




Legal Issues for Record Retention Law

NYS Archives:

"Because the technology is new, it’s not
vet clear to what extent traditional
records retention and disposition
practices apply to social media
content.”

http://www.archives.nysed.gov/a/records/mr social media.shtml




What the Law Requires

shall be the responsibility of every local officer
e to maintain records ...

e ... forso long as the records are needed for the conduct of the business of
the office;

e to adequately protect such records;

* to pass on to his successor records needed for the continuing conduct of
business of the office.

Arts and Cultural Affairs Law §57.25

 towns, records no longer needed for the conduct of the business of the office
all be transferred to the custody of the town clerk for their safe-keeping and
timate disposal.

Arts and Cultural Affairs Law §57.25(a)
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Shoreline public-records case ends after 7 year

Originally published June 28, 2013 at 9:19 pm | Updated June 28, 2013 at 11:31 pm
By Brian M. Rosenthal

Nearly seven years after a puzzling statement at a
Shoreline City Council meeting triggered an unusual
Public Records Act lawsuit, the case ended Friday when a
judge ordered the city to pay more than $400,000 to cover
the plaintiffs’ legal fees.

The $438,555 judgment means the city will pay a total of

$538,555, plus its own attorneys costs, for violating the

state Public Records Act by not releasing the electronic
version of an email to the deputy mayor.

“It was nice to finally have some closure on a case that has
dragged on for so long,” said Michelle Earl-Hubbard, an
attorney for those who sued the city.

CLICK TO EXPLORE




Open Meetings Law

pen Meetings Law §103(a):

“Every meeting of a public body shall be open to
the general public...” [exception for executive
sessions].




Legal Issues for Open Meetings Law

SUes:

e When do interactions of Public officials on social media sites constitute
meetings in accordance with the NY Open Meetings Law.

e What if a majority of a public body's members post on a local government's
social media site on a matter before them?

o NY case law - No NY opinions




O the Internet, nobody knows you're a dog.”




Personal Privacy Protection Law

tate recognized public concern about privacy and the
relationship between government and the people.

he law is intended to protect privacy by regulating the
manner in which the state collects, maintains and
disseminates personal information.




enerally, the Personal Privacy Protection Law:

Grants rights of access to a person;
Permits a person to correct or amend;

Prohibits an agency from collecting personal information, unless it is
"relevant and necessary";

Requires an agency to tell the target why the information is being
collected, where it will be kept, and how it will be used




Legal Issues for PPPL

light the government's use of social media result in the creation of
2cords subject to the requirement s of the Personal Privacy Protection
AW?

xample:  Cookies left on a person’s computer!
Meta data in an email header

5 date, no law on this.




Can a Person Agrees to Reduced Privacy?

Do you know what you’re agreeing to?

By placing an order via this Web site on the first day of the fourth
month of the year 2010 Anno Domini, you agree to grant us a non-
transferrable option to claim, for now and forever more, your
immortal soul.”

8% success rate!!




Adopting a Social Media Policy

 Which sites can be used (Facebook, Twitter, Etc.)

* What types of information and opinion are to be
included/excluded

 Who can post

 Whether to use a moderator/gatekeeper

* Policy for deleting material

e Policy for FOIL production

e Policy for archiving

e Acceptable Use Policy for Public and Government Users
* Privacy Policy




If you have any questions
please ask now, or contact me:

David Menken

Smith Buss & Jacobs LLP
733 Yonkers Avenue
Yonkers, New York 10704

dmenken@sbjlaw.com / 914-457-4186




