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AFRL Partnership 
 NYSTEC’s Partnership with Air Force Research Lab & 
Griffiss Institute 

 AFRL Information Directorate – Former Griffiss 
AFB, Rome NY 

 NYSTEC created by NYS to leverage AFRL 
technology & expertise 

 AFRL at forefront of Cyber Security & Cyber 
Operations 

 NYSTEC leverages this partnership to assist our 
NYS clients 
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   Where do we want to be?    

• Efficient & Effective 
• Agile for change 
• Most importantly Innovative 

 
 

• ……and of, course Secured!   



Where is my system? 



   Do we have any challenges ?  

• No enterprise view of the State’s 
Information Technology portfolio 

• No enterprise architecture and 
standards exist to guide solution 
design and procurement decisions 

• Limited collaboration within and 
across agencies 

• Duplicate investments made within 
and across agencies and no funding 
for upgrades. 



    Nexus of forces and we are not too far from it…  

• Mobility 
 

• Information Management / Big Data 
 

• Cloud / Shared Services 
 

• Social Media for Government 
Enterprise 
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Change… 
“It takes a lot of courage to release the 
familiar and seemingly secure, to embrace 
the new.   But there is no real security in 
what is no longer meaningful.   There is 
more security in the adventurous and 
exciting, for in movement there is life, and 
in change there is power.” 
                                         -  Alan Cohen (1954)  

 



Got business goals? 
 

Got information? 
 

Got technology…  cloud, 
mobile, social? 





Driving Forces… 

Productivity 

Virtualization  

Social 

Cloud 

IT Consumerization 

Mobility 
Partnerships 

Economics 

Innovation 

Collaboration 

Global Connectivity 
Modernization 

Public Expectations 

Data Breaches 

Intellectual Property 

Complexity 

Big Data 

Critical Infrastructure 

Mandates 

Culture 



Hazardous Materials 
 -  Chemical Bulk Storage 
 -  Major Propane Storage 

Communications 
- Cell Towers,  Telco Switches 

Government Facilities 
-  Mental Health Group Homes 
-  Armories 

Commerce 
-  Stock Exchanges, Banks, ATMs 

Education 
- Schools 
- Colleges, Universities 

Health and Medical Service 
-  Hospitals, Nursing Homes 
-  Adult Care Facilities 

Utilities 
     -  Gas Transmission Lines 
     -  Electric Transmission Lines 

Water and Sewer 
   - Treatment Plants 
    - Dams, Reservoirs 

Transportation 
     -  Roads, Railroads, Bridges, Airports 

Critical Infrastructure 



Critical NYS Dependencies… 



 98% of data breached (98%) came from servers 
 85% of attacks were not highly difficult 
 96% could have been avoided through simple-

intermediate, low-cost controls 
 61% discovered by 3rd party, after lengthy time 
 Incidents reported to the U.S. CERT increased 

782% (2006 to 2012) 
 >33% of organizations report employees’ use of 

personal mobile devices lead to in malware/virus 
infections that infiltrated corporate networks 

 Spam comprises 1 in 1.56 e-mails worldwide 

Reality Checks 



Where are we headed? 



NYS Info-Sec Challenges 
• No Enterprise Assets Inventory  
• Risk Uncertainty 
• Inconsistent view of  business value of security 
• Disparate controls & practices - Asset 

Inventory Management, Data Classification, 
Change Management, System development… 

• Minimal Security Investments/Spend  
• Complexity, Inefficiencies 
• Inconsistent Security Services / Solutions 



Next-Gen Information Security 
• Strategic Plan 
• Pragmatic focus on key issues & critical  assets 
• Manage Changing Vulnerabilities & Threats 
• Secure by Design  
• Standardization, Automation 
• Proactive Detection & Response Mindset 
• Incident Readiness 
• Educate & Build Vigilance   

 



Desired End-State 
• Holistic, business-aligned, risk-based  
• Mission/business functions drive decision-

making, strategic considerations & 
investments 

• Risk management & security integrated into 
enterprise culture, processes, architecture, 
engineering 

• Enterprise policies, strategies 
• Collaborative efforts…  Innovative results  



  

  
  
  

  
  
  

  
  
  

  
  
  

  
  
  

  
  
  

 
Thank You 
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