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Overview

* [mportance of electronic training for Cyber
security education

= How technology can be used to enhance
the learning process

= |nteractive tools that can be used for
identifying security threats

= Application of practical labs in mastering
core technical competencies in Cyber
Security




Cyber Security Online Education

» Professional Workforce
= Shortage of Workforce in Cyber Security

= Overcome the limitations of time and
distance

= Evolving landscape of Cyber Security
threats

» Bachelor’'s degree is a common
requirement for most cyber security
related positions



Cybersecurity Jobs Report

= Maryland Cybersecurity Job Breakdown

Entry- to mid-level positions requiring a Bachelor’s degree

dominate cyber security job openings. However, there are
plenty of opportunities for high school graduates to engags.
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Figure 4: Education and Experience Breakdown
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Background

= Excelsior College founded in 1971
(previously Regents College)

= 1998 Private, independent

» Large student body (approximately 33,000
students)

» Distance education, flexible learning format
= Philosophy:

“What you know Is more important that where
or how you learned It”



Background

= A student centered adult learning model

= Cybersecurity Accreditation

* CNSS (Committee on National Security Systems)

CAE/IA (Center for Academic Excellence In
Information Assurance Education) —Pending Approval

Middle States (all programs)
= ABET (specialized accreditation -Technology)
» |ACBE (specialized accreditation —Business)



Degrees Offered in Cyber Security

Bachelor of Science in IT with Cybersecurity
concentration

Bachelor of Science in IT with Information
Security concentration

Master of Science in Cybersecurity

Masters of Business Administration with a
concentration in Cyber Security Management

Undergraduate Certificate in Cyber Security

Graduate Certificate in Cyber Security
Management.

= The programs offers an assortment of courses that focuses on technical, managerial,

communicative and soft skills in developing an effective workforce to meet the
challenge of next generation cyber security professionals.



Educational Methods Employed

Interdisciplinary Approach

= Discussion Questions
= Group Projects

= Case Studies

* Interactive activities
= Virtual Labs



Interactive Activities

Provides learners with feedback
Repetitive Learning

Interesting

Thought Provoking



Example Interactivity Session

y W Basic Concepts of Cryptography

Introduction:

Cryptography focuses on the many technigues that can be used to implement secure and trust warthy communication Detween two
communicating parties. The concepts and implementation of cryptography is complicated and requires a large amount of complex
programming. In this course you will learn about some of the basic definitions of cryptographic methods. You will now engage in
learning some of the basic definitions of concepts in cryptography.  1Tis important to ensure that you clearly understand the concepts
highlighted in this activity as it will provide you with a foundation on further learning the concepts of cryptographey.

Basic Scenario for Cryptography

i A

ﬂ

Figure 8.1: The basic scenario for cryptograpy. Alice and Bob cencryvpt
their commmunications so that the eavesdropper Eve, can’t understand the
content of their messages.

Figure: Goodrich and Tamassia (2011)



Cross Word Puzzle

To complete the crossword puzzie, choose from the Following list.

Cryptography Cipher Text Encrypticon
Cryptographic Key Symmetric Cryptography Asymmetric Cryptography
 { Solve the crossword puzzle.
Across

3.0 The process of
! changing the cipher text
back to readahble format

4.1 The unreadahble farmat
of text created as a result

of the cryptographsys
process

5.0 Twao keys are used, ﬂ

Down

1.1 Enahbles two =
communicating parties to
communicate securely
even if their messages
are gccessed by an
eavesdropper

21 The process of

Decryption



CYS 526

Cyber Attacks and Defenses

* Methodologies, project management tools
for penetration testing

» Assess target Systems and networks for
vulnerabillities

» Detect security threats

= Recommend and implement defensive,
corrective, and preventative measures
based on penetration test results.



Scenario Analysis

R
Types of Hackers

Select your answer and click Submit

A person stumbled upon a distributed denial of service (DDoS) application from a peer-to-peer file-sharing

source. He/she downloaded the application and decided to launch it against his or her bank’s website to see
what it did.

() What type of hacking is this?

O Black hat
O White hat
O Gray hat




Penetration Testing Guidelines

Pen Test Guidelines
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You are an experienced pen tester who has been hired to Q%;\?\
conduct a security audit of a web server with a backend a8 :

S0L database.

() which guidelines will you choose to complete the audit?

Enter your answer and click Submit to compare it with expert feedback.




ldentifying Type of Attack Based

on Characteristics

Vulnerability Identification

In this activity, you will identify the type of attack based on the information and image provided
in the scenarios.

Enter your answer and click Submit to compare it with expert feedback. T

()7 A program was forced to attempt to execute more data in a buffer than it holds

Microsoft Visual C++ Runtime Library

@ Buffer overrun detected!

Frogram: CAWINDOWSWeXplorer exe

A buffer overrun has been detected which has corrupted
the prograrm’s internal state. The program cannot safely
continue execution and must now be terminated.

ok




ldentifying Type of Attack Based

Is Someone Watching You?
Individuals of Companies can monitor what
you do on your Computer using "Spyware"
Programs that they Secretly install on your
Computer. How can you tell if your
Computer js being affected by spyware?

A. Look for signs of tampering, such as a missing
JI back panel on your Computer, or miniature

cthanges in your home page or toolbars, Jn-::-n-
j workng keys, or slow performance.

C. Look on Your computer for any file whose
Name contains the word "spyware. " |t may have
} an icon that looks Very similar to others




Virtual Lab Activities

= ToolWire

= EC Virtual Environment
= Experimental learning environment
= Hands on learning

= Simulates practical environments

The Early Years

included sever:
global software




EC Virtual Environment

» VMWare Version 5 ESXI hypervisors
» Hewlett Packard Server Blades

= Dedicated to courses in Cybersecurity
= System
» 12 Fedora Core 14 64-bit Linux systems

= 12 Windows Server 2008 R2 64-bit systems
= 12 Windows 7 Professional 64-bit systems



CYS 501
Communications Securit

= Network security fundamentals

= Security policies, networking threats, and
technologies

= Design and implementation of secure
communications networks

* Network Management and Scanning

= Device hardening, encryption, proxies,
firewalls, VPN and remote access design,
NAT, DHCP, VolP

* Honeypots, intrusion detection systems
(IDS), and other network defenses are
examined.



CYS 501 Communications Security

Landing VM

(WLANZ00) 10.10.16.2
IVLAN300) 172.16.90.2

"VLAN300

PFsense Firewall

http:f172.16.90.100
username: admin
password: pfsense

(VLAM300) 172.16.90.100 (LAMN)
(VLAN310) 192 168.16.100 (WAN)

Defending Network
(192.168.16.x)

Machines are unpatched

RDP iz allowed
Windows 7 Windows XP Windows Windows Siudents have local admin

2003 2008 account



Network Vulnerability Assessment

e Tools
« NMAP
e Nessus
* Analysis
e Operating systems and service packs
e Ports and Services

 Compare the security level of the different
systems

 Compare the functionality and features of
NMAP and Nessus



Securing Network Devices

= Firewall
= Location of firewall on the network
= Configure to defend
= Permit and deny traffic
= Set rules




Screen Shot
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Firewall Configuration

‘g;l OnDemand Workbench - Windows Internet Explorer ——

| File Transfer £ Reconnect £ Time Remaining EEITTIN

pls  Profile  Help j || K IGDDgIe P

192,168, 16.4 - | Prafile: IIntense sCan Cancell

[rmap -4 - -v -PE -P522,25,80 -PAZL,23,80, 3389 192,168, 16,4 o - b Page = () Tools -

Services | Tmap Cukput |F‘c-rts [ Hosts |Topology |Host Dietails | Scans |

. . | Inmap -Td -4 - -PE -P522, 75,50 -PAZ1,23,60, 3369 102, 168, 16.4 j Details |
L68.16.9 Hot shown: 933 closed ports firewall local

[rome PORT STATE SERVICE VERSION Services Status Diagnostics
21/tcp open tcpuwrapped
135/tcp  filtered msrpe
139/tcp  filtered netbios-ssn
445/tcp  open netbios-ssn
;gggﬁzg EEEE ﬂ: -r'lsgrm- sery? Microsoft Windows RPC rewall rules are now reloading in the background. You can also the reload
49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open nsrpc Hicrosoft Windows RPC
49155/tcp open nsrpc Hicrosoft Windows RPC |
49156/tcp open msrpc Hicrosoft Windows RPC =
49157 /tcp open msrpc Microsoft Windows RPC ) o == &
Mo 05 matches for host [If you know what 03 is running nation Port Gateway | Schedule  Description @L'!'] -
on 1t, see http://nmap.orgifsubmitys . * Ty it
TCR/IP fingerprint: 135 lﬁjkﬁ o o
05: SCAN[ v=5,51%0=3/ 21%0T=21%CT=1%CLEJ094(FPv="%05=1%D=1 @L-g
YR TH=AFEAZ90T5P= "
05: 1686 pe -windows -windows | SEQ[ SP=100% GC0= 2% ISR=100% 139 [
TI=RC&II=RI%TS=21) SEQ(S {MetBIOS- 2 )
05: P=104%500="2% I SR=10E% TI=RO& I I=RI%TS=22) SEQ[ SP=105% S5H} ot
GCO=2%T5R=105%TI=F&II= # #*
05: RI%TS=22) SEQ[ SP=103% GC= 2 ISR=10E%TI=RI&II=RI%TS=21] th:]Ln_é
SEQ[ SP=10%%GCI=2%I5R T
05:=10C%TI=RE&EII=RI%TS=21) OPS[ O1=MSBIMW4ST11% LE;!L'!';
02=M575MWAST11% 05=M250MAINNT1 1
05:%04=MSBEIMWIST11%05=MZ1 SMWAST1 1% 05=M109ST11 ) WIN l}j
[W1l=FECCHNz2=FECC%RW3=FECC:W L!;] )
05: d=FECCRWS=FECIRMWE=FECC] ECM[ R=Y%DF=%T=41%W=FEC % L‘!‘: -
O=MSEAMAASLLSCC=PE0=) T1( | v
05: R=Y% D= % T=41% 5= A= S+E = AS% FD=&0= ) T2 R=N) T3 R=NI T4
[ F=N) TS[ R=Y%DF=Y%T=3 [T [ | || [SJiocal inkranet [#100% -~

i:E‘Startl J B & @ ”J (€ Firewall.local - Firewall: R, || = Zenmap J 0|7 e 12:17 PM

3 el B[S EE N Do 2T




Honeypot

= Honeynet Project
* https://honeynet.org/project

* HoneyBOT
= http://www.atomicsoftwaresolutions.com/hone
ybot.php
» Valhala Honeypot

» http://sourceforge.net/projects/valhalahoneyp
ot/



Virtual Lab Design

Landing VM

IVLANZ00) 10.10.16.2
IVLAN300) 172.16.90.2

( _ "VLAN3Z00

PFsense Firewall

http:172.16.80.100
username. admin
password: pfsense

(VLAN300) 172.16.90.100 (LAN)
(VLAN310) 192 16816100 (WAN)

)

Defending Network
(192.168.16.x)

Machines are unpatched
ROP is allowed

Sludents have local admin
2008 acmun|

Windows 7 Windows XP | Windows

Configure as
honeypot



onfigure Honeypot as a Web
erver

honitoring

T — Y
WERB Server FINGER Server POP3 Server
Dptions Options

Server Confiy
Port Forwarding

TELNET Server

DAYTIME Server




Web Server

. |
WEB / HTTP X

B Enable WEB Service

Port: a0

Folder: | \wwwrooty

Banner: |IIS 5.0

Index page: |index.htm




= Connect to the honeypot from the landing
VM

= Conduct an NMAP scan

* Review logs and analyze the detalils
effectiveness Iin detecting malware activity

» Assess the effectiveness of honeypots



CYS 526 Cyber Attacks and

Defe

= Students will learn to assess target
systems and networks for vulnerabillities
and exploits, detect security threats, and
recommend and implement defensive,
corrective, and preventative measures
based on penetration test results.



= Windows 2003- Landing VM

= Security Onion- Intrusion Detection

= Windows XP Pro- Target System

» WebGoat- Web Application Hacking Lab
= BackTrack 5- Attack System



Active and Passive Info Gathering

= Web Recon
» |dentify live hosts using ICMP ping command
* |dentify open ports

» Telnet, NetCat, NetDiscoverer
= |dentify ports running services

* Ports, running services, MAC address, OS
= Advanced NMAP operations

= NULL Scan

= XMAS Scan

= SYC scan, OS scan, probe open ports



Exploiting a Windows target

with Metasploit

= Establish Connectivity

= Armitage

» Discover attacks against target
» Research the Hail Mary attack
= Launch the Hail Mary attack

= Meterpreter
» Getuid, getprivs, getsystem, hashdump



Hail Mary Vulnerabllity Attacks
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Maintaining Access

= Netcat/CryptCat for File Transfer and
Backdoor
= Setup communication between systems
» Use NetCat/CryptCat to setup communication
» Wireshark act as network sniffer

» Use NetCat to setup a backdoor with root
access to access BT5 from Security Onoion



Virtual Lab Setup

BTS sends content of FILE.TXT to SO
WireShark sniffs all traffic between BT5 and SO

Figure 1: The lab setup with Wireshark



| essons Learned

= Use of NetCat, Wireshark

= Maintaining access to a target during pen
test

* [mportance of encryption
* Functionality of backdoor



-lce Disk 1.100 Ethical
acking Challenge

Dermand Workbench - Windows [ntemet Explorer

POt - rook@bt:1 017 - Back Tracks
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- nel instead of using this diskit's a freé@dowload, so yo
and download the original)
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Rootkits and Defenses

= Hacker Defender rootkit
= |nstall rootkit

= Hxdefl100.2INI

= Analyze and report on
» Hidden services
* Hidden Regkeys

= Password to access the victim with infected
rootkit




Execution of the Hacker-
Defender rootkit:

2 OnDemand Workbench - Windows Internet

1y Documents

Microsoft Windows HP [Uersion 5.1.26881
<C) Copyright 1985-2081 Microsoft Corp.

C:\Documents and Settings\student>netstat
Nctive Connections

Proto Local Address Foreign Address State
TGP winxp—nsp:3389 172.16.90.2:1045 ESTABLISHED

IC:\Docunents and Settings\student>

—_—— ~
+4 Start @ hacker_defender_1.0 r!o readme_en - Motepad r!. hixdef100,2.ini - Mote, . rE windows Task Manager F\ CHUWINDOWS Syt

s oM MT N ew e on @AB T CICESOTE)




Rootkit countermeasures

= OnDemand Workbench - Windows Internet Explorer

Tclient_width=1520&client_heigh

[ hitp://dem toolwire.com/training jsp/adw/frameset &

775&ica _file=211564

18830401.ica

File Edik View Faworkes Tools  Help

Back - - & D searh Folders <
7

Address ([ ts and SettingsistudentiDesktopiModule Gittahuare v | [ Go

/} IeeSword122en

(;] 72920.exe

Run as... !

Send Ta 3

cut

Copy

1300 2xe
Create Shortet 1 Jare

Delete {rakicn
Rename

Froperties

Copyright 20042007  pjf (USTC)

IceSword 1.22 English version

Microsoft Windows HP [Uersion 5.1.26881
<C) Copyright 1985-2081 Microsoft Corp.

C:\Documents and Settings\student>netstat

Nctive Connections

http://pjf.blogcn.com

State
ESTABLISHED

State
ESTABLISHED

=

Applications | Processes

Image Hame
ThSTISgs. &xe
jusched.exe
explorer.exe
rdpclip. exe
winlogan.exe
Csrss.exe
IreSword.exe
emd. exe
taskmar.exe
notepad.exe
notepad.exe

[CJshow processes from all us

Processes: 25 CPU Usage: 09




Conclusion

= Online Education
= OQvercome the limitations of distance and time

* Cyber Security field requires technical and
soft skills

* Learning environments to implement
technician skills
* [nteractive tutorials
* Virtual tools
» Discussions
» Case Studies and Group Projects



Questions

Dr. Sherly Abraham

Faculty Program Director IT and
Cybersecurity
Sabraham@excelsior.edu

Dr. Lifang Shih
Associate Dean
Ishih@excelsior.edu

School of Business and Technology
Excelsior College
7 Columbia Circle, Albany, NY 12203-515

SBT
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