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Who Am I?

• Author “Journey Into Incident Response” blog

• Developing  Malware Analysis course curriculum, Champlain College

• Masters of Science in Information Assurance (MSIA)

• Certified Ethical Hacker (CEH)
• Encase Certified Forensic Examiner (EnCE)

• DFIR 5 yrs  >>  InfoSec 7 yrs  >>  IT 10+ yrs
oCurrent Work:                           Defender and Incident Response 
oCurrent Work (off hours):    Exclusively Malware Infections
oPrevious Work:                         DFIR Support Fraud and Security Incidents
oPrevious Work:                         Vulnerability Assessments Against other NYS Agencies
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Disclaimers

• Disclaimer #1

All opinions and rants expressed are solely my own and do not express 
the views or opinions of my employer

• Disclaimer #2

All content and data is my own and does not represent work I have 
done for my employer

• Disclaimer #3

I sell nothing; I just believe in sharing information

© Corey Harrell



Finding Malware Outline

• What Is Malware

• Why Perform Malware Forensics

• Malware Forensics

o Program Execution

o Auto-start Locations

o File System (NTFS) Artifacts

• Mock Case – Iron Man Style
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What Is Malware?
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What Is Malware?

• Different Malware Definitions 

o National Institute of Standards and Technology Definition (Mell, Kent, & Nusbaum, 2005)

“Malware refers to a program that is inserted into a system, 
usually covertly, with the intent of compromising the 

confidentiality, integrity, or availability of the victim’s data, 
applications, or operating system or of otherwise annoying  or 

disrupting the victim”
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What Is Malware?

• People Don’t Remember Definitions

o They Remember Images & Words – The Wrong Images & Words

• Case in Point – Tony Stark
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What Is Malware?

• It’s a Sickness
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What Is Malware?

• They Are Germs
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What Is Malware?

• They Are Bugs
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What Is Malware?

• They Are Critters
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What Is Malware?

• They Are Straight Up Evil
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What Is Malware?

• The old view sees malware as a:

o Sickness

o Nuisance

o Disruption

o Inconvenience

o Critters

o Bugs

o Germs

o Script kiddies

o Straight Up Evilness
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What Is Malware?

• As Malware Wreaks Havoc Who Do People Want to Call?

Seriously, this guy?
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What Is Malware?

Tony Stark (aka Computer Doctor) Treatment
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What Is Malware?

Tony Stark (aka Computer Doctor) Treatment

• Didn’t Work Just Like in the Real World
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What Is Malware?

Computer Doctors’ Treatment

• Treatment #1

o Scan with one to three anti-virus programs

• Treatment #2

o Scan with anti-virus programs  <- it fails

o Wipe computer

o Re-image computer

o Redeploy computer back into production
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What Is Malware?

• Houston, we've had a problem?

o The old view about malware is not accurate

• Malware is no longer a: 

o Sickness

o Nuisance

o Disruption

o Product of script kiddies 

o Geeks showing their skills off to the world 

Malware has evolved into something different
© Corey Harrell



What Is Malware?

• Malware are now common place tools

o Tools  that serve specific purposes to accomplish certain goals
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What Is Malware

• Malware serves specific purposes to accomplish certain goals 

• Common malware functionality

o Downloader / Dropper <- installs additional malware

o Data Stealer <- steals data

o Backdoor (Remote Access) <- provides remote access capabilities

o Rogue  Security Software <- tricks users into purchasing malware to infect themselves

o Computer Usage <- uses computer i.e. proxies, email relays, VPNs, DDOS, etc

o Destructive  <- prevents access or destroys data i.e. encryption
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Why Perform Malware 
Forensics
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Why Perform Malware Forensics

• Malware Response Based on Old View

o Scan with anti-virus programs  

o Wipe computer

o Re-image computer

o Redeploy computer back into production

• What’s Missing From the Response

o Root Cause Analysis

• How is malware bypassing security controls?

o Risk Mitigation (What needs to be done to reduce future infections?)

o Risk Exposure (What was the attacker trying to do?)
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Why Perform Malware Forensics

• A new Approach to Malware Response Is Needed

© Corey Harrell
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Why Perform Malware Forensics

• Malware has evolved so must our response

• What we need is

o You, Me, and analysts

• What we need to do is

o Be like Iron Man and go after the malware on our systems and networks

o Perform root cause analysis

o Determine how the malware bypassed our security controls

o Reduce risks by strengthening controls to reduce future infections
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Malware Forensics
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Malware Forensics Examination Process

• Profile the System
• Examine the System’s Volatile Data
• Examine on Disk Any Identified Files 
• Conduct Scans for Known Malicious Code
• Examine the Programs Ran on the System
• Examine the Auto-start Locations
• Examine Host Based Logs for Activity of Interest
• Examine File System Artifacts
• Perform System Timeline Analysis
• Examine Web Browsing
• Examine User Profiles of Interest
• Perform Keyword Search
• Examine Suspected Malicious Files (Harrell, 2013)

© Corey Harrell
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Malware Detection Steps

Applies to both



Malware Forensics Examination Process

• Profile the System
• Examine the System’s Volatile Data
• Examine on Disk Any Identified Files 
• Conduct Scans for Known Malicious Code

• Examine the Programs Ran on the System
• Examine the Auto-start Locations
• Examine Host Based Logs for Activity of Interest

• Examine File System Artifacts
• Perform System Timeline Analysis
• Examine Web Browsing
• Examine User Profiles of Interest
• Perform Keyword Search
• Examine Suspected Malicious Files (Harrell, 2013)
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Malware Forensics Tools
Windows Prefetch Files

• WinPrefetchView 
o http://www.nirsoft.net/utils/win_prefetch_view.html

Windows Registry Hives

• RegRipper
o http://code.google.com/p/regripper/downloads/list

• auto_rip
o http://code.google.com/p/regripper/downloads/list

NTFS Artifacts

• AnalyzeMFT 
o https://github.com/dkovar/analyzeMFT

• Windows Journal Parser 
o http://tzworks.net/prototype_page.php?proto_id=5
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Malware Forensics

Malware Indicators

• What to look for:

o Programs executing from temporary or cache folders

o Programs executing from user profiles (AppData, Roaming, Local, etc)

o Programs executing from C:\ProgramData or All Users profile

o Programs executing from C:\RECYLER

o Programs stored as Alternate Data Streams (i.e. C:\Windows\System32:svchost.exe)

o Programs with random and unusual file names

o Windows programs located in wrong folders (i.e. C:\Windows\svchost.exe)

o Other activity on the system around suspicious files
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Malware Forensics Examination Step

Examine the Programs Ran on the System

• Program Execution Artifacts

o Prefetch files
o AppCompatCache registry key
o Legacy registry keys
o UserAssist registry key
o MUI Cache registry key 
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Malware Forensics Examination Steps
Examine the Programs Ran on the System

• Review prefetch files

o Windows enables prefetching to make system boots or applications startups faster
• Prefetch files (*.pf) store data  and files accessed during boot or application start-up

o Location
• C:\Windows\Prefetch

o Information Provided
• .pf file creation date generally shows when program first executed

• .pf file last modified date shows when program last executed

• Process’s file path

• Process’s last run time

• Process’s run count

• Files accessed during start-ups
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review prefetch files

• Winprefetchview.exe

• Command:

C:\Tools\winprefetchview>winprefetchview.exe /folder F:\Windows\Prefetch

- /folder switch: to parse Prefetch folder from another system
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review prefetch files

• Winprefetchview.exe
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review AppCompatCache registry key

o Application  Compatibility  Database is  used  by Windows to identify application 
compatibility issues (Davis, 2012)

o Location

• Varies by operating system version

• Windows 7: HKLM\SYSTEM\CurrentControlSet00#\Control\Session Manager\AppCompatCache\

o Information Provided

• Executable’s  last modification date

• Executable’s file path
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review AppCompatCache registry key

• RegRipper (rip.exe or rip.pl)

• Command:

C:\Tools\RegRipper>rip.exe -r H:\Windows\System32\config\SYSTEM -p appcompatcache

- r switch: specifies registry hive

-p switch: specifies plug-in
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review AppCompatCache registry key

• auto_rip (auto_rip.exe or auto_rip.pl)
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review AppCompatCache registry key

• auto_rip (auto_rip.exe or auto_rip.pl)
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review Legacy registry keys

o Correlates to when first time a Windows service was run (Carvey, 2011)

o Location

• HKLM\System\CurrentControlSet00#\Enum\Root

o Information Provided

• First time service executed

• DLL or driver’s file path
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review Legacy registry keys

• RegRipper (rip.exe or rip.pl)

• Command:

C:\Tools\RegRipper>rip.exe -r H:\Windows\System32\config\SYSTEM -p legacy

- r switch: specifies registry hive

-p switch: specifies plug-in
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review Legacy registry keys

• auto_rip (auto_rip.exe or auto_rip.pl)
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review UserAssist registry key

o Stores information about actions user took through the shell
• Double-clicking Windows shortcuts

• Starting applications through the Start Menu

o Location
• HKCU\Software\Microsoft\Windows\Currentversion\Explorer\Userassist\{GUID}\Count

o Information Provided
• User launched the application or executable through interaction with the shell 

• Application or executable’s last run time

• Application or executable’s file path

© Corey Harrell



Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review UserAssist registry key

• RegRipper (rip.exe or rip.pl)

• Command:

C:\Tools\RegRipper>rip.exe -r H:\Users\username\NTUSER.DAT -p userassist

- r switch: specifies registry hive

-p switch: specifies plug-in
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review UserAssist registry key

• auto_rip (auto_rip.exe or auto_rip.pl)
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review MUICache registry key

o Stores information about what programs ran under a user account

o Location
• Varies based on OS

• Windows XP located in NTUSER.DAT 

• Windows 7 located in UsrClass.dat

• Windows 7: HKCU\ Local Settings\MuiCache

o Information Provided
• The user account an executable ran under

• Executable’s file path
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review MUICache registry key

• RegRipper (rip.exe or rip.pl)

• Command:

C:\Tools\RegRipper>rip.exe -r H:\Users\username\
AppData\Local\Microsoft\Windows\UsrClasst.dat -p muicache

- r switch: specifies registry hive

-p switch: specifies plug-in
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Malware Forensics Examination Steps

Examine the Programs Ran on the System

• Review MUICache registry key

• auto_rip (auto_rip.exe or auto_rip.pl)
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Malware Forensics Examination Steps

Examine the Auto-start Locations

• Review Auto-start Locations

o Auto-start locations are used to start programs automatically on system start-up or user log 
in

o Location

• Varies by operating system version

• File system, Registry

• Most common are Run keys and Windows services

o Information Provided

• Executable’s file path

• Timestamps can show when infection occurred
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Malware Forensics Examination Step
Examine the Auto-start Locations

• Registry Run keys are common location 

• Software Hive Run Keys

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Terminal 
Server\Install\Software\Microsoft\Windows\CurrentVersion\Runonce

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Terminal Server\Install\Software\Microsoft\Windows\CurrentVersion\Run

o HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

o HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run

o HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

o HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\RunOnce

o HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

o HKLM\Software\ Microsoft\Windows\CurrentVersion\RunServices

o HKLM\Wow6432Node\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

o soft_run RegRipper plugin
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Malware Forensics Examination Step
Examine the Auto-start Locations

• Registry Run keys are common location 

• NTUSER.DAT  Hive Run Keys

o HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows\Run

o HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

o HKCU\Software\Microsoft\Windows\CurrentVersion\Run

o HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce

o HKCU\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Terminal Server\Install\Software\Microsoft\Windows\CurrentVersion\Runonce

o HKCU\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Terminal Server\Install\Software\Microsoft\Windows\CurrentVersion\Run

o HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices

o HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServicesOnce

o HKCU\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Run

o HKCU\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

o HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows

o Run value

o Load value

o user_run RegRipper plugin
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Malware Forensics Examination Step

Examine the Auto-start Locations

• Windows Services are another common location 

• System Hive

o HKLM\System\CurrentControlSet00#\Services

• services RegRipper plugin (list services by last write times)

• svcdll RegRipper plugin (list services with ServiceDLL values)

• svc RegRipper plugin to (list services and drivers by last write times)
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Malware Forensics Examination Step
Examine the Auto-start Locations

• Software Hive Locations

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit
• winlogon RegRipper plugin

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell
• winlogon RegRipper plugin

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Taskman
• winlogon RegRipper plugin

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\System
• winlogon RegRipper plugin

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
• winlogon RegRipper plugin

o HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\SpecialAccounts\UserList
• winlogon RegRipper plugin

o HKLM\SOFTWARE\Microsoft\Active Setup\Installed Components
• installedcomp RegRipper plugin

o HKLM\SOFTWARE\Wow6432Node\Microsoft\Active Setup\Installed Components
• installedcomp RegRipper plugin

o HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecuteHooks
• shellexec RegRipper plugin

o HKLM\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Explorer\ShellExecuteHooks
• shellexec RegRipper plugin

o HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
• bho RegRipper plugin

o HKLM\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
• bho RegRipper plugin
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Malware Forensics Examination Step
Examine the Auto-start Locations

• Software Hive Locations

o HKLM\Software\Microsoft\Windows NT\CurrentVersion\Drivers32
• drivers32 RegRipper plugin

o HKLM\Software\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Drivers32
• drivers32 RegRipper plugin

o HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
• imagefile RegRipper plugin

o HKLM\Software\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
• imagefile RegRipper plugin

o HKLM\SOFTWARE\Classes\Exefile\Shell\Open\Command\(Default)
• cmd_shell RegRipper plugin

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows\Appinit_Dlls
• appinitdlls and init_dlls RegRipper plugins

o HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Windows\Appinit_Dlls
• appinitdlls RegRipper plugin

o HKLM\SOFTWARE\Microsoft\SchedulingAgent
• schedagent RegRipper plugin

o HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Shell Extensions\Approved
• shellext RegRipper plugin

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SvcHost
• svchost RegRipper plugin
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Malware Forensics Examination Step

Examine the Auto-start Locations

• System  Hive Locations

o HKLM\System\CurrentControlSet00#\Control\Session Manager\AppCertDlls
• appcertdlls RegRipper plugin

o HKLM\SYSTEM\CurrentControlSet00#\Control\SecurityProviders\SecurityProviders
• securityproviders RegRipper plugin

o HKLM\SYSTEM\CurrentControlSet00#\Control\Lsa\Authentication Packages
• lsa_packages RegRipper plugin

o HKLM\SYSTEM\CurrentControlSet00#\Control\Lsa\Notification Packages
• lsa_packages RegRipper plugin

o HKLM\SYSTEM\CurrentControlSet00#\Control\Lsa\Security Packages
• lsa_packages RegRipper plugin

o HKLM\SYSTEM\ControlSet00#\Control\Session Manager\CWDIllegalInDllSearch
• dllsearch RegRipper plugin

o HKLM\SYSTEM\ControlSet00#\Control\SafeBoot
• safeboot RegRipper plugin
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Malware Forensics Examination Step

Examine the Auto-start Locations

• NTUSER.DAT  Hive Locations

o HKCU\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell

• winlogon_u RegRipper plugin

o HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows\Load

• load RegRipper plugin

o HKCU\Software\Microsoft\Command Processor\Autorun

• cmdproc RegRipper plugin
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Malware Forensics Examination Step

Examine the Auto-start Locations

• UsrClass.dat  Hive Location

o HKCU\Classes\Exefile\Shell\Open\Command\(Default)

• cmd_shell_u RegRipper plugin
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Malware Forensics Examination Steps

Examine the Auto-start Locations

• auto_rip (auto_rip.exe or auto_rip.pl)
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Malware Forensics Examination Steps

Examine the Auto-start Locations

• auto_rip (auto_rip.exe or auto_rip.pl)

• NTUSER.DAT  Hive Run Keys
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Malware Forensics Examination Steps

Examine the Auto-start Locations

• auto_rip (auto_rip.exe or auto_rip.pl)

• Services
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Malware Forensics Examination Step

Examine File System Artifacts

• New Technologies File System (NTFS) default for Windows NT based systems

• NTFS artifacts of interest

o Master File Table ($MFT)

o Change Journal ($UsnJrnl)
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Malware Forensics Examination Step
Examine File System Artifacts

• Review the Master File Table ($MFT)

o Contains the information about all files and folders
• Every file and folder has at least one entry in the $MFT

• $MFT entry is used to store attributes
• $Standard_Information -> timestamps easily changed

• $File_Name -> timestamps more difficult to change

• $Data -> file’s contents

o Location
• Beneath the root of volume (i.e. C\$MFT)

o Information Provided
• Files and folders creation dates, last modified dates, and last access dates

• Files and folders paths

• Timeline of file system activity to perform root cause analysis
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Malware Forensics Examination Steps

Examine File System Artifacts

• Review Master File Table ($MFT)

• analyzeMFT.py (or analyzeMFT.exe)

• Command:

C:\Tools\analyzeMFT\analyzemft>python analyzeMFT.py -f H:\$MFT -o output.txt -c mft-timeline.csv

- f switch: specifies  file

-o switch: specifies output file

- c switch: specifies output in timeline (l2t format)
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Malware Forensics Examination Steps
analyzeMFT.py 
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Malware Forensics Examination Steps
analyzeMFT.py 
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Malware Forensics Examination Steps
analyzeMFT.py 
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Malware Forensics Examination Steps
analyzeMFT.py 
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Malware Forensics Examination Steps
analyzeMFT.py 
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Malware Forensics Examination Steps
analyzeMFT.py 
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Malware Forensics Examination Step

Examine File System Artifacts

• Review the Windows Change Journal ($UsnJrnl:J)

o Records when changes are made to files and folders (historical information)
• Provides historical information

o Location
• $Extend\$UsnJrnl:J

• J alternate data stream stored the change journal

o Information Provided
• Time of change

• Reason for change 

• File/Directory name

• $MFT  record number

• Timestamp information can be combined into timeline with other NTFS artifacts
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Malware Forensics Examination Steps

Examine File System Artifacts

• Review Windows Change Journal ($UsnJrnl:J)

• jp64.exe (or jp32.exe)

• Command:

C:\Tools\jp64.v.1.02.win>jp64.exe -file C:\export\$J –csvl2t > output.txt 

- file switch: specifies  file (shown is exported $UsnJrnl:$J)

- csvl2t switch: specifies output in timeline (l2t format)
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Malware Forensics Examination Steps
jp64.exe
note: image below is from different system infected with ZeroAccess Rootkit
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Write-up for system infected with ZA: 



Mock Case – Iron Man Style
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Incident Detected

• User provides a very detailed report

“My computer is acting funny”
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Responding to the System
• Gaining access to data on the system

o Remotely over the wire to the live system

o Running collection scripts on the system 

o Removing the hard drive 

o Imaging the hard drive and working on the forensic copy

Tip

o Responding remotely or using collection scripts is the better alternative

Digital Forensics Blasphemy

o Skip imaging the drive and work directly on the original copy
• Imaging takes too much time (but use precautions if imaging becomes necessary)
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Hunting for Malware

• Parse program execution and auto-start artifacts
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Hunting for Malware

• Review program execution

o Prefetch files

• Look at process paths for malware indicators
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Hunting for Malware

• Review program execution

o Prefetch files

• Check out the loaded modules inside the prefetch file
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Hunting for Malware

• Review program execution

o Prefetch files

• Sort by time (prefetch creation time, modification time, or last run time)
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Hunting for Malware

• Review program execution

o AppCompatCache registry key

• Look at process paths for malware indicators

• Look for activity around 10/15/2011 02:55:00 UTC (10/14/2011 10:55:00 EDT)
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Hunting for Malware

• Review program execution

o AppCompatCache registry key

• Look at process paths for malware indicators

• Look for activity around 10/15/2011 02:55:00 UTC (10/14/2011 10:55:00 EDT)
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Hunting for Malware

• Review program execution

o MUICache registry key

• Look at process paths for malware indicators
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Hunting for Malware

• Review auto-start locations

o Skipping since program execution provided enough leads

• C:/Documents and Settings/All Users/Local Settings/Temp/NOTMY.EXE

• C:/Documents and Settings/Administrator/Local Settings/Temp/000c54ad.tmp

• C:/Documents and Settings/Administrator/Local Settings/Temp/000c6518.tmp

• C:/Documents and Settings/Administrator/Local Settings/Temp/svchost.exe

• C://Documents and Settings/Administrator/Local Settings/Temp/pcb_build_23_smtp.exe

• C:/Documents and Settings/Administrator/Local Settings/Temp/Temporary Directory 2 for 
Uniform%20traffic%20ticket[1].zip/Uniform traffic ticket.exe

• C:/Documents and Settings/Administrator/Application Data/KB961710.exe

• C:/Documents and Settings/All Users/Local Settings/Temp/17f7fff4.com
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Hunting for Malware

• Parse NTFS artifacts
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Hunting for Malware
• Review NTFS artifacts

o Master File Table ($MFT)

• Look for activity around 10/15/2011 02:55:00 UTC (10/14/2011 10:55:00 EDT)
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Hunting for Malware
• Review NTFS artifacts
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Hunting for Malware
• Review NTFS artifacts

o Master File Table ($MFT)
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Hunting for Malware

• Confirm file(s) are malicious

o One Option: VirusTotal https://www.virustotal.com/

• Search by hash

• Upload and scan file (use wisely)
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Hunting for Malware

• Confirm file(s) are malicious

o Uniform traffic ticket.exe results
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Hunting for Malware

• Use Google to get more context about the attack

o Malware Analysis Search: 
http://www.google.com/cse/home?cx=011750002002865445766:pc60zx1rliu

• Keyword search on attack indicators (file names, folder names, etc.)

© Corey Harrell



Hunting for Malware

• Use Google to get more context about the attack

© Corey Harrell

Source:  http://tools.cisco.com/security/center/viewThreatOutbreakAlert.x?alertId=23982



Hunting for Malware
What Did We Learn in Minutes?

• Is the system infected?

o C:/Documents and Settings/Administrator/Local Settings/Temporary Internet 
Files/Content.IE5/M20M2OXX/Uniform%20traffic%20ticket[1].zip

o C:/Documents and Settings/All Users/Local Settings/Temp/17f7fff4.com
o C://Documents and Settings/Administrator/Local Settings/Temp/000c54ad.tmp
o C://Documents and Settings/Administrator/Local Settings/Temp/pcb_build_23_smtp.exe
o C:/Documents and Settings/Administrator/Application Data/KB961710.exe
o C:/Documents and Settings/Administrator/Local Settings/Temp/svchost.exe
o C:/Documents and Settings/Administrator/Local Settings/Temp/P1kAlMiG2Kb7Fz.exe.tmp
o C:/Documents and Settings/Administrator/Local Settings/Temp/Temporary Directory 2 for 

Uniform%20traffic%20ticket[1].zip/Uniform traffic ticket.exe
o C:/Documents and Settings/Administrator/Desktop/Uniform traffic ticket.exe

• When did the infection occur?

o Sat Oct 15 02:55:10 2011 when \DOCUME~1\ADMINI~1\LOCALS~1\TEMP\TEMPORARY 
DIRECTORY 1 FOR UNIFORM%20TRAFFIC%20TICKET[1].ZIP\UNIFORM TRAFFIC TICKET.EXE 
executed
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Hunting for Malware

What Did We Learn in Minutes? 

• How did the infection occur?

o Zip archive was downloaded from the Internet and a program inside it was exected

• What was taken?

o Have malware samples to look into and research

• Were we targeted or was it a random attack?

o Random attack from a SPAM campaign

• What can be done to reduce future occurrences

o Security awareness refresher to users about SPAM emails

o Block all zips containing executables for email  <- email client wasn’t  infection vector but could have been
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Hunting for Malware

What We Would Have Learned Wiping, Re-imaging, and Redeploying

• We can’t answer any of these questions
o Is the system infected?

o When did the infection occur?

o How did the infection occur?

o What was taken?

o Were we targeted or was it a random attack?

o What can be done to reduce future occurrences
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The Choice Is Yours

You Can Be Like Tony Stark

Or
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