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INn this session
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SIEM functional components

THREAT & VULNERABILITY MANAGEMENT PROCESSES (TVM/CSIRT)
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SIEM pain peints

" [0 muchidata’—neteneugh mntelligence

S/ SihY

guiantitative’="needmore people to

examine events:
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I GRCdEtEctien; analy/SiS URKReWN
Rlexiplatienms ane difficult teymanage
Jard termeasune; harder to achieve/show

= \/endoersieversellfand tunder=deliver

= Viestissuesrare NOIF technoelegy: fallures
= Custemer expectations unrealistic

= V/endor attittide IS “fire-and-forget”



Key: Concepis

= OPjecuves ane prmany, tradecrait secondary
= [FECUS G CaPARINITES; Mot 1eBIS

=S| ENFASTarSEVICENMYOUR ERtErPrSE

=SSt KREWA/GUIR(PIatier’s) puUrpose

= SEecenad; naveraplian

= TeekierIndicalerns el Compremise”

= ARyIRING can e a SERSEN!



How. te get it wrong

[Ferget strategy’— Iet’s Just collect stuff
Noet strewnaitereg— let's collect it ALL!

LEeK; 2NMAGICHeX = SIUTgeES In, qualified
actiopaklersecunt alerts come out!

'S 1O NEISY, thISTplatierm SUcks
'S teEIgUIEr We must ke impregnable
It'S tee difficult; Iet's just eutseurce

ItheuightWe Were getting “Security-
compliance-reporting-alerting™ i a box?



Getting It wrong, part |l

= Setupisa Five-day Quick Starnt” — that’s It
= Eipally; euRlieng-awaiied log dump: is here!
=\ Al WENIEEURPEGRRIET to URtAIS thing?!
== ey, WhalSHRISHutien here do?

= FkewawerdidRi e uyAGTer this, but...

= Vendoeralsersaidit cotld hake tasty pies
'S ek Wellfjust hire a consultant to tune it
= \Why can tifnave yourleg data?

= Executive buy-in — what's that?




HoOwW te get It right

[FECUSI Gl CapPaRIlItES, Mot flashy gimmicks
ASSESSHWOUIRMORILeHRG GR]ECHIVES
KpeweuRERVIeRMERFand data mapping
Captureranc mattrerexisting PreCEesSeS
SEt cleargealstiorplatiernmiimplementation
IRVEsttime nRtevender/platierm selection
RECOGNIZE commitment ol seli=run SIEM

IS seli-hested/Seli-managed o us?

Talk to yoeur CFO: CAPEX or OPEX?




Sensery. Instrumentation

= DEVEIP USE CASESHIE IR Your source
SE|ECIEN PIOCESS

= Determinereven/daiaracqguisition censtraints
- ParSIng 2y
R EVERRALES
S PaViead ety

= [DEN I COIIECHUST RECALISE YU can
= FECUS G pretection target; net nfrastructure
= Smart Sensers = intelligent events



AnRytning can be a sensor
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Intelligent Sensors - rich data

DatarlEess Prevention (\Ventu)
Next=GenrEiewallsi(PaloAlie)
ERdpeRtsecuRiy agents (Bit9; CyherArk)
NACIEChNGIeUIES: (ForeScout)
RUpese-pulrplatiemms (FireEye, Damballa)
WehrApp Eirewalls (Impenva)

VRIN/RAS systems (Juniper, Citrix)
Wirelinerselutiens; IPS (Netwitness, Soelera)
ldentity’ Management systems



Deployment Optic
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Self-hosted, self-managed

Threat and Vulnerability Management Processes
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Self-hosted, MSSP-managed

Threat and Vulnerability Management Processes
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Self-hosted, jointly managed

Threat and Vulnerability Management Processes
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Cloud, MSSP-managed

Threat and Vulnerability Management Processes
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Cloud, jeimtly managed

Threat and Vulnerability Management Processes
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Cloud, seli-managed

Threat and Vulnerability Management Processes
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Hybrid moedel, jointly managed

Threat and Vulnerability Management Processes
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No SIEMs were hurt in the making of this presentation.
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