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Overview 

• In this presentation are examples from actual 
security audits that raised red flags in terms of 
security violations from many different areas of the 
audit process, including physical security, system 
administration, network security, user and data 
security, and security policies and procedures.  

• If your company has never undergone a security 
audit or is actively preparing for one, this document 
may prove useful in enhancing your protection and 
security and avoiding red flags of your own. 



Topics 

• Areas Investigated 
• Physical Security 
• Office Computer Security 
• Summary 
 



Areas Investigated 
• Physical Security: Access to, and vulnerability of, physical 

premises and network and computing resources. 
• Network Security: Network design and operation, including 

traffic capture and analysis. 
• Protocols and Services: Use of necessary protocols and 

services on servers. 
• Penetration Testing: Attempts to gain access to internal 

systems through internal and external exploits to discover 
vulnerabilities. 

• User Security: Access to physical systems and network and 
computing resources. Privilege level. Vendor vetting and 
management. 



Areas Investigated 
• Data Security: Backup management, data encryption 

in-place and in transit. 
• Passwords: Password policy. Who has access to 

passwords? 
• System Administration: How are computers managed? 

What is logged? Who reviews the logs and events? Are 
patches and security updates current? 

• Policy Review: Review and analysis of Acceptable Use 
Policy, Disaster Recovery and Business Continuity Plans, 
and Incident Response Procedures. 

• Compliance: PCI, FERPA, SANS 20 Critical Controls, etc. 
• Documentation: Essential record keeping. 



Physical Security 
• Fence may be climbed over due to lack of razor wire, or, in 

several places, crawled under due to gaps between fencing 
and the ground. 



Physical Security 
• Satellite dish is mounted 

on the ground with no 
access protection. Dish 
may be easily pointed in 
another direction, 
eliminating network 
access via satellite. 



Physical Security 
• Satellite cables are easily accessible and not protected. They 

can be cut, eliminating all network access via satellite. 



Physical Security 
• Visitor sign-in log asks for name, company, and phone number. 

Anyone walking into the building can see it. Having access to all this 
information may allow any of these people to be impersonated over 
the phone via social engineering techniques. 



Physical Security 
• Network cable running over door may (1) be damaged by door, 

interfering with network access or (2) contribute to having 
router pulled off shelf. 



Physical Security 
• Network switch hanging from cabinet via plastic wire tie. 



Physical Security 
• Power breaker box not locked. 



Physical Security 
• Hose through 

window opening 
allows access into 
building through 
window. 



Physical Security 
• Sliding gate sensor 

mounted on fence. It 
is easy to reach over 
fence and put hand or 
other object in front of 
sensor to open sliding 
gate. 

• The only video camera 
on site is also located 
here, watching this 
gate. Please see next 
image. 



Physical Security 
• The video camera may not give a clear image of someone 

opening the gate by tricking the sensor, as they can keep their 
back to the camera while tricking the sensor. 



Physical Security 
• Door not alarmed. 

This is true of all 
doors. 



Physical Security 
• Wireless access points do not all have secure networking 

enabled. 



Physical Security 
• Network hardware 

mounted on wall 
underneath hot/cold 
water pipes. 



Physical Security 
• Portable laptop needs to be covered under an Acceptable Use 

Policy if it is taken home. 
• USB external storage left out in the open at the end of the 

day. 



Physical Security 
• Unlocked window allows access into building. There are 

multiple windows unlocked. 



Physical Security 
• Network hardware and cabling disorganized. Network interruption 

may result if devices fall off shelf, or shelf falls off wall. This in fact 
happened during the time of the audit. 

 



Physical Security 
• Gate in fence is unlocked. 

This is one of four gates, 
all are unlocked.  

 



Physical Security 
• Satellite dishes are mounted on the ground with no access 

protection. With effort, dishes may be pointed in another 
direction, eliminating network access via satellite. 

 
 



Physical Security 
• Door was unlocked, 

allowing access into 
building after hours. 

 
 



Physical Security 
• Control room and monitors easily viewed through 

window. 
 
 



Office Computer Security 
• Remote Desktop enabled. 



Office Computer Security 
• Auditing is not enabled. 



Office Computer Security 
• Windows firewall is off. 



Office Computer Security 
• Network firewall is installed but not configured. 



Office Computer Security 
• Local disk is shared over network. 



Office Computer Security 
• Users have full permission over local disk. 



Office Computer Security 
• Quota management is not enabled. 



Office Computer Security 
• Internet Explorer history. 



Office Computer Security 
• Command prompt history. 



Office Computer Security 
• Event viewer. 



Office Computer Security 
• Password policy is not sufficient. 



Office Computer Security 
• Windows update status. 



Office Computer Security 
• Task list. 



Network Security 
• Hand drawn network diagram lacks detail. 



Network Security 
• Multiple network 

connections in use. 



Network Security 
• Network traffic capture. 



Network Security 
• Suspicious traffic. 



Summary 
• In general, items were discovered (or not available) in each of 

these  areas that may pose a vulnerability to the organization if 
not addressed. Deciding if an item poses a vulnerability involves 
answering one or more of the following questions (this is not an 
exhaustive list): 
– Can an attacker breach the physical security of the location to gain 

entrance to the computers or other equipment? 
– Are the computers and other networking hardware mounted or located 

in a safe location? 
– Does the design of the network provide a measure of fault tolerance? 
– Are network communications secure? 
– Are the data and other software programs easily replaced in the event 

of a failure (are there backups or disk images of the critical systems)? 
– Are there safeguards in place to help prevent actions by an outside or 

inside attacker? 



Summary 
• Bear in mind that all of the findings listed here must be 

prioritized in respect to their importance to the 
organization. In fact, there may be reasons why the 
organization chooses to engage in actions that may be 
considered vulnerabilities. For example, maintaining a 
password-protected screen-saver on the Control computers 
may not be desired by the organization as there may need 
to be quick access to the control diagram in the event of an 
emergency. In this case, however, other safeguards must be 
taken to then limit access to the Control computers, such as 
a combination lock on the control room door. If you choose 
to weaken security in one area you must strengthen it in 
others. 
 



Summary 
• In addition, the approach to security must be multi-layered, 

with policies, procedures, hardware, and software all 
organized towards providing a safe and secure 
environment. This includes educating your employees on 
safe and secure computing practices via security awareness 
training. It will not be possible to stop every kind of attack, 
but it is possible to enact safeguards to make it very 
difficult for an attack to succeed. 

 



Thank you ! 
 
 

James L. Antonakos 
james@whitehatforensics.com 

(607) 765-2686 
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