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CREATING THE AUDIT TRAIL 
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Network Auditing Basics 
• Maximize Visibility 
• Don’t trust the host 
• Store audit data in a central location 
• Use a consistent format 
• Use a consistent time stamp 
• Be mindful of NAT and DHCP 

 
Improved Auditing 
• Tie users to network data 
• Store additional information like URLs, DNS, Application IDs 
• Store complete connection records 
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Creating the Trail 
Logging 
• Provides user and application details 
• Requires translation and aggregation 
• Limited to configured hosts 

 
Packet Captures 
• Provide complete network record and unencrypted content 
• Large storage requirement limits visibility or retention length 
• Difficult to search 
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NETFLOW 
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Netflow Basics 
• Does not require host level configuration 
• Devices with one or more Flow producing interfaces are 

“Exporters” 
• Exporters cache and forward records to “Collectors” 
• Common Exporters include firewalls, switches, and routers 
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NetFlow Collector 

Internet 

DMZ 

VPN 

3G 

NetFlow Packets 

src and dst ip 

src and dst port 

start time 

end time 

mac address 

byte count 

- more - 



• Much like a phone bill 
 

Transactional Audits of ALL activities 



Logging Standards 
• NetFlow v9 (RFC-3950) 
• IPFIX (RFC-5101)  
• Rebranded NetFlow 

– Jflow – Juniper 
– Cflowd – Juniper/Alcatel-Lucent 
– NetStream – 3Com/Huawei 
– Rflow – Ericsson 
– AppFlow - Citrix 
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Basic/Common Fields 



Extensible Data Fields 

• Network Based Application Recognition 
• Performance Metrics (SRT/RRT, Collisions) 
• HTTP Headers 
• NAT Data 
• Security Action (Permit/Deny) 
• TTL 
• DSCP 
• Payload 
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Data sources can provide additional log information 
Examples of Extensible Fields 



Stitching & De-duplication 
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Internet 

1     Connection 
3     Exporters 
6     Interfaces 
12   Flow entries 

Each exporter 
interface provides 
a unique view of 
the connection 
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Stitching & De-duplication 



NETFLOW TOOLS 
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SiLK 

• Download at http://tools.netsa.cert.org 
• Stores and processes flow 
• Project Managed by Carnegie Mellon CERT 
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PySiLK 
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Commercial Solutions 
• Arbor PeakFlow 
• IBM Qradar 
• Invea-Tech FlowMon 
• Lancope StealthWatch 
• ManageEngine 
• McAfee NTBA 
• Plixer Scrutinizer 
• ProQSys FlowTraq 
• Riverbed Cascade (formerly Mazu) 

 
* For comparison see Gartner Network Behavior Analysis Market 
December 2012 (G00245584) 
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NETWORK AUDIT LOG DETECTION 
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Signature Matching 

• IP Blacklists / IP Reputation 
• Match Indicators Of Compromise for stored 

values 
• Policy Enforcement 
• Measure Compliance 
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What can you detect with the audit log? 

Reveal BotNet Hosts 

Layer 3 Layer 4 
and URL 



Unsanctioned Device and Application Detection 

 Identify the use of unsanctioned applications  
Detect rogue servers and other rogue devices 

 
 

 
 

 

What can you detect with the audit log? 



Firewall Policy Monitoring And Enforcement 
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Audit Firewall rules 
 Immediately detect 

misconfigurations 
Enforce policy 

between hosts on 
the same segment 
 
 
 
 



Intelligent Analysis 

• Data Exfiltration/Collection 
• Internal Pivot 
• Worm Propagation 
• Covert Channels 
• Abnormal Behavior 
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Loss of Protected Data 
What Can Intelligent NetFlow Analysis Do? 



What Can Intelligent NetFlow Analysis Do? 

Track Malware Propagation 



Reveal Recon 

What Can Intelligent NetFlow Analysis Do? 



FORENSIC INVESTIGATIONS USING THE 
NETWORK AUDIT TRAIL 
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The Five W’s 

• Who did this? 
• What did they do? 
• When did it happen? 
• Where did they go inside my network? 
• Why are they inside? 
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Who 

• External IP/DNS (C&C server, Watering Hole) 
• Internal IP (DMCA notice, Bot notification) 

 
Look for: 
• Assets touching that address 
• Activity on those Assets post contact 
• Services used in the contact / post contact 
• Geo location on the external addresses 
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What 

• Self replicating Malware 
• Data Exfiltration 
• Suspect covert channel 
Look for: 
• Analyze service usage across the network 
• Look for strange Bytes per Connection (too 

large, small, or regular as appropriate) 
• Look for reverse tunnels 
• Look for very long connections 
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When 

• Analysis should cover everything from the 
recon phase to today 

• If intrusion/infection detected, all actions of 
that machine should be analyzed from initial 
intrusion to verified clean state 

Look for: 
• Even after you think you have removed the 

intruder’s presence, continue to look for IOC. 
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Where 
• As you uncover new information (IP 

addresses, countries of origin, exploited 
services) – search your whole data set for the 
new IOC 

• Analyze all relationships between 
infected/compromised host and your other 
assets  

Look for: 
• Be mindful- the intrusion you have observed 

may not be the first. 
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Why 

• Are they after your resources or your data? 
• If information was publicly disclosed, where 

does that info exist in your network?  Also, 
who had access and may have stored local 
copies? 

Look for: 
• How data could have left your network 
• What other resources/data may have been 

attractive to the attacker 
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PUTTING IT TOGETHER 
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Following IOC 

Waterhole campaign  
targeting your industry 
has been publicly  
disclosed. 

A quick search of your 
network audit trail 
reveals an internal host 
that accessed the  
disclosed site. 
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Following IOC 

Check host details around that time 

Suspicious HTTP connections right after contact- good candidate for a drive-by download 

Suspicious download followed by a reverse SSH shell.  Most SSH bytes sent by “client” 
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Following IOC 

Attacker recons your network.  Investigate any hosts contacted by the compromised host. 
Additionally- look for any other hosts scanning for 445 and 135. 
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Following IOC 

Since we have uncovered a new IOC (IP address controlling the reverse SSH shell), we 
should check to see if that host has touched the network anywhere else. 

Another host showing a reverse shell 
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SQL Injection 

Large data transfer from your web server to an outside host was detected 
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SQL Injection 

Where did the data go? 
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SQL Injection 

Look for suspicious activity targeting the web server and your DMZ  
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Data Theft 

Beron’s abnormal disclosure 

One of your users has uploaded a large amount of data to the internet. 
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Data Theft 

What did Beron send? Who received it? 
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Data Theft 

Where could have Beron gotten the data? 
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Data Theft 
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Data Theft 

Why did Beron do it? 



 

• Web 
www.lancope.com (Company) 
 

• Twitter 
@Lancope (Company) 
@netflowninjas (Company Blog) 
 

• John Pierce 
Sr. Security Researcher, Lancope 
jpierce@lancope.com 
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