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Future - Urbanization
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Demand for efficient and 
effective urban services will 
increase substantially.
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Operational Systems
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System Architecture
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SDH Communication Systems
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SDH Transmission Paths
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Migration to IP based 
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Present Systems Support
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Improving Critical Infrastructure 
Cybersecurity

“The cyber threat to critical 
infrastructure continues to grow 
and represents one of the most 
serious national security 
challenges we must confront.”

-Executive Order 13636

Russell Kiernan



NIST Cybersecurity – Framework Core
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Core Framework - Identify
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Core Framework – Protect
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Core Framework – Detect
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Core Framework – Respond
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Core Framework - Recover
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Implement/Enhance Cyber Capability

 Step 1: Prioritize and Scope

 Step 2: Orient

 Step 3: Create a Current Profile

 Step 4: Conduct a Risk Assessment

 Step 5: Create a Target Profile

 Step 6: Determine, Analyze, and Prioritize Gaps

 Step 7: Implement Action Plan



Suggested Implementation

Simultaneous 
Approach

Perform Critical 
Cyber Assessments

Establish
Cybersecurity

Capability



Perform Critical Cyber Assessments

 Vulnerability Assessment

 External Penetration Testing

 Internal Penetration Testing
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Critical Cyber Assessments – Outcome
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Enhanced Security and Resilience

A comprehensive and persistent 
capability to more effectively address 
cybersecurity risk for processes, 
information, and systems directly 
involved in the delivery of critical 
infrastructure services.



Summary

 Collective responsibility of all stakeholders involved

 Air Gap erosion through the convergence of networks

Evaluate risks of newly converged systems

 Implement enhanced controls

Develop comprehensive and persistent Cyber Risk 
capability
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