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Cyberattacks and Breaches

Cybercrime has cost
the global economy
annually:

Cyberattacks in
the United

States in 2013: 1.023.108.267 |
1,5 MILLION | | | 5575 BILLION

Records breached
in 2014

Reported Breaches in

2014 N 300% INCREASE
1,367 (7 220%)

- J in cyber-espionage attacks

Data records were lost or stolen with the following frequency:

Every day Every hour Every Minute
2,803,036 116,793 1,947
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Have we come a long way since ChoicePoint...(2005)
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Data Governance

* Finding a balance between:
— Technology
— Data use and needs
— Security
— Empowerment
— Accountability
— Privacy
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Administrative, Technical and Physical Safeguards iﬁ

* The basic building locks of any data governance plan and rooted in law
and industry standard

f%i_) *HIPAA
$ “GLBA ﬁ
E==° .rciDss

ISO /SO 27001 and other industry
s standards
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.
Gramm-Leach-Bliley Act ("GBLA")

Consumer nonpublic personal information
Regulates the collection, use and disclosure by "financial institutions”

Major components (promulgated by FTC)
— Financial privacy rule
— Safeguards rule

NO private actions

GLBA safeguards rules requires written information security plan that must
Include:

— Designation of an employee to manage safeguards

— Review of risk management of each department

— Plan for developing, monitoring and testing a program to secure information

— Plan for changing safeguards as needed
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Health Insurance Portability and Accountability Act
c . ("HIPAA") 2003
e Covered entities:

— Healthcare providers
— Payers

— Clearing houses

— Flow down provisions

* Protected health information (created by covered entity)

* Privacy regulations

— Administrative safeguards
— Physical safeguards
— Technical safeguards

* No private right of action
— Some states allowing negligence claims to advance under HIPAA (WV, NC)
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Health Information Technology for Economic and
Clinical Health Act (2013)

e Business associates and business associate agreements j %dj

— Select privacy and security rule requirements apply to business associates
— Business associates are now directly "on the compliance hook" (HIPAA Security Rule)

 Business associates must have BAA with contractors

 Covered entities are not required to have BAA with a BAA’s
subcontractors
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While Not (generally) a Law....PCIl DSS

« The PCI DSS Is a security standard developed by the
electronic payment community to help create and promote
consistent data security measures

 The standard is designed to help companies proactively
protect individual data and includes:
— Requirements for security management
— Policies and procedures
— Software design
— Network architecture
— Other critical proactive measures

* Nevada law (NRS 603A.215)
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e
And so...

e Regardless of:
— The type of data collected

— Jurisdiction (state, federal, international) in which data is collected, stored, used or
shared

— Regqulated or not (HIPAA, GLBA, FCRA, etc)

« Companies are expected to understand:

— The data they collect, where the data is kept, how it is used and with whom it is
shared

— Obligations to keep such information secure from unauthorized disclosure and
ensure their employees, contractions and third parties do the same

— Obligations to mitigate harms and respond appropriately to all security incidents
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Data Classification

« You cannot govern what you do not
understand

 Define the data in external terms

— Personally identifiable information ("PII")
— Protected health information ("PHI") ("HIPAA")
— Nonpublic personal information ("NPI1") ("GLBA") =
* Define the data according to internal
standard

— High risk, medium risk and low risk
— Level I, Il and IlI
— Confidential, public and proprietary

) TRUSTED WISDOM. EXTRAORDINARY RESULTS.
—




.
Data Mapping

You cannot safeguard what you cannot locate

Map of existing locations where Pl is stored

— Technical locations: databases, servers and systems
— Physical locations: office, floor and office buildings
— Don’t forget the "cloud"

Map of existing data flows
— Internal: between locations
— External: from internal locations to external locations

* Map of existing applications
— Internal: what functions and what data
— External (including cloud): what functions and what data
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Defense in Depth

Governance

- 9 O T o oD O o -
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Administrative Safeguards
« Drafting policies (the "why")

» Drafting procedures (the "how")

« Educate on polices and procedures
— Regularly schedules training sessions
* Assessments
« Evaluation of competency
— Awareness program (there is a difference)
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Never Underestimate the Value of an Awareness Program

« Remember how the malware at Target was launched?
— Unverified email with link clicked by a HVAC service provider employee

 Don't let your employees be "that guys"...
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Subject: 2014 World Cup refund!!!
From: 3jdu77kdllwm34xsas
To: Your bored employee

After Nigeria was eliminated from the World Cup the summer, the Nigerian captain
personally offered to refund all the expenses of fans that traveled to Brazil.

“‘&*I. 1:-"'5‘?'5?3‘&‘ =

I o by i .-.-II- - . .'
- % f.f.f |“. il ? . a ‘

He said he just needed their bank details and pin numbers to complete the
transaction
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Administrative Safeguards: Policies

Once you know where data lives, you can construct safeguards,
starting with policies

» Authorized or permissible use policies for company assets

* Role based access control policies for information access

« User authentication policies and procedures (ID, password, two factor authorization)
* Mobile device use

« Social media use

» Encryption and other preventative technology requirements

* Audit
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Administrative Safeguards: Policies and Agreements

Incident Response Planning
» Establish Incident Response Team
— Senior leadership, legal, marketing, PR and IT
« Draft an Incident Response Plan
» Test the Incident Response Plan

Agreements
* Independent contractors, contractors, vendors, other third parties

 Mandatory security obligations, to include notice for data breach
* Insurance (cyber policies or data breach coverage)
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Technical Safeguard Basics

Segmentation and hardening of network assets

Antivirus, malware, intrusion detection systems,
firewalls and monitoring

Implementing administrative role based accessed
through technical solutions

User identity management
Third party implementation (Cloud service providers)
System testing, patching and improvement
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Technical Safeguards: Security in Depth

 Must emphasize both perimeter based security AND
layered security

e Multiple systems providing differing fail safes when
other systems fall

fj

* Must consider multiple pathways by which people can
access data and safeguard each pathway

— Each person, device and technology represent another
pathway that must be managed

 Log analysis to detect suspect activity
=0
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Assessment: Physical Safeguards

« So often overlooked but still a viable way to breach an
organization (think social engineering)

« Facility security (HQ, satellite and third party providers)

— Locks and Access Controls with Identity
Management (passkeys)

— Surveillance
— Security staff
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Data Governance:
The Process Never Stops

Evaluation, Remediation and Maintenance

 Audit compliance with policies and procedures
— Internal audits
— External audits
— System "stress tests”
— Incident response mock exercises

 Document all findings, corrections, revisions to policy
* Lessons learned session after each declaredsecurity incident
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DEFENSE IN DEPTH

Physical Security
Cardkey Entry Locks Laptop Locks Credentials/ID Badges RFID

Biometrics Surveillance Cameras Freon (Fire Retardant)
Desk & Office Keys Security Guards Perimeter Fences




Tensions In Data Governance
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Tensions in Data Governance

Obligation to provide security for personal Rules for processing Personal Information (and
information and other confidential material analogs outside the EU)
Quick response to attacks and changing strategies Requirements to obtain user consent and register

applications/processing

Need to retain log and traffic data for analysis Restrictions on data retention

Need to consolidate data for analysis Export limitations on "personal data," banking
information and "state secrets"
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Tension in Data Governance: Show me the money!

ESG asked 601 IT professionals working at organizations in North America and
Western Europe to identify the business initiatives that will drive IT spending over the
next year.

In 2014, the top three responses were:

— 39% said "cost cutting initiatives."
— 34% said "security/IT risk management initiatives."

— 26% said, "improved data analytics for real-time business intelligence and
customer insight."

2015 Responses:

— 46% said "security/IT risk management initiatives." (+ 7%)

— 37% said "cost cutting initiatives." (- 2%)

— 30% said, "improved data analytics for real-time business intelligence and
customer insight." (+4%)

—~~
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& RUSTED WISDOM. EXTRAORDINARY RESULTS.

—



Tension in Data Governance: In the News (but hardly new)

How Hackers Reportedly Side-Stepped Google's Two-
Factor Authentication

e Avictim’s Instagram account was hacked

 Even though he had two-factor turned on, the hackers were
able to reset his Instagram password through Gmail and
take control of his account

 Victim checked cell phone records, which showed his
number had been forwarded to a different number--which is
how the hackers gained access
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Google Hack Continued...

* The attack actually started with cell phone provider and allowed some level of
access or social engineering into his Google account

« This allowed the hackers to receive a password reset email from Instagram,
giving them control of the account.

« Commentator: service reps often receive commissions based on customer
satisfaction, creating "a constant tension between providing a good customer
experience and protecting security and privacy."

Common choice:
upholding privacy standards OR upsetting customers
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Hardly a New (Cautionary) Tale

This is not a new tale: ATT CloudFlare (2012)

o AT&T's customer support receive a call from the hacker
Impersonating the customer

 AT&T's logs showed hacker was not able to answer the
account's official security question

e But the customer support agent verified the account with the
last four digits of the customer social security number
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Data Governance: Balancing the Tension Effectively

e Social engineering is often the failure point

— CSAs
— Phishing
. TWQ facto_r authenti What went wrong? never fool proo_f |
* Polices with clear p proper authentication)
 Employee training ¢ Ires

Auditing and testing emplayeg compliance with training
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Tension In Data Governance

Who Decides?
e Business

e |T -
« CEO

How is the risk captured?

 Reserve

e Cyber Insurance

PROFIT AISX LOSS CHARTS
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Tension In Data Governance

Chief Information Security Officer - TOP100 -
. * CIS0 -
e Perception W AR DS

"Information Security is always flashing their badges at people
and making urgent demands, regardless of the consequences to
the rest of the organization, which why we don’t invite them to
many meetings. The best way to make sure something doesn't
get done is to have them in the room." The Phoenix Project
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Tension In Data Governance

Chief Information Security Officer

Py ——

* Role
— Perceiving IT as infrastructure

— Viewing CISO as part of IT
— Crisis management
— Privacy vs. Security
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Tension In Data Governance

Chief Information Security Officer

e Process |
— Timing of decisions e e (i e
_ Threat timeline )
— Result
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Tension In Data Governance

Chief Information Security Officer
e Conflicts of Interest
e The CISO should report to whom?
— T
— General Counsel
— RMO
— Business
— CEO

— Other
/’\
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Systems Data
Monitoring Tools
(IDS, IPS)

Server Monitoring
Tools

Systems Data
Storage Tools

Consolidation Tools
(SIEM)

Content Monitoring
Tools
(DLP)

Content and Log
Storage Tools

These tools send alerts based on rules of non-routine events, patterns of suspicious behavior, or unusual
activity. The alerts will contain systems data to provide evidence of the type of issues spotted, e.g. file type, IP
address, communications protocols, and what it was communicating with internally. Often programmed to
recognize specific malicious signatures.

These tools are similar to the above but work at a server or endpoint rather network level, e.g. monitor a
server to look for unusual events.

These tools save all log / network data so it can be reviewed at a later date. These differ from the monitoring
tools as the monitoring tools do not save all data but only provide information of suspicious events.

These tools take feeds from all of the other tools to enable suspicious events to be cross referenced. This
technology can correlate event information and bring together a larger picture of activity above and beyond
individual technology collection and analysis.

These tools undertake deep packet inspection (looking at Business Content) based on a set of rules to try and
identify content being exfiltrated or moved around the network by the attackers.

These tools effectively store all log and content data that passes over a certain point in the network, e.g.
firewall, mail server, VPN tunnels. Capable of storing a complete record of all communications entering and
leaving the network which can subsequently be reviewed if necessary to investigate suspicious behavior and
modes of attack. Length of data retention key driver.
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Defense & Response Toolkit

Proventia, Fidelis XPS,
Netflows (SiLK
analysis)

RSA ECAT, Microsoft
Threat Detection
System, Symantec
CSP

SPLUNK

ArcSight, Alien Vault
SIEM

Symantec DLP

RSA Security Analytics



Global Compliance Issues

General Data subject consent, DP registration

Systems Data Monitoring IP addresses treated as Pl by some jurisdictions; collection/review of physical security
Tools (IDS, IPS) data may violate workplace rules, especially when correlated with other data

Server Monitoring Tools Fact of access to particular servers may reveal protected health information or other PI
Systems Data Storage Same as above but with data retention issues and increased prospect that substance of
Tools communications will be revealed

Consolidation Tools (SIEM) In addition to above, export issues (as data need to be normalized and compared
(depending on configuration); additional retention issues

Content Monitoring Tools Direct review of message content; export issues depending on configuration
(DLP)

Content and Log Storage Direct review of message content, data retention issues, export issues
Tools
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Global Compliance Requirements

40

N

France
Employee rights to

Russia

In-country processing
requirements for PI;
limits use of encryption

United States
Export controls; Stored

Communications Act
issues; sectoral use
limitations

private communications
on corporate networks

tools and export of
"state secrets" and
"commercial secrets"
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Columbia

Sectoral limits on export
of PI
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