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Overview

What is RSA SecurlD?

RSA SecurlD is a multi-factor authentication technology that is used to protect network services. The RSA SecurlD
authentication mechanism consists ofa i t pektherrhardware or software, which is assigned to a user, and
generates a dynamic authentication code at fixed intervals. That code is then used when logging into a protected
service from outside a network (e.g. from a home Internet connection, public Wi-Fi hotspot).

Use this link below to watch a RSA YouTube video that can help users learn more about RSA SecurlD tokens.
https://www.youtube.com/watch?v=BRCeHdhfWmO0&index=25&list=PL 69kuTXAllavzxE6Q6]{M D1ctlsk-s606

What is Multi-Factor Authentication (MFA)?

Multi-factor authentication (MFA) is a security feature that works to protect your account. It adds an extra layer of

protection when you access secure servicesonlineby requiring two or more unique feg
identity. When you log into New York State s er vi ces protected by MFA, this feat
your account.

Why MFA and RSA SecurlID for New York State?

MFA is an important step in protecting New York Statebds
both New York State and users. MFA helps guard against fraudulent online activities like Phishing scams and
identity theft.

As the Office of Information Technology Services broadly implements MFA across the enterprise, we are better
protecting NYS critical information technology assets by providing a higher level of security to verify the identity of
our users.

RSA SecurID Authentication User Guide

This manual is designed to guide users through the process of requesting an ITS-issued token (software or
hardware). For users who request a software token, this guide will instruct you on how to download the RSA
SecurlD App and how to import your software token.

Need Help?

Your Service Desk is ready to help you! If you experience any issues or need assistance, please contact the
Enterprise Service Desk (or your local Service Desk), email fixit@its.ny.gov or chat online with a Service Desk
Representative at chat.its.ny.gov/.
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Tabl e of Content s

Section I: Requesting a Token (Hardware or Software Token)

Section | guides requestors through the registration process, which takes approximately 10 nulsetssmay
requesta hardware or softwareoken.

If you have a statdssued device, such as a smatione or tablet

you are required to obtain a software token

Section Il: Enabling the Hardware Token and Setting the PIN (Hardware Tokens

Onl
Section Il guides hardware token users through the process of enabling the hardware token and setting a PIN
before using. This process is completed only after you receive your hardware token.

Section lll: Downloading the RSA SecurlD Software Token Application (Software

Tokens Only)
Section Il guides users who request a software token through the process of installing the software on their
mobile device.

Section IV: Importing Your Token (Software Tokens Only)
Section Ill takes approximately 10 minutes to complete, and helps users successfully import the RSA
software token.

Section V: Troubleshooting Your Token (Hardware or Software Token)

Section V guides users through common token and PIN troubleshooting issues.
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Users requiring a token may request a hardware or software token.

What type of token is right for me?

A hardware token is a small physical device (often referred to as a fob) that produces a secure and dynamic code
for each use and displays it on a built-in LCD display.

A software token is deployed to your mobile device (e.g., smartphone or tablet). To use your software token you
will need to install the RSA software on a mobile device. The RSA software can be downloaded to either a state-
issued device, or any personal device you use. Note: if you have a state-issued device, such as a smart phone
or tablet, you are required to obtain a software token.

Both types of tokens perform the same tasks, however, software tokens are super convenient. They can be used
on the device you already have, and do not require you to carry anything extra with you.

Before you begin make sure you:

1 Have at least 10 minutes to complete this process
1 Read through the instructions
1 Have access to a device with an Internet connection

Have decided on which type of token is right for you

If you choose a software token, you will need to know what type of operating system supports your device.
Operating systems compatible with RSA SecurlID tokens are as follows.

i0S

Android

Windows

Blackberry Series: Click here to identify Blackberries in the Blackberry 10 series

Blackberry 10 Series: Click here to identify Blackberries in the Blackberry series

=2 =4 =4 -8 -9

Your Service Desk can assist in determining your operating system. For help, please contact the Enterprise
Service Desk at 1-844-891-1786 (or your local Service Desk), email fixit@its.ny.gov or chat online with a Service
Desk Representative at chat.its.ny.gov/.
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Follow the steps outlined in this section to request a hardware or software token.

Step 1: Navigate to
https://mytoken.ny.qgov. | < fewvom

Pl arPeaTImTY,

Office of Information
Technology Services  Gelf-Service Console

You will land directly at
the Self-Service Console. % Home

This application is used to manage your token usage. Your User ID is typically in the form of your email address.

Log On

Log on with your corporate credentials to request new tokens and manage existing tokens.

vserp [ [

Forgot your user ID? Contact your administrator.

Step 2: Enter your email

address (firstname. f’ Home
lastname@agency.ny.gov)
in the User ID box. Then
click Ok.

This application is used to manage your token usage. Your User ID is typically in the form of your email address.

Log On

Log on with your corporate credentials to request new tokens and manage existing tokens.

User 1D | | ox

Forgot vour user I1D? Contact yvour administrator.

Step 3: Choose your
Authentication Method by Eﬂ. Log On
Selecting Password

from the dropdown and
Click the LOg On button. User ID: edward.donnelly@its.ny.gov

Authentication Method:
oo | K

¥ou may choose how you want to authenticate yourself. Select your preferred authentication method and log on.
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Step 4: Enter your
Office365 Password
(this is the same
password you use to log
onto your computer and
email) and select Log
On.

m- Log On

Logon is required. If you have forgotten your logon information, contact your help desk or administrator.

User ID: edward.donnelly@its.ny.gov
Authentication Method: Password
Password: sesssnnsnny

e |

Step 5: Click the Set Up
link to set up your
Security Questions. Set
up is a prerequisite to
token approval.

3 My Account

This page allows you to view your user profile and manage your authenticators. Certain edits to your account require administrator approval.
You can alsc use this page to request authenticators and user group membership, and view vour request history,

,-'I\ Notes
=3

You have not answered security questions that are used for emergency authentication. To answer them, click set up in the My Authenticators section.

My Authenticators

Tokens - reguest a new token|view SecurlD token demo

You do not currently have any tokens.
Security Questions - set up

Not configured
Please set up your security questions and answers

Step 6: Select 5
security questions in
the language of choice
(answers will not be case
sensitive). Once
complete, select Submit
Your Request. Security
questions provide future
verification of user
authentication.

Secunty Questions

Language Enghs tod States) V

* | Last name of your premary teacher in the sixth grade/yesr v
& * | Maternal grandmother’s furst name v
3 * | Patemal grandmother's frst name v
4 * | Mother's middle name v
S * | Fathar's middie name v

Subma Your Request

Cancel
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Step 7: Once
successfully completed
you will receive
confirmation. Select
Request a new token.

S My Account

This page allows you to view your user profile and manage your authenticators. Certain edits to your account require administrator approval.
You can also use this page to request authenticators and user group membership, and view your reguest history.

‘ ¢ Security Questions successfully registered.

My Authenticators

Tokens - reguest a new token|view SecurlD token deme

“ou do not currently have any tokens.

Security Questions

You've successfully setup your security questions. During logon you may be prompted to answer those questions to verify yvour identity.

Step 8: Choose the type
of token from the drop-
down menu. You can
choose either a software
token or a hardware
token. If you choose a
HARDWARE token,
proceed to Step 9.

If you chose a
SOFTWARE token, click

here to jump to Step 12.

%) Request a Token

Request a Token

SecurlD tokens are required for logging on to protected resources.

Chooze One

Request a Token:
Hardware
| Software

| Cancel | | St

By logging into the application you agree that you will utilize this application only for t

Rev. Jan. 2017

NEW YORK
STATE OF
OPPORTUNITY.

Office of Information

T rvi
echnology Services Page 6 of 34

RSA Secur
Requ




G L RSA Secur
Token Requ

I 3z

Step 9: For Hardware
Token Requests Only.

Request a Token

SecurlD tokens are required for logaing on to protected resources.
If you chose a Request a Token:
hardware token, enter a
reason for the token
request. For example, fto o s .
access VDId Confirm or )
edit your mailing
address. Select Submit
when complete. Reason for Token Request

Reason for Token Request:

Select a Token

Please explain why you are requesting this token. For example, to access a Virtual Private Network (VP

Token Shipping Address

Enter the shipping address for your token. This shipping address is used only for tokens. &ny changes that you make to a shipping address a

First Name: * [ane |
Last Name: * [smith |
Address1: * [Swan Street Building- Core 4 |
Address2: \ |
City: * [Albany |
State: * v |
Zip: * [12223 |
Phone Number: [+1 (518) 408-8626 |

Cancel

Step 10: You will
receive confirmation
once your request is
submitted.

@& Your Request Was Submitted

Your hardware token v You have successfully submitted 1 request(s)

request is now
complete. Pending Requests

Proceed to Step 11 on New SecurID Token - Your confirmation # is: SCLTR7
information related to

token approval.

NEWYORK | Office of Information
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Step 11: Once your
token request is
approved you will
receive an email
notification from
Enterprise.RSA.Prod
@its.ny.gov advising you
of your token status.
Please retain this email
until you receive your
token. The enablement
code will be required to
enable your token.

Once you receive your
token refer to Section Il

to enable your
hardware token and set

your PIN.

Note: Token requests are
approved by a Token
Administrator and not
automatically generated
by the system.

N N N Te. Meetin Joyce's stuff 3 To Manager ¥
e 1 x oy oy B 9 y g
= lgnore |
'_@ [L@ L-) SEIM - =1 Team Email v Done
.‘(@Junk . Delete Reply ReA|:Ily Forward By More - = Reply & Delete ¥ Create New - Mtzve
Delete Respond Quick Steps &

Tue 3/22/2016 2:38 PM

Enterprise.RSA.Prod@its.ny.gov

New or Additional Hardware Token request is approved

To Pavelchak, Joyce (ITS)

Your New or Additional Hardware Token request is approved.
Administrator Comments:

ipavelchak@sve.ny.gov : You will be notified when token is ready for pickup
ipavelchak@sve.ny.gov : You may pickup token in Security Administration, Bldg 8, Room 331
Request Details:

Requested by: Joyce Pavelchak [Joyce Pavelchak@its.ny.gov]

Confirmation #: E7TTODI

Approval Date: 3/22/16 2:37:32 PM EDT

Token Details:

Type:KEYFOB

Token Enablement Details:

Link: https://mytoken.ny.sov/console-selfservice/EnableToken.do?action=nvEnableToken
Enablement Code: a837k6ix

SerialNumber : 000155302827

SelfService Console Link : https://mytoken.ny.gov/console-selfservice

‘=7 Rules =
_';'3 OneNd|
DaAction

Move
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Step 12: For Software
Token Requests Only % Request a Token

Select the radio button Request a Token
next to the operating

SecurlD tokens are required for logging on to protected resources.
system that powers

your mobile device. Request a Token:
Please note: Sample

mobile phone photos are e ——

inCIUdEd, however, an () Entarprise Windows Phone - CTKIF

REA S=curlD(R) Softwars Tokan 1ok for Windows Phane(TM)

RSA token may be
imported into any mobile
device (phone or tablet) © Enterprive 105 - CTKIF

provided it is powered by FSA SecuriDIR) Sefars Teken 2ox for 102
one of the operating
systems indicated.

OEnLgrprise Androwd - CTKIP

. . RSA S=curlD{R) Software Token Z.x for Android{TH)
Your specific Service
Desk can assist in
determining your O Ertarprise - Blsckazrry

. REA S=curlD(R) Softwars Toker 3.5 for BlackSerry(R) Smartphon=s
operating system.

() Entarprizs - SlackSsry 10

Note: Users Sh0u|d RS& SecurlD(R) Software Token 1.x for BlackBerry 10{TM)
choose a token profile
that begins with the word

{0} Do Mok Use - Suppart Use Only - compressed boken format
AENt er pr i seo RSA SecurlD(R] Saftwars Taken 1.3 for Apple(R) iPhone(R) and Pad(R)
their device operating
system. The fSupport
Use Onlyotoken should
not be requested by end-
users.
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Step 13: After selecting
your device, scroll
down to create a 1)
nickname for the token
(e. g. Mi kebs
PIN between 4 and 8
characters (a number
you can easily
remember), and 3)
Reason for the token
request. (e. g.

V DI &e¢lect Submit
when complete.

Note: Do not edit the pre-
populated device serial
number field. This
number simply serves as
a placeholder. Device
serial numbers are not
required.

Provide Your Token Details

Use the DeviceSerialMumber field to enter the code that uniguely identifies your device. Open the SecurlD software token application to find
Use the Nickname field to enter a user-friendly nickname for your software token. The nickname will be displayed in your software tolken appli
Centact your administrator for details.

DeviceSerialNumber: |556f1985733dd7442c:79155—3a05994f21.b1 |

Nickname: | |

Create Your PIN

You must create a FIN for the new token. A PIN is combined with a tokencode to create a passcode used for authentication.

Create PIN: * |

|YUur PIN must be between 4 and & characters long. You cannot re-use any ¢

i |

Confirm PIN:

Reason for Token Request

Reaszon for Token Request:

Please explain why you are requesting this token. For example, to access a Virtual Private Network (WVPN),

Step 14: You will receive
confirmation once your
request is successfully
submitted. Click OKk.

Proceed to Section llI:
ADownl oading
Securl D Appbo

Note: Token requests are
approved by a Token
Administrator and not
automatically generated
by the system.

@& Your Request Was Submitted

v

You have successfully submitted 1 request(s)

Pending Requests

New SecurlID Token - Your confirmation # is: SCLTR7

The following steps will need to take place as your administrator manages your request
Approval

Please print this paqge for your records.

[oc]

Rev. Jan. 2017

NEW YORK
STATE OF
OPPORTUNITY.

Office of Information

T rvi
echnology Services Page 10 of 34

RSA Secur
Requ

I 3z




G L RSA Secur
Token Requ

I 3z

Section |1 E n a bTloiknegh Satrted niga t chhwea rPd N

Hardware token users must enable the hardware token and set a PIN before using. This process is completed
only after you receive your hardware token. Follow the steps outlined in Section Il to enable your hardware
token and set your PIN.

Before you begin make sure you:
1 Have your hardware token in hand
1 Have access to a device with an Internet connection
1 Have at least 2 minutes to complete this process

1 Review the instructions

Stepl: Once you have

your hardware token, you {5 Ignore x <:>| IE2>| (L:>‘ FdMeeting 17 joyce's stuff £3 To Manager ¥ =] Rules ~
are ready to enable your € o Em- |[DTemEmai v Done B OneNo
y y & Junk~ Delete Reply Reply Forward (2 Reply & Delet # Create N —  Move ~_

token. Open the email N Al By More - eply & Delete reate New * L B Action:
notification you previously Delete Respond Quick steps g Move
received from Tue 3/22/2016 2:38 PM
Enterprise.RSA.Prod Enterprise.RSA.Prod@its.ny.gov

ItS.Nny.gov. New or Additional Hardware Token request is approved

To Pavelchak, Joyce (ITS)

Note: If you misplaced or

deleted this email contact " .
. . Your New or Additional Hardware Token request is approved.
the Enterprise Service Desk | aAdministrator Comments:
or your local Service Desk jpavelchak@sve.ny.gov : You will be notified when token is ready for pickup
jpavelchak@sve.ny.gov : You may pickup token in Security Administration, Bldg 8, Room 331

for assistance.
Request Details:

Requested by: Joyce Pavelchak [Joyce Pavelchak@its.ny.gov]

Confirmation #: E7TODI

Approval Date: 3/22/16 2:37:32 PM EDT

Token Details:

Type:KEYFOB

Token Enablement Details:

Link: https://mytoken.ny.gov/console-selfservice/EnableToken.do?action=nvEnableToken
Enablement Code: a837k6ix

SerialNumber : 000155302827

SelfService Console Link : https://mvtoken.ny.gov/console-selfservice
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Step 2: Verify that the
serial number in the email
matches the serial number
on the back of the token
you received. Your token
serial number is the 9-digit
number on the back of your
RSA SecurlD hardware
token. It can also be found
in the self-service console
by clicking view details next
to the token image.

Important: If the number
on the back of the RSA
SecurID hardware token
does not match the serial
number listed in the email
STOP. You will need to
notify your specific
Service Desk as you may
have been issued an
incorrect SecurlD
hardware token.

Request Details:

Requested by: Joyce Pavelchak [Joyce Pavelchak@its.ny.gov]
Confirmation #: E7TODI

Approval Date: 3/22/16 2:37:32 PM EDT

Token Details:

Type:KEYFOB

Token Enablement Details:

Link: https://mytoken.ny.gov/console-selfservice/EnableToken.do?action=nvEnableToken
Enablement Code: a837k6ix

SerialNumber : 000155302827

SelfService Console Link : https://mytoken.ny.gov/console-selfservice

Step3: Click on token
enablement link listed in
email notification to go
directly to the Self-Service
Console. Enter your User
ID (your work email
address), the enablement
code identified in the
email, and your token
serial number. Click Ok.

You will receive a
message stati
tokeni s ready t
Click OK to be
automatically directed back
to the home page of the
self-service console.

%% Enable Your Token

* Required Field

Enable your token

You must enable your new token before you can use it to log on.

g

g

* l:lwhere do I find my serial number?

User ID:
Enablement Code:

Token Serial Num ber:

Cancel OK

Rev. Jan. 2017
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Step 4: Click Create PIN.
&Notes

The PIN for your KEYFOB token needs to be created. To create a PIN, click create PIN in the My Authenticators = Tokens > KEYFOB section.

My Authenticators

Tokens - request a new token|view SecurlD token demo

Key Fob View details test troubleshoot

Token Serial Number: 000155330541

PIN: none Create PIN

Expires On: Feb 27, 2021 7:00:00 PM EST request replacement
Enterprise i0S - CTKIP View details test troubleshoot

Token Serial Number: 000155880365

PIN: created on Mar 17, 2016 10:29:08 AM EDT Change PIN
Expires On: Sep 29, 2020 8:00:00 PM EDT request replacement

Security Questions

You've successfully setup your security guestions. During logon you may be prompted to answer those questions to verify your identity.

Step 5: Create a new PIN
between 4 and 8 Create PIN

characters. Click Save.
* Required Field

Create PIN

Enter and confirm your new PIN. Remember this PIN. It is required during each logon.

Create New PIN: *

Your PIN must be between 4 and & characters long

Confirm MNew PIN: * l:l

Step 6: You will receive a
message indicating your

PIN has heen successfully « You have successfully changed your SecurlD PIN.
created.
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Sectillon Downl oa8AngecthefltBwar e Token
Appicati on

Softwaretoken users must install tHeRSA Securlébftware on their mobile devicé=ollow theinstructions
below, which takes approximately 2 minutes, to download R&®A SecurlD App.

Before you begin make sure you:
1 Have your mobile device in hand
1 Have a network connection on your mobile device
1 Have at least 2 minutes to complete this process

1 Review the instructions

From the App store on
your mobile device,
download the RSA RSA
SecurlD App. If you have
difficulty finding the App
type ARSAMAINSe LA
the search field.

SecurlD

The RSA SecurlD Software Token application for iPhone or iPad can be found here

1 https://itunes.apple.com/us/app/rsa-securid-software-token/id318038618?mt=8

The RSA SecurlD Software Token application for Android can be found here

1 https://play.google.com/store/apps/details?id=com.rsa.securidapp

The RSA SecurlD Software Token application for Windows can be found here

I https://www.microsoft.com/enus/store/apps/rsasecurid/9nblgghOccn?2

The RSA SecurlD Software Token application for Blackberry world can be found here

1 https://appworld.blackberry.com/webstore/content/33979888/?lang=en&countrycode=US
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SectiomploMiyour Token

Software token users must import their token before use. The directions in this Section will guide software token
users through the process of successfully importing the RSA software token. This section is divided into three
different sections depending on the type of smart mobile device you choose to use. Since each token has a unique
serial number, you can only import your token into the RSA App on one device.
Before you begin make sure you:
1 Have installed the RSA SecurlD Software Token application on your mobile device
1 Have at least 10-15 minutes to complete this process

1 Read through the instructions

1 Have access to a device with an Internet connection. This device must be in addition to the mobile device

in which you will import your token.
1 Have your mobile device in hand
1 Have a network connection on your device
1 Can identify the type of device you have, and know what system operates it.

9 Click here for directions on importing your token for iOS / Android / Windows Devices

M Click here to identify Blackberries in the Blackberry 10 series, and for directions to import
your token

I Click here to identify Blackberries in the Blackberry series, and for directions to import your
token

If you have difficulty identifying the operating system for your device, please contact the Enterprise Service Desk at
1-844-891-1786 (or your local Service Desk), email fixit@its.ny.gov or chat online with a Service Desk
Representative at chat.its.ny.gov/.
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Follow the directions below to import your token if your mobile device operates oni O ¢

(Il Phone/ |1 Pad) [/ Androi d /

Step 1: Log on to the Self-
Service Console
https://mytoken.ny.gov/con
sole-selfservice from a
device other than the one
on which the RSA SecurlD
Token App is installed.

Step 2: In the My
Authenticators section of
the My Account page, click
Activate Your Token.

Step 3: Tap the RSA
SecurlD App on your
mobile device to open.
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