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Topics

= What is Ransomware?
. BaSIC Ransomware Operatlon —— Your personal files are encrypted
= A Little History

Your important files were encrypted on this computer: phaotos,
videos, documents | etc. You can verify this by click on see files

and try o open them.

= Ransomware Characteristics

generated for thiz computer. To decrypt files, you need to obtain
private key.

.
. ACt u aI O m p ro m I S e S i The single copy of the private key, which will allovw you to decrypt
( : - the files, iz located on & secret server on the Internet; the server
: will destroy the key within 72 hours after encryption
completed. After that, nobody and never will be able to restare

. y files |
. S O m e H e I p W I t h R e C Ove ry I;:lhrnflillte:i:;lrlrll:rlet Il:'l:'::l To retrieve the private key, you needto pay 0.5 bitcoins.

112472013 3:16:34 PM Click proceed to payment to obtain private key.

.
. / \ I I a n fo r I rote Ctl O I I Any attempt to remove or damage this software will lead
to immediate private key destruction by server.

Rl

www.bleepingcomputer.com




What 1s Ransomware?

» Ransomware, such as Cryptolocker and Cryptowall,
does not bother to steal your critical files (Office
documents, photos, videos) as it is much easier to just
encrypt them in-place and give you a ransom note.

= |f the ransom is not paid by its due date, you do not get
the decryption key needed to decrypt your files.

= Depending on the variant of Ransomware you've been
Infected with, you may be able to recover your files.

_______. ‘TA -|_...-_j".:-‘-"" ;
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Basic Ransomware Operation

» |nfect system via email attachment, Angler exploit kit (O-
day Flash exploit), or GameOver Zeus Botnet.

= Contact CnC server to generate / receive encryption key.

= Perform a depth first search of all disk folders (including
network drives), encrypting files with targeted extensions
using with one of several algorithms, such as RSA, ECC,
AES.

= Place ransom notes In all folders where files were
encrypted.

= Delete malware when encryption is complete and display
final ransom note.



Basic Ransomware Operation

= Depending on which variant of Ransomware a system
has been infected with, other activities shown here may
also take place:

= Deletion of Shadow Volume copies:

= "C:\Windows\SYsWOw64\cmd.exe"™ /C "C:\Windows\Sysnative\vssadmin.exe"
Delete Shadows /A1l /Quiet

= Secure deletion of original files after they’'ve been
encrypted.

= Malware setup as a scheduled task to run whenever
system boots.



A Little History

Cryptolocker arrives in September 2013.

» Spread via infected email attachments and via the GameOver
Zeus botnet until shut down by Operation Tovar.

CryptorBit / HowDecrypt arrives in December 2013.
CBT Locker / Critroni arrives in July 2014.

CryptoWall arrives in September 2014.

» Followed by CryptowWall 2.0 in October and CryptoWall 3.0 In
January 2015.

CryptoDefense arrives in January 2014.

TeslaCrypt arrives in February 2015.
» Files associated with video games also encrypted.

AlphaCrypt arrives in April 2015.



Ransomware Characteristics

* File types that are targeted for encryption can include the
following:

.7z, .rar, .m4a, .wma, .avi, .wmv, .csv, .d3dbsp, .sc2save, .sie, .sum, .ibank, .tl13,
-t12, .qdf, .gdb, .tax, .pkpass, .bc6, .bc7, .bkp, .gqic, .bkf, .sidn, .sidd,
-mddata, .itl, .itdb, .icxs, -hvpl, _hplg, -hkdb, .mdbackup, .syncdb, .gho, .cas,
.svg, -map, -wmo, -itm, .sb, .fos, .mcgame, .vdf, .ztmp, .sis, .sid, .ncf, .menu,
-layout, .dmp, .blob, .esm, .001, .vtf, _.dazip, -fpk, .mlx, _kf, _iwd, .vpk, .tor,
-psk, -rim, .w3x, .fsh, .ntl, _arch00, .Ivl, .snx, .cfr, _ff, _vpp_pc, .Irf, _.m2,
-.mcmeta, .vfsO, .mpgge, -kdb, .dbO, .DayZProfile, .rofl, _.hkx, .bar, .upk, .das,
-iwi, _litemod, .asset, .forge, .ltx, .bsa, .apk, .re4, _sav, .Ibf, _slm, .bik,
.epk, .rgss3a, .pak, .big, .unity3d, .wotreplay, .xxx, .desc, .py, -m3u, .flv, _js,
.Css, .rb, .png, -jpeg, -txt, .p7c, .p7b, .pl2, .pfx, .pem, .crt, .cer, .der, .x3F,
.srw, .pef, .ptx, .r3d, .rw2, .rwl, .raw, .raf, .orf, .nrw, .mrwref, .mef, _erf,
-kdc, .dcr, .cr2, .crw, .bay, .sr2, .srf, .arw, .3fr, .dng, -jpe, -jpg, -cdr,
-indd, .ai, .eps, .pdf, .pdd, .psd, .dbfv, .mdf, .wb2, .rtf, .wpd, .dxg, -xf, .dwg,
-pst, .accdb, .mdb, .pptm, .pptx, -ppt, -xlk, .xlIsb, _.xIsm, _xIsx, .xls, .wps,
.docm, .docx, .doc, .odb, .odc, .odm, .odp, .ods, .odt



Ransomware Characteristics
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Ransomware Characteristics

M_M HELP_TO_SAVE FILES - Notepad | o2 -

Lile  LCdit Tormat Miew |lelp

IA11 your documents, photos, databases and other important files have been encrypted -
with strongest encryption RSA-2048 key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can
decrypt wvour files until wyvou pay and obtain the private key.

If you see the main encryptor red window, examine it and follow the instructions.
Otherwise, it seems that wou or wour antivirus deleted the encrvptor program.

NMow you have the last chance to decrypt your files.

Open in your browser one of the links:

http: //isbxsotjdydatgur _ afnwdsyd 137 - com

http: //isbxsotjdydgtgur.%isernvur33. com
https://isbxsotjdydqtgur.torZ2web.blutmagie.de

They are public gates to the secret server.

Copy and paste the following Bitcoin address in the 1input form on server. Avoid missprints.
12kpdMakK91BF5PKr1NdUNyi4Z2froMwadth

Follow the instructions on the server.

L]

If wou have problems with gates, usc direct conncction:

1. Download Tor Browser from http://torproject.org

2. In the Tor Browser open the http://isbxsotjdydqtgur.onion/
Note that this serwver is available wvia Tor Browser only.
Retry in 1 hour if site 1is not reachable.

Copy and paste the following Bitcoin address in the input form on server. Avoid missprints.
12kpdMak91EF SPKr1INAUNyY i42 [ roMWas LB

Follow the instructions on the server.




Ransomware Characteristics

| DECRYPT_INSTRUCTION - Notepad _ e

File Edt Format View Help
8A8/F073A450BF20EF943585CcBB4AE4E

what happened to your files 7

All of your files were protected by a strong encryption with RSA-2048 using Cryptowall.
More information about the encryption keys using RSA-2048 can be found here:

http: //en.wikipedia.org/wiki/RSA_(cryptosystem)

what does this mean ?

This means that the structure and data within your files have been irrevocably changed, you will not be able
to work with them, read them or see them, it is the same thing as losing them forever, but with our help, you
can restore them.

How did this happen ?

Especially for you, on our server was generated the secret key pair RsSA-2048 - public and private. All your
files were encrypted with the public key, which has been transferred to your computer via the Internet.
Decrypting of your files 1s only possible with the help of the private key and decrypt program, which 1s on our
secret server.

what do I do ?

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the
private key will be changed. If you really value your data, then we suggest wou do not waste valuable time
searching fTor other solutions because they do not exist.

For more specific instructions, please visit your personal home page, there are a few different addresses
pointing to wour page below:

l.https://kpai7ycr7jxqgkilp.torminater.com/glb9

2.https://kpair7ycr7jxqgkilp. torchek. com/gle9

3.https://kpai’/ycr7jxgkilp.way2tor.com/gl69

If for some reasons the addresses are not available, follow these steps:

1.Download and install tor-browser: http://www.torproject.org/projects/torbrowser.html.en
2_After a successful installation, run the browser and wait for initialization.

3.Type in the address bar: kpai/ycr/jxgkilp.onion/gl69

4 _Follow the instructions on the site.

IMPORTANT INFORMATION:

Your personal page: https://kpai/vycr/jxgkilp.torminater.com/gl69

Your personal page (using TOR): kpai/ycr7ijxgkilp.onion/glb9

Your personal identification number (if you open the site (or TOR 's) directly): gl69 £

a 1 3
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Ransomware Characteristics

What happened to your files?
All of your files were protected by a strong encryption with RSA-2048 using CryptoWall.
More information about the encryption keys using RSA-2048 can be found here: http://en wikipedia crg/wiki/RSA_(cryptosystem)

What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.

All your files were encrypted with the public key, which has been transferred to your computer via the Internet.

Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server.

What do | do?
Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed.
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist.

For mere specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below

1.https:/kpaifycrjxqkilp.torminater.com/g169
2.https:likpai7ycrijxqkilp.torchek.com/g169

3.https:{ikpaifycr7jxgkilp.way2tor.com/q169

If for some reasons the addresses are not available, follow these steps:

1. Download and install tor-browser: hitp.//www torproject.org/projects/torbrowser.html.en
2_ After a successful installation, run the browser and wait for initialization

3. Type in the address bar: kpaiTycr7jxgkilp.onicn/g169
4. Follow the instructions on the site.

IMPORTANT INFORMATION:

Your Personal PAGE: https://kpai7ycrjxqkilp.torminater.com/g169
Your Personal PAGE(using TOR): kpaiTycr7jxgkilp.onion/g169
Your personal code (if you open the site (or TOR 's) directly): g169




Ransomware Characterist

[ AccessData Forensic To

File Edit View Evidence Fiter Tools Manage Help

Filter: = -unfiltered - 7 Filter Manager... |§| @

Explore Overview |Ermail |Graphics Bookmarks | Live Search |Index Search |Voltile | alal
Evidence Items 4 |- File Content v X
-5 Administrator . | Hex | Text | Fittered | Natural
ch All Users 000000 |01 FE 42 87 CS SC AR DE-00 01 00 00 00 2& 08 00| -pB-A\3B----- * . -~
B Default 000010 |23 E7 1F 00 18 5A 00 00-30 02 CD &C 0D €O 0D B4|-g---Z--0-f--A-~
DC:; Default User 000020 |30 CA FD 6D 42 SA 98 1F-23 OF 3E DF 9B 17 60 1A|QEYmBZ --4->B--" -
E-E5 S 000030 |EE 95 B0 60 BS 52 C5 D3-BS 64 77 E1 E8 85 59 E3|i-° uRAOpdwée -¥a

000040 |BS C9 C8 6& 9F 54 7B 9E-1F 72 A3 DF CC 41 7C SD|pEEj -T{--r£B8ial]

000050 (74 D4 5F E6 40 DA FO 2R-6C 34 EO 70 &C 1C EE D8 tf'_a@ﬁﬁ*lelépl-iz

000060 (3F 33 A4 8D 5C 77 8C 38-AC 7B DE C5 AE 75 77 86 ?31&-\11‘-8—{1751@11‘-

000070 |7E C1 89 65 DB FF OF B9-84 CF 89 4A 04 3C 60 D2 |~A-ef§-*-I.7-<0

000080 |6C 92 25 9E BC 44 83 FB-9C 88 30 02 42 ES CA BF |1-% -%D-G--0-B&E;
7

m

5 Y Documents 000090 |1D 27 7E 88 93 OF Bl 8D-46 1E EC 1F 09 Bé B6 62| -"~---+-F-i--19b -
agj Dell WebCam Central Cursor pos = 0; dus = 6533083; log sec = 52264664; phy sec = 53886680
) Fax
- JE=) My Music - File Content| Properties Hex Interpreter
File List
@ ﬂ ' , =. . -} = @ Normal ~ Display Time Zone: Eastern Daylight Time (From local maching) & &
| ame |Label  [1temz [ = Ext |Path | category [ PSize [LGize [ MDs | sta1 | sHazse | created | Accessed | Modified -
112 rAsU7IS.jpg 11434 ipg edexcel.001/Partition 3/... Unknown 88.00KB 87.02KB FOSEEF.. D4853. 1BC34.. 12/11/2013%3.. 12/11/20135:3... 9/22/201411:13:01PM ...
|2 sRAXTHQS.jpg 11435 ipg edexcel.001/Partition 3(... Unknown 4060KB  4059KB  D85BF... OFE63Z.. 940FEB... 3/19/2013 2:49.. 3[19/20132:49... 9/22f201411:13:12PM...
[1l? srGzY&5R.jpa 11444 ipg edexcel.001/Partition 3/... Unknown 220.0KB 218.5KB SACDB... 7FB435.. S5CESF.. 12/11/2013%0.. 12/11/20135:0... 9/22/201411:13:33PM ...
12 RH72UG1.jpg 11445 ipg edexcel.001/Partition 3(... Unknown 128.0KB 125.0KB  8845D... 49520... @855D5.. 10/2/20127:19... 10/2f20127:19... 9/22f201411:13:35PM ... |
[l2  srI2wey.jpa 11448 ipg edexcel.001/Partition 3/... Unknown 144.0KB 142.3KB DAS93.. 65F1A.. 3C3FZ.. 7/19/2013 201.. 7192013 2:01.. 9/22/201411:13:39PM ...
[Il2 sRNP71UU.IPg 11463 ipg edexcel.001/Partition 3(... Unknown 48.00KB 47.77KB  3AEAB... FC3A3.. AAT4F.. 7/25/20127:55.. 7/25/20127:55... 9/22f201411:13:52PM ..,
11?2 $RRQOO0A.jpa 11469 ipg edexcel.001/Partition 3/... Unknown 40.00KB  39.27KB  S9DAEL.. AIBAA.. B9917E.. 10/29/201211:... 10/29/2012 11:... 9/22/2014 11:13:53PM ...

117 $RRUE93Q.jpg 11470 ipg edexcel.001/Partition 3/... Unknown 44.00KB 43.27KB  1C415.. 1CE39... 777CE.. 10/29/201211:... 10/29/2012 11:... 9/22f2014 11:13:54PM ...

NI CJ[Z  srTUVPZD jpg 11473 ipg edexcel.001/Partition 3/... Unknown 44.00KB 42.77KB  9984F... 84D8F... B8F948F.. 10/29/201211:... 10/29/2012 11:... 9/22f2014 11:13:54PM ...
2 srwarryy.jpg 11432 ipg edexcel.001/Partition 3(... Unknown 52.00KB 50.52KB A7669... 815F25.. EESBD.. 10/29/2012 11:.. 10/29/2012 11:... 9/22/201411:13:59PM ...
1|2 March.jpg 158374  jpg edexcel.001/Partition 3/... Unknown 2068KB  2084KB  190F8.. A21C5.. 19E7E.. 10/22/2013%:0.. 10/22/2013 3:0... 9/22/2014 11:21:50PM ...
[i2 octjpg 158384  jpg edexcel.001/Partition 3(... Unknown 108.0KB 106.8KB AA3A8... 257CA.. 49558.. 10/22/2013%:0.. 10/22/2013 3:0... 9/22/2014 11:21:52PM ...
1|2 welcome Scan.jpa 158382  ipg edexcel.001/Partition 3/... Unknown 523.0KB 526.8KB 906DB... 3A883.. 192302.. 10/22/2013%0.. 10222013 3:0... 9/22f2014 11L:21:52PM ...
|2 $1D8338.kea 11332 ke edexcel.001/Partition 3/... Unknown 5448 5448 40DF7... 4CC70... 244FD... 7/23/2012 3:46... 7/23/20123:46... 7/23/2012 3:46:22PM (...

|| 1|2 sLPOCK4.keB 11383 ke edexcel.001/Partition 3/... Unknown 5448 5448 3BA1E... BEA3A.. 28748..  3/18/2013 1Z:0... 3182013 12:0... 3(18/2013 12:09:36PM ...
|2 SINFMXHU kea 11391 ke edexcel.001/Partition 3/... Unknown 5448 5448 47C57... BEEE93.. 3B7411.. 1212/20124:3.. 12/12/201243... 12/12/2012 4:30:383PM ...
1|2 sISH3R6EH. ke 11400 ke edexcel.001/Partition 3(... Unknown 5448 5448 239827... B1643B... 70COL.. 7/23/2012 3:48.. 7/23(20123:48... 7/23/20123:48:10PM (...
1|2 &RLD383B.ke3 11453 ke edexcel.001/Partition 3/... Unknown 4568 4568 FFOFFO... 030188... D4058... 7/23/2012 3:46... 7/23/2012 3:46... 7/23/2012 3:46:08PM (... ~
4 | (1l TS
Loaded: 361 | Filtered: 361 | Total: 361 | Highlighted: 1 | Checked: 2 | Total Lize: 85.21 MB

edexcel.001/Partition 3/05 [NTFS]/[root]/Users/ |/ Documents/March.jpg

| Explore Tab Fiter: [None
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Ransomware Characteristics

~ 10000000000000000 |«

| Label

Iltem=

| Ext

[ Created

]* Name

DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION,HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT_INSTRUCTION.HTML
DECRYPT INSTRUCTION.HTML

152566
152585
152630
158014
158030
153041
158061
158083
158101
158130
158209
158247
158331
158354
158387
158427
158590

htmi
html
htmi
htmi
html
htmi
html
htmi
html
htmi
html
htmi
html
htmi
htmi
htmi
html

9/22/2014 11:19:22PM (...
9/22/2014 11:19:22 PM (...
9/22/2014 11:19:22 PM (...
9/23/2014 4:42:56 PM (2...
9/22/2014 11:19:23PM (...
9/22/2014 11:19:23PM (...
9/22/2014 11:19:23PM (...
9/22/2014 11:19:23PM (...
9/22/2014 11:22:27PM (...
9/23/2014 4:42:30 PM (2....
9/22/2014 11:20:07 PM (...
9/22/2014 11:21:45PM (...
9/22/2014 11:21:48 PM (...
9/22/2014 11:21:53PM (...
9222014 11:21:52PM (...
9/22/2014 11:22:26 PM (...
9/22/2014 11:22:27PM (...
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Ransomware Characteristics

» |f the ransomware is allowed to finish encrypting files, it
deletes itself. Since it was discovered relatively quickly, it
still existed on disk:

| o
=/ « User: » M » AppDatz » Roaming » ~ [é [ search Roaming 2]
Organize « Include in library « Share with = Burn Mew folder = ~ [ -ZEZ-
> Favorites *  Mame Date medified Type Size i
B Desktop 3 Moxzilla 7/22/2014 8:06 PM  File folder
& Downloads srkits 5/7/20151:03PM  File folder
%* Dropbox Xerox 4/17/20158:55 AM  File folder
- Recent Places | HELP_TO_SAVE_FILES 5/7/20151:35PM  Text Document 2 KB
L] key 5/7/20151:34 PM File Association M... 1 KB E
a Libraries . Kfibpjs 5/7/20151:34 PM  Application 269 KB
J_‘ Documents L] log 5772015 2:36 PM HTML Docurnent 9,082 KB -
16 items

14



File name: kfibpjs_exe

Detection ratio: 42 / 56

Analysis date: 2015-05-31 14:02:13 UTC { 0 minutes ago )

= Analysis @ File detail

Antivirus
AlYac

AVG
Alware
Ad-Aware
AhnLab-V3
Antiy-AVL
Avast

Avira
Baidu-International
BitDefender

CAT-QuickHeal

& Additional information @ Comments 03 Votes

Result

Trojan.GenencKD 2382507
FileCryptorBLZ

Trojan Win32 GenericlBT
Trojan.GenerickD. 2382507
Win-Trojan/Mda_275456
Trojan[Ransom]/\WWin32. Bitman
Win32:Malware-gen
TR/Dropper. A_38261
Trojan. Win32.Ransom.lg
Trojan.GenerickKD.2382507

Ransom. Tescrypt.r3

EH Behavioural information

Ransomware Characteristics
el total

SHAZ256: 99fc04d82877aeal247286d41186b385ab773b19cBefdT86fc1fa50e35af29

Update

20150531
20150531
20150531
20150531
20150531
20150531
20150531
20150531
20150531
20150531

20150530
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Ransomware Characteristics

-

SRS

j crypt - Notepad l = | [=] |ﬂ?-J ﬁJ crypt - Notepad

File Edit Format View Help File Edit Format View Help
GetThreadContext GetStdHandle
SetThfeadContext TlsGetvalue
LoadLibraryw TlsAlloc
CreateProcessA Tlssetvalue
GetPrchddFESS TlsFree

LoadLibraryA InterlockedIncrement

GetModuleFileNameA
KERNEL3Z2.d11
GetLastError

HeapFree

HeapAlloc

GetModu leHand1ew
Sleep

ExitProcess
GetStartupInfow
TerminateProcess
GetCurrentProcess
UnhandledExceptionFilter
SetUnhandledExceptionFilter
IsDebuggerPresent
HeapCreate
VirtualFree
DeleteCriticalSection
LeaveCriticalSection
EnterCriticalsection
virtualAalloc
HeapReAlloc

WriteFile

4 I

SetLastError
GetCurrentThreadId
InterlockedDecrement

InitializeCriticalSectionAndSpi

GetModuleFileNamew
FreeEnvironmentStringsw
GetEnvironmentsStringsw
GetCommandL inew
setHandleCount
GetFileType
GetstartupInfoaA
QueryPerformanceCounter
GetTickCount
GetCurrentProcessId
GetSystemTimeAsFileTime
Rtlunwind

GetCPInfo

GetACP

GetOEMCP
IsvalidCodePage
Heapsize

GetLocaleInfoaA

4 I

o | =

23

| aypt- Notede

|'\

File Edit Format View Help

wideCharToMultiByte
GetStringTypeA
MultiByteTowideChar
GetsStringTypew
LCMapStringA
LCMapSstringw

4 |0
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Ransomware Characteristics

= PE header basic information

Target machine

Compilation timestamp

Intel 386 or later processors and compatible processors

2015-05-07 05:59:59

Link date 6:59 AM 5/7/2015

Entry Point 000023154

Number of sections 3

i PE sections

Name Virtual address Virtual size Raw size Entropy
rdata 4096 7074 7168 549
.data 12288 199708 162816 r.ro
TsrC 212992 104448 104448 2.95

# PE imports

[+] KERNEL32.dl
GetLastError

InitializeCritical SectionAndSpinCount

HeapFree
GetStdHandle
EnterCriticalSection

LCMapStringV

MD5
97addcdcc1dbd b4 5bEbY3bc28733776
19cchbBte3d5f2b481917648085b4fbE0
Jeba%ecl81cceelBf7cabbbcb92526f1
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Ransomware Characteristics

e ot T —— e 3 TEE— |M|
File Edit Format View Help

R6034 -
An application has made an attempt to load the C runtime library incorrectly.

Please conlacl Lhe applicalion's suppourl Leam For more inlformalion.

R6033

- Attempt to use MSIL code from this assembly during native code initialization
This indicates a bug in your application. It is most 1ikely the result of calling
an MSIL-compiled (/clr) function from a native constructor or from D11Main.

R6032

- not enough space for locale information
R6031

- Attempt to initialize the CRT more than once.
This indicates a bug in your application.

R603N

- CRT not initialized

R6028

- unable to initialize heap

R6027

- not enough space for Towio initialization
R6026

- not enough space for stdio initialization
R6025

- pure virtual function call

R6024

- not enough space for _onexit/atexit table
R6019

- unable to open console device

R6018

- unexpected heap error

RG017

- unexpected multithread Tock error

R6016

- not enough space for thread data

This application has requested the Runtime to terminate it in an unusual way.
nggge contact the application's support team for more information.
R

- not enough space for environment

R6008

- not enough space for arguments

R6002

- floating point support not loaded

Microsoft Visual C++ Runtime Library

<program name unknown>
Runtime Error!

Program:

EncodePointer
DecodePointer

FlsFree

FlsSetvalue

FlsGetvalue

Flsalloc
GetProcessWindowStation
GetUserObjectInformationA |
GetLastActivePopup
GetActivewindow
MessageBoxA

4 m d b
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Actual Compromises

= Company A: Health Care provider

Employee computer infected via email attachment.

No malware scanning on Exchange server or employee
computer.

Files on computer and all company network shares mapped to
the employee computer were encrypted.

Company used Carbonite for real-time backup.
All Carbonite files were replaced with (new) encrypted versions.

IT staff located offending email on Exchange server and deleted
it.

The company paid the Bitcoin ransom.
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Actual Compromises

= Company B: Educational Institution

Remote employee laptop infected via personal email attachment.

Files on laptop were encrypted. College policy dictates no files
are stored locally.... But this policy is not fully complied with.

Husband of employee was security savvy and disconnected
computer from VPN connection. This was a good thing !

A limited number of files on the schools network shares mapped
to the employee computer were encrypted.

Spread was limited due to proper permissions in effect.

The company reimaged the laptop and restored other encrypted
files from a current backup.

Endpoint protection did not stop the malware.
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Actual Compromises

= Company C: Town Police

Administrative assistant’s computer infected via emall
attachment.

Files on computer and department file server were encrypted.
Files were restored from a recent backup.

An IT security audit was suggested but not performed due to
budget concerns.

Three months later the same employee infected her computer a
second time.

Many encrypted files were lost due to a failed hardware backup
process.
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Some Help with Recovery

Be aware that others have
already suffered through
ransomware attacks and
some tools are available.
https://decryptcryptolocker.com/

provides relief for
Cryptolocker victims.

Idit View History Bookmatks Tools Help \_n:n = 3
crypinlocker recovery - Ve % | e NewSite RecoversFilesla.. % | FireFye - FoxIT Searner x U+
& /decryptcryptolocker.com 3 @ ﬁ E L= -d B =

120 Most Visited Gettirg Startzd : Amazon.com — Online... Ebay G/.j HP - See What's Hot HP Games Suggested Sites : Web Slice Gallery

)
<O FireEye FOX IT

MCRE EECURE SOCIETY

FireEys and Fox-IT have partnered to provide free Keys designed 10 unlock systems infected by CryptoLocker.

Please provide vour emai acdress [1] and an encrvpted fle [2] thal hes been encrypted by Cryptolocker
[This partal will taer email you a master dzcrypton key along with a download link o cur recovery program that car be uzed together witk the master decryption

tey to repair all encrypted filzs on your system.

Flease note that each infected system will require its own unique master decryption key. So in case you have multiple svstems compromised by Crypto_ocket,
ou will neec to repeat ths procedure per compromised system

Moles

1] Email addresses will not be Jsed for marketing pumposes, nor will they be in any way stoed by FirzEye or Fox-T.
2] You should only upload encryptzd files that do not contain any sensitive or personally identifable informatior

No file selected

ize: 16MB

‘ Privacy & Terms

our Privacy Falic

T,
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Some Help with Recovery

Varonis provides instructions on detecting and cleaning Cryptolocker
Infections.

= http://blog.varonis.com/detect-clean-cryptolocker-infections/

Bleeping Computer provides the ListCwall tool that will scan the
Windows Registry for the Cryptowall key that contains the list of
encrypted files. This is helpful for finding out what files were
encrypted prior to recovery from backup.

= http://www.bleepingcomputer.com/download/listcwall/
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Some Help with Recovery

r AccessData Registry Viewer - [Common Areas] = | E [ )
Eile Edit Report View Window Help -
B S | O | ?
* | Mame Type Data i
E{I:\dﬂﬂlﬂMiles.dncx REG_DWORD 0:AE03D306 (503567110)
E{I:\non—lpn ozc ltr.pdf REG_DWORD 0:1E03D306 (503567110)
E{I:\Lnst souls report Dec 2012.xdsx REG_DWORD 0:AE03D306 (503567110)
F Ei{I:\Textbonkli5t2012—2013.pdf REG_DWORD 0:AE03D306 (503567110)
@{I:\ZUIBGBIG_ISMGEJFIQ REG_DWORD 0:1E03D306 (503567110)
(] ASKDefaultSearch [ﬁ_l_{I:\?34009_5?3558032551?01_820?89183_n[1].jpg REG_DWORD 0:AE03D306 (503567110)
(23 ASKHomePage @{I:\Dﬂktop\l}clll Employee Performance Evaluation REVISED 2013.pdf REG_DWORD 0:1E03D306 (503567110)
3 ATI [ E{I:\Desktop\ﬁ«cademic Probation Letterof GoodStandingTemplate.docx REG_DWORD 0:AE03D306 (503567110)
{Z3 Black Ice Software LLC 3 @{I:\Desktop\ADNPILOTh letter+regarding+Fin+aid+ FINAL+3-21-13+V2.doc (1).doox REG_DWORD 0:AE03D306 (503567110)
[ Broadcom E{I:\Desktop\all test site Hospitals-Updated 9-13-11. pdf REG_DWORD 0:AE03D306 (503567110)
{1 Citrix E{I:\Desktop\Cop}r of Elizabeth.doc REG_DWORD 0:AE03D306 (503567110)
{1 Clients @I:\Desktop\Cost letter FY12-13.pdf REG_DWORD 0:AE03D306 (503567110)
(1] Creative Tech E{I:\Desktop\Cost letter FY13-14 . docx REG_DWORD 0:1E03D306 (503567110)
{13 CyberLink [24 1\ Desktop\ COURSEDESC Cover Page.pdf REG_DWORD 0:1 E03D306 (503567110)
| {1 Google [24 1\ Desktop\ CourseRegform. pdf REG_DWORD  0xlE03D306 (503567110)
{1 Intel [24 1\ Desktop\ CPME eligible [2012-13].pdf REG_DWORD  0xlE03D306 (503567110)
g i”tE':‘:“E Intelligence 8% I\ Desktop\Curriculum Analysis Essentials and Differences.pdf REG_DWORD  0xLE03D306 (503567110) _
avaso = -
w7 Logishrd | oL ; :
iRy Sranectis o|og D3 03 1E -0 s
Last Written Time
Software\§ABTF073A450BF20EFO43585CBBAAEAE\ 34445580 ABBCEEEF  Offeet:0
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Some Help with Recovery

Be aware that others have already suffered through ransomware
attacks and some tools are available.

For TeslaCrypt visit http://blogs.cisco.com/security/talos/teslacrypt
for information about what the ransomware does and access to a
decryption tool to recover encrypted ECC files.

AlphaCrypt is a variant of TeslaCrypt, but the Cisco decrypting tool
does not work for its EZZ files. However, Bleeping Computer has a
decrypting tool that works for ECC and EZZ files, located here:
http://www.bleepingcomputer.com/forums/t/574900/teslacrypt-
ransomware-changes-its-name-to-alpha-crypt/page-4
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Some Help with Recovery

.

B | TeslaDecoder - 0.0.55 = 3| || 7 key - Notepad [E=R e
Fle Edil Fonnal  View  Help
This version of Tesla/alphaCrypt decryptor can decrypt files only when decryption key is still present in a data file 12kpdMzK91BFSPKIriNdUNYi42froMwadts
or TeslafAlphaCrypt's registry key. Data file can be manually selected if you are trying to decrypt files on different B
computer AT, X:6°9C D-ZoB! |4 &V |C#wz0B1800C8DA2717D
31518F9NA24R5F379F0769F7CH5045FATO0RAT 5 2AC
- - - 1983AD3579CES9187 30667 FSAFCDO24ECB/BESA2TT
Trying to load data from windows registry... - 5677C1A7F3D5BABCEG61202BBD94
ERROR - Registry entry not found or incorrect. Load data file
OAIVKII§>532P-071BT°IEER"} j1sS«IARTABS
Trying to load data file from disk... Cop,uQ"MyO44pEIEU Be| ! « " V7 "9 3°GAGENH
ERROR - Data file not found. E Save data file (-GIL@Eu'EGmBc- XbXyB" pe Gv~* 'u-scbVy|U: =6016
I8E Le=Ca1F0200>RIAMELLE0<AT@, TELL - L 0" K™
**% You can load data file manually by dicking on Load data file button, *=* e 0AO»@LES , f|u M yx£-0%050  Ek= d<h>él EEewiionk
i Decrypt Folder €. (GR"Y35AC050Tt1q2°%#tc2d -Bs— T{e%0)IEECEE]
Loading data file from == 1.\ =y .dat @ fi‘r’%_utwé LT«k|0Z0"» <_<_QD:E5 EU%[@':Md%HAD}? 1_
Data file version 4 recognized. I ymyPs® pc,«[e, kf‘?_}_fzﬂ:‘.ﬂ‘&afzy' $i—| Mz S0_¢1 ]
i Decrypt A EEOSKs —-xI—iR4ESTVvHLEQIOMO g%, op oE. ExTo
Decryption key found == [fte; = 2CkU ¥ p
122CC20ETEC 2A041 2E446EDFFDEAAC 7EDSC 13EFDBES2EBE4 232538 36 54F0EF93C b . -
Close PR )

This version of Tesla/AlphaCrypt decryptor can decrypt files only when decryption key is still present in a data file
or TeslafalphaCrypt's registry key. Data file can be manually selected if you are trying to decrypt files on different
computer

122CC20ETEC 2A041 2E446EDFFDEA4C TaDAC 1 3EFDBE S 2EBE42 3238 36 54F0EFI3C -
Load data file

***You can try to decrypt your files now, ==
Save data file

*=%% It is highly recommended to copy few encrypted files into a new folder and try to
decrypt this folder by dicking on button Decrypt Folder, ===

Decrypting files in folder:I: \J GG

Please wait. .. E
D t All
Decryption finished. (3 files decrypted, 0 files skipped) g

See log file for more information: C:\Users\jantonak\Downloads TeslaDecoder
‘TeslaDecoder og. bt Cloze
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Some Help with Recovery

= Here are the original and decrypted versions of some sample files
from an AlphaCrypt infection:

Organize = Burn Mew folder

- Favorites
Bl Desktop
4. Downloads

=
=i, Recent Places

- Libraries
3 Documents
J'- Music
=l Pictures

E Videos

14 items

Mame

|| COPYING
4] fa-org-chart.docx

|=| fa-org-chart.docx.ezz

'l_ilj FIM AID PHOME MNOS, axdsx
=] FIM AID PHOME MOS, xlsx.ezz
@ Help Desk choices.docx

|=| Help Desk choices.docx.ezz

|| key.dat
|&| leg.html
| RECOVERY_FILE.TXT

Date modified

5/7/2015 3:28 PM
6/2/2015 11:34 AM
5/7/20151:35 PM
6/2/2015 11:34 AM
5/7/20151:35 PM
6/2/201511:34 AM
5172015 1:35 PM
5/7/20151:34 PM
5/7/2015 4:13 PM
5/7/20151:34 PM

Type

File

Microsoft Office ...

EZ7 File

Microsoft Office E...

EZ7 File

Microsoft Office ...

EZZ File
DAT File

Firefox HTML Doc...

Text Document

18 KE
56 KB
56 KE
14 KE
14 KE
13 KE
12 KE
1KE
9.082 KB
1KE
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Some Help with Recovery

2 Frae Hex Editor Nec (Admiristrator) == 2 l
Fil= it Select  Operstions  Bookmarks  NTS Streame  Tonke  History Jo  Help
e = F— e - -
14 -AERE MBI R8 9K ARl B
AP [ ] Help Desk choicesducneee % ] Help Desk chuiteduc | Histery
00000000 €0 01 02 03 04 05 0G Q7 00 29 Oa Ob 0Oc 0d Oe Of f _. | @5 ﬁ“ % I |
00003150 | fe 48 22 80 1c 87 a7 9b ea =9 86 £9 70 ad 37 06 .H"E.=§>EEtapaT. B Defoult | B
Uuuuslen 3 al 20 4Uu UL &b bY 37 41 dd le cV &b IZ UZ u¥d i @J"IA‘L',:T". "
00003170 | 79 d9 15 8a Ok 54 08 45 6a 32 ud a5 37 68 ©3 62 yi .Ej, B¥ThiL -5 Open
00003100 | 11 ca c3 9 dG b4 43 Oc €0 4G d0 b <0 2d c2 42  .2Bed’c.aFpke-An
00003150 ée 77 fe 96 3e bO T9 97 76 de e0 57 &c 00 93 a3 nwk—>" y—vBARE. "L
00003120 be d9 ca Te £d4 87 £5 06 82 22 61 74 16 30 be 04 ‘iﬁ\i’ —. fatoo
00003150 | 48 34 82 8c 88 c9 13 e5 35 2a 60 02 3e ad c2 19 HL,EE.35+ ..
00003120 | ¢a ‘c bc 33 d1 OFf 21 cé ae 24 92 0a db aa 58 3e  3.33R. 'Ees’.fax>
00003140 | c0 b4 12 65 ee 71 47 c5 a9 fe 6c Oe 1f 2d 72 36 A’ .eiqGhepl..-ré
00003120 | fc ec 4b £8 b3 09 38 42 ec 72 dded 98 2e f£2 Tb Eike®.EBirfe-.s{
000031E0 | (6 d2 5b 53 Eb e2 28 S0 76 3b 3d bS5 8a 94 77 34 .0[S¢&.Pve=nS wi
00003270 | 73 ba 6a a9 a5 2d 64 6d fc 3c dd B3 90 Tb 69 le  s°iE¥-dmE-¥F {i.
00003210 | 16 90 7e Bc =2e 74 S0 ae c9 =1 Te b9 31 3e 01 fa & ~EstPefh-'1>.4
00003220 | %c a8 5c Ge 3a 96 89 68 63 54 13 c5 e3 33 87 02 \"\n:-uncT.R&3:.
LUz | e 99 by 33 4r Vb ba BY T4 64 bE 25 UL 2/  DeCIRIU{IL004%.
00003240 | 5 82 a5 ab 35 5b 04 35 S0 17 dd 2c S8 dd  (,Y=/ S[.*B.%,X¥
000023250 49 da =G 42 21 bf 4G d4 6d b6 d0 60 ae 11 IL’T&CBE‘@TE‘I‘M]D:&.
00003260 €7 04 07 B8f a5 do cb 45 99 1f 12 63 12 7€ el 2f . ‘fﬁaE"\.S‘vﬁ/
00003270 | 5d 72 50 ef Se 20 11 de 2 3c 44 Oa a0 le 72 1f  ]r¥iZeARED. .r.
Annn32an f~ &b A3 13 34 28 NN f4 AN e A2 B3 e2 %h S5+ 57 \EE_A[ g, AW
00003230 | Se 40 B1 3d 27 3e 2c £2 46 ad 89 £d 22 95 3l es M al-sgmele @ ristery lume Navigazor
00003230 | €4 68 Ebce €0 0f &7 62 b9 35 95 ac 57 ad 84 72 hcid.ghtee-W-.r -
00003250 | 45 0b 36 4d 53 28 73 d28 20 3f bc 2f 3b ea 47 4a  E.EMS[a@ Y/ ;86T Selection i
00003220 | Ze 81 72 0b 74 6d 13 £8 b 59 a0 c0 £9 ba 7a 90 . r.to.e[¥ Aucz B TR AR AN
00003240 | c0 92 82 9d b0 05 39 72 9% L& 61 cé 7c 56 A%, ".9ri.aE"?|V [ e }
00003220 | K1 4b 28 7e d0 ed Bf9c 00 2e 7d 39 Tc o aa 39 KI-BI ®.%}9|U9 T e Pt i
00003260 | %5 d3 afed 4a cd fa 45 bl 35 99 cd Ic 83 2b 48 UG 1JEGEe M<f+H e
00003300 | 1d 05 el 2d 05 7c 67 9 08 58 5d 34 ce 7€ d3 64 ..&-. gz.X]4116d
vooussLo 8b 31 £1 BU 3¢ o 5l b4 34 1b Il 29 03 b4 DHE UD FllEe-{ i.00) . X.
00003320 | 5L 26 <0 =a b0 0 o6 &3 8. K" . f { Details J

00003330 44 44
00003310 £5 a2
00003350 29 f1
00003360 | c4 0a 2d 54
00003370 | 23 79 bS Of
00003330 | £9 75 63 6d
00003330 | b4 42 17 07
00003330 | =4 20 el Ta
00003320 | 76 b3 bd a2

d5 33 Sc fo DL ®Ec™\ BRO™b
21 0e 44 €9  sefik Cy.*.5!.Di
45 24 3c B 9A...~.BEU#EESca
¢d t7 a3 58 O.-T:a+B.-N3M.2X
54 57 3ceS #vo._.™i-APETW<A
09 92 06 af Hucm”.dfgcxp.Z.”
e a7 bb 8 ‘B..5-o¥i880ESs
bd 895 c7dl 4 dzvVil..CheClHt
bb %a Oe 6c  vixep” YEWOEs3.1

00003320 €a 8c 28 db 0 10 84 d3 7c  SE(T gPtE.t..0|

00003330 (| b7 28 da cf 6e 38 fa 79 02 39 Be la 5d ac 6l f6 - (UIngoy. 92.]€ad

UODUS3=0 [ 42 28 bU YD D B2 Y1 22  Ub E3 3ccd cZ YU 4f ba  D("{ebyr.o<id ug =

00003360 [ €4 cc 64 54 aicT

00005400

00003410 oo . =

7] T I - ' [ Szlection :'mFll Attributes
Rearly Ciffeet: OOOOCONN (1) Size: (:NN0033FL (13,300):17.99 KR Hex hytes 16, Nefault ANST OUR
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Some Help with Recovery

(2 Free Hex Editor Neo [Administrator)

File Edit View Select Operations

dA-EHEAE

Bookmarks  NTFS Streams  Tools

EAEIEA

AP Help Desk choicesdocx.ez | 8] Hel

000032b0 1€ 00 00 77
000032cD | €5 2e 78
00003240 | 60 00 00 21
000032e0 | 00 14 00 10
00003211 21 00 00 77
vougssuon 6e &7 73

00003310 a0 o0 oo

2e.

00 00 21 00
00003320 02 00 00 10 00 00 00
00003330 | 00 75 23 10
00003340 (| 70 2e 78 6d
00003350 | 00 00 00 21 00 ed 94
00003360 | 00 11 00 20

4

00003370 26 00 00 & 6L 63 S50
00003380 2c "8 &d 6c 50 4b 0O
nnAn33an an a0 21 00 16 f? /7
000033a0 | O£ 00 00 20 00 00 00
000033b0 | 00 00 77 6f 72 64 2f
000033c0 | éc 50 4b 15 06 00 00
000033d0 | 00 00 31 20 00 00 00

00000000 | 00 01 02 13 04 05 06
00003120 | 60 60 00 30 00 00 0O
00003130 | §f e 74 65 6e 74 St
00003140 | €c 50 4b 11 02 24 00
uouuE1so oy le Y41 la byY 3 00
00002160 00 00 00 20 00 00 00
00002170 72 65 &c 73 2f 2e 72
00003180 | 14 00 06 30 08 00 00
00003180 | 60 60 31 33 00 00 1c
000031a0 [ 00 00 00 20 a0
00003100 [ §c 73 2f 64 75
000031co 72 €5 6c 73 oo
00003140 00 00 21 20 05 b2 bl
nnnn3len 11 A0 nn oan nn nn o nn
000031£0 | 60 00 77 6F 72 64 2f
00003200 | 78 6 6c 50 4b 01 02
00003210 | 00 21 00 96 bS ad e2
00003220 | 00 00 00 30 00 00 00
00003230 00 77 &6rf 72 64 2f T4
00003240 €5 31 2e 72 &d &éc 50 4
00003250 | 08 00 00 30 21 00 ad
00003260 [ 60 00 il
00003270 [ 8 1c 72
00003280 [ 73 2e 4p
00003290 | 00 00 de
000032a0 a0 12 an

p Des« choices.docx X]

History Window Help

T S
=N B ]

=

07 0809 Oa0Ob 0z 04 Oe CE
i)

00 00 00 00 00 031 01 Sb 43
54 7970 €573 54 2= 78 €d
14 0006 00 08 00 01 00 21
Ul DO de DZ DU U O3 00 CO
00 D0 00 00 8 03 O) 00 °f
&5 &c 73 50 4k Ol 02 2d €O
00 21 00 d&6 64 b3 51 fa C0
00 00 00 00 00 031 01 00 CO
00 77 6 72 64 2 S5 72 €5
6d €5 6e 74 2e T3 Bd fc Ze
0z 2d 00 14 00 06 01 08 CO
dd 01 0d 00 00 cd o
nn nn an o an nn nn [#:]
64 6 63 75 6d 65 62 T4 Ze
2d 0014 00 06 01 0% 00 CO
96 06 00 00 50 1o 01 00 15
00 0000 0000 03 26 16 CO
68 65 6d 65 2f T4 63 65 €d
16 01 02 24 00 14 01 06 CO
94 81 77 d1 02 00 00 ¢a C6
00 0000 0000 03 01 00 CO
& 2£73 65 T4 G €7
0. 02 2d 00 14 0o £
8a ab 87 01 00 04 o
o0 0o 00 00 00 0o f8

&6 62 €a 71 51 6L &2 Ec

22d 0014 0106 00 (8

1b 84 01 00 03 &% 07 €O
00 0000 0000 0101 00 &f
2 77 65 €2 53 65 74 T4 €9
50 4b Ul UZ 2d U 1% 0O Ch
a? 06 cO aSdd OL 03 00 ¢
00 00 00 00 00 03 01 00 CO
63 50 72 6£ 70 73 2 £l 70
0: 02 2d 0014 01 06 00 C8
15 df 61 01 00 01 bz 02 CO
00 0000 00 00 03 01 00 E8
72 6L 70 73 2f 63 6 72 €5
0z 24 00 14 00 06 01 08 €O
91 ha N7 00N fFL 3m 00 n
00 00 00 00 00 03 00 20 29
73 7479 6c 65 T3 2= T8 &d
00 000b 000b 031 cl 02 CO

1l

ortert_Iypes].xm
1EK. c—cancauaaal
PTHASS PR R

rels/. relslK
im0 S AL =
e e
e.P...word/ re
ls/document.xml.
TELAPK. i=sasviaan

- -word/cocumert.
EERIC . — i
LT T T, -
wavaavassaaaatan
. WoIrc/Trhems/Them
el.xmlP¥. .-.....
ko L L
©...worc/setting
S.EMIPK..~avauan
PRI S

- ..werd/fortTabl
. HMIPK. . —uaan

i IR, 3

!..werd/webSetti

-L#. .docProps/ap
p-xmIPK..—......
AR L e

&..docProps/ccre
- Hm1TH.

T

. -word/=tyles.xm

[

History 1 X
-7 | &G & &

w '\phﬂw! -

Selection 1%

B B 8| | [

{

Total Size Mo selection  bytes
Fragments Mo selection

{ Details

m

= Selection [ File Attributes

Offset; 00000000 (0) Size: 0x)00C33d7 (13,271): 1296 KB Hex bytes, 16. Default ANSI OVR
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A Plan for Protection

= Helping prevent future ransomware infections requires a
combination of several things:

Maintain current backups.
Proper (and limited) access permissions.

Use Firewall, IDS / IPS, and anti-virus to assist with real-time
detection and mitigation.

An Incident Response team in place, ready to quickly respond to
an infection.

Ongoing security awareness training.
Employ Software Restriction Policies.

www.info-utiles.fr
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A Plan for Protection

= Additional suggestions:
= Check for Shadow Volume copies.

» Read the blog post located here, which provides interesting
Insight into the network communications employed by
Ransomware and how server event logging may be used to
detect an infection:

= https://blog.logrhythm.com/tags/cryptolocker/

= Keep looking for tools provided by others.

www.info-utiles.fr
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The End

* Thank you for listening.
= Questions?

Feel free to contact me at jantonakos@excelsior.edu
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