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Presenter's biography  
Dr. Yogesh Malhotra: Top-10 PhD IT & Statistics Double Doctorate Computer Scientist with 35 
SSRN Top-10 Research Rankings for 2015-2016 World  Leading Cybersecurity and Finance 
Computational Quantitative Risk Analytics Research. 2016 & 2015 Princeton Quantitative Trading 
Conference Invited Presentations on Cybersecurity, CyberFinance, and, Computational Statistics 
Algorithms. Recently pioneered Quantitative Finance and Cybersecurity Risk Insurance Modeling 
research and practices that pre-empted and prevented the Global Insurance Crisis owing to 
mismeasurement and misestimation of Cyber Risk Insurance Modeling Losses given reliance of 
worldwide firms upon inappropriate Quantitative Risk Models based upon VaR. The specific 
venture advanced Quantitative Finance research in Model Risk Management with oversight of 
distinguished Cybersecurity experts and Computer Scientists affiliated with the U.S. Air Force 
Research Lab, New York State Cyber Research Institute, and, SUNY. That venture advanced upon 
top management project leaderships in Quantitative Finance Risk Modeling practices guiding top 
leadership Global Head of Risk & Analytics and US Head of Portfolio Management and associated 
Managing Directors for top Wall Street investment banks with $1 Trillion AUM such as JP Morgan 
Private Bank. Before that advanced worldwide global practices in Enterprise Risk Management 
and Model Risk Management by developing Anticipatory Risk Analytics frameworks of Model Risk 
Management a decade ahead of articulated need by Wall Street CFOs and CROs for such 
frameworks in the aftermath of the Global Financial Crisis. Prior to that founded award-winning 
influential financial, risk, and analytics ventures with CxO clients and patrons such as Goldman 
Sachs, Google, Harvard, IBM, Intel, Microsoft, MIT, and, UPMC. Founded ventures applied and 
recommended by world's leading visionary IT-CxOs such as Microsoft founder Bill Gates, Big-4 
CxOs, and, top Commanders and CxOs of US Army / US Navy / US Air Force / US Air Force 
Research Lab. Research Impact ranked among Finance & IT Nobel Laureates in AACSB & Global 
Scientific & Industry Studies. 
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Summary of the session  
This presentation advances upon recent world leading Cybersecurity-CyberFinance 
Computational Risk Analytics Research selected for 35 SSRN Top-10 Research Rankings and 
invited for presentations at the 2015 and 2016 Princeton Quantitative Trading Conference 
sponsored by the Princeton University, Goldman Sachs, and, Citadel. The primary focus of the 
presentation is on helping advance insights of auditors, business managers, critical infrastructure 
owners, educators, executives, information security professionals, forensic specialists, IT 
professionals, law enforcement, process improvement managers, and project managers about 
advancing beyond Retrospective and  Predictive Risk Analytics to Anticipatory Risk Analytics. 
Using the metaphor of the iceberg with 90% of emerging cyber financial threats invisible to human 
eye, it sheds light on emerging Cyber risks that threaten the Financial survival of national and 
regional economies, global and local business enterprises, information infrastructure entities as 
well as individuals.  

Backed by research ranked for worldwide impact among Finance and IT Nobel laureates, this 
presentation will help you see Cyber risk and its implication for Finance at various levels like you 
have never seen before. It advances upon industry-leading research that recently developed 
robust foundation of global Cyber Risk Insurance standards with oversight of Cybersecurity 
experts affiliated with U.S. Air Force Research Lab and New York State Cyber Research Institute.  

The presentation builds upon global leadership of professional hi-tech practices in global Banking 
and Finance industry over the recent 25 years with most recent risk analytics leadership for top 
Wall Street investment banks such as JP Morgan, FinTech risk analytics ventures with CxO clients 
and patrons such as Goldman Sachs, and, prior global leaderships for Big Banks such as Bank of 
America and Big-3 IT firms leading global financial systems development for worldwide Banking & 
Finance firms. 
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http://FinRM.org/ 

20-Years Leading Global Research & Practices in  

Advancing Beyond ôPredictive õ to ôAnticipatory õ Risk Analytics 

http://www.finrm.org/
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Anticipatory Risk Analytics: Growing Awareness  

  
òOrganizations need anticipatory, active defenses designed to frustrate, 

annoy and deceive advanced adversaries  (and insiders ) who have 

already achieved access to their innermost sanctums.ó ð SANS Institute 

October 6, 2015, InfoSecurity Magazine 

To Stop APTs You Need Anticipatory Active Defenses 

òThe other aspect is digital transformation and the computerization of 

everything. .. One of the key things in cybersecurity is not just about there 

being more bad guys out there, but that the different kinds of cyber and 

information technology entry points are growing [exponentially ] all the 

time.ó ð Homeland Preparedness News, May 27, 2016 

òData drives decision making for people and computer systems. When 

that data is unknowingly [or knowingly ] manipulated, those decisions 

will be made based on false data.... The advent of connected and 

automated sensors aggressively exacerbates these issues.ó  

ð RSA, Dec. 10, 2015, SiliconAngle NewsLetter 

http://www.finrm.org/
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References: Recent Research  

} Risk, Uncertainty, and Profit for the Cyber Era: ôKnight Reconsideredõ 
 

} Beyond Model Risk Management to Model Risk Arbitrage for Fintech Era 

} Future of Finance Beyond 'Flash Boys': Risk Modeling for Managing Uncertainty 

} Beyond ôBayesian vs. VaRõ Dilemma to Empirical Model Risk Management 

} Markov Chain Monte Carlo Models, Gibbs Sampling, & Metropolis Algorithm 

} Cybersecurity & Cyber-Finance Risk Management: Threats & Vulnerabilities  

} Measuring & Managing Financial Risks with Improved Alternatives beyond VaR  

} A Risk Management Framework for Penetration Testing of  VoIP Protocols 

} Quantitative Modeling of Mobile Trust and Trust Management Protocols 

} Number Field Sieve Cryptanalysis Algorithms for Prime Factorization 

http://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=2338267 
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Data: The ôCurrencyõ of the Cyber Era 

In the Networked Era of Bits and Bytes... Going soon to ôQubitsõ... 

DATA is ôValueõ, ôValuationõ, ôMoneyõ, ôPriceõ, ôPaymentõ, ôTransactionõ 

DATA is direct access to CONTROL rather than via ôMoneyõ 

DATA is direct access to OWNERSHIP rather than via ôMoneyõ 

Finance: Economies, Markets, Exchanges, Payments, Transactions 

Infra: Telecom, Finance, Healthcare, Energy, Industry, Transportation 

http://cloudcomputing.sys-con.com/ 

Data Access 

Data Integrity 

Data Validity 

Data Reliability 

Data Driven 

Decision 

Making 

Networks  
Applications 

Hosts 
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Anticipating Human -ICT Vulnerability Exploits  

http://www.wired.com/2015/01/blackhat-the-best-cyber-movie/ 

òMicrosoft's Threat Research & Response blog issued an 

alert to its customers on May 26 warning them of the bug, 

which also goes by the name ZCryptor. The nastiest aspect 

of this piece of malware is its ability to reproduce and then 

spread to other systems through removable media devices, 

such as flash drives, as well as network drives...ó 

Stuxnet Anticipate  

This!!  

http://www.finrm.org/
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Beyond ôPredictive õ to ôAnticipatory õ Risk Analytics  

ôWhat gets measured, gets managed.õ ð Peter Drucker 

Yogesh Malhotraõs Analytics Corollaries: 

ôOn the folly of rewarding A, while hoping for Bõ ð Steve Kerr 

What gets mismeasured, gets mismanaged. 

What gets mostly mismeasured, gets mostly mismanaged. 

Two Guiding Questions on Prediction: IT, Statistics, Controls. 

òDriving forward 

by looking through 

the rear-view 

mirror...ó 

- ISRõs description 

of the IS field, 1993 

òModels are 

backward -

looking.ó ð Wall 

Street CEOs after 

the ôCrisisõ of 

2008-2009 

http://www.finrm.org/
http://www.simoncamilleri.com/the_truth_of_the_elephant/
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CyberFinance : Why Cybersecurity Risk Analytics must Evolve to Survive 

90% of Emerging Cyber Financial Threats, and, What You Can Do About It ? 

 

1. 20-Years of Anticipatory Risk Analytics 

2. Griffiss CyberspaceTM and Cyber 9-11 

3. RSA1024 ôGold Standardõ Shattered 

4. Mis-measure of Cyber Risk @ CERT 

5. Cyber Risk Industry Mis-measure of Risk 

6. Cyber déjà vu of Global Financial Crisis 

7. Global Cyber Insurance Crisis Averted 

8. Materiality of Cyber Risk, Lack Thereof 

9. The Cyber-Finance-Trust Framework 

10.Beyond Mis-measure of Cyber Risk 

11.The ôIcebergõ of Cyber-Finance Risk 

12.ôUncharted Territoriesõ of Cyber-Finance 

13.Beyond Risk to Managing Uncertainty 

14.Beyond NHST-Determinism to Bayesian 

 

 

 

13.Bayesian & Markov Chain Monte Carlo 

14. Increasingly Vulnerable Time and Space 

15.Vulnerable Digital & Crypto-Currencies 

16.20-Years of Digital Transformation Models  

17.Exponentially Growing Vulnerabilities 

18.Black Hat Finance of FinTech Models 

19.Assume Breach & Crypto-Apocalypse 

20.Healthcare More Vulnerable than Finance? 

21.Healthcare: Following Finance Analytics? 

22.Vulnerable Digital and Virtual Economy 

23.Toward Managing Catastrophic Risks 

24.Modeling Catastrophic Risks 

25.Additional Models and References 

Advancing Beyond ôPredictive õ to ôAnticipatory õ Risk Analytics 
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Download Related Research from:  http://www.yogeshmalhotra.com/blackswans.html  

From ôPredictionõ to òAnticipation of 

Surpriseó 

òThe future is moving so quickly that 

you canõt anticipate ité We have put 

a tremendous emphasis on quick 

response instead of planning...  

We will continue to be surprised, but 

we won't be surprised that we are 

surprised. We will anticipate the 

surprise.ó 

Advancing Beyond ôPredictiveõ to ôAnticipatoryõ Risk Analytics 

1993-Current 
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Griffiss  Cyberspace TM and Cyber 9 -11  

http://www.yogeshmalhotra.com/GriffissCyberspace.html 

Malhotra, Y., Expert Systems for Knowledge Management: Crossing the Chasm between 

Information Processing and Sense Making, Expert Systems with Applications: An International 

Journal, 20(1), 7-16, 2001. http://www.brint.org/expertsystems.pdf 
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