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“The new business model of the Information Age, however, is marked by fundamental,
not incremental, change. Businesses can't plan long-term; instead, they must shift to ‘ IO

a more flexible “anticipation-of-surprise” model.”
-- Dr. Yogesh Malhotra in CIO Magazine interview, Sep. 15, 1999,
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Presenter's biography

Dr. YogeshMalhotra Top-10 PhDIT & StatisticsDouble Doctorate Computer Scientiswith 35
SSRNTop-10 ResearchRankingsfor 20152016 World Leading Cybersecurity and Finance
ComputationalQuantitativeRiskAnalyticsResearchi2016 & 2015 PrincetonQuantitativeTrading
Conferencelnvited Presentationoon CybersecurityCyberFinanceand,ComputationalStatistics
Algorithms RecentlypioneeredQuantitative Financeand CybersecurityRiskInsuranceModeling
researchand practicesthat pre-empted and preventedthe Global InsuranceCrisis owing to
mismeasuremenand misestimationof Cyber Risk InsuranceModelingLossesgivenrelianceof
worldwide firms upon inappropriate Quantitative Risk Models basedupon VaR The specific
venture advancedQuantitative Financeresearchin Model Risk Managementith oversight of
distinguishedCybersecurityexperts and Computer Scientistsaffiliatedwith the U.S Air Force
Research_al New York StateCyber Researchnstitute, and,SUNY That venture advancedipon
top managemenproject leadershipsn Quantitative FinanceRisk Modelingpracticesguidingtop
leadershipgGlobalHeadof Risk& AnalyticsandUSHeadof Portfolio Managemenandassociated
Managindpirectors for top Wall Streetinvestmentbankswith $1 Trillion AUM suchasJPMorgan
Private Bank Before that advancedworldwide globalpracticesin Enterprise Risk Management
andModel RiskManagemeny developingAnticipatory RiskAnalyticsframeworksof Model Risk
Managementa decadeaheadof articulated need by Wall Street CFOs and CROs for such
frameworksin the aftermathof the Global FinancialCrisis Prior to that foundedawardwinning
influentialfinancialyisk, and analyticsventureswith CxO clients and patrons suchas Goldman
SachsGoogle Harvard IBM Intel, Microsoft, MIT, and, UPMC Foundedventures appliedand
recommendedby world's leadingvisionarylT-CxOs suchas Microsoft founder Bill Gates,Big4
Cx0Os, and,top Commandersand CxOs of USArmy / USNavy/ US Air Force/ US Air Force
ResearcH_.abh ResearcHmpactrankedamongFinance& IT Nobel Laureatean AACSB& Global
Scientific& IndustryStudies
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Summary of the session

This presentation advances upon recent world leading CybersecurityCyberFinance
Computational Risk Analytics Researchselectedfor 35 SSRNTop-10 ResearchRankingsand

invited for presentationsat the 2015 and 2016 Princeton Quantitative Trading Conference
sponsoredby the Princeton University Goldman Sachsand,Citadel The primary focus of the

presentationis on helpingadvancansightsof auditors,businessnanagersgritical infrastructure

owners, educators, executives, information security professionals,forensic specialists,IT

professionalslaw enforcement,processimprovement managersand project managersabout

advancingoeyond Retrospectiveand Predictive Risk Analyticsto Anticipatory Risk Analytics

Usingthe metaphorof the icebergwith 90% of emergingcyber financiakthreatsinvisibléo human
eye it shedslight on emergingCyber risks that threaten the Financiakurvivalof nationaland

regionaleconomiesglobaland local businessnterprises,nformation infrastructure entities as

well asindividuals

Backedby researchranked for worldwide impactamongFinanceand IT Nobel laureatesthis
presentationwill helpyou seeCyber risk andits implicationfor Financeat variouslevelslike you
have never seen before It advancesupon industryleadingresearchthat recently developed
robust foundation of global Cyber Risk Insurancestandardswith oversight of Cybersecurity
expertsaffiliatedwith U.SAir ForceResearchL.abandNew York StateCyber Researchnstitute.

The presentationbuildsupon globalleadershipof professionahi-tech practicesin globalBanking
and Financandustry over the recent 25 yearswith most recent risk analyticdeadershigfor top
Wall StreetinvestmentbankssuchasJPMorgan FinTechrisk analyticsrentureswith CxO clients
and patronssuchas GoldmanSachgsand,prior globalleadershipdor Big BankssuchasBankof
Americgand Big3 IT firms leadingglobalfinanciabystemsdevelopmentor worldwide Bankings
Financdirms.
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“The new business model of the Information Age, however, is marked by fundamental,
not incremental, change. Businesses can't plan long-term; instead, they must shift to ‘ IO
a more flexible “anticipation-of-surprise” model.”

-- Dr. Yogesh Malhotra in CIO Magazine interview, Sep. 15, 1999.

Anticipatory Risk Analytics: Growing Awareness

oOrganizationsieed anticipatory, active defens#ssigned to frustrate,
annoy and deceive advancediversaries (andinsiders) who have
already achieved access to their innermost sanctudSANSInstitute

October 6, 2015InfoSecuritylagazine
To StoAPT¥ou Need Anticipatory Adbeéenses

oData drives decision makirigr people and computer systems.When

that data is unknowinglfor knowingly ] manipulatedthosedecisions R SA
will be made based on false datihe advent of connected and
automated sensors aggressively exacerbates these issues

0 RSA, Dec. 10, 2015jliconAngldNewsL etter

ol'he other aspect isligital transformatiormnd thecomputerization of

everything.. Oneof the key things in cybersecurity is not just about ther: CGI
being more bad guys out there, but the different kinds of cyber and

iInformation technology entry points are growipgxponentially ] all the

time. d Homeland Preparedne$éews, May 27, 2016
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Anticipating Human -ICT Vulnerability Exploits

oMicrosoft'sThreat Research & Responbtdg issued an  Anticipate  _  Stuxnet

alert to its customers orMay 26warning them of the bu¢ This!! >

which also goes by the nanZ€ryptor. The nastiest aspect 7
of this piece of malware is its ability teproduce and then N 1'W )2/
spread to other systemthroughremovable media devices Sk & || SPECTRUM

such adlash drivesas well asmetwork drives . . O
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“The new business model of the Information Age, however, is marked by fundamental,
not incremental, change. Businesses can't plan long-term; instead, they must shift to ‘ IO
a more flexible “anticipation-of-surprise” model.”

-- Dr. Yogesh Malhotra in CIO Magazine interview, Sep. 15, 1999.
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Download Related Research fromi/Attmv.yogeshmalhotra.com/blackswans.html

From O6Predicti on
Surprisebo

Goldman Sachs CEO Lloyd Blankfein told the Australian Institute of
Company Directors at a breakfast briefing on Friday, July 26 2013, how
investors should prepare for the most extreme risk scenario. His
comments about risk management capture the essence of the 'anticipation
of surprise’ model mentioned above and explained in Dr. Yogesh

Malhotra's research papers and research monographs published over the
last decade or so.

0 T fukre is moving so quickly tf
you canot antic
a tremendous emphasis on quick

"The future is moving so quickly that you can't anticipate it... We have put a tremendous emphasis

reS po N Se | nste adplmn Nnin g - on quick response instead of planning. We will continue to be surprised, but we won't be surprised
. . . that we are surprised. We will anticipate the surprise.” - Anticipation of Surprise Framework
We will continue to be surprised, [

Risk Management Analytics beyond 'Prediction’ to 'Anticipation of Risk'™ (1993-Current)

we won 't b e Su rp r I se d th at we areon the Origin of the Model Risk Management (MRM) Research Program

surprisedVe will anticipate the oldman LUHIEHE 1903 current

surprise 0

not incremental, change. Businesses can't plan long-term; instead, they must shift to
a more flexible “anticipation-of-surprise” model.”
-- Dr. Yogesh Malhotra in CIO Magazine interview, Sep. 15, 1999,

LIAL CONCEPL U0 U COMMPrenensive uny acionuole Jruimework of digital social enterprise has been already developing
model risk management of non-deterministic risks such as frameworks and models for the anticipated future of finance

“The new business model of the Information Age, however, is marked by fundamental, I O

those associated with black swans through ‘anticipation of and future of risk starting with the first WWW-browser in
surprise’ by 'effective challenge of models'. .. 1993... adopted by worldwide firms, governments, and

institutions... and written about and recommended by greatest

. . tech visionaries such as Microsoft founder Bill Gates...
...0ver subsequent years, Yogesh Malhotra's influential research A

and practices on realizing and executing the cyberspace era vision _ Whether you are a pioneer in the ERM and MRM game or
of risk modeling and risk management have guided world's Just getting started, you are all "welcome to the new world of
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Griffiss Cyberspace ™ and Cyber 9 -11

Malhotra, Y., Expert Systems for Knowledge Management: Crossing the Chasm between
Information Processing and Sense Making, Expert Systems with Applications: An International
Journal, 20(1).-16, 2001 http://www.brint.org/expertsystems.pdf

http://www.yogeshmalhotra.com/GriffissCyberspace.htmi
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