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Presenter's biography 
Dr. Yogesh Malhotra: Top-10 PhD IT & Statistics Double Doctorate Computer Scientist with 35 
SSRN Top-10 Research Rankings for 2015-2016 World Leading Cybersecurity and Finance 
Computational Quantitative Risk Analytics Research. 2016 & 2015 Princeton Quantitative Trading 
Conference Invited Presentations on Cybersecurity, CyberFinance, and, Computational Statistics 
Algorithms. Recently pioneered Quantitative Finance and Cybersecurity Risk Insurance Modeling 
research and practices that pre-empted and prevented the Global Insurance Crisis owing to 
mismeasurement and misestimation of Cyber Risk Insurance Modeling Losses given reliance of 
worldwide firms upon inappropriate Quantitative Risk Models based upon VaR. The specific 
venture advanced Quantitative Finance research in Model Risk Management with oversight of 
distinguished Cybersecurity experts and Computer Scientists affiliated with the U.S. Air Force 
Research Lab, New York State Cyber Research Institute, and, SUNY. That venture advanced upon 
top management project leaderships in Quantitative Finance Risk Modeling practices guiding top 
leadership Global Head of Risk & Analytics and US Head of Portfolio Management and associated 
Managing Directors for top Wall Street investment banks with $1 Trillion AUM such as JP Morgan 
Private Bank. Before that advanced worldwide global practices in Enterprise Risk Management 
and Model Risk Management by developing Anticipatory Risk Analytics frameworks of Model Risk 
Management a decade ahead of articulated need by Wall Street CFOs and CROs for such 
frameworks in the aftermath of the Global Financial Crisis. Prior to that founded award-winning 
influential financial, risk, and analytics ventures with CxO clients and patrons such as Goldman 
Sachs, Google, Harvard, IBM, Intel, Microsoft, MIT, and, UPMC. Founded ventures applied and 
recommended by world's leading visionary IT-CxOs such as Microsoft founder Bill Gates, Big-4 
CxOs, and, top Commanders and CxOs of US Army / US Navy / US Air Force / US Air Force 
Research Lab. Research Impact ranked among Finance & IT Nobel Laureates in AACSB & Global 
Scientific & Industry Studies. 
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Summary of the session 
This presentation advances upon recent world leading Cybersecurity-CyberFinance 
Computational Risk Analytics Research selected for 35 SSRN Top-10 Research Rankings and 
invited for presentations at the 2015 and 2016 Princeton Quantitative Trading Conference 
sponsored by the Princeton University, Goldman Sachs, and, Citadel. The primary focus of the 
presentation is on helping advance insights of auditors, business managers, critical infrastructure 
owners, educators, executives, information security professionals, forensic specialists, IT 
professionals, law enforcement, process improvement managers, and project managers about 
advancing beyond Retrospective and  Predictive Risk Analytics to Anticipatory Risk Analytics. 
Using the metaphor of the iceberg with 90% of emerging cyber financial threats invisible to human 
eye, it sheds light on emerging Cyber risks that threaten the Financial survival of national and 
regional economies, global and local business enterprises, information infrastructure entities as 
well as individuals.  

Backed by research ranked for worldwide impact among Finance and IT Nobel laureates, this 
presentation will help you see Cyber risk and its implication for Finance at various levels like you 
have never seen before. It advances upon industry-leading research that recently developed 
robust foundation of global Cyber Risk Insurance standards with oversight of Cybersecurity 
experts affiliated with U.S. Air Force Research Lab and New York State Cyber Research Institute.  

The presentation builds upon global leadership of professional hi-tech practices in global Banking 
and Finance industry over the recent 25 years with most recent risk analytics leadership for top 
Wall Street investment banks such as JP Morgan, FinTech risk analytics ventures with CxO clients 
and patrons such as Goldman Sachs, and, prior global leaderships for Big Banks such as Bank of 
America and Big-3 IT firms leading global financial systems development for worldwide Banking & 
Finance firms. 

http://www.finrm.org/
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http://FinRM.org/ 

20-Years Leading Global Research & Practices in  

Advancing Beyond ‘Predictive’ to ‘Anticipatory’ Risk Analytics 

http://www.finrm.org/
http://finrm.org/
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Anticipatory Risk Analytics: Growing Awareness 

  
“Organizations need anticipatory, active defenses designed to frustrate, 

annoy and deceive advanced adversaries (and insiders) who have 

already achieved access to their innermost sanctums.” – SANS Institute 

October 6, 2015, InfoSecurity Magazine 

To Stop APTs You Need Anticipatory Active Defenses 

“The other aspect is digital transformation and the computerization of 

everything. .. One of the key things in cybersecurity is not just about there 

being more bad guys out there, but that the different kinds of cyber and 

information technology entry points are growing [exponentially] all the 

time.” – Homeland Preparedness News, May 27, 2016 

“Data drives decision making for people and computer systems. When 

that data is unknowingly [or knowingly] manipulated, those decisions 

will be made based on false data.... The advent of connected and 

automated sensors aggressively exacerbates these issues.”  

– RSA, Dec. 10, 2015, SiliconAngle NewsLetter 

http://www.finrm.org/
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References: Recent Research 

 Risk, Uncertainty, and Profit for the Cyber Era: ‘Knight Reconsidered’ 
 

 Beyond Model Risk Management to Model Risk Arbitrage for Fintech Era 

 Future of Finance Beyond 'Flash Boys': Risk Modeling for Managing Uncertainty 

 Beyond ‘Bayesian vs. VaR’ Dilemma to Empirical Model Risk Management 

 Markov Chain Monte Carlo Models, Gibbs Sampling, & Metropolis Algorithm 

 Cybersecurity & Cyber-Finance Risk Management: Threats & Vulnerabilities  

 Measuring & Managing Financial Risks with Improved Alternatives beyond VaR  

 A Risk Management Framework for Penetration Testing of  VoIP Protocols 

 Quantitative Modeling of Mobile Trust and Trust Management Protocols 

 Number Field Sieve Cryptanalysis Algorithms for Prime Factorization 

http://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=2338267 
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http://ssrn.com/abstract=2539180
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Data: The ‘Currency’ of the Cyber Era 

In the Networked Era of Bits and Bytes... Going soon to ‘Qubits’... 

DATA is ‘Value’, ‘Valuation’, ‘Money’, ‘Price’, ‘Payment’, ‘Transaction’ 

DATA is direct access to CONTROL rather than via ‘Money’ 

DATA is direct access to OWNERSHIP rather than via ‘Money’ 

Finance: Economies, Markets, Exchanges, Payments, Transactions 

Infra: Telecom, Finance, Healthcare, Energy, Industry, Transportation 

http://cloudcomputing.sys-con.com/ 

Data Access 

Data Integrity 

Data Validity 

Data Reliability 

Data Driven 

Decision 

Making 

Networks 
Applications 

Hosts 

http://www.finrm.org/
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Anticipating Human-ICT Vulnerability Exploits  

http://www.wired.com/2015/01/blackhat-the-best-cyber-movie/ 

“Microsoft's Threat Research & Response blog issued an 

alert to its customers on May 26 warning them of the bug, 

which also goes by the name ZCryptor. The nastiest aspect 

of this piece of malware is its ability to reproduce and then 

spread to other systems through removable media devices, 

such as flash drives, as well as network drives...” 

Stuxnet Anticipate 

This!! 

http://www.finrm.org/


Global Risk Management Network, LLC FinRM.COM 

 

 

 

 

 
Beyond ‘Predictive’ to ‘Anticipatory’ Risk Analytics 

‘What gets measured, gets managed.’ – Peter Drucker 

Yogesh Malhotra’s Analytics Corollaries: 

‘On the folly of rewarding A, while hoping for B’ – Steve Kerr 

What gets mismeasured, gets mismanaged. 

What gets mostly mismeasured, gets mostly mismanaged. 

Two Guiding Questions on Prediction: IT, Statistics, Controls. 

“Driving forward 

by looking through 

the rear-view 

mirror...” 

- ISR’s description 

of the IS field, 1993 

“Models are 

backward-

looking.” – Wall 

Street CEOs after 

the ‘Crisis’ of 

2008-2009 

http://www.finrm.org/
http://www.simoncamilleri.com/the_truth_of_the_elephant/
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CyberFinance: Why Cybersecurity Risk Analytics must Evolve to Survive 

90% of Emerging Cyber Financial Threats, and, What You Can Do About It? 

 

1. 20-Years of Anticipatory Risk Analytics 

2. Griffiss CyberspaceTM and Cyber 9-11 

3. RSA1024 ‘Gold Standard’ Shattered 

4. Mis-measure of Cyber Risk @ CERT 

5. Cyber Risk Industry Mis-measure of Risk 

6. Cyber déjà vu of Global Financial Crisis 

7. Global Cyber Insurance Crisis Averted 

8. Materiality of Cyber Risk, Lack Thereof 

9. The Cyber-Finance-Trust Framework 

10. Beyond Mis-measure of Cyber Risk 

11. The ‘Iceberg’ of Cyber-Finance Risk 

12. ‘Uncharted Territories’ of Cyber-Finance 

13. Beyond Risk to Managing Uncertainty 

14. Beyond NHST-Determinism to Bayesian 

 

 

 

13. Bayesian & Markov Chain Monte Carlo 

14. Increasingly Vulnerable Time and Space 

15. Vulnerable Digital & Crypto-Currencies 

16. 20-Years of Digital Transformation Models  

17. Exponentially Growing Vulnerabilities 

18. Black Hat Finance of FinTech Models 

19. Assume Breach & Crypto-Apocalypse 

20. Healthcare More Vulnerable than Finance? 

21. Healthcare: Following Finance Analytics? 

22. Vulnerable Digital and Virtual Economy 

23. Toward Managing Catastrophic Risks 

24. Modeling Catastrophic Risks 

25. Additional Models and References 

Advancing Beyond ‘Predictive’ to ‘Anticipatory’ Risk Analytics 

http://www.finrm.org/
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Download Related Research from:  http://www.yogeshmalhotra.com/blackswans.html  

From ‘Prediction’ to “Anticipation of 

Surprise” 

“The future is moving so quickly that 

you can’t anticipate it… We have put 

a tremendous emphasis on quick 

response instead of planning...  

We will continue to be surprised, but 

we won't be surprised that we are 

surprised. We will anticipate the 

surprise.” 

Advancing Beyond ‘Predictive’ to ‘Anticipatory’ Risk Analytics 

1993-Current 

http://www.finrm.org/
http://www.yogeshmalhotra.com/blackswans.html
http://www.yogeshmalhotra.com/blackswans.html
http://www.yogeshmalhotra.com/blackswans.html
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Griffiss CyberspaceTM and Cyber 9-11 

http://www.yogeshmalhotra.com/GriffissCyberspace.html 

Malhotra, Y., Expert Systems for Knowledge Management: Crossing the Chasm between 

Information Processing and Sense Making, Expert Systems with Applications: An International 

Journal, 20(1), 7-16, 2001. http://www.brint.org/expertsystems.pdf 

http://www.finrm.org/
http://www.yogeshmalhotra.com/GriffissCyberspace.html
http://www.brint.org/expertsystems.pdf
http://www.brint.org/expertsystems.pdf
http://www.brint.org/expertsystems.pdf
http://www.brint.org/expertsystems.pdf
http://www.brint.org/expertsystems.pdf
http://www.brint.org/expertsystems.pdf
http://www.brint.org/expertsystems.pdf
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Griffiss CyberspaceTM and Cyber 9-11 

http://www.yogeshmalhotra.com/GriffissCyberspace.html 

http://www.yogeshmalhotra.com/cyberrisk.html 

http://www.finrm.org/
http://www.yogeshmalhotra.com/GriffissCyberspace.html
http://www.yogeshmalhotra.com/cyberrisk.html
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RSA1024 ‘Gold Standard’ Shattered 

http://www.yogeshmalhotra.com/cyberrisk.html 

http://ssrn.com/abstract=2553544 

http://www.finrm.org/
http://ssrn.com/abstract=2553544
http://www.yogeshmalhotra.com/cyberrisk.html
http://ssrn.com/abstract=2553544
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Mis-measure of Cyber Risk @ CERT 

http://www.cert.org/flocon/2013/presentations/ulrich-james-cybervar.pdf 

“Our analysis reveals that 

cyber risk entails 

exponentially higher tail 

risks and systemic risks 

thus making VaR unfit for 

reliance as the primary 

risk model for cyber 

insurance modeling.” 

Risk, Uncertainty, and, Profit for 

the Cyber Era: 

Model Risk Management of 

Cyber Insurance Models using 

Quantitative Finance and 

Advanced Analytics 

http://ssrn.com/abstract=2553547 

Measuring & Managing Financial Risks with Improved Alternatives Beyond Value-at-Risk (VaR) 

http://ssrn.com/abstract=2594859 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
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VaR & Beyond VaR for Cyber Risk Insurance 

VaR: Amount of loss not to be exceeded in a given time 

frame with a certain probability.  

Maximum amount of money likely to be lost over a specific 

time period, at a specific confidence level. 

Theoretical basis of VaR is the portfolio theory and MVO. 

 

Mean Variance Framework for Measuring Cyber Risk Loss 

 

 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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Mean Variance Framework for Measuring 

Cyber Risk of Expected Financial Loss 

Normal pdf with 𝜇 = 0 and 𝜎 = 1 known as a standard 

normal 

𝑓 𝑥 =
1

2𝜋
 𝑒−

1
2

𝑥2
 

 

standard normal variate 

𝛼𝑐𝑙 =
𝑋𝑐𝑙− 𝜇

𝜎
 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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Skewness and Kurtosis Characterize ‘Tail 

Risks’ in Non-Normal Distributions 

  

For cyber risk, negative skew with a 
left long tail indicating greater 
concentration of risk of loss. 

For cyber risk, left fat tail indicating 
extreme events more likely inflicting 
large losses particularly relevant 

cyber risks are highly correlated and highly interdependent 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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Value-at-Risk (VaR) for Cyber Risk 

Insurance Modeling 

VaR is the maximum likely loss over some target period at a 

specified probability level. 

 

Broadly speaking, VaR can be applied in various ways:  

(a) as a point estimate measure of maximum probabilistic loss,  

(b) as an estimation procedure,  

(c) as a methodology that can estimate other risks as well, and,  

(d) as an approach to risk management for strategic decision-

making. 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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How Tail Risks Vary for Different Point 

Estimates of Normal VaR 

  

at the same confidence level, 5% of 
the time, the maximum cyber risk 
loss can exceed 1.645 σ 

1% of the time, the 
maximum cyber risk loss 
can exceed 2.326 σ 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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Why VaR is unable to Account for Tail Risk? 

Because it is not so designed 

  

Left panel and the right panel both have the exact same 
VaR. However, the right panel shows non-normality in 
which the probability of risk is concentrated in the left 
tail, a fat tail resulting from a multimodal distribution. 

VaR also treats risk as exogenous. Our analysis, 
however, established that cyber risks are not 
only highly interdependent and correlated, but 
can be also endogenous in nature. 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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Cyber Risk Industry’s Mis-measure of Risk 

 “...Most prominent model being applied by 

most key players across diverse business 

economic and technology sectors is ‘Value-

at-Risk’ model called VaR for short...” 

 VaR doesn’t account for extreme risks in tails 

that can lead to ‘catastrophic economic losses.’  

 VaR is not a systemic risk measure.  

 Lack of independence across diverse cyber 

risks and correlations as well as entities 

subject to cyber risks can result in significant 

systemic risk that VaR doesn’t account for.  
Risk, Uncertainty, and, Profit for the Cyber Era: Model Risk Management of Cyber Insurance Models 

using Quantitative Finance and Advanced Analytics   http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
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Cyber déjà vu of Global Financial Crisis 

 “If left unchecked and uncontrolled, large-scale 

commercial reliance upon VaR with its inherent 

model risks, tail risks, and systemic risks is expected 

to lead to impending national cyber risk and cyber-

insurance disaster.” 

 “How can impending national cyber insurance 

modeling crisis be pre-empted and prevented?”   

 “What can be possibly done to alleviate and 

minimize the model risk of unknowing and 

unquestioning appropriation of VaR model from 

finance into cyber insurance modeling?” 

http://ssrn.com/abstract=2553547 

Measuring & Managing Financial Risks with Improved Alternatives Beyond Value-at-Risk (VaR) 

http://ssrn.com/abstract=2594859 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
http://ssrn.com/abstract=2594859
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Most of Sociotechnical World is Non-Normal 

and Governed by Power Laws 

  

allianzgi.com 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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Improved Alternatives beyond VaR and 

Toward Coherent Risk Measures 

Sub-additivity of risk measure 𝜌 .  implies that estimated 

loss from combination of risk A (e.g. spear phishing) and risk 

B (e.g. malware dropping) is less than or equal to the sum 

of potential losses from each of A and B considered 

separately on their own: 

  

May 2014 Report on Cyber Security in the Banking Sector 
by the New York State Department of Financial Services: 
“The larger the institution, the more likely it appeared to 
experience malware and phishing attempts.” 

http://ssrn.com/abstract=2693886 

http://www.finrm.org/
http://ssrn.com/abstract=2693886
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Expected Tail Loss (aka T-VaR and Expected 

Shortfall) as a Coherent Risk Measure 

  

VaR measures the maximum 
expected loss if an extreme event 
i.e., ‘tail,’ does not occur, and the 
ETL measures expected loss on 
average if an extreme event i.e., 
‘tail,’ does occur 

In the real 
‘sociotechnical’ world, 
tails are the norm! 
Hence, must account for 
tail risks. 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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Comparison of How VaR and ETL vary with 

the Two Parameters 

The actual loss (and related risk), however, could be more 
extreme than the average of the left tail risk. Hence, ETL 
does not provide any information about the severity of 
loss by which VaR is exceeded. 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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Need for Extreme Value Methods… and 

Data 

  

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
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Global Cyber Insurance Crisis Averted 

Averted impending national Cyber risk & Cyber-insurance crisis.  

 First known Cyber-Finance-TrustTM framework...  

 First known model risk management framework... 

 First known analysis establishing significant and extreme model 
risks, tail risks, and, systemic risks... 

 Empirical study of VaR and Bayesian statistical inference 
methodologies for containing model risks...  

 Markov Chain Monte Carlo Models, Gibbs Sampling and 
Metropolis-Hastings statistical computing algorithms... 

 First known portfolio theory based framework for Cyber 
insurance modeling...  

 Framework for enabling Knightian uncertainty management... 

 Risk, Uncertainty, and, Profit for the Cyber Era: Model Risk Management of Cyber Insurance 

Models using Quantitative Finance and Advanced Analytics   http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
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Materiality of Cyber Risk, Lack Thereof 

 Data for cyber risk losses is sparse given 
negligible mention in SEC filings as 
compliance requirements leave reporting to 
individual firms’ judgment about materiality.  

 Loss data is underreported which can lead 
to specific and systemic underassessment of 
cyber risk by wide margin.  

 McKinsey: $9Tn to $21Tn of economic-
value creation is subject to cyber risk 
exposure in next 5 to 7 years,.  

 Most large firms tend to not report them in 
public financial disclosures as they are 
deemed ‘not material’.  

Risk, Uncertainty, and, Profit for the Cyber Era: Model Risk Management of Cyber Insurance 

Models using Quantitative Finance and Advanced Analytics   http://ssrn.com/abstract=2553547 

“Businesses inconsistently 

disclose cyber risk and 

incident information to 

investors today.   

Many businesses 

infrequently and 

inconsistently account for 

cyber incidents and 

related losses.  

There is inconsistent 

understanding and 

interpretation of the 

material cyber risk and 

incident disclosure 

standard.” 
https://www.sec.gov/comments/4-673/4673-11.pdf 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
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The Cyber-Finance-Trust Framework 

 Unlike other risks, cyber risk poses a uniquely 

different set of exposures as it is intertwined with 

the medium and the message in the digital world 

of networked communications.  

 The more significant and latent cyber risk is in 

the inherent and potential vulnerabilities in the 

enabling medium such as the underlying 

operating system or networking software.  

 Vulnerabilities inherent in the medium can be 

exploited resulting in cyber risk regardless of 

user’s actions.  

“In Cyber and Finance 

Trust Relationships... 

Every Entity a Plausible 

Target... 

Every Entity, Device, 

Network, Actor, or, 

Agent:  A Potential 

‘Trojan Horse’...” 

Risk, Uncertainty, and, Profit for the Cyber Era: Model Risk Management of Cyber Insurance 

Models using Quantitative Finance and Advanced Analytics   http://ssrn.com/abstract=2553547 

http://www.finrm.org/
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
http://ssrn.com/abstract=2553547
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The Cyber-Finance-Trust Framework 

The Trust Troika: Cyber-Finance-TrustTM 

 The Cyber-Finance-Trust Framework for Cyber Insurance 

 Cyber Games and Economic Value Creation & Destruction 

 In Trust Relationships, Every Entity a Plausible Target 

 Financial Markets as Scoreboards of Economic Value 

 Finance-Cyber Interact with No Cyber Risk Score in Filings 

 Using VaR to Model Financial Risk and Cyber Risk 

 Such risk of failures of a model when it fails given that its 

underlying assumptions, boundaries, and limitations are not 

compatible with its application is called model risk.  

Quantitative Modeling of Trust and Trust Management Protocols in Next Generation Social 

Networks Based Wireless Mobile Ad Hoc Networks      http://ssrn.com/abstract=2539180 

http://www.finrm.org/
http://ssrn.com/abstract=2539180
http://ssrn.com/abstract=2539180
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Beyond Mis-measure of Cyber Risk 

  Cyber-Finance-Trust Framework for Cyber Risk Insurance Modeling  

Cyber risk inherent in all cyber activities including cyber-finance,-economics. 
Just like use of any model entails associated model risk,  
Similarly use of cyber activities entails associated cyber risk.  
 

Cyber risk is “risk affecting the confidentiality, availability, integrity, 
authentication, non-repudiation, or accessibility of information.” 

 
“Unlike other risks, cyber risk poses a uniquely different set of exposures as 
it is intertwined with the medium and the message in the increasingly 
global interconnected, distributed, and, networked world of digital 
communications powered by universal use and reuse of enabling global 
monocultures of information and communication technologies and 
standard computing network protocols.” 

 
Beyond ‘Bayesian vs. VaR’ Dilemma to Empirical Model Risk Management 

http://ssrn.com/abstract=2538401 

Markov Chain Monte Carlo Models, Gibbs Sampling, & Metropolis Algorithm 

http://ssrn.com/abstract=2553537 
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Beyond Mis-measure of Cyber Risk 

Advancing Beyond Model Risk of VaR for Cyber Risk Loss Assessment 

- Systemic, highly correlated, and interdependent nature of Cyber risks 

- VaR not appropriate model given the ‘systemic’ nature of Cyber risks 

- VaR doesn’t satisfy ‘subadditivity’ criterion of ‘coherent risk measures.’ 

 

Historical Simulation Based VaR: relies upon historical correlations; 

 

MC based VaR: can use any statistical distribution (including normal), relies on several 

assumptions about specific statistical distributions chosen and extensive computing 

power or statistical computing algorithms (MCMC). 

 

Parametric VaR: relies upon statistical linearity and normality assumptions; 

 

Beyond ‘Bayesian vs. VaR’ Dilemma to Empirical Model Risk Management 

http://ssrn.com/abstract=2538401 http://ssrn.com/abstract=2594859 
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Beyond Mis-measure of Cyber Risk 

Advancing Beyond Model Risk of VaR for Cyber Risk Loss Assessment 

- Systemic, highly correlated, and interdependent nature of Cyber risks 

- VaR not appropriate model given the ‘systemic’ nature of Cyber risks 

- VaR doesn’t satisfy ‘subadditivity’ criterion of ‘coherent risk measures.’ 

 

 Modified VaR:  

Expected Shortfall (ES, ETL, T-VaR, CTE): http://ssrn.com/abstract=2594859 

http://www.finrm.org/
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The ‘Iceberg’ of Cyber-Finance Risk 

Cyber Finance: IT & Telco networks 

based finance of post-WWW era with 

products-services-processes, 

production-distribution-consumption 

channels digital, cyber, and virtual. 

Given common and shared platforms, 

hardware, software, exchanges, and 

networks across many of the players in 

the Finance industry, there is a greater 

probability of correlated cyber risks.  

 

RISKS 

 

DATA 

MODELS 

Increasing  

Knightian Uncertainty 

Model Risk Management 

Critical 

DATA: IN TRANSIT,  IN USE, AT REST 
SSL/TLS, IPSec, PKI, Crypto 

http://ssrn.com/abstract=2590258 

http://www.finrm.org/
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‘Uncharted Territories’ of Cyber-Finance 

“As we know,  

There are known knowns.  

There are things we know we know.  

We also know  

There are known unknowns*.  

That is to say  

We know there are some things  

We do not know.  

But there are also unknown unknowns*,  

The ones we don’t know  

We don’t know.”  
-- Donald Rumsfeld, US Secretary of  Defense, Feb. 12, 2002 

INFORMATION 

MISINFORMATION 

DISINFORMATION 

“That hasn’t happened before. 

It’s a brave new world. You are 

in uncharted territory....”  

 New York Times on the Financial Crisis 

Cybersecurity & Cyber-Finance Risk Management: Strategies, Tactics, Operations, &, Intelligence:  

Understanding Vulnerabilities, Threats, & Risk Mitigation: http://ssrn.com/abstract=2693886 

http://www.finrm.org/
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Beyond Risk to Managing Uncertainty 

“Normality has been an accepted wisdom in economics 
and finance for a century or more. Yet in real-world 
systems, nothing could be less normal than normality. Tails 
should not be unexpected, for they are the rule… As the 
world becomes increasingly integrated – financially, 
economically, socially – interactions among the moving 
parts may make for potentially fatter tails. Catastrophe 
risk may be on the rise.” 
-- Andrew G Haldane, Executive Director, Financial Stability and member of the 
Financial Policy Committee and Benjamin Nelson, Economist, Financial Stability, 
Bank of England, in 'Tails of the unexpected' speech at “The Credit Crisis Five Years 
On: Unpacking the Crisis”, 8 June 2012. 

 

Risk, Uncertainty, and Profit for the Cyber Era: ‘Knight Reconsidered’ 

http://ssrn.com/abstract=2553547 

http://www.finrm.org/
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Beyond NHST-Determinism to Bayesian 
March 07, 2016 http://www.amstat.org/newsroom/pressreleases/P-ValueStatement.pdf 

Scientific method: Statistical errors : Nature News & Comment, Nature, 12 February 2014 

http://www.nature.com/news/scientific-method-statistical-errors-1.14700 

Statistics: P values are just the tip of the iceberg, Nature, 28 April 2015 

http://www.nature.com/news/statistics-p-values-are-just-the-tip-of-the-iceberg-1.17412 

Statisticians issue warning over misuse of P values, Nature, 07 March 2016 

http://www.nature.com/news/statisticians-issue-warning-over-misuse-of-p-values-1.19503 

How scientists fool themselves – and how they can stop, Nature, 07 October 2015 

http://www.nature.com/news/how-scientists-fool-themselves-and-how-they-can-stop-1.18517 

Psychology journal bans P values, Nature, 26 February 2015 

http://www.nature.com/news/psychology-journal-bans-p-values-1.17001 

The fickle P value generates irreproducible results, Nature, 26 February 2015 

http://www.nature.com/nmeth/journal/v12/n3/full/nmeth.3288.html 

“The p-value was never intended to be a substitute for scientific reasoning,” said Ron Wasserstein, the ASA’s 

executive director. “Well-reasoned statistical arguments contain much more than the value of a single number 

and whether that number exceeds an arbitrary threshold. The ASA statement is intended to steer research into a 

‘post p0.05’ era." 

Beyond Model Risk Management to Model Risk Arbitrage for Fintech Era: How to Navigate ‘Uncertainty’... When 

‘Models’ are ‘Wrong’... And ‘Knowledge’... ‘Imperfect’! http://ssrn.com/abstract=2766099 

http://www.finrm.org/
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Beyond NHST-Determinism to Bayesian 
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Bayesian & Markov Chain Monte Carlo 

Beyond ‘Bayesian vs. VaR’ Dilemma to Empirical Model Risk Management:  

 

 

Beyond ‘Bayesian vs. VaR’ Dilemma to Empirical Model Risk Management 

http://ssrn.com/abstract=2538401 
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Bayesian & Markov Chain Monte Carlo 

Beyond ‘Bayesian vs. VaR’ Dilemma to Empirical Model Risk Management:  

 

 

Beyond ‘Bayesian vs. VaR’ Dilemma to Empirical Model Risk Management 

http://ssrn.com/abstract=2538401 
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Bayesian & Markov Chain Monte Carlo 

Markov Chain Monte Carlo Models, Gibbs Sampling, & Metropolis Algorithm 

http://ssrn.com/abstract=2553537 

Markov Chain Monte Carlo Models, Gibbs Sampling & Metropolis Algorithm  
for High-Dimensionality Complex Stochastic Problems. (Malhotra 2014) 
 
Bayesian inference for doing high dimension parameter space analyses 

- Feasible with Markov Chain Monte Carlo statistical computing 
algorithms  

- Metropolis Hastings algorithm and Gibbs Sampling algorithm 
 

MCMC: A common general quantitative method to find approximate 
solutions to computationally complex problems in polynomial time… 

 

Polynomial Time    O(nk) s.t. k > 1 

Exponential Time  O(kn) s.t. k > 1 

n = length of input 
 
 

http://www.finrm.org/
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Bayesian & Markov Chain Monte Carlo 

Markov Chain Monte Carlo Models, Gibbs Sampling, & Metropolis Algorithm 

http://ssrn.com/abstract=2553537 

Markov Chain Monte Carlo Models, Gibbs Sampling & Metropolis Algorithm  

for High-Dimensionality Complex Stochastic Problems. 

 

 

Gibbs Sampling: Generating random variables from a marginal distribution indirectly 

without the need for calculating the distribution density. 

-E.g. Solve complex multivariate stochastic model with N parameters  (i.e. N-Dim.) 

using N univariate (i.e., one-dimensional) conditional distributions. 

 

http://www.finrm.org/
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Bayesian & Markov Chain Monte Carlo 

Markov Chain Monte Carlo Models, Gibbs Sampling, & Metropolis Algorithm 

http://ssrn.com/abstract=2553537 

Dropping the burn-in sample of first m draws 

Metropolis Algorithm :  

http://www.finrm.org/
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Bayesian & Markov Chain Monte Carlo 

Markov Chain Monte Carlo Models, Gibbs Sampling, & Metropolis Algorithm for High-

Dimensionality Complex Stochastic Problems: 

Applications in Network and Computer Security    http://ssrn.com/abstract=2553537 

Metropolis-Hastings Algorithm :  

Metropolis-Hastings Algorithm = Metropolis Algorithm when   

http://www.finrm.org/
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Increasingly Vulnerable Time and Space 
Beyond Model Risk Management to Model Risk Arbitrage for Fintech Era: 

How to Navigate ‘Uncertainty’... When ‘Models’ are ‘Wrong’... And 

‘Knowledge’... ‘Imperfect’! http://ssrn.com/abstract=2766099 

http://www.finrm.org/
https://www.us-cert.gov/ncas/current-activity/2015/10/21/Vulnerabilities-Identified-Network-Time-Protocol-Daemon-ntpd
http://support.ntp.org/bin/view/Main/SecurityNotice#Recent_Vulnerabilities
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Increasingly Vulnerable Time and Space 

http://ssrn.com/abstract=2766099 
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Vulnerable Digital & Crypto-Currencies  

Almost Half a Billion of Bitcoins Vanishes - WSJ 

Mt. Gox Creditors Seek More Than $22 Billion 

Bitcoin, up 152%, tops $1 billion in total value 

http://yogeshmalhotra.com/BitcoinProtocol.html 

http://yogeshmalhotra.com/Future_of_Bitcoin.html 

‘Known’ Vulnerabilities: Block Chain & Crypto-Currencies 

http://ssrn.com/abstract=2766099 
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Vulnerable Digital & Crypto-Currencies  

http://ssrn.com/abstract=2766099 
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Exponentially Growing Vulnerabilities 

Beyond Model Risk Management to Model Risk Arbitrage for Fintech Era: How to Navigate ‘Uncertainty’... When 

‘Models’ are ‘Wrong’... And ‘Knowledge’... ‘Imperfect’! http://ssrn.com/abstract=2766099 
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Black Hat Finance of FinTech Models 

Lights Out:  

A Cyberattack,  

A Nation 

Unprepared, 

Surviving the 

Aftermath 
 

http://ssrn.com/abstract=2766099 

http://www.finrm.org/
http://www.scientificamerican.com/article/the-most-vulnerable-ransomware-targets-are-the-institutions-we-rely-on-most/
https://www.google.com/search?q=ransomware
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Black Hat Finance of FinTech Models 
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Black Hat Finance of FinTech Models 

2016 BYOD & MOBILE SECURITY REPORT 
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Assume Breach & Crypto-Apocalypse 
Cybersecurity & Cyber-Finance Risk 

Management: Strategies, Tactics, Operations, &, 

Intelligence: Enterprise Risk Management to 

Model Risk Management: Understanding 

Vulnerabilities, Threats, & Risk Mitigation 

http://ssrn.com/abstract=2693886 

Number Field Sieve Cryptanalysis Algorithms for Most Efficient Prime 

Factorization on Composites  

http://ssrn.com/abstract=2553544 
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Assume Breach & Crypto-Apocalypse 

Cybersecurity & Cyber-Finance Risk Management: Strategies, Tactics, Operations, &, Intelligence:  

Understanding Vulnerabilities, Threats, & Risk Mitigation: http://ssrn.com/abstract=2693886 

http://ssrn.com/abstract=2553544 
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Healthcare: More Vulnerable than Finance? 

 More than 90% of healthcare organizations had a data breach. 

 “The value of personal financial and health records is two or 
three times [the value of financial information alone], because 
there’s so many more opportunities for fraud…”  

  - Pittsburgh Post-Gazette, March 2015 

 “Cyber criminals are selling the information on the black 
market at a rate of $50 for each partial EHR, compared to 
$1 for a stolen social security number or credit card number.  
EHR can then be used to file fraudulent insurance claims, obtain 
prescription medication, and advance identity theft. EHR theft is 
also more difficult to detect, taking almost twice as long as 
normal identity theft.” 

   - FBI Bulletin, April 2014 

Cybersecurity & Cyber-Finance Risk Management: Strategies, Tactics, Operations, &, Intelligence:  

Understanding Vulnerabilities, Threats, & Risk Mitigation: http://ssrn.com/abstract=2693886 
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Healthcare: More Vulnerable than Finance? 
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Healthcare Analytics: Following Finance Analytics? 

‘rear-view mirror’ 
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Healthcare Analytics: Following Finance Analytics? 

‘rear-view mirror’ 

SAS, Sep. 2015 
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Vulnerable Digital and Virtual Economy 

“Cyberwarfare is not something theoretical or reserved 

for conflict in the distant future, but happening continuously right 

now… We're doing it all of the time. So is everybody else…” 

- Ability to incapacitate country’s power grids, 1994-. 

- Ability to disable complete critical NII: banking, railroads, 

airlines, sewage, water and electric power, 1999-. 

Finance is the most information intensive industry given 

that its products and services, processes, as well as channels of 

distribution and consumption are all digital. 

- Global Financial Markets, Exchanges, & Trading Networks 

- Global Transactions, Payments, & Money Transfer Networks 

 

 

Risk, Uncertainty, and, Profit for the Cyber Era: Model Risk Management of Cyber Insurance 

Models using Quantitative Finance and Advanced Analytics   http://ssrn.com/abstract=2553547 
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20-Years of Digital Transformation Models  

http://www.yogeshmalhotra.com/ModelRiskManagement.htm 

http://www.yogeshmalhotra.com/publications.html 

http://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=2338267 

http://scholar.google.com/citations?user=MGblsfkAAAAJ 

Yogesh Malhotra, 2000 Yogesh Malhotra, 2000 
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Toward Managing Catastrophic Risks 

“Normality has been an accepted wisdom in economics and 
finance for a century or more. Yet in real-world systems, 
nothing could be less normal than normality. Tails should not 
be unexpected, for they are the rule… As the world becomes 
increasingly integrated – financially, economically, socially – 
interactions among the moving parts may make for 
potentially fatter tails.... 

... Catastrophe risk may be on the rise.” 
-- Andrew G Haldane, Executive Director, Financial Stability and member of the Financial 
Policy Committee and Benjamin Nelson, Economist, Financial Stability, Bank of England, in 
'Tails of the unexpected' speech at “The Credit Crisis Five Years On: Unpacking the 
Crisis”, 8 June 2012. 

 

Risk, Uncertainty, and Profit for the Cyber Era: ‘Knight Reconsidered’ 

http://ssrn.com/abstract=2553547 
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Modeling Catastrophic Risks 

Extreme Value Theory (EVT): Theory of modelling and measuring extreme  

events, i.e., events which occur with very small probability. 

 Example: Measurement of extreme losses i.e., left-tail, in P&L distribution. 

 Extracts reliable measure of estimated loss given limited data for extreme event. 

 

Two Fundamental Methods: Block Maxima and Point Over Threshold methods. 

 

Block Maxima (BM) Method: Subdividing the time period of loss data into a set of 
equal blocks (sub-periods) and taking the maximum loss in each block gives the 
local block maxima. It can be used to characterize or fit a probability distribution and is 
often called generalized extreme value (GEV) distribution. 

Peaks Over Threshold (POT) Method: More widely used method based on choice of a 
numerical threshold which denotes every loss over the threshold as extreme loss.  It 
can be used to characterize or fit a probability distribution and is often called 
generalized Pareto distribution (GPD).  

Beyond ‘Bayesian vs. VaR’ Dilemma to Empirical Model Risk Management 

http://ssrn.com/abstract=2538401 
Measuring & Managing Financial Risks with Improved Alternatives Beyond Value-at-Risk (VaR) 

http://ssrn.com/abstract=2594859 
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Block Maxima (BM) vs.  

Peaks Over Threshold (POT)  

http://www.darbyshirehampton.com/ 

http://www.finrm.org/
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Need for Extreme Value Methods… and Data 

  

http://ssrn.com/abstract=2553547 

CDF H(x) 

http://www.finrm.org/
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Modeling Catastrophic Risks 

http://www.darbyshirehampton.com/ 

GPD used for modeling  

tails of other distributions. 

GEV EVT distributions  

combine the 3 types. 

http://www.finrm.org/
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Modeling Catastrophic Risks 

if 

http://www.finrm.org/
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Modeling Catastrophic Risks 

http://www.risklab.ch/ 

http://www.finrm.org/
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Modeling Catastrophic Risks 

http://www.finrm.org/
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http://www.actuaries.org/ASTIN/Colloquia/Helsinki/Presentations/Embrechts.pdf 

CRITICALLY NEED SMART MINDS for applying SMART TECHNOLOGIES 

http://www.finrm.org/
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Additional Models and References 

 Bayesian and Quasi-Bayesian VaR 
 Beyond ‘Bayesian vs. VaR’ Dilemma to Empirical Model Risk Management 

http://ssrn.com/abstract=2538401 

 Risk, Uncertainty, and, Profit for the Cyber Era: Model Risk Management of Cyber 

Insurance Models using Quantitative Finance and Advanced Analytics   

http://ssrn.com/abstract=2553547 

 Bayesian Inference: Bayesian Nets & Credal Nets 

 Possibility Theory: Fuzzy Sets 

 Quantum Computing 
 Beyond Model Risk Management to Model Risk Arbitrage for Fintech Era: How to Navigate 

‘Uncertainty’... When ‘Models’ are ‘Wrong’... And ‘Knowledge’... ‘Imperfect’! 

http://ssrn.com/abstract=2766099 
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CyberFinance: Why Cybersecurity Risk Analytics must Evolve to Survive 

90% of Emerging Cyber Financial Threats, and, What You Can Do About It? 

 

1. 20-Years of Anticipatory Risk Analytics 

2. Griffiss CyberspaceTM and Cyber 9-11 

3. RSA1024 ‘Gold Standard’ Shattered 

4. Mis-measure of Cyber Risk @ CERT 

5. Cyber Risk Industry Mis-measure of Risk 

6. Cyber déjà vu of Global Financial Crisis 

7. Global Cyber Insurance Crisis Averted 

8. Materiality of Cyber Risk, Lack Thereof 

9. The Cyber-Finance-Trust Framework 

10. Beyond Mis-measure of Cyber Risk 

11. The ‘Iceberg’ of Cyber-Finance Risk 

12. ‘Uncharted Territories’ of Cyber-Finance 

13. Beyond Risk to Managing Uncertainty 

14. Beyond NHST-Determinism to Bayesian 

 

 

 

13. Bayesian & Markov Chain Monte Carlo 

14. Increasingly Vulnerable Time and Space 

15. Vulnerable Digital & Crypto-Currencies 

16. 20-Years of Digital Transformation Models  

17. Exponentially Growing Vulnerabilities 

18. Black Hat Finance of FinTech Models 

19. Assume Breach & Crypto-Apocalypse 

20. Healthcare More Vulnerable than Finance? 

21. Healthcare: Following Finance Analytics? 

22. Vulnerable Digital and Virtual Economy 

23. Toward Managing Catastrophic Risks 

24. Modeling Catastrophic Risks 

25. Additional Models and References 

Advancing Beyond ‘Predictive’ to ‘Anticipatory’ Risk Analytics 

http://www.finrm.org/
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Beyond ‘Predictive’ to ‘Anticipatory’ Risk Analytics 

‘What gets measured, gets managed.’ – Peter Drucker 

Yogesh Malhotra’s Analytics Corollaries: 

‘On the folly of rewarding A, while hoping for B’ – Steve Kerr 

What gets mismeasured, gets mismanaged. 

What gets mostly mismeasured, gets mostly mismanaged. 

Two Guiding Questions on Prediction: IT, Statistics, Controls. 

“Driving forward 

by looking through 

the rear-view 

mirror...” 

- ISR’s description 

of the IS field, 1993 

“Models are 

backward-

looking.” – Wall 

Street CEOs after 

the ‘Crisis’ of 

2008-2009 

http://www.finrm.org/
http://www.simoncamilleri.com/the_truth_of_the_elephant/
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Anticipatory Risk Analytics: Growing Awareness 

  
“Organizations need anticipatory, active defenses designed to frustrate, 

annoy and deceive advanced adversaries (and insiders) who have 

already achieved access to their innermost sanctums.” – SANS Institute 

October 6, 2015, InfoSecurity Magazine 

To Stop APTs You Need Anticipatory Active Defenses 

“The other aspect is digital transformation and the computerization of 

everything. .. One of the key things in cybersecurity is not just about there 

being more bad guys out there, but that the different kinds of cyber and 

information technology entry points are growing [exponentially] all the 

time.” – Homeland Preparedness News, May 27, 2016 

“Data drives decision making for people and computer systems. When 

that data is unknowingly [or knowingly] manipulated, those decisions 

will be made based on false data.... The advent of connected and 

automated sensors aggressively exacerbates these issues.”  

– RSA, Dec. 10, 2015, SiliconAngle NewsLetter 

http://www.finrm.org/
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20-Years Leading Global Research & Practices in  

Advancing Beyond ‘Predictive’ to ‘Anticipatory’ Risk Analytics 
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