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I. Application/System Identification
1. Information System Name/Title
· Unique identifier and name given to the system
2. Information Contact(s)
Information owner & name of person(s) responsible for/knowledgeable about the application/system: 

· Name:

· Title:

· Address:

· Email address: 
· Phone number: 
3. Information System Operational Status
Indicate the operational status of the system. If more than one status is selected, list which part of the system is covered under each status.
· Operational

· Under development 

· Undergoing a major modification/redesign

4. Applicable Laws or Regulations Affecting the System

List all laws and/or regulations that establish specific requirements for confidentiality, integrity, or availability of data/information in the system. Typically, these must be defined by the information owners and/or counsel. 

II. Security Roles and Responsibilities
List below the security roles defined within this application/system’s SDLC, the expected security responsibilities and the name of the person(s) assigned to each role. 

	Security Roles and Assignments

	Security Role
	Name and Contact Information
	Security Responsibilities

	Authorizing Official (AO)
	Name:

Title:

Address:

Email address: 

Phone number: 
	

	Chief Information Officer (CIO)
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Configuration Management (CM) Manager
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Contracting officer
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Contracting Officer’s Technical Representative
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Information System Security Officer
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Information Technology Investment Board (or equivalent)
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Legal Advisor / Contract Attorney
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Privacy Officer
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Program Manager / Official (Information Owner)
	Name:

Title:

Address:

Email address: 

Phone number:
	

	QA / Test Director
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Senior Agency Information Security Officer (SAISO)
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Software Developer
	Name:

Title:

Address:

Email address: 

Phone number:
	

	System Architect
	Name:

Title:

Address:

Email address: 

Phone number:
	

	System Owner
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Other Particpants
	Name:

Title:

Address:

Email address: 

Phone number:
	

	Note: The above security roles were taken from NIST 800-64. 

Roles that do not apply to this project can be removed. Additional roles can be added as needed.


III. Staff SDLC Security Task Orientation

Identify the person(s) responsible for assuring that orientation is provided to all parties responsible for performing security awareness activities as part of the application.system’s SDLC process.
	Security Role
	Name and Contact Information

	Responsible Person
	Name:

Title:

Address:

Email address: 

Phone number: 


Document how staff will be oriented. 

IV. System Criticality Level
In the table below, record the System Criticality Profile of all systems and applications that are within the scope of this project.  The criticality profile is qualitative with the possible choices being Mission Critical (MC), Mission Important (MI) and Mission Supportive (MS). 

Table II-B-2: System Criticality Profile 

	System / Application Name
	Criticality Level (MC/MI/MS)
	Description 

	
	
	

	
	
	


Definitions:

Mission Critical (MC) – Automated information resources whose failure would preclude the Agency from accomplishing its core business operations.
Mission Important (MI) – Automated information resources whose failure would not preclude the Agency from accomplishing core business processes in the short term, but would cause failure in the mid to long term (3 days to 1 month).
Mission Supportive (MS) – Automated information resources whose failure would not preclude the Agency from accomplishing core business operations in the short to long term (more than 1 month), but would have an impact on the effectiveness or efficiency of day-to-day operations.
V. Information Classification
Information classification documents can be included within or as an attachment to the information security plan. 
Refer to Appendix A: Available Resources for a template to complete the information classification activity. Additionally, a sample is provided.

VI. Security Profile Objectives
During each life cycle phase of the system development life cycle, the importance and relevance of each security objective must be evaluated.  
Refer to Appendix A: Available Resources for a template to complete the security profile objectives activity. Additionally, a sample is provided.
VII. System Profile

Provide a high-level overview of the system that identifies the system’s attributes such as the physical topology, the logical tiers, components, services, actors, technologies, external dependencies and access rights. 
Refer to Appendix A: Available Resources for a template to complete the system profile activity. Additionally, a sample is provided.
VIII. System Decomposition
Decompose the system into finer components and document its mechanics (i.e. the inner workings). This includes documentation of trust boundaries, information entry and exit points, data flows and privileged code. 
Refer to Appendix A: Available Resources for a template to complete the system decomposition activity. Additionally, a sample is provided.
IX. Vulnerability and Threat Assessment
Vulnerability assessments must be iteratively performed within the SDLC process. Threat assessments must consider and document the threat sources, threat source motivations and attack methods that could potentially pose threats to the security of the system. Threat assessments and the underlying threat modeling deliverables that support the assessment must also be fully documented.

Refer to Appendix A: Available Resources for a template to complete the vulnerability and threat assessment activity. Additionally, a sample is provided.
X. Risk Assessment
Risk assessments must be iteratively performed within the SDLC process.  These begin as an informal, high-level process early in the SDLC and become a formal, comprehensive process prior to placing a system or software into production.
Refer to Appendix A: Available Resources for a template to complete the risk assessment activity. Additionally, a sample is provided.
XI. Security Controls Selection and Documentation
Documentation of controls must be sufficiently detailed to enable verification that all systems and applications adhere to all relevant security policies and to respond efficiently to new threats that may require modifications to existing controls.
Refer to Appendix A: Available Resources for a template to complete the security controls selection and documentation activity. Additionally, a sample is provided.
XII. Test Data Creation 
Document in narrative form how test data will be or has been created and used for testing this system. Documentation must include the following information:

· Describe the process used to develop test data for the application/system
· Indicate if production data has been used for testing purposes and if so, what actions have been taken to protect the confidentiality of the production information. 

· Provide an overview of the test process for performing security and regression testing for this application/system.
XIII. Security Control Testing
Document in how security controls will be or have been tested for this system. In the initial SDLC phases, documentation must specify the anticipated processes and environments which will be used to test security controls. Once the controls are actually being tested, this documentation must be updated to include the following information:

· The environment in which the controls are tested

· The extent to which the test environment differs from the test environment
· The extent to which separation of duties is observed throughout the testing process

Documentation must provide assurance that all security controls have been applied appropriately, implemented correctly and are functioning properly and actually countering the threats and vulnerabilities for which they are intended. 
XIV. Accreditation (Executive Level Sign-off) 
The sign off is typically completed by a decision letter which provides one of the following:

· Authorization to Operate

· Authorization to Operate in the Interim

· Denial of Authorization to Operate
Refer to Appendix A: Available Resources for examples of accreditation letters.
XV. Change Management and Control
Document the change management process that is followed whenever a system or application is modified. 
Indicate how this process ensures that all SDLC security activities are considered and performed, if relevant, and what controls in the change management process are in place to ensure that all security controls and documentation that are impacted by the change are updated.
XVI. Security Compliance Measurement
Document the process used to periodically measure this application/system’s security compliance with all federal, state and external compliance standards for which the SE is required to comply. Record all compliance assessments that have been performed including the results of each compliance assessment. 
XVII. System Disposal

Document system disposal requirements and the process that was/will be used to meet these requirements. Include the process that was/will be used to archive and/or destroy information and sanitize media.

Note: Be sure all federal and state retention requirements have been met prior to disposal.
Appendix A: Available Resources
The following types of resources are available for use to complete the Security Plan. These individual documents can be inserted into the Plan document diretly or attached as appendices.

Template: 
Blank document that includes the minimum required elements. It can be branded to your organization.
Sample: 
A completed or partially completed template using generic information.
Example: 
A document previously developed by an SE which has been deemed acceptable for reporting puposes by the EISO.
The table below provides links to the available resources by Security Activity.

	Information Classification

	Template
	Information Asset Classification Worksheet

	Sample
	<To be completed>


	Example
	<To be completed>


	Security Profile Objectives

	Template
	Template_SecurityProfileObjectives

	Sample
	Sample_SecurityProfileObjectives

	System Profile

	Template
	Template_SystemProfile

	Sample
	Sample_SystemProfile

	System Decomposition

	Template
	Template_SystemDecomposition

	Sample
	Sample_SystemDecomposition

	Vulnerability and Threat Assessment

	Template
	Template_ApplicationRiskAssessment

	Sample
	Sample_ApplicationRiskAssessment

	Risk Assessment

	
	Refer to above documents for Vulnerability and Threat Assessment activity.

	Security Controls Selection and Documentation


	Template
	Template_RiskAcceptanceAndControlAssignment

	Sample
	Sample_RiskAcceptanceAndControlAssignment

	Accreditation

	Example
	Example_AccreditationDecisionLetter_Authorization

	Example
	Example_AccreditationDecisionLetter_Interim

	Example
	Example_AccreditationDecisionLetter_Denial



�This can't be completed until the Info Class Plicy/Standartd/Procedure review is completed.


�Use OCFS?


�Discussed adding the Ontrol Assignment to the Risk Assessment spreadsheet.  This has not been done to date.


�These will be linkable






