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RESUME
Dangol Krishna- Network Support Analyst Tier |

Summary

11+ years of experience in Network Engineering, Performing Network Analysis, design, implementing, capacity planning with focus
on performance tuning and support of large Networks. Strong experience in IP addressing & Subnetting with VLSM using QIP
configuring and supporting TCP/IP, DNS, installing and configuring proxies. Proficient in configuring and managing Network and
Network Security by perform system administration/ analysis that includes installation/configuration proxies, DNS, IP addressing
scheme & IP Subnetting with VLSM, configure VLANs & Trunks. Skilled in managing Active Directory, DNS, DHCP and Terminal
Servers. Experience in configuring VLANs, STP, VTP, PVST and 802.x authentication in access layer switches. Profound
experience in setting up, configuring and managing Cisco PIX, ASA, Juniper SA 2500, 4500, 6500. Ability to Install, manage &
troubleshoot large networks & systems administration on Windows & Linux platforms in development, staging, lab & production
environments.

Areas of Strength
5k, 2k, Cisco Catalyst 6500's, 4500’s & VPC, VDC, VRF configuration, VSS on 6506E switches, Designing, Implementing &

Managing LAN, WLAN & WAN solutions, working with Cisco Nexus 7k, 5k, 2k, & VPC, VDC, VRF configuration, Cisco 2600, 2800,
3600,4200, 6500,7200, 12000 Series; Catalyst Switches: 2900sx,3750,4506E, 4507,6503E, 6506E,7600.

Technical Skills

Networking Concepts: OSI Model, TCP/IP, UDP, IPV4, IPv6, Sub-netting, VLSM
Routing Protocols: IGRP, EIGRP, OSPF (V2, V3), BGP (iBGP, eBGP), Static Routing
Infrastructure services: DNS, ICMP, SNMP, ARP, SMTP, FTP, TFTP, Active Directory
Switch Technologies: VLANSs, VTP, STP, DTP, MLPPP, MPLS, ISL and dot1q

LAN Protocols: IEEE 802.1q, VTP, STP, RSTP

WAN Technologies: Frame Relay, HDLC, leased lines & exposure to PPP, T1 /T3 & SONET
Security: VPN, NAT/ PAT, access-lists

Firewall: Cisco ASA 5580, Juniper Secure Access VPN Appliance

Operating Systems: Microsoft Windows Server 2003/2008/2012, Windows XP/Vista/7/8/10
Other Technologies: VISIO, VMware, Mat Lab, GNS3, Microsoft Word, Excel, Oracle

Education & Certifications

e  Bachelor of Business Study

e  Cisco Certified Network Associate (CCNA)

e  Microsoft Certified System Engineer (MCSE)

Professional History

22nd Century Technologies, Inc., Wayne, PA Sep 2017 - Present

Network Engineer/ Network Support Analyst

e Responsible for configuration, monitoring and troubleshooting of WAN, LAN, VLANS, VTP, Spanning Tree (STP), Trunking
(dotlq and ISL) and Ether channel on Cisco 10S Switches (2960, 2960s, 2960sx, 3750, 3800, 4500,6500E and 7000).

e Handling Incident tickets & Service Requests related to Cisco ASA firewall, Ring Central (cloud-based IP phone), Meraki
wireless (cloud based) & SSLVPN along with the connectivity issues and provide prompt support when any issue pops up.

¢ Involving in Meraki wireless firmware upgrade, configure, monitored and troubleshoot for thirteen branches (24.06 -24.12).
Responsible for configuration, monitoring and troubleshooting of Ring Central for 57 branches (cloud based). Accountable for
I0S/ Licensee upgradation in cisco Switches and Routers. Implementing TCP/IP and related services. Working with Network
management software Service Now (Incident and change mgmt.).

¢ Working on project migration from 6500E to cisco 7000. Configuring VDC on Nexus 7k. Virtual Port Channel (VPC) between
Primary and standby 7ks. Implementing Duel connections between multiple Genex sites to connect primary and redundant
datacenters in Reading and Wayne. Customizing monitors and rules in SCOM management packs based on custom
requirements. Performing Layer 2 switching and Layer 3 routing within a Data Center Environment, between Core & Access
Layers. Creating Excel documentation to give complete picture of network/IDF design for Reading and Wayne Locations.

¢ Configuring, installing and uploading certificates on Palo-Alto firewalls (Wayne and Reading). Installing Paloalto-Panoroma
on VMW in Wayne datacenter. Involving in L2/L3 Switching Technology Administration including create and manage VLANS,
Port security, Trunking, STP, Inter-Vlan routing, LAN security and troubleshoot LAN issues.
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Preparing documentation for various IDFs of two different locations (Wayne and Reading). Developing access lists to meet
user specifications. Troubleshooting network problems with Wire Shark.

Johnson Matthey, Chemicals Company, Wayne, PA Jan 2017 - Aug 2017
Network Engineer

Responsible for configuration, monitoring and troubleshooting of LAN, VLANS, VTP, Spanning Tree (STP), Trunking (dot1q
and ISL) and Ether channel on Cisco I10S Switches (2960, 2960s, 2960sx, 3800, and 4500).

Accountable for I0S upgradation in cisco Switches (2960, 2960s,2960x, 3560 and 3850) from version 12.2 to version 15.2.
Involved in LAN/WAN/WLAN remigration for various environments such as Pharmaceutical, Metal Purification, Engine Testing
as well as day to day operations.

Diagnosed network problems involving a combination of hardware, software, power and communications issues. Worked with
fiber Team as a supervisor to monitor and troubleshoot. Implemented TCP/IP and related services. Configured High
availability SSO in wireless Lan Controller (5500). Configured, monitored and troubleshot Cisco Access point (AIR 2702I/E).
Worked with Network management software NSM and HEAT (Johnson Matthey ‘s software Incident mgmt., problem mgmt.,
change mgmt. etc.). Worked on project migration from HP Pro Curve to cisco 2960, 2960s, 2960sx, 3800, and 4500.
Implemented Duel connections between multiple Johnson Matthey sites to connect primary and redundant datacenters in
West Chester and Wayne. Performed Layer 2 switching and Layer 3 routing within a Data Center Environment, among Core,
Distribution & Access Layers. Implemented DHCP, DNS, IPAM configuration on the servers to allocate, resolute the IP
addresses from Subnets on Infoblox.

Created Excel documentation to give complete picture of network design for each Location. LAN Remigration Projects for
seven Different Locations in PA. Planned and collaborated with ITS as well as designed wireless networks for ITS device
communications.

Managed Zenoss daemons performance issues, setup alert trigger notification, automated ticket creation over ServiceNow
by fetching server details from CMDB. Involved in L2/L3 Switching Technology Administration including created and managed
VLANS, Port security, Trunking, STP, Inter-Vlan routing, LAN security and troubleshoot LAN issues.

Implemented of BGP to optimize WAN routing on the core and edge routers. Involved in removal of EIGRP from all devices
and making OSPF is the primary routing protocol. Tested iRules using Browser (IE), HTTP watch on f5 load balancers.
Developed access lists to meet user specifications and troubleshot network problems with Wire Shark.

Regeneron Pharmaceutical, Rensselaer, NY Jul 2016 - Dec 2016
Network Support Analyst/ Engineer

Responsible for configuration, monitoring and troubleshooting of LAN, VLANs, VTP, Spanning Tree (STP), Trunking (dotlq
and ISL) and Ether channel on Cisco Cato’s and 10S Switches (2960,3500,3570,3850, 4948,4500,6500/E, 7600).
Developed Cisco Routers, Cisco switches and their respective software upgrades and decommissioned legacy systems.
Implemented TCP/IP and related services like DHCP/ DNS/ WINS.

Settled resources, users, sign in policies in juniper SSI VPN. Analyzed firewall logs, Provided administration and Monitor
Support, Dynamic Updates for Palo Alto 5050 Firewall & Cisco ASA 5555, 5585. Identified, reported and resolved network
security violations.

Configured, monitored and troubleshot cisco wireless controller (cisco 3300 and 5500). Configured, monitored and troubleshot
cisco Access point. Maintained NMS systems, includes Traverse, SolarWinds, RANCID, Log Storm.

Automated monitoring aged batch files on a windows VM using PowerShell script, using Curl call Zenoss endpoint and
enabled Email alert and trigger. Implemented IBM Tivoli Netcool/Omnibus V7.3.

Configured and managed Network and Network Security by performing system administration/analysis that included
installation/ configuration proxies, DNS, IP addressing scheme & IP Sub netting with VLSM, configure VLANS & Trunks.
Experience working with Network management software NSM and Service now (Regeneron software Incident mgmt., problem
mgmt., change mgmt. etc.). Involved in SNTS (ServiceNow ticketing system) the ticket handling system that facilitates request
for incident, change and management of daily issues.

Configured VDC on Nexus 7k. Virtual Port Channel (VPC) between 5K and 2K. Configured VRF, VRF-Lite. Handled Incident
tickets & Service Requests related to Cisco ASA & Palo Alto firewall, & VPN along with the connectivity issues and provide
prompt support when any issue pops up.

ASTRAZENECA, DE, Network Engineer Jan 2016 - Jun 2016
Morgan Stanley, NY, Network Engineer Sep 2012 - Dec 2016
AIG Heights, NJ, Network Engineer Aug 2008 - Jan 2010
Infobot /Info plus Pvt. Ltd, Network Engineer Oct 2007- June 2008
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Sagar - Network Support Analyst Tier |

More than 9 years of experience in designing, developing, implementing, troubleshooting and maintenance of complex network
systems. Hands-on experience in developing, upgrading and reviewing all SCOM console for security purpose. Strong experience
in securing configurations of load balancing in F5, SSL/VPN connections, troubleshooting CISCO Prime ASA firewalls, and related
network security measures. Expertise in installing and forwarding Splunk, Splunk Indexer, Apps in multiple servers (Windows and
Linux) with automation as well as monitoring and trending NMS servers and routers for statistical analysis as well as performance
and resource management.

Technical Skills

Routers: Cisco 2600, 3600, 3700, 2800, 7500, 7600, 7200, 3800, 3600, 2900, 2800, 2600, 1800, 1700

Routing Protocols: OSPF, EIGRP, BGP, RIP v1/v2, MPLS, Static Routing Redistribution, Summarization.

Switches: Nexus 2K/5K/7K, Cisco Catalyst 2900, 3500, 3700, 6500, 4500, 3850, 3560, 3750, 2960

Switching: LAN, VTP, STP, PVST+, RPVST+, Inter VLAN routing & Multi- Layer Switch, Ether channels, Transparent Bridging
Network Security: Cisco ASA 5540, ACL, IPSEC, F5 Load Balancer, Checkpoint, Juniper SSG Series, Net screen Series I1SG
1000, SRX Series, Cisco ISE, Palo Alto, CUIC, UCCE.

Load Balancer: Kemp, F5 Networks (Big-IP) LTM 8900 and 6400

LAN: Ethernet (IEEE 802.3), Fast Ethernet, Gigabit Ethernet

WAN: PPP, HDLC, Channelized links (T1/T3), Fiber Optic Circuits, Frame Relay, VOIP

Gateway Redundancy: HSRP, VRRP and GLBP WAN Optimizer Riverbed Steelhead Appliance, WAE DHCP and DNS Infoblox
Various Features & Services: |0S and Features, IRDP, NAT, SNMP, SYSLOG, NTP, DHCP, CDP, TFTP, FTP

AAA Architecture  TACACS+, RADIUS, Cisco ACS

Network Monitoring: Logic Monitoring (LM), LMS, Cisco Secure ACS, Wireshark, Cisco Prime Infrastructure, Zenoss, SNMP,
HRPing

Education & Certifications

e  Bachelor of Computer Science

e  Cisco Certified Network Associate (CCNA)

e  Cisco Certified Network Professional (CCNP)

o  Check Point Security Administrator (CCSA-r77)
o  Cisco Certified Internetwork Expert (CCIE

Professional History

22nd Century Technologies, Inc., Edison, NJ Aug 2015 - Present

Network Support Analyst I/ Network Engineer

e Maintaining a network lab with more than 30 routers (3600 series), 50+ switches (2900 series), firewall and other network
devices like DHCP, DNS servers and VPN concentrators.

o Working with ASR 9000 series switches with I0S-XR. Switching related tasks included implementing VLANS and configuring
ISL trunk on Fast-Ethernet and Gigabit Ethernet channel between switches. Working with vSphere Infrastructure.

e Helping the network team to install new switches and routers and configure the 10S according to the requirement which
included VLAN, OSPF, Sub netting, EIGRP, BGP, VTP, PaGP, spanning-tree, IP Sub netting, wireless access points, T1
circuits and PIM-SM using auto RP.

e  Executing various migration/upgrade projects across F5 and hands on with F5 BIGIP LTMs/EM.Assisting in backing up,
restoring and upgrading the Router and Switch 10S. Supporting campus for VOIP network management and troubleshooting
as well as implementing Site-to-Site VPNs over the Internet utilizing 3DES, AES/AES-256 with ASA Firewalls.

o  Migrating from Cisco ASA 8.2 version to Cisco ASA 8.4 Version. Converting PIX rules over to the Cisco ASA solution. Creating
and testing Cisco router and switching operations using OSPF routing protocol, ASA Firewalls for stable VPNs.

e  Configuring Virtual Device Context in Nexus 7k series switch. Deploying and decommissioning of VLANSs on core ASR 9K,
Nexus 9K, 7K, 5K and its downstream devices and configure 2k, 3k, 7k series Routers.

e Implementating and maintaining intrusion detection/ prevention (IDS/IPS) system to protect enterprise network and sensitive
corporate data. For Fine-tuning of TCP and UDP enabled IDS/IPS signatures in Firewall.

e Expanding LAN to accommodate 200 plus users. Coordinating installation and repair work. Diagnose and correct clients
network related issues.

e  Configuring the access-list rules, network object-service group based on well-known port the port i.e. FTP/SFTP, SSH,
HTTPS/HTTPS (SSL) and etc. Administered and implemented Zenoss.
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Securing configurations of load balancing in F5, SSL/VPN connections, Troubleshooting CISCO Prime ASA firewalls, and
related network security measures.

Responsible for Cisco ASA firewall administration across our global networks. Working with LAN protocols like STP, RSTP,
MST, VTP, VLAN and Port Channel Protocols like LACP.

Designed and installed UCP Select for VMWare with Cisco UCS and Cisco Unified Fabric Switching. Scheming and
configuring Overlay Transport Virtualization (OTV) on Cisco NX-OS devices like Nexus 7000.

Worked on F5 LTM, GTM series like 6400, 4200, 2000 for the corporate applications and their availability. Providing Level-3
Network support for Cisco Switches and Cisco ASA 5500 Series Security.

Responsible for Cisco ASA firewall administration across our global networks. Created multiple policies and pushing them in
to Checkpoint Firewall (Gateways) and hands on experience in managing the Checkpoint Management Server.

Working with TCP/IP, LANs, WANSs, and WLANs (WiFi). Design, implement and troubleshoot Cisco Routers using Static,
RIPv2, OSPF, EIGRP & experience with Checkpoint, Cisco ASA devices

Built new relationships and strategic plans with Palo Alto Networks Channel Account Managers and Sales Teams covering
the East territory.

Build OSI model, TCP/IP, Internet technologies, system security, firewall infrastructure, network architecture and Cisco
network routing / switching (Layer 2 and 3) experience, including LAN and WAN.

Responsible from migration from 6500 series devices to 4500 Series switches in Campus deployments at Core, Distribution
and Access Layers. Experience of VMware ESXi and VMware Infrastructure.

Orchestrate discovery for Contact Center migration to new Cisco UCCE environment. Integrate web services to customer's
EPIC ERP system. Document project resulted in exceedingly smooth implementation and customer satisfaction for this high
visibility project. Hands-on experience with McAfee EPO deploying agent either with EPO.

Facilitate knowledge transfer for customer's analyst team on new CUIC reporting tool within UCCE 8.5 environment.
Troubleshooting and reports generation. Responsible in troubleshooting on Cisco ISE added new devices on network based
on policies on ISE. Implemented, configured and troubleshot routing protocols such as RIPv2 HSRP, GLBP.

Install & configure Microsoft Proxy Server 2.0 & Blue Coat Proxy. Configure, install, & manage DHCP, DNS, & WINS servers.
Provide front-end on-call network support 24x7x365 for all network infrastructures in the co-operation.

WellCare, FL Feb 2014 - Jan 2016
Network Security Engineer/ Support Analyst

Analyzed and monitored incident management and incident resolution issues exploitation Splunk. Researched, designed, and
replaced aging stop firewall design with new next generation Palo Alto appliances serving as firewalls and URL and application
review.

Upgraded and updated Cisco I0S from twelve.3T to 12.4. accustomed DHCP to mechanically assign reusable information
science addresses to DHCP shoppers.

Configured and troubleshot perimeter security devices like stop NGX R77 Gaea, Provider-1/MDM, Secure Platform, Palo Alto
and ASA Firewalls. Palo Alto style and installation (Application and URL filtering, Threat bar, information Filtering)
Configured rules and maintained Palo Alto Firewalls & Analysis of firewall logs exploitation varied tools. Installed VMware
VSphere 5.1 5.5 and created virtual machines on ESX 5.1 5.5 Servers. Created standard images and deployed servers.
Built WAN experience with ATM, Frame Relay, SMDS, DSL, ISDN, DDS, T1 and T3, VPN, Cisco routers, PIX firewalls, RIP,
IGRP, EIGRP, OSPF, BGP, HSRP, TACACS+ and Cisco Works. Implemented 3060 firewalls to protects information Center
and provided L3 support for routers/switches/firewalls.

Implemented Zone primarily based Firewalling and Security Rules on the Palo Alto Firewall. ExposureD to wild hearth feature
of Palo Alto. Developed, upgraded and reviewed all SCOM console for security purpose.

Installed and forwarded Splunk, Splunk Indexer, Apps in multiple servers (Windows and Linux) with automation. Monitored
and trended NMS servers and routers for statistical analysis as well as performance and resource management.

Maintained and managed networks running EIGRP and BGP routing protocols. Performed firewall audits around stop Firewall-
1 solutions for purchasers.

Provided support for stop Firewall-1 software system to support customers. Worked on stop Platform together with supplier
sensible Domain Manager. Worked on configuring, managing and supporting stop Gateways.

Capital One, NJ, Network Engineer Dec 2012 - Jan 2014
ITC Infotech, Network Administrator Oct 2010 - Nov 2012
Rabbit Digital Brand Solutions, Network Engineer May 2008 - Sep 2010
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Stafford Smith, TS SCI - Network Support Analyst Tier |
Personal Profile

Motivated young professional with Active Top Secret Clearance; currently pursuing looking for a position to support a Help
Desk.

Additionally, trained as an Intelligence Analyst in the Army Reserves.

Software Skills: Java Programming, SQL, Object Oriented Programming, C#, Knowledge of the SDLC process

Specialized Skills: Knowledge of Automated Intelligence, Ability to Conduct Briefings, Analytical Process and Production,
strong data analysis skills

Functional Skills: Requirements gathering, Problem Solving, Relationship and Team Building, Verbal and Non-Verhal
Communications, Strong Writing Skills, Ability to work independently with minimal supervision

Work Experience

22nd Century Technologies, Inc., Rockville MD Jan 2015 — Present
Tier 1 Network Support Analyst

e Conduct trouble shooting and Network activities — TCP/IP communications and troubleshooting techniques,
password resets, desktop support, Migration from Windows 7 to Windows 10

e Working with business analysts and team leads, responds to customer questions and issues regarding the
functionality of supported systems

e Experience with OpenNMS, Zenoss, Cisco prime, IBM Tivoli, Microsoft Systems Center Operations Manager
(SCOM) SPLUNK

e  Communicate and provide status reports on assigned projects to the client

e Organize, prepare and maintain business documentation in support of implementation of new business
processes/procedures

Excellent knowledge of understanding of routers, switches and firewalls; TCP/IP and TCP stack
Established Vitus Network presence

e Worked with Team and managers to gather and analyze requirements related to the development /
enhancement of new/existing Website

Washington DC National Guard, 372nd

Network Analyst

e Rsponsible for working on Frame Relay, TCP/IP, SNMP, MPLS Routing protocols to include OSPF & BGP
o  Excellent knowledge of TCP/IP communications and troubleshooting techniques

e  Testing, diagnosing, analyzing, and identifying troubles in the network

MP Aug 2011 — Present

Education: Bachelor of Science Cyber Security and Networking expected Dec 2017
University of Maryland University College Major: Computer Science and Cyber Security

Certifications: CCNA 1 and 2
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Chris A. Jones - Network Support Analyst Tier I

20+ years of experience of providing support as a Network Support Analyst. He has knowledge in data principles, TCP/IP
communications and troubleshooting techniques in a wide variety of technologies like Orbit, Peregrine, HP OpenView, Clarify,
Remedy, AutoTask, Frame Relay, ATM, HTDS, etc. He is a certified Cisco Entry Level Network Technician (CCENT), Certified
Cisco Network Administrator (CCNA) with Network+, A+, Security+ certifications.

Areas of Strength:
Network monitoring, Customer Service, Inventory Control, Network Administration, Operations Management, Team Facilitation,
Helpdesk Operations, Hardware Maintenance & Repair, Troubleshooting, System Testing & Documentation, and Diagnostics

Technical Skills

Network Monitoring Systems: NMS3, SmokePing, PuTTY

Trouble Ticketing Systems: Orbit, Peregrine, HP OpenView, Clarify, Remedy, AutoTask
Operating Systems: Windows 95 /98 /2000 / NT 4.0, Windows XP / XP Pro / Windows 7
LAN/WAN Protocols: TCP/IP, Frame Relay, ATM, HTDS

Reimaging Software: Altiris Web Deployment Console & Symantec Ghost

Productivity Software Knowledge: Microsoft Office

Education/Training/Certification:

CompTIA — Network+, A+, Security+

Cisco Certification — Certified Cisco Entry Level Network Technician (CCENT), Certified Cisco Network Administrator
Continuing Education — Passed Cisco CCNP Route Exam (642-902) — November 2014

Microsoft Certified Systems Engineer Training — NT 4.0, Executrain

Associate’s Degree--Computer and Robotics Service Technology, ABC Technical and Trade Schools

Certified AIPS — Avaya IP Office (Code #2S00005W)

Electronic Computer and Switching Systems Specialist, United States Air Force

Customer Service & Support:

Network Management, Helpdesk Operations, Call Center

e  Over 20 years of combined experience working closely with customers

Communicated technical terms effectively with all levels of personnel, clients, and management

Implemented network changes, providing support for a network of over 1300 Cisco 1000/2500/2600 routers

Led IP turn up tests on Cisco 1000/2500/2600 series routers prior to release to customers

Functioned as lead technician at a company’s National Terminal Repair Center, providing component-level repair focused on
various terminal models, keyboards, and printers

Professional History

22nd Century Technologies, Inc., Albany, NY 2015 - Present
Network Support Analyst

e  Maintain residential network for SUNY University at Albany

Troubleshooting connectivity issue, resolving desktop issues

Install/Uninstall, Configure and Troubleshoot Routers and Switches.

Managing and configuring of Networking devices like, Router, Switches and Firewall.

Make Network Changes as required by the Users.

Support and implement network changes in LAN.

Troubleshooting connecting issues and configuring network ports for the LAN machines

CompuWiz, Pittsburgh, PA 2012 - 2015
Network Support Specialist

o Visit client sites in order to perform monthly maintenance and break/fix on their PC’s

Maintain 2 Juniper SSG-140 firewalls after migration from 2 Cisco 1841 routers

Maintain Fonality Phone Systems using Polycom and Grandstream phones

Installed and updated Watchguard XTM-505 firewall

Configured and installed several Synology NAS devices (RackStation and DiskStation)
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BNY Mellon Bank, Northpointe, PA

Responsible for configuring VPN’s, and maintaining several D-Link, Zyxel and Linksys networking devices
Assist System Administrator with MS Exchange, troubleshooting failed backups and new server builds

Help Desk Analyst - Level 1

EchoStar/DISH Network, Pittsburgh, PA

Answer customer calls, troubleshoot and resolve issue
Create Remedy trouble ticket and dispatch to proper Regional Support group if further action is required
Use Lotus Notes Sametime, e-mail and databases to resolve customer issues (Domino R5)

Desktop Support Technician/IT Technician

TEKsystems, Denver, CO and Albany, NY

Retained the responsibility of all duties as a contractor as well as lead custom PC build technician
Maintained inventory control, trained new contractors, installed software, performed troubleshooting

2011 -2012

2006 - 2010

Ensured the smooth operation of an 800+ Agent call center including web-based applications, Cisco VOIP system and

managed the center's main customer maintenance application- ACSR (CSG Corp) and DishPromo

Technical Contractor
Assigned to EchoStar as a PC Technician:
Performed all facets of PC and desktop management such as break/fix, all hardware and software issues, rebuilds and

deployments. Hired by EchoStar/DISH Network after six months as a contractor

Assigned to e.Nfrastructure

Converted/upgraded approximately 850 computer systems for a financial institution

Assigned to Encentuate: St. Luke's Cornwall Hospital:

Installed proximity sensors for network access on 400+ PC's
Installed requisite software; registered and trained users

Assigned to IBM:

Performed hardware inventory of several data centers with assets exceeding 12,000 pieces of equipment

Assigned to United Health Care:

Deployed Hercules Migration Project; migrated approximately 800 users from Windows NT/2000 to XP Pro
Installed upgraded applications such as MS Office 2003 or XP and Lotus Notes 6.5.1
Re-installed user core applications and user preferences from server backup using ‘HighTouch’ migration

Assigned to Electronic Data Systems (EDS):

Equant, Denver, CO

Served for four months as a Network Controller

Performed proactive network monitoring of Bank of America ATMs and branch locations

Responded to user inquiries and problems while maintaining ownership of issue until resolution

Adhered to service level agreement and documented all actions via Peregrine 5 Trouble Ticketing System

Senior Network Technician (SPOC Desk), As Call Center/Help Desk Staff:

Processed customer calls, cases, diagnostics, troubleshooting and resolutions

Managed Nortel switches and Cisco routers

Operations focused on providing customers worldwide with top quality technical support

Monitored assigned cases; documented operations via electronic case management system and SOP
Focused on achieving compliance with service standards and company policies/procedures

Managed development of reports, including first update reports, MTTR reports, and CPE digest

Tested all new Cisco routers for network readiness; created or updated testing materials

Promoted to Senior Network Technician within 1 year

2005 - 2006

1999 - 2004
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Daniel Goodsell - Network Support Analyst Tier II

SUMMARY OF QUALIFICATIONS

Has over 15 years of experience, including as a Senior Network Engineer, as an Army Communication Specialist and as an IT Manager
in industries including Government, Military, Business Services, Security and Commodity Brokers, Dealers and Exchanges. Well versed
with Frame Relay, TDM T1, Ethernet switching, TCP/IP, SNMP, MPLS Routing protocols to include OSPF & BGP, as well as DWDM.

EDUCATION
University of Phoenix ABERDEEN , Maryland September 2013
Business Administration Graduate degree or equivalent

University of Phoenix ABERDEEN, Maryland November 2011
Science - Information Technology Bachelor’s degree or equivalent

ADDITIONAL INFORMATION AND SKILLS
Skills; CCNA, CCDA, MCITP-EA, MCDST, MCP, MCSA, Network+, Security+ CE, iDirect, DoD Risk Management Framework
Training, Active Top Secret - SCI w/ Cl Poly Clearance

PROFESSIONAL WORK OF EXPERIENCE

22nd Century Technologies Inc. November 2017-Present

Tier 2 Network Support Analyst

e Lead a Network Branch Team in providing government clients with hands-on networking engineering expertise to help design,
install and maintain various DoD network architectures.

o Lead effort in providing ongoing network optimization with the implementation of Riverbed Steelhead WAN optimizers and F5
Big IP Traffic Manager systems.

e  Troubleshoot and resolve highly technical core service outages and other complex IT system issues.

e Test and evaluate network systems to eliminate problems and improve client core enterprise services in support of Army
users.

o Develops inventory of network and compute equipment and services

o  Work effectively with stakeholders, including program and project managers, end users and technical staff to develop, test,
implement, and sustain critical IT infrastructure and security architectures, such as Cloud computing and network systems.

o  Design, develop, and recommend integrated security system solutions that will ensure proprietary and confidential data and
systems are protected. Provide technical engineering services for the support of integrated security systems are solutions.
Interface with the client in the strategic design process to translate security and business requirements into technical designs.
Configure and validate secure complex systems and test security products and systems to detect security weakness.

e Ensure network equipment is properly STIG'd and latest IAVA patches are installed, ensuring RMF accreditation standards
are met.

e Responsible for software repair and maintenance of the Network equipment.

o Daily network management through various network tools and appliances to include: SolarWinds Orion, Blue Coat, Blue Cat,
Forescout, LANcoat, Cisco IPS, Cisco ISE, Cisco Prime Infrastructure, openDCIM, and Splunk.

Booz Allen Hamilton, Aberdeen Proving Ground, November 2013-Present

Network Engineer

e Overall management of all networking equipment (Switches, Routers, TACLANES, etc) within SEC SCIF and JTIF labs.
Ensure |A compliance of all network layer equipment and assist in Risk Management Framework(RMF) processes and
procedures. Assist with network requirements to sustain current workforce and tasks while providing adequate means for
future growth throughout.

e Key roles include providing technical support in areas such as system architecture, system integration, application
development, programmable radios architecture/design, mobile networking, requirements analysis/verification, acquisition
systems engineering documentation, test and evaluation planning, and Modeling and Simulation (M&S).

o Work with the DoD clients to support integration and testing initiatives including technical recommendations based on the
review of documents including Program Protection Plans (PPP), Systems Engineering Plans (SEP), Test Plans, Spectrum
Support Risk Assessments (SSRA), and Capability Production Documents (CPD).

e Provide expert-level network engineer expertise for internal lab networks for various outsourced testing, high-level
demonstrations, and inter-lab connectivity throughout C4ISR campus buildings. Assists in special projects, system
installation, backups, routine maintenance, problems solving, upgrades, and inspections with outside government agencies.
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Ensure proper procedures and paperwork are complete for all external and internal connections while maintaining government
required compliance.

Everyday duties include but not limited to: Various Cisco Catalyst Switches and Routers ( 3560 series, 2900 series, 4500
series, 3750 series, Nexus 5000 & 2000 series, 4900 Series, 2800 Series, Dell Force10.), Subnetting, VLANS, Inter-VLAN
Routing, Port Security, MAC Address Filtering, SSH, Cisco ASA 5550, Windows Server based RADIUS, Windows Server
2008, Troubleshooting Network Wide Issues.

Sabre Systems, Aberdeen Proving Ground, July 2012-November 2013
Network Engineer

Provides expert-level experience in managing the day-to-day network operations with over 500 pieces of equipment.
Support all related operations activities and efforts to maintain the 99.9% network availability.

Support, document and maintain equipment in assigned labs and in network operation center.

Ensure 1A compliance of all equipment within S&TCD labs and network operation center, assisted in DIACAP processes and
procedures.

Assists in providing network and remote connectivity with the use of a Windows Radius Server to authenticate Active Directory
users for VPN access.

Manages domain level Active Directory and Group Policy Management with over 500 users and computers.

Assists in special projects, system installation, backups, routine maintenance, problems solving, upgrades, and inspections
with outside government agencies.

Everyday duties include but not limited to: Various Cisco Catalyst Switches and Routers (6500 series, 3560 series, 2900
series, 4500 series), Subnetting, VLANS, Inter-VLAN Routing, Spanning-Tree Protocol, Port Security, MAC Address Filtering,
SSH, Cisco Network Assistant, Cisco ASA 5550, Windows Server based RADIUS, Windows Server 2008, SCCM, Symantec
Server, Symantec Server, Group Policy, Various Dell PowerEdge Servers, SCAP, Retina Scan Tool, Troubleshooting Network
Wide Issues.

T. Rowe Price, Owings Mills , January 2012-July 2012
Network Engineer

Support the daily data operations and work with team to support ongoing infrastructure growth.

Support all related operations activities and efforts to maintain the 99.9% network availability.

Support, document and maintain equipment in Network Data Center’s and IDF’s for business connectivity.

Configuration and maintenance of domestic and international network infrastructure.

Support ongoing efforts of Corporate Network Service design team.

Continuous network monitoring and assistance with network problems determination and resolution.

Install and support Blade and Non-Blade technologies, wired and wireless connections.

Test new technologies in a lab environment and write architecture and deployment guides.

Everyday duties include but not limited to: Various Cisco Catalyst Switches and Routers (Nexus 5000, 3560 series, 2900
series, 4500 series, Nexus 7000, 2800 series, 3600 series, 4500 series, and 6500 series), Routing Protocols (EIGRP, OSPF,
BGP), Subnetting, VLANS, Inter-VLAN Routing, Spanning-Tree Protocol, VoIP configuration, Port Security, MAC Address
Filtering, VLAN Trunking Protocol, EtherChannel, Cisco Nexus Platform, 802.1X Protocol, HSRP, QoS, SSH, MPLS
Networks, Transceivers, Troubleshooting Network Wide Issues.

US Army, Aberdeen Proving Ground, Maryland , September 2008-December 2011
Communication Specialist

US Army, Fort Lewis, Washington , May 2004-September 2008
Communication Specialist

Computron Inc, Clute, Texas, March 2000-November 2003
IT Manager of Sales and Service
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Ingrid Solomon - Network Support Analyst Tier ||

Summary:

e Over 10 years of technical experience

e  Testing, diagnosing, analyzing and identifying troubles in the network.
Certifications:

CCNA: Cisco Certified Network Administrator (2014)
CompTIA Security+ CE (2013)

CompTIA Network+ (2013)

CompTIA A+ (2014)

CIW Web Foundations Associate (2013)

MTA: Security Fundamentals (2013)

MTA: Web Development Fundamentals(C#) (2013)

Computer Skills:

e  Proven deep understanding of TCP/IP, Subnetting, DNS,

e DHCP, NAT, Routing, etc. and related networking protocols and technologies (CoS, PoE, NTP, CDP, TFTP, SNMP v2c¢ and
3, SYSLOG etc.) and security-related protocols (SSH, HTTPS, AAA, IPSec)

Strong knowledge of Layer 2 network protocols (STP, VLANS, Ethernet, etc.)

Strong knowledge of Layer 3 IP routing (IP subnetting/addressing, OSPF, EIGRP, BGP)

Understand LAN/WAN and transport technologies, VPN, and Firewalls (Cisco ASA)

Knowledge of how other IT systems (applications, end user devices, servers) interact with the network
Experience with Cisco I0S, CiscoWorks, VMware and Microsoft Visio

Experience in deploying networking monitoring & alerting tools such as NetFlow

Configuring Cisco switches and routers, Edge/Core switches, UPS, MTR, Network Monitoring

Activities:

ECPI College of Technology

e  President of IEEE (Institute of Electrical and Electronic Engineers, Inc.) 2005-2006

e  Member of PTK (Phi Theta Kappa) International Honor Society of two-year colleges 2006

Education:
Expected graduation date July 2015 Western Governors University Salt Lake City, UT
Pursuing Bachelors in Information Technology (Online) GPA: 3.8

Emphasis-Network Administration

April 2005-December 2006 ECPI College of Technology Virginia Beach, VA
Associates of Applied Science in Computer and Information Science
Major-Information Technology/Network and Security Management GPA: 35

Work Experience:

22nd Century Technologies, Inc., Norfolk, VA December 2012-Present
Service Request Management (SRM) Analyst

¢ Navy Marine Corps Intranet EVIP/VIP Critical Support Help Desk with Tier Il rights

Network Administrator to the second largest network other than the internet

User Account Administrator for NCIS/NNPI/NIPR/SIPR/PACOM

Extensive Active Directory (AD) knowledge and Microsoft Office

File/Email/Print/Blackberry/Citrix Server Management

Working understanding of scripting/automation tools: PowerShell, Windows batch scripting, VBScript

Remedy and Service Manager SM7/SM9 ticketing system

Installing and troubleshooting Applications such as Microsoft Office, Java, Symantec and the vast amount of military
proprietary software

e  Resolving hardware, software, and connectivity issues
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e  Provide escalated IT support including hardware and software troubleshooting, backup and recovery, email communication
and application support

December 2010-December 2012

Tek Systems-Delta Careers/Enterprise Services Virginia Beach/Norfolk Information

Technology Contractor

e  Server and workstation migration; Security through Group Policy

Configure and manage AD, Exchange, DHCP, WSUS, WDS, Antivirus and backup servers in the Enterprise network

Testing, diagnosing, analyzing and identifying troubles in the network.

Virus Removal/troubleshooting; participates in planning sessions and responsible for change management.

Monitor various Network environments utilizing existing and new ITS monitoring systems,

Running scripts from the network and CD

Workstation rebuild/PC imaging;

Monitor various Network environments utilizing existing and new ITS monitoring systems,

Perform routine configuration, installation, and upgrading of network software/hardware

Remote access troubleshooting through Bomgar providing administrator support

Imputing/Tracking/Closing of trouble tickets through BMC Service Desk Express incident ticketing system with enterprise

administration role

o Dispatching and providing training support for field technicians across different campuses

o  Working with different platform of Windows server/Virtual machines including Windows Server 2008 adding and removing
users and groups, setting permissions

e  Supporting different applications such as CampusVue, ImageNow, GP Dynamics, Email, Office Communicator/Lync, and
Microsoft 2010

e Installing and troubleshooting Citrix and VPN

e  Supporting both corporate and academic clients

June 2006-December 2010

Canon ITS Chesapeake, VA
Technical Support Tier |

e Provides technical support to customers via telephone and/or written e-mail communication on network and pro-support
products where Customer Service is key.

Installing and troubleshooting printers and scanners both locally and over the network

Advanced knowledge and support of single-function and multifunction printers and scanners

Troubleshooting and setup of wireless network printing and print share on both Mac and Windows Platform.
Trace copper or fiber optic cable and jumpers to identify and resolve network issues

Handling escalated calls from supervisors and customer relations

Remote support via LogMeln and Incident tracking via PeopleSoft

Multiple ‘A’ Player recognitions for superb performance in troubleshooting products and customer satisfaction

June 2001-June 2005
United States Army, Fort Story, VA
Enlisted Transportation/Network Administrator
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James Lewis - Network Support Analyst Tier |l

Working experience of Frame Relay, TDM T1, Ethernet switching, TCP/IP, SNMP, MPLS Routing protocols to include OSPF &
BGP. Well versed with fiber technology. Provided timely network support to the customers. Possesses excellent communications
skills.

Qualifications

e  Current DOD Top Secret/SCI clearance

e Certifications: CISSP, CEH, CCNA(R&S), CCNA Security, Security+, and Network+

e  Over 8 years of Information Assurance experience in Cyber Security, Networking, and Intelligence.

Education

MS, Digital Forensics, University of Central Florida, Orlando, FL, Dec 2019 (Expected graduation)

AS, Electronic Systems Technology, Community College of the Air Force, Montgomery, AL, Oct 2014

BS, Liberal Studies w/emphasis in Business Administration, Excelsior College, Albany, NY 2013

AS, Intelligence Studies and Technology, Community College of the Air Force, Montgomery, AL, Oct 2012
AS, Persian linguistics — Afghan Dari, Defense Language Institute, Monterey, CA, July 2009

AS, Veterinary Technology, lowa Western Community College, Council Bluffs, IA, May 2007

Specialized Training

New Horizons Cisco Course Pensacola, FL, Jan 2015

Cyber Transport Systems Course Keesler AFB, MS, Oct 2014
IT Fundamentals Course Keesler AFB, MS, Jun 2014
Airman Leadership School Maxwell AFB, AL, Jul 2012

Technical Skills

e Analyst Tools: Sourcefire, FireEye NX, Checkpoint SmartLog/SmartEvent, RSA Security Analytics (Netwitness), LogRhythm
(SIEM), WireShark, Symantec DLP, and McAfee HBSS

o Networking Devices: Cisco routers (2800, 2900 series), switches (Catalyst 2950, 2960, and 3500, 6000 series Multi-layer
switches), and various cryptographic equipment (KG-250, KG-250X, KG-175D)

Professional Experience

Network/Systems Analyst, 22nd Century Technologies, Inc., Jacksonville, FL, May 2017 — Current
Plan, develop install, configure, and maintain all network/systems hardware, software, and links.
Experience with Frame Relay, Resolving Tickets, TDM T1, Ethernet switching, MPLS Routing protocols
Manage and maintain server infrastructure of over 50 virtual machines and over 20 physical nodes.
Perform system backups, replication, and recovery of virtual machines using Hyper-V and Veeam.
Configure security implementations such as port security, ACLs, and AAA.

Experience of using Fiber Technology for client purpose.

Working experience of TCP/IP, SNMP, IEGRP etc.

Lead IT Specialist, USAF, Undisclosed FOB, Afghanistan, May 2016 — May 2017

e  Served as the lead automated information systems technician on a communications team. Provided classified and unclassified
network services including data and voice to a very demanding, and ever-changing customer base.

e Served as a project manager. Participated in site surveys, facilitated site accreditations, as well as procured, configured, and
installed network equipment for customers with mission critical needs.

o Accountable for hundreds of networking devices distributed over multiple locations, an inventory totaling over 3 million dollars-
worth of equipment.

e COMSEC Responsible Officer (CRO) for a variety of customers. Responsible for distribution, reallocation, destruction, and
security of all COMSEC related equipment.

e Coordinated and facilitated all equipment and personnel movement to and from the forward operating base.

Senior Network Defense (CND) Analyst, ICF International, Smyrna GA, April 2015 - May 2016
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Identified, detected, and correlated intrusion activity and attacks targeting the Defense Contract Management Agency
enterprise network for the Department of Defense.

Used Netwitness to provide real-time network forensics and continuous monitoring of DCMA network and sub-components
for any suspicious and malicious activity taking place.

Used FireEye threat prevention platform security solutions to provide comprehensive malware detection and protection
against advanced malware and zero-day attacks against the DCMA enterprise.

Created Hunting Range Reports and IDS signatures associated with FireEye alerts as appropriate.

Coordinated with the Incident Response Team for further analysis to complete investigations.

Developed standard operating procedures (SOPs) for common practices and proper use of network tools.

Performed rule tuning of LogRhythm to improve efficiency and effectiveness of SIEM.

Network Engineer/Administrator, 224t JCSS (ANG), Brunswick, GA, Oct 2013-Current (Traditional)

As one of squadron’s lead trainers, responsible for developing training material covering switching concepts such as VLANS,
STP, and VTP as well as routing protocols such as BGP, OSPF, and EIGRP

Hand-picked to train over 20 airmen on cisco equipment to familiarize themselves with routing, switching, and troubleshooting
concepts in a lab environment

Direct supervisor of 3-5 airmen at a given time, responsible for their promotion and awards packages, ensuring they meet
training milestones and maintain deployment readiness

Install, upgrade, replace, configure, and maintain LANs, WANS, and network devices such as routers, switches, hubs, Voice
Over IP (VOIP) systems, Virtual Private Networks (VPNSs), Video Teleconferencing (VTC), and servers

Intelligence Analyst, Mission Essential Personnel, Ft. Gordon, GA, Jan 2013-Jan 2014

Provided time-sensitive reporting and geo-location data in support of high value target operations on multiple occasions that
directly impacted and affected forward deployed forces within the AOR

Provided daily briefs to division level leadership and other operators on the status of operations in the AOR.

Communicated with in-theatre assets to troubleshoot and resolve data link issues

Hand selected to a team of geo-location operators in order to prosecute a new collection mission. As a result, this team proved
extremely successful in providing Indications and Warning to customers in the AOR

Intelligence/Language/Signals Analyst, USAF, Various Locations, Jan 2008-Oct 2013

Selected out of 40 enlisted personnel by leadership as “Airman of the Year” in 2012

Certified on 6 joint task force ISR platforms; as an airborne operated coordinated with multi-service agency to provide tactical
intelligence to ground assault forces

Served as equipment manager, accountable for the accurate inventory of over 5 million dollars-worth of laptops and classified
collection equipment

Operated complex classified airborne signals intelligence systems and mission equipment.

Worked with NSA translating, evaluating and reporting on communication.
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Rene Hernandez - Network Support Analyst Tier I

EDUCATION
Networking Administration, San Antonio College, 2008

Additional Information
Certifications:

CCNA
CCENT
Security CE+
Network+

A+

Clearance: Secret

WORK EXPERIENCE
22nd Century Technologies, Inc.- San Antonio, TX - September 2014 to Present
Tier 2 Network Support Analyst

Manage and configure Cisco Catalyst 3560 Series Switches on NIPR DOD network.

Configure and manage Cisco Nexus 7k router hardware/Gigamon Hardware

Manage and configure 2012R2 DNS/DHCP and Print Servers on Lockheed Martin and DOD network.

Implement and Manage Windows Sever 2012 R2 Print Servers and Cisco Identity Services in database andon Cisco Catalyst
Switches.

Create/Delete User/Admin Accounts in Active Directory

Provide support to end users relating to hardware and software, computer applications, LAN componentsand peripherals.
Remedy ACAS/IAVA vulnerabilities on workstations.

Hands-on in hardware repairs such as video cards, motherboards, and hard drives.

Remote Install, Configure, Troubleshoot and repair Printer Servers, Scanners, Software Drivers, Networkconnectivity and
Windows based approved Software (Java, ActiveX, Windows Updates)

Troubleshoot and resolve application issues (Oracle, Arcsight, Outlook and Developer Applications.)

Set-up and update User Laptops for Cisco VPN access.

Respond to requests for technical assistance in person, via phone, and remotely.

Network Engineer
JBSA Randolph AFB - March 2014 to August 2014
Create, Maintain and Update physical and virtual Servers throughout the SIPR Network.

Administer Directory Services in a Windows 2008 R2 Enterprise environment.
Implement and Manage DNS Servers, Records, GPOs, OU Containers, CA servers, ADM accounts, ForestRoot Domain,
Sites and Subnets, and Domain Controllers.

e  Troubleshoot Network Connectivity Issues.

e Review and fix DISA STIGs for all Servers.
Create/Delete Accounts in Active Directory for new SIPR ADM Users. (Unlock, password reset, disable,enable, move OUs
etc.)

e  Update Servers with latest security patches and HBSS updates on daily basis

SIPR Technician

Network Enterprise Center - San Antonio, TX - December 2013 to March 2014

(Contract)

Troubleshoot and Diagnose Layer 2 (LAN/WAN) and Layer 3 (TCP/IP) connectivity.

Support JBSA Fort Sam Houston NIPR and SIPR WAN/LAN Networks.

Report and document any outages affecting network equipment, servers, printers, workstations, applications,and all
associated systems for Army ARNORTH and ARSOUTH.

Monitored network activity by analyzing information on our Solarwinds Orion for Cisco Routers and Switchpacket loss, nodes
down, interfaces down, and TACLANE connectivity issues on the network.
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Oversaw and informed all Personnel on daily basis for ongoing issues to Network modernization task atJBSA.

Create/Delete User Accounts in Active Directory for new NIPR and SIPR Users. (Unlock, password reset,disable, enable,
move OUs etc.)

Install, Configure, Troubleshoot and repair Printer Servers, Scanners, Software Drivers, Network connectivityand Army
Windows based approved Software (Java, ActiveX, Adobe, Windows Updates)

Maintain Physical Building Security and door alarms to classified areas.

Help Desk Team
U.S Government Medicare Services - September 2013 to November 2013
Teach users how to use Remedy Ticketing System for the Help Desk Team

* Implement procedures and policies for Help Desk Team

Level 2 Technician
Enterprise Service Desk - Air Force - Lackland AFB, TX - January 2012 to August 2013 (Contract)

Provide desktop support to over 380,000 DOD users and end client devices on the Air Force Enterprise Network in a Windows
7 enterprise environment.

Support Air Force SIPR Network (Secret Internet Protocol Router Network) Servers, Sites, Computers, Usersand Devices.
Control access to SIPR Network in a completely secure environment and assist with Secure Communications to support
Worldwide Air Force Bases.

Implement Microsoft Active Directory via Server 2003/2008 R2 in NIPR & SIPR environments.

Use NetlQ Directory Resource Administrator (Web and Console) for User/Administrator Accounts to

Provision/Deprovision with Mailbox, Password Resets, Unlock/Lock, Enable/Disable, 1A Updates)

Troubleshoot, Recover and Issue PKI Certificates (Encryption/Digital Signatures) to Common Access Cards.

Answer customer calls/e-mails documenting issues BMC NIPR Remedy and escalate ticket priority due tobase outages,
affected VIP users, Core Services.

Assist fellow technicians with issues (Creating, modifying, and deleting user e-mail/network accounts, securitygroups,
organizational e-mail accounts, and distribution lists. « Configure and set-up Microsoft Exchange 2007/2010

ce MS Office Suite (Create/Recover PST files, Calendars, Outlook Profiles, Mailbox Size/Limits)

Involved in many large-scale Migrations for Legacy Domains, to a Centralized Air Force Network Domain(AFNet)

Add Computers to AFNet Domain

Administrator for Blackberry Devices on Enterprise Network (Create, Delete and Troubleshoot)

Remote Install, Configure, Troubleshoot and repair Printer Servers, Scanners, Software Drivers, Networkconnectivity and AF
Windows based approved Software (Java, ActiveX, Windows Updates)

Troubleshoot/Modify and repair VOIP/VOSIP phones, SharePoint Access, Computer Accounts, Security/Distro Groups,
Organizational Mailboxes, Migrating Users, Blackberry devices, and Network Connectivity Issues frequently. (Port Security,
Network Hardware, Routers, Switches)

Skills:

Possesses in-depth knowledge of DOD and USAF network standards, policies, and procedures

3+ years of extensive experience in supporting computers and networks

Highly skilled in troubleshooting hardware, software, LAN, WAN and operating system issues

Experience with configuring Windows XP/Vista/7 and Microsoft Server 2003/2008/2012 R2 Active Directoryo Create and
manage Users, Groups, Computer, and Service Accounts

Windows Server 2012/2008 Hyper-V Managero Create and manage virtual machines, storage(VHD/VHDX), snapshots and
networks

Knowledge of TCP/IP Networking.

Understanding of Cisco technologies Networking Concepts, LAN/WAN Implementation, Encapsulation, Wireless Networks,
Subnetting, VLANSs, ACLs, Port Security and Network Security.

Troubleshoot Cisco Routing Protocols RIP, RIPV2, OSPF, EIGRP.
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Vinay Adulapuram - Network Support Analyst Tier Il

9+ years of IT experience in design, development, implementation, troubleshooting and maintenance of complex Network &
Security devices, Network Security, Linux Kernel Programming. Expertise in network protocols, Firewalls and Communication
Network design. Experience with Troubleshooting tools for example protocol analyzers, load generators & network traces. Working
knowledge of frame relay, MPLS services, OSPF, BGP and EIGRP routing protocols, NATing, sub-netting, also including DNS,
WINS, LDAP, DHCP, http, HTML, HTTPS, TCP/IP, UDP, SNMP, OSPF, RIP, IPSEC, PPTP, VLAN, STP (Spanning tree Protocaol),
RTSP & Multicasting protocols. Strong hands on experience in installing, configuring, and troubleshooting of Cisco 7600, 7200,
3800, 3600, 2800, 2600, 2500 and 1800 series Routers, Cisco Catalyst 6500, 4500, 3750, 2950 and 3500XL series switches.
Advanced knowledge of OSI model, TCP/IP, Internet technologies, system security, firewall infrastructure, network architecture
and Cisco network routing / switching (Layer 2 and 3) experience, including LAN and WAN, design and implementation which
includes Layer 1 to Layer 7 experience.

Technical Skills

Switches: Cisco 3550, 3750, 45XX, 65XX series, Nexus 7K, 5K, 2K

Load Balancer: Cisco CSS, F5 Networks

WAN Optimization: Cisco WAAS, PPP Multilink

Routing: OSPF, EIGRP, BGP, RIP-2, PBR, Route Filtering, Redistribution, Summarization, Static Routing

Switching: VLAN, VTP, STP, PVST+, RPVST+, Inter VLAN routing &Multilayer Switching, Multicast operations, Layer 3 Switches,
Ether channels, Transparent Bridging

LAN: Ethernet, Fast Ethernet, Gigabit Ethernet, FDDI, CDDI, Token Ring, ATM LAN Emulation

WAN: Leased lines 64k - 155Mb (PPP / HDLC), Channelized links (EL/T1/E3/T3), Fiber Optic Circuits, Frame Relay, ISDN, and
Load Balancing.

Various Features & Services: 10S and Features, HSRP, GLBP, IRDP, NAT, SNMP, SYSLOG, NTP, DHCP, CDP, DNS TFTP
and FTP Management.

IP Telephony: IP Telephony utilizing Cisco routers, FXO/FXS/E&M/T1/ISDN/ PRI, Call manager (publisher & subscriber).

AAA Architecture: TACACS+, RADIUS, Cisco ACS

Juniper: EX-2200, EX-4200, EX-4500, MX-480, M Series, RX210, SRX240

Security/ Firewalls: Cisco ASA Firewalls 55XX, IPSEC & SSL VPNs, IPS/IDS, DMZ Setup, CBAC, Cisco NAC, Checkpoint, ACL,
|0S Firewall features, 10S Setup & Security Features

Operating System: Windows 7/XP, MAC OS X, Windows Server 2008/2003, Unix,Linux, Microsoft Visio

Education/Training/Certification:

Masters WNEU, MA

e Bachelors JNTU

o  Cisco Certified Network Associate (CCNA)

e  Cisco Certified Network Professional (CCNP)

Professional History

22nd Century Technologies, Inc., Boston, MA May 2015 - Present

Senior Network Engineer

e Responsible for turning up BGP peering and customer sessions, as well as debugging BGP routing problems. Perform root
cause analysis on the problems coming across Project execution. Maintain a BGP/MPLS infrastructure.

e  Coordinate with NEC-R in the creation of new employee's LAN accounts and DISA email accounts, Create and modify LDAP
entries. Utilize Netflow, NetQoS, CiscoWorks and Link Analyst to proactively detect anomalous network behavior. Served as
resource for 3rd level troubleshooting. Worked with ISP and TAC to resolve vendor and circuit specific issues.

e  Experience with configuring Virtual Server and Configuring Load balancing methods in F5 LTM. Experience with Firewall
Administration, Rule Analysis, Rule Modification. Enable user authentication using CSACS server by implementing AAA
security using TACACS+.

o Implement Static NAT and PAT for internet users. Resolve application problems using Wireshark, OpNet, and other network
analysis tools requiring an understanding of TCP protocols and state analysis (e.g. three-way handshake, four ways close).

e  Manage LAN/WAN with HP Openview IT Network node manager, Solarwinds Orion NPM/NCM, CiscoWorks & CiscoSecure.
Provide IT network access security with Cisco TACACS+ & RADIUS, bandwidth utilization/analysis reporting using software
Network General Sniffer Technologies Enable log in to network devices via RADIUS/TACACS+.

e Resolve application and network related problems using Wireshark, OpNet and other network analysis tools. Use Cisco ACI
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SDN architecture to reduce operating costs, automate IT tasks, for greater scalability and visibility in a data center
environment. Duties include managing all aspects of requests — creating, modifying, and removing access, as well as,
following access management requirements to ensure proper approvals are received and logged in Finra application tools.
Use Cisco ACI Fabric which is based on Cisco Nexus 9000 Series Switches and the Cisco Application Virtual Switch (AVS).
Analyze/resolve bandwidth and slow connection issues relative to users/user applications using Solarwinds and Netflow.
Currently working on Cisco SDN solutions using ACI for building of AXA Private laaS in Regional Datacenter.

Enable STP attack mitigation (BPDU Guard, Root Guard), using MD5 authentication for VTP, disabling all unused ports and
putting them in unused VLAN and ensuring DHCP attack prevention where needed. Experience in configuring VDC, FEX
pinning, FEX port-channel, port-channel, peer keep alive, peer link.

Experience in working and designing configurations for VPC, VPC domain, VPC peer-gateway, VPC peer-switch, auto-
discovery, and VPC single sided, VPC double sided, NX-OS, VFR, Otv, fabric path. Implement Cisco Secure Access Control
Server (ACS) with 802.1x authentication utilizing CiscoAironet access points utilizing the Wireless LAN Solution Engine
(WLSE) and Wireless Domain Services (WDS).

Network Implementations involve Cisco TACACS server management, TACACS Authentication monitoring, Local server
certificates wireless endpoints, troubleshooting QoS CBWFQ Traffic shaping, Packet capture analysis via Wireshark and
reporting unusual traffic. Troubleshoot network application misbehaviors through packet analysis using ACE Live, OPNET
and Wireshark

Design and implementation of GET VPN architecture used for multicast and unicast communication on an existing IP VPN.
Experience with Cisco ACI fabric for zero-touch provisioning, and VXLAN. Decommission serial T3 circuits and replace with
MPLS circuits. MPLS clouds were provided by carriers ATT, Verizon or Level 3.

Work on ISE 802.1X, ISE wired/wireless guest and ISE Trustsec implementations. Exposure to multiple technologies and
builds/troubleshooting: VSAN/NSX/SDA/VXLAN, etc. Mentoring the partner technical engineer on executing the Voucher
Guidelines for ISE Trustsec activation, ISE Wireless guest management activation.

Upgrade Cisco 6500-E, 3560, and 2960 switches to 10S software that is on the ISE compatibility matrix. Recently refreshed
data center access layer with Nexus 9Kk's to prepare the infrastructure for future SDA requirements.

Implement Cisco ISE for wired and wireless user authentication utilizing certificates and MAB for all known company assets.
Utilize Cisco BGP communities and advanced route filtering on Cisco 10S.

Experience Branch Relocation: Connect workstation, servers, etc. Rack and stack Pre-configured new hardware and connect
the circuits. Work with Carrier to test and turn-up circuits.

Implementing & Troubleshooting of T1, MUXES and CSU/DSU and data circuits.

Reconfigure Cisco ACS 5.3 TACACS for AAA access on local and external AD users, renewing local certificates for WLC
using EAP-TLS, and providing ASA 5505 Firewall support. Replace Campus Cisco 6509 End of Life hardware with new
4507/4510 devices. 10S upgrade in Nexus 7010 through ISSU (In service software upgrade)

Experience in Implementation of the Cisco UCS Blade Servers in datacenter & Created Service Profiles, Policies for BIOS,
Boot, Power control, vNIC, vHBA Placement & Provisioning resource pools for servers, UUIDs, MAC addresses, WWNNSs,
WWPNSs, Performed Zoning on Cisco MDS switches as per the design using Cisco UCS Manager.

Hands-on experience on Checkpoint Firewall R77, Palo Alto and Cisco ASA 5520 firewalls. Implementing and Maintaining
Network Management tools (OPAS, Solar Winds, Cisco Works). Configuring IPSEC VPN (Site-Site to Remote Access) on
SRX series firewalls.

Manage all aspects of network (Cisco routers, Juniper SSL VPN, Cisco POE and Dell gigabit switches, Cisco Wi-Fi AP,
terminal servers, KVMs, UPSs).

Eye Med, Mason, OH Nov 2013 - Apr 2015
Sr. Network Engineer

Responsible for installation, troubleshooting of firewalls (Cisco firewalls, Imperva Web App Firewalls, Checkpoint firewalls and
Juniper firewalls,) and related software, and LAN/WAN protocols. Administered multiple Firewall of Juniper/Net Screen, in a
managed distributed environment. Fulfilling routine change requests of Net Screen OS Firewall and resolving trouble tickets,
maintain and monitoring firewalls using scanning software Nesses.

Professionally managed network with SNMP/Net Flow monitoring, reporting and remote packet capture and analysis.
Proactively monitored network devices connectivity via Network Management Tools such SNMP, NNMI, Opnet, HP NAS, Net
flow. Collected appropriate Wi-Fi and network information on Linux

Prior Experience
Network Security Engineer, BAYSTATE Interpreters Inc, Gardener, MA Dec 2011 - Oct 13
Network Engineer, iGATE, Hyderabad, India Oct 10 - Nov 11
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Derrick C. Ford - Network Support Analyst Tier Il
CCENT, CCNA, CCNP Route, CASP, CompTIA Security +, CompTIA A +

Summary of Qualifications

Over 24 years of active military service in the field of Information Technology. Served my last 10 years as a Warrant Officer
performing duties as a Network Engineer. My personal skills include effectively and efficiently managing and mentoring personnel
through solid communication, cohesive teamwork, continuous training, coupled with understanding, honesty, loyalty, and
dependability. | am functional at both managerial and supervisory positions. | have extensive experience in Network Engineering,
LAN/WAN Instruction, Cisco Unified Communications solutions (VoIP), Network Design and Network Security. Extensive
experience of working with Frame Relay, Ethernet switching, MPLS Routing protocols and TCP/IP.

Education:
Webster University, Webster Groves, Missouri, United States
Master's Degree 05/2015, GPA: 3.67 , Major: Information Technology Management

Industry training and Certifications:
Cisco Certified Entry Networking Technician (CCENT), Cisco Certified Network Associate (CCNA), Cisco Certified Network
Professional (CCNP Route), CompTIA Advanced Security Practitioner (CASP), CompTIA A +, CompTIA Security +

Security Clearance:
Top Secret/SCI security clearance
Expiration date: 09/2019

Hardware Experience

Cisco Routers 2800, 2900, 3700, 4500, ASR 1004, ASR 1006

ASA 5500 Series Firewall Installation, configuration, management

ASDM configuration and management, TCP/IP

Cisco Catalyst Switch series 2950, 3560GPoE, 3750GPoE, 3750XPoE, C6506, C6509
KG-175A/D TACLANE - Installation, Operation, and Maintenance

Cisco VolP Telephone Technologies - Installation, Operation, and Maintenance
Cisco Unified Call Manager versions 8, 10 / Call Manager Express

HCLOS - High Capacity Line-of-Site, Ethernet switching, SNMP,

Motorola Microwave Point-to-Point Line-of-Sight Radios (PTP 600s)

JNN - Joint Network Node (WIN-T INC1 and familiar with WIN-T INC2)

UHN - Unit Hub Node (Base Band terminal and familiar with Satellite terminal)
STT - Satellite Tactical Terminal (WIN-T INC1 and all associated lots below)

Software Experience:

Windows 2007, Windows 2008, Windows 2010, MS-Office 2013 Professional Suite, VMware products (VMware NSX, VMware
Workstation, vCenter, vSphere Hypervisor-ESXi),Server 2008R2, Server 2012R2, SolarWinds Network Performance Monitor and
Wireshark, Microsoft Office Visio to design detailed physical and logical network topologies

Employment History:

22nd Century Technologies, Inc. 11/15 to Present
Senior Network Engineer

Work collaboratively with the Network Enterprise Center (NEC) in order to support organizational network requirements.
Responsible for providing Tier 1 and Tier 2 level support. Configure and manage Cisco ASA Firewall in an enterprise environment.
Perform the design, implementation and troubleshooting of network and voice infrastructure solutions throughout 3 high level
organizations. Configure and maintain dynamic routing and route distribution requirements between the customer and provider
edge routers. Enabled a 50% Increased in network throughput by optimizing monitoring, escalation solutions with multiple tools,
and providing a single view of system availability. Perform LAN/WAN, perimeter security, and telecommunications management
for over 300 employees. Engineer local and remote call-routing solution throughout the organization. Configure, manage, and
maintain accountability of all Cisco equipment including switches, routers, firewalls, and other required security appliances with a
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cost of over $2,000,000. Implement and configure in-line encryption devices (KG175A/D) in order to secure transmission of
classified data over the organizations LAN and WAN architecture.

Various Projects:

6/12 to 11/15

Division Senior Network Engineer

Commended by senior management for the ability to supervise and train 7 junior network technicians throughout 7 organizations.
Analyzed network performance utilizing network monitoring and other network administration tools to include SolarWinds Network
Performance Monitor, IP Management, and Wireshark. Designed robust networks utilizing dynamic routing protocols (OSPF,
EIGRP, and BGP). Configured robust switching and routing technologies (VRF-lite, TDM T1, MPLS, TCP/IP, SNMP, DMVPN
tunneling, and site-to-site VPN). Enabled secure extension of network resources to remote locations by utilizing appropriate layer
3 tunneling methods and high-speed point-to-point transmission technologies to include Motorola PTP 650 microwave antennas.
Thorough understanding of TCP/IP protocol suite, application protocols such as SNMP, SMTP, DNS, and DHCP. Implemented
authentication protocols for network resources including 802.1x, TACACS+, as well as network access control (NAC) solutions.
Configured in-line encryption devices (KG175A/D) on the organizations network in order to secure transmission of classified data
over LAN and WAN architecture.

6/13to 11/14

LAN/WAN Instructor

Instructed, trained, and supervised a total of 50 soldiers monthly. Maintained a 90% pass rate over a period of one year and a half.
Instructed multiple Industry certification courses to include CCNA, CCNA Collaboration (Voice), CompTia Network +, and Advanced
Routing. Prepared and administered examinations, student projects, and other teaching aids needed to fulfill objectives of program.
Analyzed student practice examination results in order to determine which students required additional training. Implemented,
established and designed a classroom lab consisting of multiple network devices and 25 end user systems in order to provide a
realistic training environment. Commended by the Commandant of the Fort Bliss Signal University for achieving the highest pass
rates within the academy.

7/09 to 6/12

Brigade Network Technician

Supervised and managed the operation of tactical and strategic information networks, systems, and personnel at the local and
wide area network (LAN & WAN) level. Implemented and designed robust networks utilizing dynamic routing protocols (OSPF,
EIGRP, and BGP). Analyzed network performance utilizing network monitoring and other network administration tools to include
SolarWinds Network Performance Monitor, IP Management, and Wireshark. Implemented and configured in-line encryption
devices (KG175A/D) in order to secure transmission of classified data over the organizations LAN and WAN architecture.
Conducted LAN installation procedures to expand the network infrastructure throughout 5 facilities within the organization.

01/08 to 07/09

Data Center Manger

Planned, organized, supervised and coordinated the activities of the organizations Data Center. Managed and maintained the
virtual environments for services hosted within the data center. Supervised 3 Information Assurance Specialists, 2 Network
Technicians, 4 Systems Administrators, and 10 Help Desk administrators. Commended by senior management for orchestrating
the procurement and logistics of a $1,000,000 data center power, environmental control, and system storage facility upgrade. The
upgrade enabled an 85% increase in power management within the data center, increased Universal Power Supply backup time
by 50%, and improved server expansion capabilities. Incorporated problem resolution and change management into facility
management. Established and maintained Continuity of Operations and Disaster Recovery Plans.

09/06 to 01/08

Brigade Communications Security Manager

Supervised all COMSEC accounting procedures for 6 COMSEC accounts and over 50 COMSEC hand receipt holders. Directly
responsible for 2700 lines of key material. Analyzed all account administrative documentation in order to maintain 100%
accountability of COMSEC keys within the Organization and to ensure transfers of accountable material are properly reported and
recorded. Prepared 6 COMSEC accounts to be inspected by the Communications Security Logistics Agency. Received
Commendation from senior management for enabling all 6 COMSEC accounts to pass inspection and receive commendable
ratings.
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Loi Ngo -Network Support Analyst Tier Il

More than 15 years of experience in leading complex diagnostics, troubleshooting, and providing network and wireless connectivity
for end-user support. Skilled in supporting groups, network operations and assisting in the resolution of incidents or maintenance
activities. Hands-on experience in utilizing Asset Management and Network documentation tools to manage and track network
hardware inventory, locations and status. Strong experience in designing WAN and local networks that'd leverage the latest Data
Centres Virtualization principles using the Data Centres technology such as OTV and vPC using Cisco Nexus 7000 routers and
Cisco ASA Firewalls Virtual Contexts and F5 Big-IP load balancers technologies. Proficient in designing, implementing and testing
the LAN and WAN networks. Specializes in Voice Over IP (VOIP) and IP Telephony solutions.

Technical Skills

Security: Cisco Pix 5x5, ASA55xX, IPS/IDS 42xx, ACS v4.2, MARS, NAC 33xx, concentrateur VPN, Ms PKI. Network Security
audit PCI-DSS, 1SO77999. IPSec, 3DES, AES, IKE, DMVPN, AnyConnect, Full Tunnel/Split Tunnel Client VPN Solutions, Site to
Site VPN.

Routing and Switching: Cisco Catalyst 6500/4500, Cisco 7600/GSR12000, 3800/2800, MPLS VPN, BGP, OSPF, EIGRP. vPC,
OTV, QoS and Multicast. VLAN, ARP, CDP, IS-IS, MPLS, RIPv2, BGPv4, OSPF, IPv4, IPv6, IPsec, TCP/IP. 10S XE, NX OS,
FortiOS, F5 TMOS.

Data Center: ACI, Nexus 7000, 9000, 5000. OTV, vPC. Fabric Path. VmWare NSX.

IP Telephony: Cisco CallManager 4.x/5.x/6.x, Cisco IPCC Enterprise/Express, Cisco Unity 7.x/5.x

Education/Training/Certification:

o Associate’s Degree--Computer and Robotics Service Technology, ABC Technical and Trade Schools
e  Cisco Advanced MPLS Solutions, Sequoia Networks, LLC

o  Cisco Metro Optical Networks, Sequoia Networks, LLC

o  Cisco BPX Switch Services & Configuration, Sequoia Networks, LLC
e CCIE

e  Cisco Certified Internetwork Expert

o  CISSP Certified Information System Security Professional

e CCNA Cisco Certified Network Associate

e  MCSE, Microsoft Certified System Engineer, Microsoft

e  CNE, Certified Netware Engineer, Novell

e  CAN, Certified Netware Administrator, Novell

Professional History

22nd Century Technologies, Inc., NY Nov 2016 - Dec 2017

Security Consultant/ Network Support Analyst

e Oversaw the migration and conversion of the aforementioned offices and manufacturing plants. Responsible for QA the
migration to make sure the sites adhere to Coty network and security standards and compliance to PCI requirements.

e Set up secure WiFi, LAN and VolIP networks at remote locations, leading client/server configuration and performance-tuning
of crucial infrastructure to ensure seamless business operations.

e  Responsible for telecommunication troubleshooting VOIP and working with Telco Carriers.

e  Optimized network operation through standardization and organizational methods. Optimized network operation for video and
voice communication Identified, reported and resolved network security violations.

e Managed VPN between data center and concentrators.

Cisco Systems, New York Aug 2014 - Nov 2016

Network Support Analyst/ Lead NCE — SLED East

e Lead NCE for SLED East, worked on many major accounts in New York and New Jersey area. Such as NYPD, FDNY, State
of New Jersey and Port Authority of NY&NJ.

e  Provided all type of technical support and assistance the clients, all NOS deliverables and design and configuration templates.
Responsible for providing long term technology strategy and delivering QBR.

e Act as a Subject Matter Expert and reference on advanced network design solutions based on MPLS/VPN and IPT/VOIP
services.

Aeroplan, Québec Apr 2012 - Jan 2014

Page | 48



Response to RFP #C000474 — Technical Proposal

Senior Network Consultant/ Support Analyst

o  Built two Data Centres, connected via redundant MPLS WAN links. The Data Centres were designed to be Tier 4.

e Responsible for designing a highly redundant WAN and local networks that'd leverage the latest Data Centres Virtualization
principles using the Data Centres technology such as OTV and VPC using Cisco Nexus 7000 routers and Cisco ASA Firewalls
Virtual Contexts and F5 Big-IP load balancers technologies.

e Responsible for designing, implementing and testing the LAN and WAN networks. Involved in implementing a PKI
infrastructure with Microsoft PKI and Verisign cloud-based CA services.

CSPQ, Québec Oct 2011 - Oct 2012

Network Support Analyst/ Security Consultant

e Reported to the Security Officer, analyzed and recommended technology orientations to the organization. Responsible for
defining the network architecture for the call center platform and define security measures and procedures for the solutions
as a whole.

o Principal network engineer for major VoIP solutions spanning 15 major US cities and over 2000 terminals.

NetlLab Jun 2009 - Oct 2011

Network Support Analyst/ Security and Technology Advisor

e Responsible for including algorithm design, network/security architecture and functions advisories, functionalities design,
network/security technical SME. Helped shape functionalities and tested the new software suite until its first version in 2011.

TELUS/ Consulting Jan 2008 - Jun 2010

Network and Security Architect

e Upgraded the centralized MPLS network services for 130,000 users. Reviewed and implemented the architecture of some
services based on the government norm DICAI and standard 1SO27000(1).

o Designed and tested a centralized web filtering solution for 130,000 users based on Cisco Ironport and ACE load balancers.
Responsible of evaluating the security risks of the previous centralized firewall services, FWSM v3, which contained 600
security contexts, and design a new centralized firewall architecture based on the previous architecture.

o Designed a new centralized identification and authentication infrastructure for various ministries, based on RSA, PKI and AD.
Responsible for implementation of PCI-DSS audit for Canadian Freightways and network performance audit.

e Implemented PCI-DSS audit for 407ETR (Express Toll Road in Toronto) and network performance audit. Designed and
implemented an IP Telephony solution for Montreal Bus Terminal Authority.

o  Designed a complete IP Telephony (VOIP) solution from ground up for bio-medical research CTBR, using Cisco CallManager
3.3.4 and Unity 4.0 SR1 for 1,000 IP phones.

e  Monitored and troubleshot Wi-Fi on Aruba Airwave platform in Network Operation Center(NOC).

Environment: Aruba Networks AP-165/controller 8000, Cisco Catalyst 4506, Cisco ACS v4.2, Cisco NAC 3350, SecurlD, Cisco

CallManager v6.0

Consultant ING May 2007 — Dec 2008

Senior Network Architect

¢ Analyzed existing WAN infrastructure in order to deploy and integrate a second MPLS VPN network nation-wide. Responsible
for the detailed network architecture and creating the proof of concept and test plans.

e  Ensured business continuity by troubleshooting and fixing Network issues at Client premises. Managed and created different
types of policies for the backup jobs.

e Responsible for monthly report on all network security issues and their resolutions. Ensured the accountability and protection
of network assets

Prior Experience

Senior Technical Consultant, Consultant Vidéotron Feb 2006 - Sep 2007
Senior Technical Consultant, Bell / Vidéotron 2004 - 2006
Conseiller Technologique Senior, NexInnovations Inc., 2003 - 2004
Principal network and Security Consultant, Caisse Centrale Desjardins 2002 - 2003
Network Architect and Principal Security Analyst, EngineX Networks Dallas 1999 - 2002
Network Architect and Principal Security Analyst, KPMG Consulting Dallas 1999 - 2000
Internetworking Engineer, GE Capital ITS, Vancouver 1997 - 1999
Broadband System Technician, Vietnam Telecom International 1993 - 1997
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Sugunan Subramaniyan - Network Support Analyst Tier |l

Possesses 15 years of diversified experience in the plan, design, implementation and support of LAN/WAN, VLAN, VPN networks,
Cisco and Microsoft network environment. Strong knowledge in network/security/systems administration and systems support.
Professional hands on experience in designing cable and wireless networks, structured network cabling such as STP, UTP, coaxial
etc., installation and configuration of LAN, WAN and wireless networks with active components such as routers, switches, firewalls,
modems, access points, repeaters etc. Cisco Certified Network Associate (CCNA) & Cisco Certified Network Professional (CCNP)
certified with over 10 Years of hands on experience with Cisco equipment's. Expertise in medium/large sized LAN/WAN
design/configuration & implementation with CISCO, equipment’s, wireless network design/configuration & implementation, strong
working knowledge on Wide Area Networks (WANS) e.g. T1, Frame Relay, ISDN, Comcast Metro E, Verizon etc., support of multi-
vendor routers and switches.

Technical Skills

Issue Reporting System: Service Now, Sales Force, Team Track and RIT

Communication: Cisco WebEx Connect and Cisco Jabber, Outlook 2010, 2013, 2016

Network Monitoring: Solar winds Orion Network Performance Monitor SL2000, Net flow Traffic Analyzer - SL2000

Load Balancer: Citrix NetScaler 5500 MPX9.3, Citrix NetScaler VPX 10.1, Big IP F5, Cisco ACE 4710, Cisco CSS & Cisco CSM
DNS Management: Ultra DNS Managed Service Portal

Operating Systems: Windows Vista, Windows XP, Windows 7,8&10, Windows 2003/2008, 2008 R2/20012&2016 Server, Novell
Netware, Active Directory, Citrix, VMware

Networking: TCP/IP, DNS, LDAP, DHCP, IDS/IPS, RAS, RADIUS, ATM Network, Ethernet, Frame Relay, ISDN,
Switching/Routing, Multicasting, Access Lists, SIP/SDP, VLAN, VTP/STP, IPsec/GRE, MPLS, HSRP/VRRP/GLBP, IPv4/Ipv6,
Dedicated line, Metro Ethernet, PIP.

Network Devices: Cisco Routers 1700s/2500s/2600s/2921/3700s/3845/3925/3945/ISR4451-X/7206, Cisco Switches CSS 11500,
Catalyst 1900, 2950, 3550, 4500, 6500, 3750, 3850, Nexus 93108TC-EX, Nexus C7010 (10 Slot) Chassis, Nexus 5020 Ch
Wireless Implementation: Cisco ISE (Radius) SNS 3415, Cisco Wireless Controller CT 5520 & 2504, Cisco APs AIR-CAP3702I-
B-K9, AIR- CAP3702I-A-K9

VM Implementation: Cisco Prime 3.1

Routing Protocols: RIP v1 & v2, IGRP, EIGRP, OSPF, IS-IS, GRE, BGP, IPv4/IPv6 Addressing

Network Security Firewall Service Module 6509, Cisco ASA 5510/5520/5545/5550/5580, Juniper Net Screen 5400, Palo alto
3000,5000, 7000, Fort iGATE 90 D and Barracuda F1000

Languages: PL/SQL in Oracle, Lotus Notes Script

Databases: Oracle 9i/11g, Visual FoxPro 9.0, MS Access 2000/2010, 2016

ERP Systems: Boss (In house develop) -Back Office Stock System (Inventory), Jaws (In house develop)-Ware House
Management System (Logistic), Cops (In house development) —Corporate Order Process System (Purchase), Oracle Financial
(Accounts), Pays (Salary), POS (Sales), HRM-Human Resource Management System(HR)

MIS: Brio

Mail System: Lotus Notes 6.5x,7.0x and 8.0x, Outlook 2010, 2013 and 2016

Time& Attendance Management System: Bio Metrics

Telecom Management System: Proteus

Project Lead/Support: RMS-Retail Merchandise System, Micro Strategy, Cisco Ace to Citrix NetScaler Migration, Cisco CSS to
Citrix NetScaler Migration, Cisco CSM to Citrix Netscaler Migration, Juniper NetScreen to Cisco ASA 5545 Migration, Cisco
Wireless Access Implementation, Cisco ASA 5525 x Video FW Implementationassis, CAP3702I-A-K9, Brocade ICX, VDX and
Extreme Switches.

Education/Training/Certification:

MBA, Systems Engineering from Manonmaniam Sundaranar University (MSU), India

e B.S Computer Science from Bharathidasan University (BDU), India

o  Cisco Certified Network Professional (CCNP), Cisco Certified Network Associate (CCNA)

e  Diploma in Computer Management, Diploma in Desk Top Publishing, Masters Diploma in Information Technology

Professional History

22nd Century Technologies, Inc. Apr 2017 - Present
Sr. Converged Network Engineer

e Implements Barracuda NG Firewalls F1000 at two data centers. (Winter Street Boston and Cambridge street Boston)
e Implements Solar winds Orion Network Performance Monitor SL2000, Netflow Traffic Analyzer - SL2000

e Implements Infoblox. (DHCP Migration). Implemented EMC Connectrix Manager for centralized
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o Migrates all the life ending network devices with Cisco, Extreme XOS devices. New layer 2 and layer 3 switch configuration.

e New router configuration. Migrates non-magnet STATE agency remote sites with magnet network (RING-DYNAMIC
ROUTING-BGP and OSPF). Network performance monitor and Reports

e Security audit and Reports. Conduct security meetings every Monday and take action. Infrastructure Design, Implementation
and Support.

e  Big IP F5 Load Balancer Implementation and Support. Data center operation and support. Lead the New Projects.

e Vendor Management. Day to day operation support. New state agency office setup. Create network diagrams.

Mass DOT- Massachusetts Department of Transportation Nov 2014 - Mar 2017

Sr. Network Engineer

e Designed and set up for new RMV and RMV AAA branch offices with Cisco 3850 Switch, 4451 routers, 819 4G router Fort
iGATE 90 D firewall, Comcast primary Metro E and Verizon backup using EIGRP.

e Managed Highway Division Hopkinton office and Branch office setup. HOV lane Braintree office setup. Highway Division Sign
boards and cameras secure connectivity to Main data center through VPN.

o Setup model offices for new development projects. Lead and Implemented the Wireless Access for all the RMV HQ —-Boston,
Quincy and Hopkinton. Implemented Cisco ISE (Identity Services Engine) SNS 3415.

o Implemented Cisco WLC (Wireless LAN Controller) CT5520 and CT2504. Implemented Cisco Prime 3.1 and adding all the
Aps, network devices and heat MAPs.

e  Prepared Wireless Access document. Trained the users and send to all the users for the easy access. Configured Cisco
switch Catalyst WS3750, 3850 and 6509 E layer 3 switches. Configured Cisco integrated service routers 819, 2921 and 4451.

o Implemented Cisco ASA 5525 X Video Firewall. Configured Cisco PIX Firewall. Built secure VPN tunnels. Configured Sonic
Firewall. Configured Palo alto 3000, 5000 and 7000 Firewall. Configured Fort iGATE 90D and 1240B Firewall.

e Managed Big IP F5 Load Balancer Implementation and Support. Created network diagrams. Supported new projects.

e  Monitored network activities through Solar Winds Orion and new node configuration. Day to day network operation support
for all the RMV, RMV AAA, Toll Booths. Mass DOT servers and website support. Maintained device security policies.
Infrastructure design and support.

Aeroplan, Québec Apr 2012 - Jan 2014

Senior Network Consultant

e Inmajor infrastructure overhaul effort, Aeroplan has decided to insource the majority of its network and server’s infrastructure
to in-house management.

o The first phase consisted in building two Data Centres, in Montreal and Toronto, which will house highly redundant server’s
systems. Both Data Centres are connected via redundant MPLS WAN links. The Data Centres were designed to be Tier 4.

e Responsible to design a highly redundant WAN and local networks that'd leverage the latest Data Centres Virtualization
principles using the Data Centres technology such as OTV and vPC using Cisco Nexus 7000 routers and Cisco ASA Firewalls
Virtual Contexts and F5 Big-IP load balancers technologies.

e Responsible to design, implement and test the LAN and WAN networks from craddle to grave. The project also involved
implementing a PKI infrastructure with Microsoft PKI and Verisign cloud-based CA services.

CIT Group May 2014 - Oct 2014

Sr. Network Engineer

o CIT provides commercial financing, lending, leasing and advisory services to small and middle market businesses and the
transportation sector. It operates its commercial businesses under North American Commercial Finance and Transportation
& International Finance.

e Managed Cisco CSM to Citrix NetScaler VPX 10.1 migration. Cisco CSS to Citrix NetScaler VPX 10.1 migration. Citrix
NetScaler MPX 9.3 to Citrix NetScaler VPX 10.1 migration.

e Built Secure VPN tunnels. Solar winds Orion node configuration. Managed Cisco Catalyst 4500 and 6500 switch configuration
Nexus 7010 and 5020 configurations.

e Managed DR TEST process with SUNGARD, Firewall configuration Palo alto 5000 and 7000, Implemented new technologies.

Prior Experience

Sr. Network Engineer, Eagle Investment Systems (BNY Mellon), Wellesley, MA May 2011 — Apr 2014
Network Engineer, Johnson Controls, Milwaukee, WI Dec 2009 — Apr 2011

Network Engineer, Landmark Group, Dubai Jan 2001 — Nov 2009

Network Engineer, Planet Computers, India Jan 1999 — Aug 2000
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Daniel A Lugo — Network Engineer/SME

Summary

More than 15 years of experience in equipment in the field of data networks, selection, installation, troubleshooting, infrastructure
design, and implementation of latest technologies based client’s needs. Hands-on experience installing, configuring, operating and
troubleshooting routers, switches and distribution multilayer switches. Skilled in Network Architecture, IP Subnetting, VLSM,
TCP/IP, NAT, DHCP, DNS, FT1/ T1/ FT3/ T3 SONET POS OCX/ GigE circuits and Firewalls. Proficient in designing and deploying
secure enterprise edge solutions consisting of WAN connectivity to include DS3, OCS, T1/3, Private leased lines and ISDNSs.
Design and implement protocols and technologies including VRFs, QoS, STP, SNMPv3, VTP, NTP, DHCP, SSHv2, TACACS+
and Radius throughout entire enterprise networks. Proficiency in network LAN/WAN setup, network security, windows and
upgrades with best fault tolerance to avoid network and service downtimes. Expertise knowledge and experience in networking
devices like Cisco Routers, Cisco Switches, F5 Load Balancers, Proxy and Firewalls. Provide scalable TCP/IP security solutions
along with expert TCP/IP network designs that enable business functionality.

Technical Skills

OSPFv3, EIGRP, BGP & MP-BGP, RIPng, IGRP, EGRP, SNMPv3, ICMP, PPP, PPPoE, PPPoA, CIDR, VLSM, NAT, PAT, Route
Filtering, Route Redistribution, Route-map, Traffic shaping, Route Optimization, Load Balancing, Policy Based Routing, ACLs,
IPv4, IPv6, RFC 1918, DHCP, DNS, TCP Load Distribution, AAA, TACACS+, RADIUS, IPSec, IKE, ISAKMP, QoS, CoS, ToS,
DSCP marking, SPAN, VSPAN, RSPAN, VRRP, HSRP, VTP (802.1q), STP, RSTP (802.1w), MST (802.1s), VRF lite & Cisco VRF
EVN, 802.1x, VLAN Tunneling, GRE, PAgP, LACP, CEF, IRDP, GLBP, SLB, IGMP, PVST+, DTP, Inter-VLAN routing, xDSL,
Dedicated lines, Site-to-site/Remote access VPN, Frame Relay, DDR, E3, T3, ATM, ISDN, MPLS, Voice-VLAN, PoE, NHRP,
DMVPN, MGRE, uRPF, IP-SLA.

Education, Certification and Training

Associate Computer Science, Computer programming and structures, IUTIRLA
CCNA Academy

Cisco Networking Academy Curriculum and training

ICND, Cisco Network Academy CCNP

642-821 BCRAN, 642-801 BSCI

642-811 BCMSN, 640-821 INTRO

100-101 ICND1, 200-101 ICND2

Experience

22nd Century technologies, Inc. NYC Oct 2017 - Present

Senior Network Engineer SME/ Principal Lead

o Lead ateam of 6 Senior Network Engineers responsible for the monitoring, troubleshooting, and the day-to-day operations of
the global network operations worldwide.

e Troubleshooting of complex high availability WAN links. Manipulation of enterprise wide traffic via BGP prepending, AS Path,
MED and Local preference.

o  Design and deploy secure enterprise edge solutions consisting of WAN connectivity to include DS3, OCS, T1/3, Private leased
lines and ISDNs.

e Responsible for Network Architecture, IP Subnetting, VLSM, TCP/IP, NAT, DHCP, DNS, FT1/ T1/ FT3/ T3 SONET POS OCX/
GigE circuits and Firewalls.

e  DMVPN support for mobile rigs and drilling facilities. Support of industrial Cisco switches IE2000. Using advanced QoS
queuing technologies including WFQ, CBWFQ, WRED, LLQ, FIFO.

e Responsible for perform capacity planning for network environments, integration, performance and monitoring on Cisco 6500,
4500 implemented VSS and VPC.

e  Deploying LAN protocols and technologies such as HSRP, VPC, STP, VTP, Etherchannel, VLANS, 802.1Q, QoS, Radius,
Tacacs +, SNMPv3, SSH, Port-Security, and DHCP. Deploying routing protocols like RIP, OSPF, BGP, EIGRP, policy based
routing (PBR) on Cisco routers.

e Implement virtual switching technologies to include Virtual Port Channel (VPC), Virtual Switching System (VSS), and
Stackwise solutions.

o Creating Standard operation procedures for future references to easy configuration and troubleshooting.

Capital Projects Northwell Health (formerly NorthShore LIJ) NYC Aug 2015 - Mar
2017
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Senior Network Engineer SME

e  Planned, designed, configured, installed and implemented high-end, high availability networks.

e Responsible for project development, assessment of existing infrastructure, equipment selection, improve performance and
reduce convergence time for smooth operation of high sensitive clinical applications.

o Implemented security features to secure and protect clients’ data and to adhere to HIPAA regulations and standards. Deployed
small remote sites with site-to-site DMVPN and prepare them for migration into Metro Ethernet.

e Responsible for Circuit configuration for Metro Ethernet sites. Involved in troubleshooting of DNS, DHCP and other IP conflict
problems. Designed, and deployed various remote VPN solutions on both unclassified and classified networks.

o Designed and implemented protocols and technologies including VRFs, QoS, STP, SNMPv3, VTP, NTP, DHCP, SSHv2,
Tacacs+ and Radius throughout entire enterprise networks. Configured and troubleshot routing protocols including OSPF,
BGP and EIGRP on Cisco routers.

o Worked extensively in Configuring, Monitoring and Troubleshooting Cisco's ASR 1000, ASA 5520 security appliance, Failover
DMZ zoning & configuring VLANS/routing/NATing with the firewalls as per the design.

Environment: EIGRP, BGP & MP-BGP, SNMPv2, CIDR, NAT, PAT, Route filtering, redistribution, route-maps, traffic shapping,

PBR, Enhanced ACL, DHCP, DNS, AAA, TACACS+ (for wired), RADIUS, IPSec, ISAKMP, QoS, CoS, ToS, DSCP marking,

RSPAN, HSRP, VTP, dotlqg, RSTP, GRE, PagP, CEF, DMVPN, NHRP, Metro Ethernet (Lightpath, Verizon).

PROIT, CA Nov 2009 - Dec

2014

Network Engineer/ Consultant

o  Responsible for remote router and switch configurations, including initial basic accessibility through VTY lines, advanced QoS
configurations, DSCP marking and advanced routing using OSPFv3, EIGRP and static routing when needed.

e Responsible for appropriate selection of networking equipment and Cisco OS/ image based on the projected growth and
related technologies to be utilized like VOIP, video and high priority / latency sensitive traffic.

e  Provided security procedures both physical and logical to access to be followed by the remote IT staff. Implemented DHCP,
DNS configuration on the servers to allocate and resolute the IP addresses from Subnet.

e Designed both logical and physical topologies and, when necessary, provided recommended steps to redesign existent
network infrastructure to avoid any downtime or accessibility to the network.

o Responsible for Network Analysis tools used SolarWinds, Netscout (Netflow collector), Ciscoworks, Wireshark among others
and Remote configuration of TACACS to provide different levels of configuration commands to users based on client policies.

o  Worked with Cisco, checkpoint, MacAfee TAC for any unresolved issues to fix the issues as early as possible. Troubleshot
routing/ switching issues, VPN tunnels, network device configurations, and all other network issues on an always evolving
global enterprise network.

Forbes Worldwide Feb 2006 - Oct 2009

Network Engineer/Consultant

e Responsible for complete network infrastructure including multiple Datacenters, enterprise network and warehouses.
Optimized, maintained, updated, monitored, analyzed behavior, performance and capacity of data network.

e Responsible for administration and implementation of security policies.

e Responsible for design, operation and troubleshooting, project planning development. Consulted and recommended
expansion and reconfiguration.

e Coordinated and assisted cabling (replacement, aggregation). Managed and provided technical guidance to network team,
providers and other members of the IT department.

e Responsible for installation and configuration of routers, switches, access points and hubs. Network requirement evaluation
for design and solution implementation.

e Assisted in planning and designing, engineering and definition of proper scalable network architecture to our customers.
Responsible for strategic planning of design for network to meet the requirements of applications in use including
implementation of new technologies without having a significant impact in the IT budget.

o Defined and developed methodologies to ensure the compatibility of all hardware and software. Evaluated provider proposals
and recommendations of products and equipment selection.

e  Configured and troubleshot WAN technologies including MPLS, T1, T3, DS3 and ISDN. Assisted in LAN design & support.
Responsible for configuration and troubleshooting OSPF on Cisco and juniper Routers.

Environment: Ciscoworks2000, Sniffer, Netscout, Netflow, Wireshark and other network analyzers.
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Michael Mckenzie - Network Engineer/SME

Summary
More than 15 years of experience with extensive management and hands-on practical technical skills that cover a broad range of

technical areas such as Data Center Implementation, Project management, implementation and monitoring systems. Proven ability
in providing enterprise-wide effectiveness and efficiency of the data center, service delivery, service support, disaster recovery,
and general IT operations. Demonstrated technical management knowledge in the areas Windows, Unix, Mainframe, Enterprise
Storage, Voice and Data Networks, High-Availability and Virtualization. Profound experience in managing Active Directory Domains
and network infrastructure Servers (Datacenter). Skilled in designing Wi-Fi technology deployment and implementation, designing,
implementing and completing complex technical projects, disciplined in budget management. Proactive IT support specialist with
a long standing record of achievement in IT and client relationship management within the private sector.

Technical Skills

e  Skills: Firewall Technologies (Watch Guard, Palo Alto, ISA), VPN Solutions, Terminal Server, Control Systems, Intrusion
Detection/ Penetration testing, Data Center Access Control Systems and Methodology, ITIL Principles/ Network
administration, Policy development, Vendor Management, Service Delivery, Project Management, IT strategy & planning.
Protocols: TCP/IP, SNMP, ATM, Frame Relay, MPLS

Routing: RIP, OSPF,

OS: Windows, Unix, Linux, VMWare, MAC

Products: Firewalls, VPN Encryptions, IPsec client, Network Scanners, Hacking Software, Routers, Switches, SQL Database,
Sniffers, IP PBX (Avaya, Xorcom), IPTV, Smart Zone (Ruckus), Enginius, Meraki Cisco, Juniper.

Education, Courses & Certificate
e  Master in Business Administration, University College of the Caribbean
e  Courses completed, Montego Bay Community College — Management of Business
0 Economic Environment of Business — BUS605, Research Methods for Management Decision Making & Project (RSH660 &
RSH661), Financial Accounting and Management - FIN610, Operations Management - MGT606, Managing Human Resources -
HRM®609, Quantitative Techniques - MTH604, Business Ethics - ETH600, Management in Organization - MGT601
e  CXC Business Studies Certificate

Experience
22nd Century technologies, Inc. NJ Aug 2017 - Present

Network Engineer/SME

Royalton Luxury Resorts Negril, Jamaica Jun 2016 - Jul 2017

Network Engineer

e Managed all the 3rd party related activities that included the service level agreements, contracts, remote access solutions
and periodic internal and external audits. Managed all technical aspects of the data center including networking and facilities.

e Managed and oversaw Department expenses. Drove service-level performance through operation trend analysis, optimized
activities through implementation of spice works helpdesk. Managed all pre-opening projects including Network Infrastructure
implementation and full project lifecycle management Managed disaster recovery initiatives.

e Managed the contract negotiation with the various vendors to significantly lower the capital and service cost associated with
these products and managed services. Experience with LAN, WAN, Firewall, and Load Balancing Technologies. Cisco, Palo
Alto, Ruckus, Xorcom PBX. Managed the development of wireless security standard and network which proved instrumental
in guest satisfaction by technology. Assisted with process improvements and inform best practices in data center operation.

e  Establish strategic relationships with external entities, including vendors, and partner organizations by driving accountability
from vendors and service providers. Supervised information technology professionals by helping them with the day to day
activities and long term career planning through skill development, training and performance objectives/evaluation.

e Responsible for Windows Server 2003, 2008, 2012, 2012 R2 Hyper-V implementation and Administration. Worked on
Microsoft SQL server 2008 R2, SAP Administration and Share Point.

e  Scheduled, ensured maximum network availability, troubleshot complex issues, worked with various vendors, oversight and
streamlined daily operations. Managed multiple projects relating to the data center. Responsible for documentation and
oversight of physical and logical diagrams and supporting information.

e Created Documentation of Network environments, configuration, and MDF/IDF areas. Responsible for HP and Dell Blade
servers’ management - Racking &cabling Software and hardware installation.
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e Managed Active Directory Domains and network infrastructure Servers (Datacenter). Responsible for IPTV Multicast
Streaming TV channel on the internet Administration through Palo Alto firewall. Monitored servers which hosted inside Data
Center and troubleshot any service running on them. Performed basic servers Operating Systems installation.

Iberostar Rose Hall Beach & Spa Resorts, Jamaica Mar 2007 - May 2016

Information Technology Manager

e Managed the risk assessment and strategic plans to ensure Network infrastructure meets existing and future requirements.
Supported the Corporate of IT to manage, oversee, direct and ensure the efficiency of Information Technology,
telecommunications, LAN/ WAN Networks and Computer operations.

e Responsible for Wi-Fi network Infrastructure development and deployment, experience with Cisco, Enginius and Ruckus
wireless technologies.

e Managed HP SAN Storage, Microsoft Exchange Server 2010 implementation and management. Responsible for Symantec
Backup exec 2010 R3 implementations and administration.

e Managed all IT resource procurement, RFPs, review bid proposals, negotiate contracts and scope of work by 3rd party
vendors. Led and supervised all Data Center operations including protocols and resources.

e Managed and coordinated development of the department employees including performance management, planning,
succession planning, employee communications etc. Supervised and lead all operations for all three (3) Hotels, maintenance
and upgrades during offOhour and provide 24 x 7 on-call network support.

e  Managed the deployment of the Active Directory, DNS, DHCP, Anti-virus (McAfee EPO), Host Intrusion Protection with watch
guard Firewall and Palo Alto while leading the IT engineers in implementing the solution.

e Responsible for IBM Blade servers’ management - Racking &cabling Software and hardware installation. Managed the
development of wireless security standard and network which proved instrumental in guest satisfaction through technology.

e Responsible for Windows Server 2003, 2008, 2012, 2012 R2 Hyper-V implementation and Administration, Microsoft SQL
server 2008 R2, SAP and SAC, Administration, Microsoft Exchange Server 2010 implementation and management. Guided,
educated IT staff on best practices related to the policies procedures and process of datacenter.

Tycotel Jamaica Ltd, Kingston, Jamaica 2005 - 2007

Senior Network Administrator (Data Centers)

e  Supervised the system engineering group that was responsible for installations and deployment of Wi-Fi point-to-point
services along with VOIP implementation. Executed the Data Center consolidation project which included server and storage
consolidation, Main Frame migration, and VMware virtualization in a private Cloud configuration.

e Supported SQL, Oracle and Sybase applications and required BCP and DR consideration modification as well as SANs
modifications. developed and implemented a plan with the functional managers which brought the vision of the Data Center
migration and consolidation to reality.

e Managed all the system engineering tasks that included research, design, implementation of all Wi-Fi network. Managed all
the pre-sales engineering tasks that included onsite trials, surveys and presentations.

E-services Group, Montego Bay, Jamaica 2001 - 2005

Snr Network Administrator (Data Centers)

e Managed and lead as project supervisor on Windows 2000 Active Directory implementation and migration project. Managed
and maintained network monitoring systems such as Solar winds, HP Open View, MRTG long with Spice works helpdesk,
Inventory management and Asset management in advanced data centers.

e  Responsible for working on PBX Avaya and Nortel 9150, R300, Unix Sun Server and managing Network migration from
Windows NT to Active directory. Responsible for Symantec Backup Exec, VERITAS Backup, hardware builds including
structured cabling.

e Managed and deployed web sense, web filtering tool while monitoring user behavior. Developed the interaction process
between the Data Center Migration, Discovery, Remediation, Project Management, Infrastructure (Network, Security, Storage,
0S, Wintel etc.) and Operations teams for deployment in ServiceNow.

e Assisted the firewall team to update the access rules to close security holes identified through intrusion detection monitoring
and risk assessments. Conducted regular reports to the management through presentation that includes reports based on
event data analysis and helpdesk performance.
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Sumit P. Ahuja, Network Engineer/SME

14 years of experience, architecting, engineering, deploying and troubleshooting numerous heterogeneous networks with strong
planning, engineering, analytical and troubleshooting skills

Certifications:

Internetworking:

1. Cisco Certified Internetwork Expert Routing and Switching (10 Years) (CCIE#11125 Feb 2003)
2. Cisco Certified Internetwork Expert Service Provider (Jan 2011)

3. Cisco Certified Design Professional (CCDP Jun 2002)
4. Cisco Certified Network Professional (CCNP May 2002)
Operating Systems:

1. Red Hat Certified Engineer (RHCE Mar 2001)
2. Microsoft Certified Systems Engineer (WIN2K) (MCSE Sept 2001)
3. Sun Certified Solaris Administrator (SCSA Dec 2001)
SKILL SETS:

IP: IPv4, IPv6, Dual-Stack IPv4 & IPv6 deployments. L2 & WAN Protocols: Ethernet / FastEthernet / GigabitEthernet /
TenGigabitEthernet, MPLS, MPLS VPN, ATM, PoS, Frame-Relay, ISDN, SLIP, PPP and HDLC. Routing Protocols: RIP, RIP v2,
IGRP, EIGRP, OSPF, IS-IS, BGPv4 & Multicasting. QOS: RSVP, WRED, DWRED, CBWFQ, LLQ, Custom Queuing, Priority
Queuing, CAR, GTS, FRTS, dotlp Class of Service, IP Precedence, Weighted Fair-Queuing. Other Protocols & Technologies:
DLSW+, NAT, IPSec, HSRP, GRE, DHCP, SNMP, WCCP, Net-flow, Mobile IP, VoIP, VOATM and VoFR. Cisco Tele Presence
System 500, CTS-1000, CTS-1100, CTS-1300, CTS-3000, CTS-3010 & 3200. CUCM, CUVC, CTMS, CTS-MAN, CTRS, CUBE &
SBC. Well versed with design and deployment of campus class LAN switching, Multilayer switching, Routed and SVI ports on L3
switches, VLAN's, InterVLAN Routing, VLAN Maps, STP, VTP, Trunking (dot 1q and ISL), L2 and L3 Etherchannels, Voice VLANS,
Port-Based Security, Fall-Back Bridging.

Network Secure Technologies: Cisco AAA (Authentication, Authorization, Accounting), RADIUS, TACACS+, Cisco PIX Firewall,
IPSec (IKE, ESP, AH, MD5, SHA, RSA, DES, CA), I0S ACL, I0S Authentication Proxy, Secure Shell, I0S CBAC, 10S IDS, Cisco
Secure Scanner, Cisco Intrusion Detection System, Cisco VPN Client.

Network Analysis and Management Tools: Spirent, iTest, Schenick, Sniffer, CiscoWorks, HP Openview, Solarwinds, Spectrum,
What's UP Gold, IPAM (IP Management), runIP, QIP etc.

Misc Skills: IBM Web Sphere, Apache Web Server, IIS, HTML, DHTML, FrontPage, Dreamweaver and other web designing and
administration tools.

Products Experience: Cisco Routers: - Nexus 1000v, 2000, Nexus 3000, Nexus 5000, GSR’s, 7600, 7500, 7400, ASR1000,
7300, 7200, 3800, 3700, 3600, 2800, 2600, 2500, 1600 & 1700 series

Cisco Switches: - 6500, 5500, 3500, 3700, 2900 and 1900 series, Cisco PIX Firewalls, IDS (Intrusion Detection System), Cisco
Tele Presence System 500, CTS-1000, CTS-1100, CTS-1300, CTS-3000, CTS-3010 & 3200, Cisco Unified Communication
Manager (CUCM 8.0), Cisco Unified Video Conferencing (CUVC), Cisco TelePresence Multipoint Switch (CTMS), Cisco
TelePresence Manager (CTS-MAN), Cisco TelePresence Recording Server (CTRS), Cisco Unified Border Element, Cisco Session
Border Controller (SBC ASR1006)

Experience and projects:

Senior Network Design Engineer/SME -22nd Century technologies, Inc., New York City (August 2011 — Present)

Member of the elite Strategic Trading Infrastructure (STI) team; Responsible for creating Designs and Standards for the next-gen
ultra-low latency trading platforms based on the Cisco Nexus 2k, 3k, 5k and 7k platforms; Created designs and configuration
standards for Citi's new ultra low latency CoLo at the Equinix Data Center; Created designs and configuration standards for all
vendor and client XConnects migration to the new CoLo; Successfully migrated Radianz, TNS and IPC extranet clients over to the
new CoLo; Successfully migrated Savvis extranet connectivity for CME, NASDAQ, BATS & other Market Data providers; Designed
the new Internet DMZ at the Rutherford Data Center for Citi’'s planned shut-down of the Connecticut Data Center; Successfully
designed and standardized the architecture for the various Application Separation projects at Citi. A massive project that includes
critical trading, prop trading, black pool applications such as CX, ColorData, Color Book and Lava Flow.

Solutions Engineer — Morgan Stanley, New York City (Sept 2009 — August 2011)
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Engineering team lead for Morgan Stanley’s $1.2 Billion “MSSB” project involving migration of 900+ Morgan Stanley and Smith
Barney branches & campus sites to the Verizon MPLS PiP cloud; Designed MSSB & JV DMZ's at Morgan Stanley Data Centers;
Created the engineering design, migration strategy & run-books for branch migrations; Created the branch routing architecture and
separated the Morgan Stanley Data, Smith Barney Data & Voice traffic flows deploying multiple VRF’s on the CE; Deployed entire
range of Riverbed Wan Optimizers at all 900+ locations; Migrated all MS & Citi financial applications for routing over the MPLS PiP
cloud for all branches and campus sites to access; Migrated all 3rd party Vendors over from the legacy Data Centers over to the
new MSSB Regional Data Centers; Created NAT'ing policies on the firewalls & DMZ switches for application migration & vendor
connectivity; Tested and developed configuration standards and templates for ALL branch types; Managed a team of 4 Deployment
Engineers; Sole point of communication for engineering exchange with the Verizon engineering team located in various time-
zones; Provided engineering supervision and Tier 4 escalation and support for all complex routing/network issues related to the
branch, campus and data center migrations.

Sr. Network Design Engineer — Credit Suisse, New York City (Oct 2008 — Sept 2009)

Redesign of Credit Suisse’s core IGP. Migration from EIGRP to OSPF; Redesign of Credit Suisse’s TPNC, eDMZ and external
Firewall environments; Design strategy and standardization of client connectivity within Credit Suisse’s TPNC environment; BGP
peering design and configuration standardization across all client connectivity; Defined companywide “Change Implementation” &
“Escalation” procedures and RoE; Formulation of firewall policies for all new application rollouts; Monitoring & Analysis of weekly
bandwidth trends across critical WAN links, Internet Gateways etc using various Network Management tools such as eHealth and
Spectrum; Pre staging & benchmarking of all network equipments to be included in Credit Suisse’s “Pre-Approved Hardware List”;
Provided Level 3 support for critical network issues.

Sr. Network Design Engineer — Merrill Lynch, New York City (Sept 2005 — Oct 2008)

BGP peering design and configuration within the Merrill Lynch Global Tier 1 core as well as formulation of BGP routing policy
standards for connectivity with the B2B clients; Design strategy and routing architecture for data center connectivity to the Tier 1
global core; Design and implementation of Forwarding plane separation for Internet, VPN and Application traffic; Low level design
and Method of procedure for migrating various customers during data center move from NY to PA; Designed and standardized
Merrill Lynch’s VPN infrastructure and Method of procedure for provisioning new client connectivity via the VPN; Designed and
planned strategy for migration of Merrill Lynch’s old Market Data infrastructure to a new firewall controlled infrastructure; Analysis
of Internet traffic flow and planning of alternate and higher capacity Internet pipes; Technical Design Lead for various major EOL
projects in the AMRS region; Designed and implemented redundant BGP peering architecture for servicing the Merrill Lynch data
center’s; Low level design and implementation of the Merrill Lynch’s External Connectivity Utility (ECU) within the data-center at
PA; Designed and implemented a secondary infrastructure within the Merrill Lynch External Connectivity Utility (ECU) for the
separation of the Internet traffic from other application traffic at the Staten Island data-center; Creation of firewall security & NAT
policies for all Merrill Lynch business applications and B2B connectivity; Extensive experience working with Radianz and TNS in
deploying B2B connectivity/applications utilizing NAT’s and Double NAT’s; Redesigned and migrated all of Merrill Lynch B2B &
VPN Client connectivity from New York to PA; Pre staging and testing of all hardware and software components required before
rollout of new projects; Deep experience in designing and deploying infrastructure for key financial applications and protocols such
as FIX, CCA, FTP Drop hoxes etc.; Key member of final escalation team at Merrill Lynch for all network related technical issues.

Sr. Network Engineer - Bank of America, New York City (March 2005 - Sept 2005)

Responsible for design and deployment of new B2B client connectivity through the Bank of America’s EBNC environment in the
entire northeast region deploying L3 routing involving RIP2, EIGRP and BGP peering with the clients; Lead for the project involving
migration of 100+ client connections through TNS and Radianz from New York to New Jersey and ensuring L3 convergence in the
optical core and backups at various locations across the country; One point authority for approving and submitting new client
connection (LVC) requests to TNS and Radianz on behalf of the Bank; Handled multiple projects for BofA for building-out multiple
trading floors across the city as per the Bank’s LAN standards; Close interaction with the Bank’s governance team for formulation
of new EBNC standards; Part of the core team for the tier-2 support for LAN and WAN in the northeast region; Provided tier-2
support for the Server Distribution and User distribution blocks for Data Center’s in New York City and Secaucus; Problem ticket
queue management and resolution at Tier-2 using Peregrine Service Centre; Responsible for escalating unsolved issues to Cisco
TAC and implementing the same in the network.

Network Architect (ISP and CORE) — Reliance Communications/Infocomm (April 2004 — Feb 2005)
Network Engineer - Routermania Technologies (May 2002 - April 2004)
Network Support Engineer — Cybaba Netscripts (Feb 2000 - March 2002) (Part-Time)
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Saeed Alam - Network Engineer/SME

More than 15 years of experience in managing the build-outs of several labs environments globally, coordinating with vendors’
data center upgrades and tracking fiber cabling in the labs. Proficient in monitoring and surveillance, incident management and
resolution, technical support, scheduled maintenance, network configuration, and change management for the support of the
network infrastructure. Skilled in Database concepts and terminology, basic database design, T-SQL commands, Installation,
configuration, troubleshooting and fault tolerance of SQL server. Extensive data center infrastructure experience working in a
globalize environment and working on projects creating Project Definition Documents, Risk Analysis, Business Requirement
Definition and Statement of Work. Strong experience in developing Project schedules identifying milestones, issues and risk logs
for multiple projects. Profound experience in coordinating with the release management team to the run book documentations for
the data center migration. Proven ability in creating, reviewing, and updating documentation, as needed, including status reports,
portfolio and project management artifacts, analysis/reports, and manage documentation repositories.

Technical Skills

Directory Domain Services: DNS, DHCP, file and print services
Topologies and Technologies: Lan/Wan

Network Hardware Platforms: Dell, HP, Cisco

Reimaging Software: Altiris Web Deployment Console & Symantec Ghost
Routing Protocols: BGP, OSPF, RIP, EiGRP, IGRP

Education/Training/Certification

e Bachelor of Electrical engineering, University of engineering & technology

o A+ Network Administration, System Engineering Conestoga College, Ontario
PIM Training Program on ISO 9000, Standard Certification

PMI Project Management

Professional History

22nd Century Technologies, Inc. Nov 2016 - Present

Network Engineer/SME

o Created user data and its updating. Organized and prioritized all work which included all approved and funded projects,
operations and maintenance, and other work-related items.

e Created, planned and managed all related projects IMS. Managed customer communications and expectations, including
clients, partners, and other stakeholders.

e  Conducted software test and implementation to ensure compliance with security protocols, policies and network specifications
and requirements. Managed the network engineers to draft floor Plan surveys and schedule meeting with data center
Management team to review and approve floor plans.

e Responsible for network management of Novell- and Windows-based systems to include the following responsibilities such
as LAN administration, Security implementation and Application installation.

e Managed the infrastructure build-out of the new data center for appliances to virtualize servers and storage repository,
Network equipment, Server and storage devices.

e Coordinated and conducted daily and bi-weekly meetings with vendor, VM engineers, Server support, network and storage
teams. Conducted task related to the network support and system deployment.

e Participated in, co-facilitate, and facilitated interviews, working groups, and requirement gathering sessions with business and
IT stakeholders to define and implement enterprise architecture governance.

e Participated in, co-facilitate, and facilitate interviews, working groups and requirement gathering sessions with business and
IT stakeholders to define and manage IT projects. Created, reviewed, and updated documentation, as needed, including but
not limited to meeting minutes, status reports, portfolio and project management artifacts, analysis/reports, and manage
documentation repositories (SharePoint, Google Drive, Work front).

e  Solved 150 service requests given by employees of the organization. Identified and analyze data related continuous process
improvement opportunities; recommend and implement approved recommendations. Desktop computing, traditional, virtual,
remote and cloud computing, private, public, hybrid & migration.

e Developed CMOS compatible photonic processes and 3D integration in collaboration with CMOS foundries, namely CNSE
and MIT Lincoln Laboratory.

e  Saved $2.5MM yearly plus a onetime savings of $2MM in Value Transformation and $12MM that spanned three global regions
(North America, Latin America and Asia Pacific) as PM managing SAP Re-hosting and Disaster Recovery program.
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Frontier Communication, FL Apr 2016 - Sep 2016
Network Lead

Circuit Designing in Meta Solv solutions (M6) in Oracle data base. Designed circuits using ASR, ISR and PSR from originating
location to customer end. Supervised and trained 8 product support team members to resolve hundreds of customer service
requests per month.

Led the team and supervised how to perform DACS to DACS Mapping and Adtran Addition depending on the cable pairs or
Fibre to customer. Completed the circuit from initial to final phases like CXR/EQ, DLRD, BBPROV and testing.

Checked on Equipment Addition in M6 TID and AID/Port information. Performed Equipment Assessment as well as
Provisioning and Services Removal at various EMS platforms (REACT, GHEM, Net smart, and Preside)

Followed up Process as per service order request for new install, change and disconnect. Provisioned common functions Port
Retrieval, Port information, Connection Creation and Edit options. Checked surveillance of Remote Equipment provisioning
by GHEM and Putty Utilization.

Provisioned of DDM and FT2000 equipment by GHEM. Supported Transport Planning and Engineering processes using
TIRKS, LCAM in Metasolv.

Designed T3/T1 circuits, utilizing fiber rings, OC3, OC12, OC48, OC192 and high capacity. Used net smart for Fujitsu
equipment, Flash wave 4100, 4500, 9500 and allocating equipment slots, ports as per configuration.

Created, deleted cross connects and testing by retrieving cross connects, DS! And T1. Analyzed Circuits based on location
APEX and DLRD, Utilizing TIRKS information for DSX panels as per Design Requirements.

Supported field staff by resolving their design problems and updating Circuit Design for Nortel SMDS Classic SONET, Nortel
OM3xxx Series SONET, Nortel Connect DX SONET. Fixed Equipment problems, refinement of migrated data, making data
more functional for design.

Blackberry, Jan 2010 - Nov 2015
Network Production Manager

Developed Testing procedures of multiple stations and ensuring products as per quality standards. Compliance with the
company quality standards

Trained new team members and temp workers in procedures involved in CFT, OMFT and EOL. Coordinated repair,
maintenance, and calibration of testing stations

Managed the implementation access management and coordinating IT security requirements with the network security teams
to restrict access.

Worked with the Network Security team to extend the subnet and configure VLANS to support access to the servers, storage
appliances, telecom and new equipment installed. Coordinated with the release management team the run book
documentations for the data center migration.

Worked collaboratively with Prime and Subject Matter Experts for various cosmetic flaws. Managed data center, LAN/WAN
and IT infrastructure for applications hosting, comprising of following technologies on Wintel, Unix and VMware platforms.
Studied multiple Windows operating systems (XP, Vista,7). Windows server’s standard, Enterprise 2008, loading as exchange
server, SQL server and Linux server. Configured computer, mother boards, memory, Bios, power supply, IO and hard drives.

NTGI Sep 2008 - Dec 2010
Design Engineer

Provisioned & Design of DS1, DS3 circuits for PCS RBS cell sites for the mobile. Implemented, planed and optimized circuits
of BTS-BSC, BSC-MSC, An interface. Experience with data center products, packet sniffers, data shapers, protocol analyzers
and VPN technology.

Programmed DACS DS1 to DS-3 level, Updated Visio and Auto cads on daily basis. Planned and implemented maintenance
phases for migrating the data center to a new building.

Rerouted/ replaced high cost DS-1 trunks, or unnecessary trunks and ordered cost effective solution by analyzing and making
reports of traffic info and billing info

Designed Backbone (OC-3s, OC-12s, OC-48s, OC-192s), Backhaul (DS3s, DS1s) and Interconnect networks. Responsible
for equipment creation from templates. Loop order to Telco ASR. Responsible for Installation, testing and commissioning of
CISCO make routers GSR-12400, 7605, 7206, catalyst switch 6505 and allied equipment.

Responsible for integration and functionality testing of remote management software tool set. Developed test plans and
implemented software configuration changes using a defined change management process.

PTC, Network Operations Manager Dec 2000 — Aug 2008
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Kerry Jin- Unified Communication Specialist level 2

More than 15 years of experience in advanced understanding of Cisco Unified Contact Center Express & developing and
maintaining applications. Experience with UCCX scripting, Cisco collaboration and Unified Communication portfolio. In-depth
knowledge of Protocols: SIP, MGCP, H.323, SCCP. Adept with UCCX scripting, Cisco collaboration and Unified Communication
portfolio. Strong experience with VoIP, Cisco Unified Communications Manager (CUCME), AAA, RADIUS, TACAACS+. Vast
experience in planning, designing, and executing IT audits for NYU enterprise systems, such as FAME (Financial Accounting Make
Easy — based on PeopleSoft financials 7.5), HRIS (Human Resources Information System), myTime (Time& Labor Software),
SOM PeopleSoft HRMS, SIS (Student Information system), and UDW (University Data Warehouse). Proficient in supporting Cisco
contact Center in a call center environment and working on Voice gateways and Routers, Cisco Cube, SIP Gateways. *Hands on
experience on Cisco Unified Communications Manager, Cisco Unity Connection and Cisco Contact.

Education/Training/Certification:

MS, Major in Engineering, University of North Dakota

MBA Eastern New Mexico University

BE, major in Engineering, East China University of Science and Technology, Shanghai, China
CCIE Voice/Collaboration

CISSP (Certified Information System Security Professional)
HCNA (Huawei Certified Network Associate)

CISA (Certified Information Systems Auditor)

CCNA (Cisco Certified Network Associate)

MCSE (Microsoft Certified Software Engineer)

PeopleSoft Security Rel. 8.48 (Certificate)

Professional History

22nd Century Technologies, Inc. Apr 2016 - Present

Unified Communication Specialist/ Enterprise System Engineer

e Responsible for Project management for Network and voice projects. Configure Cisco and Huawei routers switches, and
firewalls. Configure CUCM (8/9/10.5), Unity Connection, UCCX, Presence, IPC, Routers and voice gateways.

e  Supporting Cisco contact Center in a call center environment, work on Voice gateways and Routers, Cisco Cube, SIP
Gateways.

e Responsible for H.248 Signaling class to 30+ students at Avaya. mentor 20+ associates at Avaya, primarily. Implement VolP
solutions using SIP & H.323, also have sound knowledge of Avaya VolIP products.

¢ Working with VoIP, Cisco Unified Communications Manager (CUCME), AAA, RADIUS, TACAACS+. Responsible for network
monitoring/management tools like Wireshark, TCP dump, Cisco Prime, Net Flow, PRGT, Solar Winds.

e  Design & configure Citrix NetScaler MPX 5550 primary and secondary node, upgrade v9.3 to configure partition, CSS, 911
routing, route pattern, line group.

e  Configure and Install server & desktop hardware and software, IP phones.

o  Design, implement and manage virtualization solutions with VMware vSpher, vCenter, and vMotion. Provide networking and
system troubleshooting and problem-solving, and L2 user supports.

Globecomm May 2014 - Dec 2015

Unified Communication Specialist/ Senior VoIP Engineer

e Based on test's requirements, perform software testing for functional test for Java script, XML script and IP phone user-
interface of applications and stability test to determine ways to increase Tempo system capacity.

e  Documented unit testing and results, setup system testing Assurance controls. Responsible for Project management for voice
and streaming projects.

e Integrated Tempo project with Linux systems, CUCM & PBX, Unity Connection, Presence, and video stream with Tempo
products. Designed and implemented user-interface function add-ons.

e Configured CUCM, Unity Connection, UCCX, Presence, IPC, Routers and voice gateways. Evaluated Collaboration
technologies and adapt them into Tempo systems, such as Presence, Jabber, VCS, Openfire, Ejabberd, Asterisk, and Wowza,
SIP configuration for SIP phones and SIP trunking.

¢ Installed and configured Linux (RedHat/Centos) and Windows servers (2012/2008). Coordinated team technical activities and
client relationship.
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Finger Lakes Technologies Group, Inc. Sept 2013 — May 2014
Senior VolP Engineer/ Unified Communication Specialist

Designed and implemented XMPP federation between FLTG Cisco Unified Presence servers and external services, including
Microsoft Lync, Cisco Presence, and 3rd-party XMPP servers.

Configured CallManager/Unified Communications Manager, Unity, UCCX, Cisco Unified Presence, CME, CUE.

Designed and implemented vSphere 5.5 with vDS as Data center. Configured SRST for branch connections, installed and
configured routers and switches.

Router Internet Working, Inc. May 2012 — Aug 2013
Senior VolP Engineer

Designed, installed, management, and troubleshot of Cisco Unified Communications Systems, including Call Manager/Unified
Communications Manager, Unity, Cisco Unified Presence, CME, CUE.

Responsible for Call Control Protocols SIP/H.323/MGCP/ SCCP, Gatekeepers and CUBE. Responsible for Installing, testing,
configuring, and maintaining Cisco Unified Presence CUP.

Worked on Cisco Voice gateway — MGCP, H323, SIP, analog FXO/FXS, SRST, Dial Plan: Partitions, calling search
spaces, route/translation patterns, device pools, regions, locations, Phone and User Device Profiles, Voicemail accounts, Call
handlers, MVA and Jabber.

State of New York University, NY Apr 1999 - Jan 2012
IT System Specialist

Planned, designed, and executed IT audits for NYU enterprise systems, such as FAME (Financial Accounting Make Easy —
based on PeopleSoft financials 7.5), HRIS (Human Resources Information System), myTime (Time& Labor Software), SOM
PeopleSoft HRMS, SIS (Student Information system), and UDW (University Data Warehouse).

Ensured NYU enterprise systems to be complied with FERPA, HIAAP, 1SO27000, PCI, Sarbanes Oxley, and other
laws/regulations.

Prepared and took care of external IT compliance audits. Performed IT fraud investigations with disk imaging and analysis,
recovery of deleted files and emails, and chain of custody

Set up and maintained audit network of TeamMate servers, Oracle database server,web server, and a computing lab for IT
Forensics/IT security testing and pre-testing of IT audit steps before perform real audit tests in production environment.
Trained and supported of ACL audit software. Implemented IT audit for operating systems, such as NT/XP/2000//2003,
Unix/Linux, Mainframe, analyze scripts and logs of operating systems, exam application software and system software
security, identify operating system patches and vulnerabilities.

Tested IT audit for access controls of routers, firewalls, VPNs, internet, intranet, infrastructure, and networks, audit network
security and firewall security, review access logs and histories, identify and report vulnerabilities.

Participated in implementation of NYU WSQ PeopleSoft Financial upgrade project and perform more than 200 PeopleSoft
tests of functions and security.

Participated in pre-implementation of NYU WSQ PeopleSoft HRMS project. Evaluated Change Management process and
practices.

Identified and detected potential IT risks within the business networks and systems. Verified SOD (Segregation of Duties) in
NYU enterprise financial systems.

Audited PeopleSoft user access control, database security control, Object security control, Query control, and Row/Field
security control.

Maintained, supported, and troubleshot the multi-million CC&S (Communications & Computing Services) multi-platform, multi-
protocol, and multi-service integrated network that includes routers, firewalls, Switches, Win2000/2003/2008, VMware
vCenter/ ESX s, Unix and Linux Servers to provide IP telephony service.

Designed, implementation, incident management, and troubleshot of IP telephony network with Avaya and Cisco equipment,
such as Lucent PBX, Avaya S8700 media server and Cisco CallManager, Unity, CME, CUE.

Galaxco, Inc., NY, IT System Coordinator Apr 1997 - April 1999
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Abraham Deheer, Unified Communications Specialist Level 2
Professional Network, firewall and security Architect looking for an interesting and challenging new role. Ideal position offers the
ability to use over 22 years professional experience as an Architect build to design and architect mission-critical data, security and
voice networks.
EDUCATION
New Jersey Institute of Technology, Newark, NJ, MS, Information Systems, BS, Computer & Information Science
Certification; Cisco CCNA, CCNP, Voice CCIE.

TECHNICAL SKILLS

Hardware: Cisco ASA 5K series firewalls, Citrix NetScaler VPX & MPX Load balancers,
F5 Big-IP LTM/GTM load balancers, Palo Alto Networks next-generation firewalls
Brocade data center MLX, SLX and VDX L2/L3 switches
Juniper Firewalls, Cisco Nexus switches, Palo Alto Firewalls, IP Turrets, Cisco
IP telephony, Cisco IP phones, Avaya IP Phones, Cisco MSFC SUP1 &
2 cards, SUP720 cards, Nokia firewalls, DWDMs OCI & OCLD cards, IBM Blade
Servers, Juniper NetScreen firewalls, Nokia Firewalls, F5 Big-IP LTM/GTM load balancers
Ethernet gigabit SFPs, GBICs, Cisco MGX8850, Stratacom IGX,
Nortel Optera traffic analyzers, Catalyst, Arista 7050 Series, Arista DCS-7124SX-F
8540, Catalyst 6500 switches, 3com 2500 &4007 switches., Frame Relay, ISDN, Cisco Routers
3k, 4k, 6k platforms, SUP720/32, SUP6E/6LE/7E/7LE/8E.ATM Switches (OC 3, 12 48), DS3,
Datacom modem, Netscouts and Gigamons, Cisco WAAS, Riverbeds, Panorama M-100.
Software:  Cisco QoS, Cisco CallManager 4.0, Cisco I0S, Net screen Security Manager (NSM), Niksun,
Checkpoint firewalls, Cisco Wan Manager 10.4, CiscoWorks 2000(CWSI), HP OpenView

(NNM), Spectrograph, Netscout Manager for Frame Relay DLCI utilization, strataview, Lancentry Analyzer v4.2.1,

VMware NSX

Professional Experience

22nd Century Technologies, Inc. Unified Communications Specialist NY/NJ  Oct 2016 -

Present

e Architecture, design and Support critical production and production of Cloud Network Environment which involves having
working knowledge of routing, switching and firewalls using Arista, CISCO, Software Defined Networking Stack (SDN
NSX), Palo Alto Firewall, Cisco UCS / Cisco NX-OS Experience.

o Architecture, design, implementation and support of vSphere vmware / nsx / migrations / vmotion environments.

e  Expert knowledge of the following technologies vMotion, vSphere High Availability & Clustering, vSphere Distributed
Switch, DLR, Edge Gateways and VMware-related SAN technologies.

o Architecture, designing, implementing and supporting diverse virtual environments of various complexities, employing
components including BGP and OSPF routing.

o VMware-related LAN technologies: NIC teaming/bonding, LACP, Trunking, VLAN tagging (802.1Q).

e Architecture, design, build and 3rd level support of the Global Converged/Private Cloud environment and Load Balancing
to design, implement and support Network Solutions focused around Cisco, Arista, NetScaler and SDN.

e Architecture and designing of multiple Datacenter with VCE and VMware NSX SDN solution.

o Architecture and design of Software Defined Datacenter (SDDC) experience with VMware NSX and vSAN.

o Architecture and design experiences in VMware technologies, datacenter networking fabric topologies and common
architecture deployed Layer 2 and Layer 3 based on Converged Infrastructure.

e Architecture and migrating Critical multi-tier application to new SDN-NSX based Data Center's

UBS, New Jersey, NJ October 2014 - 2016
Sr. Network Security Architect
o Design, architecture and implementation of multiple extranets connectivity in low latency Datacenters.
o  Experience designing global DMZ architectures across Tier 2,3 and 4 datacenters.
o Carrying out installations and configuration of multiple DMZ's on Juniper and Palo Alto firewalls, NATing and regularly
overseeing the firewall logs and other activities to ensure the security of the data.
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Experience designing and implementing load balancing solutions for large enterprises F5 Big-IP LTM and GTM load
balancing concepts including pools, VIPs, SNAT and iRule development.

Good knowledge of load balancing strategies/techniques, expertise in application switching/traffic management,
knowledge of persistence and SSL profiles

Complete understanding of basic and advance F5 load balancer configurations, including migrating configurations and
general troubleshooting of the F5 load balancers.

Networking Experience including configuring Cisco, Arista, Juniper Networks switch including 10/40/100Gb. Experience
designing and configuring Arista and Cisco Switches and Routers, review technical requirements for deployment
Responsible for designing, installing, maintaining and troubleshooting integrated to CISCO routers, CAT6K switches,
Juniper and Palo Alto firewalls.

Conducting investigations on any system failures and implementing programs to prevent re-occurrence relating to Cisco
switches, routers, firewalls, DMZs, and servers in coordination with vendors.

Coordinating with various business departments and liaising/negotiating with vendors pertaining to pricing, deadlines and
timely supply of network and security products.

Architect infrastructure to accommodate installation of new firewalls with redundant ISP connection.

Strong technical, analytical, and organizational skills associated with planning, design and implementation of complicated
service provider architectures and applications

Strong written and interpersonal skills and the ability to communicate complex topics to non-technical teams.

Strong knowledge of Internet architectures, IP/MPLS, optical transport, metro Ethernet, and wireless (WiFi, point-to-
multipoint, point-to-point, etc)

Strong knowledge of Cisco routing (ISR 4000 series, ASR 1000 series), switching 10S XE and NxOS (Nexus 3000, 5000,
7000 and 9000 platforms) Highly Desirable Cisco ACI,

Experience working in a lab environment developing and performing test plans.

Expert understanding of EIGRP, BGP, OSPF, MPLS, ATM, VPN, Ethernet, DSL, GetVPN, QoS, COS, SNMP, VolP, SIP,
VLANS, Subnetting, Supernetting, Trunking, Virtual Networking, Unified Communications, PKI and Network Monitoring,

Analytics and Security.

Bank of America/Merrill Lynch, New York, NY
Sr. Network/Firewall Architect

Credit Suisse, New York, NY

Senior Network &Firewall Implementation Engineer
Verizon Wireless, NJ
Senior Network & Systems Engineer

Chase Manhattan, Somerset, NJ
Senior Network Design Engineer (Network Control Center)

Bloomberg, New York, NY
LAN/WAN Specialist

New York City Transit Authority (MTA), Brooklyn, NY
LAN/WAN Specialist

Lucent Technologies, Whippany, NJ
Network Administrator/NT/UNIX

Prudential Mutual Funds, Edison, NJ
Systems Engineer

AT&T, Bedminster, NJ
LAN/WAN Engineer

April 2012 - September 2014

Sep 2003 - Apr 2012

Dec 1999 - Jul 2003

Aug 1999 - Dec 1999

Apr 1999 - Jul 1999

Apr 1998 - Apr 1999

Jul 1996 - Mar 1998

Aug 1996 — Aug 1997

Jan 1994 - Jul 1996
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Khin Moth Moth Win, Unified Communications Specialist Level 3

To obtain further system engineering professional experience, analytical abilities and networking knowledge in the edge of
Information technology, and Cisco Networking, Unified Communication solutions and deploying Collaboration system in the
challenging and new complex system design environment.

EDUCATION

e  M.Sc, Computer Science and Information System, (Asian Institute of Technology, Thailand)
INTERNATIONAL DIPLOMA

e International Higher Diploma in Computer Studies (IHDCS), UK

PROFESSIONAL CERTIFICATE

Cisco Certified Network Professional (Routing &Switching 2012)

e  Cisco Certified Voice Professional (Voice, 2013)

e  Cisco Certified Network Professional (Data Center, 2014)

o Cisco Certified Internetwork Expert (Collaboration written - 2017)

PROFILE

Progressively supervise business development and technical design positions. Securing the performance and availability of the
Cisco networking and Communication. Maintain and design infrastructure to the highest standard with maximum levels of
productivity and efficiency. Currently pursuing the certification at an expert-level to gain knowledge and experiences in
communication and collaboration solutions. Comprehensive knowledge of the Cisco Networking and Unified Communication
Collaboration, very good analytical skill, built the system with innovative design and troubleshooting and ability to work on own
initiative and good correspondence teamwork, spectacularly and thoughtful contribution including the following:

TDM, SIP, CUBE, SIP Proxy EIGRP, BGP, DMVPN, Multilink PPP
FXO, Voice Gateways, QoS Cisco Routing and Switching

CUCMs, CUCs, UCCX, UCCE, IMP ASA5525X, DMZ network VPN
MGCP, H.323, SIP, SCCP, CME, CUE RightFax (Broadless)

t.38, ASR, Call recording
PROFESSIONAL EXPERIENCE

Unified Communications Specialist November 2015 — December 2017
22nd Century technologies, Inc.

Responsible as an IP Telephony Engineer; Ingress numbers configuration on TDM/SIP gateway, CUBE, CUSP and VXML voice
gateways to send the calls to Unified Contact Center Enterprise 10.5 environment. Migrating call routing and call flows for Contact
Center environment across the AMERS, EMEA and APAC regions. Redesigning dial plans in the CUCMs for requirements of
business units for migration. Configuring ingress/egress customer facing and personal DID numbers call routing, digit manipulation
for contact center agents and non-contact center users between the CM clusters across the regions. Validating call fractures and
functions such as Mobile Agent and Extension Mobility. Tracing call routing, CTI route points issues between UCM Clusters and
Centralized UCCE systems. Voicemail profile upgrading in the CUC Clusters, migration Cisco legacy telephone system to Cisco
Collaboration version 10.5 environments with Cisco UCS system. Assisting call recording Cisco MediaSense set up with third party
vendor Calabrio. Troubleshooting all related call routing issues in the global system.

Cisco Voice Engineer December 2014 - September 2015

Highstreet IT LLC.

Responsible as a voice engineer: design, plan, implementation, engineering, reporting, documentation of the scope of projects.
Cisco Unified Communication System (UCS) new implementation, migration, upgrading legacy Voice system to Cisco
Collaboration version 10 environments on UCS C220 M3, 210 with VMWare ESXi 5 and Call Control application such as
Callmanger, CME, BE6000 and UC500. Integration with external application such as Microsoft exchange server with Cisco Unity
Connection. Oracle database server with Contact Center Express to maintain the script application for Cisco Agent functionality.
Deploying Cisco IM and Presence service with CUCM, the capable of using video conference and instant messaging system for
Jabber Clients.
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Configuring the voice gateway on Cisco 2800, 2900 series routers using MGCP, SIP, H323, SCCP and SRST protocol. Setup QoS
and policy on the voice router and PoE switches for voice and video qualities with IP phone 7960 series, 9971s and Jabber Clients.
Creating and administrating call routing, route pattern, translations, mobility, etc on Communication manager version 9 and 10
environment for enterprise requirements.

Implementation and configuration Cisco Unified Communication Manager Express (CUCME) for small business customers and
Cisco Unity Express (CUE) integration on voice router for voicemail function. Troubleshooting and resolving all related 1P
Telephony, Voice Gateways and TCP/UDP, voice applications issues for multi system business units. Supporting call recording
system Verint and Telex and ASR using Maxxar-TNT. Collaborated the team members for group projects and handling individual
projects.

Network Engineer (Data/Voice) April 2006 - November 2014
USAlliance Financial, NY

Centralized call routing and control system, voice messaging, mobility services and Call recording with port mirroring and Cisco

Forked Audio through network line and VPN connection. Cisco move, add, change and delete features in the UCM cluster. Re-

engineering with new BGP network design in the enterprise cloud network and DNS failover. Secured SSL-VPN connection with

RSA two factors authentication solution for remote users. Integrated Fax over IP to the existing Unified Communication cluster.

Coordinate internal and external the team to determine the scope and objectives of proposed project. Provide accurate information

to the company and third-party vendor’s requirement. Implementation the new systems and the ongoing administration of the

financial institute enterprise data/voice network. Upgrading 10S software on Cisco Voice Gateways on Cisco 2800/2900 series
routers, dial plan and call routing on Communication manager cluster. Managing VLANs on Catalyst switches 6500s, and PoE
switches.

o Design Data Center — Colo network design and implementation project for primary and disaster recovery sites. Optimize the
latest devices and greatest technology efficiently operates in the enterprise network.

e Implement new SIP trunk implementation project in the cluster with ITSP, deploying Cisco IM & Presence service with CUCM
and Jabber clients for video conferencing, instant messaging for enterprise needed.

e Re-engineering and MPLS network cloud migrating of WAN connection to deliver high-performance, secure, and reliable
services to unite campus, data center, and branches networks.

e Upgrading Unified Communications Collaboration environment 9.1 in the clusters such as CUCMs, CCXs, CUC and IMP.
Modifying call flows as business needed. Creating, redesign and modifying ICD scripts for IVR to perform efficiently for
member’s satisfaction and business unit objectives within the organization. Setup Dialup automatic banking system with ASR
application and Audio log server by using Maxxar, Variant and Telex for tracking the voice records.

¢ Analyzing voice traffic, monitoring log and trace through Wire shark, RTMT, report generating through CAR and maintaining
IP-WAN, DID and PSTN.

e  Troubleshooting LAN, WAN, T1-PRI, FXO, and all TCP/IP , UDP related issues in the enterprise network. Implemented
Disaster Recovery system for data and voice network in the enterprise infrastructure.

e Successfully implemented Fax over IP to the existing UC system from Broadless SR-140 software fax channels in the
RightFax server (OpenText).

e  Sustaining network security by configuring NAT, ACL accessing on ASA5520 and 5525X series for ensure information is
properly protected within corporate network infrastructure.

e Sharing knowledge with the colleagues on an ongoing or ad hoc basis on project perspective, provide management with
status reports include completed projects.
e  Coordinating the direction toward future network solutions and enhancement to the current network infrastructure.
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Tomide Molayo - Unified Communications Specialist Level 3

More than 15 years of experience of providing support as a Unified Communications Specialist. Experience in designing,
implementing and configuring test environment to evaluate Avaya, Cisco and MS Lync solutions for IP-PBX. Skilled in Cisco Unified
Communications Architecture, Integration, Design, and Deployment. Proficient in Cisco IP Telephony infrastructure, including
design, implementation, system management and troubleshooting Plausible experience in installing and configuring Cisco
Expressway Collaboration Edge and Core for MRA and IM&P. In-depth knowledge of UC including UCCE, Exony, Jarvis, Splunk
and Avaya and integrating UCCM, Gateways and CVP with ICM. Strong experience in designing and implementing VOIP into
existing network to integrate corporate telephone infrastructure.

Education/Training/Certification:

Computer Engineering, New Jersey Institute of Technology
Certificate in Network Engineering, Micro Tech Training center
Cisco Certified Internet Expert (CCIE VOICE #40663)

Cisco Certified Data Center (CCIE Data Center # 40663)
Cisco Telepresence Solution Specialist

Certified Information Systems Security Professional (CISSP)
Project Management Certification ((PMP) in progress)

Professional History

22nd Century Technologies, Inc. Sep 2016 - Present

Unified Communications Specialist/ SIP Implementation Engineer

e Develop tools and processes to integrate and augment the unified communications service. Perform network bandwidth
analysis in preparation for deployment for sip deployment.

e engineers, builds, implements and supports the Unified Communication and Collaboration (UCC) platforms. Design a highly
available geographically dispersed SIP network using ACME SBC. Integrate trunk with both carrier and enterprise for
conference services over private MPLS circuit.

o Responsible for all aspects of day to day operations of unified communications services, servers, and infrastructure on a 7X24
basis including contact center, Cisco UC components, and the planning and implementation of disaster recovery exercises.

e Responsible for Cisco IP Telephony infrastructure, including design, implementation, system management and
troubleshooting.

e Leading role in the strategic delivery for architecture and deployment of cutting-edge Unified Communications technologies,
including Lync/Skype for Business and Enterprise Voice.

o Integrate network with WebEx cloud and on-prem solution. Provide integration and implementation support. Provide 4th level
support for configuration and integration issues. Integrate SBC with monitoring and ticketing systems.

e  Working with Cisco Routers and Switches Cisco Unified Communications Manager (7.x — 10.x) Cisco Unity (7.x and beyond).
Design and implement VOIP into existing network to integrate corporate telephone infrastructure.

Morgan Stanley, NY Jan 2014 - Sep 2016

Unified Communications Specialist/ Lead Voice Architect/Engineer

e Responsible for performing Proof of concept to evaluate next generation UCC solution for Morgan Stanley. Designed,
implemented and configured test environment to evaluate Avaya, Cisco and MS Lync solutions for IP-PBX.

o Designed, implemented and configured test environment to evaluate Avaya, Cisco and MS Lync solution for session
management layer to incorporate voice recording, adjunct applications, voicemail, dial-plan normalization and digit
manipulation.

e Provides a high level of technicall project management expertise to ensure the development of voice and unified
communications technologies aid in the achievement of organizational goals.

o Wrote test cases, perform tests and documented results. Designed and implemented Global dial plan leveraging combination
of E.164 at the SME layer and & digit on the leaf clusters

o Performed feature, regression test and bug scrub to validate the most stable code for deployment. Worked with client to
assign weight to test cases and result in accordance with business requirement.

o  Certified code based on business requirements and documented best practice configuration to meet same. Wrote executive
report based on POC findings and recommended solution that meets client’'s business requirements.

e Installed and Configured Cisco Expressway Collaboration Edge and Core for MRA and IM&P. Troubleshot call flows and
voice related issues using RTMT trace files, translator X and Wireshark.
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Act as escalation point for voice and network related issues. Wrote migration strategy to migration a 78,000-user base from
Avaya to Cisco globally.

Wrote ICM and CVP call studio scripts. Configured CTI Route Point for CCE Calls and Agent-Initiated Transfers. Integrated
VXML Applications with ICM Script.

Wrote CVP scripts for SQL database lookup functionality for VXML. Installed CTIOS for Agent Desktop functionality. Wrote
CVP and ICM microapp scripts for Skill group and queuing.

StateFarm Insurance, IL Jan 2013 - Dec 2013
Unified Communications Specialist/ Voice Architect/Engineer

Designed a 39 cluster CUCM environment, comprising of 9 mega clusters, 30 regular clusters with 39 CUC 8.6 clusters,
157K+ devices, 125k users, 1200 gateways of different platforms. Designed and implemented complex dial plan using SBCs
and gateways.

Developed templates used for site cutover which comprises of partitions, calling search space, gateway configuration,
translation and transformation patterns. Developed and published LLD and HLD with team members. Provided tier 4 support
for operations team. Led POC of design efforts and wrote implementation documents.

Wrote integration documents for integrating third party apps with UC including UCCE, Exony, Jarvis, Splunk and Avaya.
Integrated UCCM, Gateways and CVP with ICM. Deployed comprehensive CVP in a distributed environment using OPS
console. Installed Admin desktop and CTIOS server for agent login and admin duties.

Deployed and configured VXML server and gateway. Troubleshot and resolved UCCE call flow issues. Wrote ICM and CVP
call studio scripts. Configured CTI Route Point for CCE Calls and Agent-Initiated Transfers. Integrated VXML Applications
with ICM Script. Wrote CVP scripts for SQL database lookup functionality for VXML.

Installed CTIOS for Agent Desktop functionality. Wrote CVP and ICM microapp scripts for Skill group and queuing.

JPMorgan Chase, NJ Aug 2012 - Jan 2013
Unified Communications/ Voice Engineer

Developed SIP migration strategy for firm wide conversion to SIP from SCCP and MGCP for endpoints and Gateways.
Developed and implemented Test cases with revision control to incorporate lesson learned.

Worked with Migration team to cutover sites to SIP and provided Tier 4 escalation support. Integrated Avaya Call Center and
IPC turrets with CUCM Cluster to leverage SIP infrastructure for inbound and outbound calling.

Responsible for coordinating software upgrades, auditing telephony servers, assisting network team in troubleshooting
performance issues.

UMDNJ/Verizon Newark, NJ Feb 2012 - Aug 2012
Voice Engineer

Developed low level design document for large scale UC implementation in a virtual environment using UCSC series servers.
Implemented SIP trunks/CUBE to provide device and site level redundancy.

Designed and implemented CER for multi-campus use for emergency purposes. Designed, implemented and integrated
paging systems with UCCM cluster using InformaCast application.

Integrated CER with paging systems using InformaCast CallAware application. Designed and implemented Global dial plan
for cluster with integration to legacy PBX and Centrex systems.

Installed and configured UC applications. Worked with legacy voice team to review PBX implementation, PSTN subscriptions,
and calling patterns in preparation for VOIP telephony systems and worked with a team of engineers to design new IPT
infrastructure.

Prior Experience

TelePresence Engineer, AT&T Middletown, NJ, Dec 2008 - Feb 2012
IPT Engineer, Constellation Energy/Baltimore Gas & Electric, Baltimore MD Mar 2008 - Dec 2008
Network Engineer Consultant, Redcats USA, New York, NY Dec 2007 — Mar 2008
Voice Engineer, City of Newburgh School District/IBM, Newburgh, NY Jun 2007 - Dec 2007
Voice Engineer/Consultant, Blackrock Securities Princeton, NJ Mar 2007 - Jun 2007
Voice Engineer, PFIZER INC Nov 2004 Feb 2007
Senior Network Engineer, Columbia University/New York Presbyterian Hospital 2002 - 2004
Network Security Engineer/Manager, Goamerica Communications 2000 - 2002

Senior. Security Engineer, Ogilvy & Mather 1999-2000
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Financial Proposal Worksheet (Attachment 22) is provided in a separately sealed package within the proposal
submission, which clearly identified as the cost proposal.
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Bids Due 4/3/18 at 2:00 PM EST

RFP C000474 Enterrpise Network Support

Technical and Cost Proposal Evaluation Summary

Offeror Name

Offeror Bid
Contract Cost

Offeror Cost Score
(Max Score 40)

Technical Score
Written Proposal (Max

Total Out of 100

60)
22nd Century Technologies, Inc. $19,934,250.00 40.000 43.125 83.125
nFrastructure $22,603,125.00 35.277 46.563 81.839
CMA Consulting $22,951,875.00 34.741 30.625 65.366

Financial Formula: Low Bid/Evaluated Bid *40






